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Abstract

Purpose of review Our goal is to review a number of methodologies which have been used to
improve safety in healthcare since the release of the Institute of Medicine report in 1998
which documented that error was a significant cause of mortality in the USA.
Recent findings Multifaceted approaches have each led to reduction in error. Methods for
error reduction included in this review are BJust Culture,^ increased transparency and
accountability, error reporting and investigation, second-victim programs, training in
quality and safety methods, standardization and bundles, electronic health records,
computerized order entry, barcode scanning, clinical decision support, predictive
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analytics, and situational awareness. Newer fields with the potential to improve patient
safety include human factors engineering, indication-based prescribing, and Safety II.
Summary While each intervention has led to incremental improvement, continued expan-
sion of these programs is necessary to eliminate medical error.

Introduction

As health care continues growing in complexity daily,
concerns regarding patient safety grow with it. Over two
decades ago the Institute of Medicine (IOM) reported
that as many as 98,000 people die annually from pre-
ventable harm [1]. A more recent analysis (although
controversial and using different methodology than
the IOM) suggested that medical errors currently cause
250,000 American deaths each year which would make
error the third leading cause of death second to cancer
and heart disease [2]. Regardless of the true incidence of
medical error leading to harm, only one goal is clearly
acceptable to any individual patient or family—zero

preventable harm [3, 4]. We must achieve this in the
context of patients living longer with multiple comor-
bidities and acute conditions and having higher expec-
tations for quality of care. Increased awareness of our
deficiencies in patient safety has led to numerous strat-
egies for improving the quality and safety of care despite
trends towards increased disease severity. This review
covers many of these strategies; some are generalizable
while others are more specific. Finally, we suggest a few
up-and-coming areas which will potentially drive safety
results further.

BJust culture^

Perhaps the most important element for improving patient safety is organiza-
tional culture. Hospitals with a BJust Culture^ share accountability in doing the
right thing, both in leadership and the frontline staff. The BJust Culture^ focuses
error-prevention efforts on improving systemdesign and behavioral choices [5].
A BJust Culture^ recognizes that humans are destined tomakemistakes [6], and
drift at times into at-risk behaviors, no matter how well hospitals design their
systems. However, BJust Culture^ requires leaders and management to pursue
follow-up actions that correct errant behaviors irrespective of those involved or
the outcome of a particular error event. When management successfully differ-
entiates between human error, at-risk behavior, and reckless behavior, appro-
priate actions are taken which may include consoling, coaching, or disciplining
the individual involved [7].

Transparency/accountability

Organizations which desire to create a high-safety culture must emphasize
transparency—open disclosure of information regarding safety and safety
events with patients, the public, and other healthcare providers [8]. Without
transparency, healthcare providers have no opportunity to learn from each
other’s mistakes, which increases the odds of similar errors in the future [8].
Some organizations have recognized the need for transparency and publish
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their quality and safety results on the Internet, which may drive patient choice
and influence staff buy-in to improve safety outcomes [9]. Becoming a Bhigh-
reliability organization^ (one that operates in a complex, highly-hazardous
domain for an extended period without failure) requires that hospitals dedicate
themselves to consistent safety accountability and effective patient-centered care
[10].

Event reporting and investigation

Frontline employees must identify and report events so problematic issues
can be addressed [1]. As a hospital’s safety culture matures, an increase in
voluntary reporting may occur along with other ways of detecting adverse
events such as trigger tool analysis [11]. Increased event identification
through reporting and triggers, followed by robust analysis such as root-
cause analysis identifies individual and system failures, and improves the
ability to understand not only the gaps in our systems, which led to an
event, but also to identify and rectify latent errors—errors in waiting [12].
After a harmful event, methods such as the Bhuddle^ process encourage the
gathering of interdisciplinary teams who examine what specifically hap-
pened and determine appropriate remedial actions to prevent reoccurrence
[13]. Hospitals have been successful in utilizing the huddle to identify
interventions at the individual, unit, or system level to reduce adverse drug
events (ADEs) [14, 15]. Event reporting and investigation is best applied as
a multifaceted approach. One institution, which reduced harmful ADEs by
approximately 80%, suggested four critical factors for success—a robust
internal quality collaborative model, focus on medication management
failure modes, ADE huddles, and increased event reporting in an evolving
safety culture [16]. Institutions which hope to achieve higher levels of
voluntary event reporting must recognize that the BJust Culture^ described
previously is critical to making employees feel safe to report instead of
cover-up problems.

Second victim programs

Despite efforts to reduce and eliminate preventable harm,
errors—sometimes tragic—will still occur. Healthcare professionals are
often abandoned while dealing with the emotional impact following these
unfortunate incidents and can have trouble coping with their emotions
and reactions [17, 18]. Wu coined the term Bsecond victim,^ defined as
Bthose who suffer emotionally when the care they provide leads to patient
harm [19].^ Years later, the definition was expanded by Scott and col-
leagues to include those Bhealthcare providers involved in unanticipated
adverse patient events, medical error, and/or patient-related injury who
become traumatized by the event [20].^ BSecond victims^ go through
distinct recovery stages following these events [21], and institutionally
designed programs providing peer support can reduce emotional distress
and improve professional quality-of-life [21, 22]. Second victims often
desire support from a coworker, peer, or an individual who helps them
learn from their mistake and decreases the involved worker from feeling
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isolated [21, 23, 24]. Hospitals must find ways to rapidly respond to
grieving healthcare providers and make accessible support mechanisms
swiftly available [21, 25]. Healthcare providers often suffer in silence, and
if we desire to continue improving patient safety, we must improve em-
ployee safety as well.

Training in quality and safety methods

Institutions can accelerate patient safety improvement efforts through moti-
vated interdisciplinary teams, which include physicians, nurses, pharmacists,
administrators, risk managers, and other individuals in place, to help organi-
zations make improvements going forward [26]. Though many of these indi-
viduals might have the knowledge and skill to lead change [26], some believe
standardized quality improvement (QI) training in areas such as change man-
agement and teamwork is necessary for institution-wide QI [27]. One study
evaluated four core areas: QI knowledge, testing and implementing change
using teams, data management and analysis, and spreading and sustaining
science following a QI essentials course [28]. Teaching the Institute for
Healthcare Improvement Model for Improvement [29], the authors found that
having interdisciplinary teams participating in the course made drastic im-
provements in QI competency over time and increased QI productivity [28].
Training hundreds of mid-level and senior leaders in a project-based course has
created a Bcan do^ QI culture in the institution. Continued execution of QI
training programs will enable more individuals throughout health-systems to
practice improvement methods towards increasing care quality and reducing
patient harm. The expected result is organizations will build a solid Bbottom-
up^ foundation for QI while supporting high-reliability at the system level [30].

Standardization/bundles

Care standardization, often through bundled implementation, speaks to a
fundamental definition of quality as a reduction in variation [31]. Standardi-
zation has achieved reductions in a critical function that has harmed patients
since the origin of healthcare—Healthcare-Associated Infections (HAIs). Ini-
tially, HAIs resulted frompoor hygiene and sanitation and failure to understand
germ theory.More recently, HAIs have been associatedwith surgical procedures,
use of invasive devices, and therapies adversely affecting the immune system.
When the device-related HAIs began to occur, physicians rationalized these
infections as the cost of caring for critically ill patients. Central line-associated
bloodstream infections (CLABSI), surgical site infections (SSI), catheter-
associated urinary tract infections (CAUTI), and ventilator-associated pneu-
monia (VAP) are the most common and most serious HAIs. Since not all
patients with invasive devices develop HAIs, specific patient characteristics and
device care-related activities identified risk factors enhancing or reducing an
individual patient’s likelihood of acquiring an HAI. Understanding these risk
factors led to interventions that have significantly reduced HAIs.

For each HAI, specific interventions were trialed, usually Bbundled^ togeth-
er, reducing contamination of a previously sterile or clean site during surgery or
device insertion and minimizing indwelling device manipulation to reduce
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subsequent contamination. The resulting insertion andmaintenance Bbundles^
for each device-associated HAI are evidence-based and standardized [32–37].
Because the risk for a device-related HAI increases while any invasive device
remains in a patient, all device maintenance bundles require a daily conversa-
tion to determine if the device is still essential. This practice ensures removal as
soon as feasible when devices are no longer medically necessary.

Insertion and maintenance bundles vary by device. For each device, the use
of standardized bundles for insertion and maintenance requires high compli-
ance levels for full effectiveness. The Centers for Disease Control and Prevention
(CDC) through its National Healthcare Safety Network determined that inten-
sive care units (ICUs) utilizing these standardized insertion and maintenance
bundles reduce CLABSIs by at least 38% (see Table 1 for one bundle example).
However, achieving this magnitude of CLABSI rate required compliance at 9
95% for all bundle elements [38].

In 2009, the eight children’s hospitals in Ohio created Solutions for Patient
Safety [39] as a network to improve patient safety by utilizing evidence-based
practices, such as the HAI bundles, to reduce patient harm. The network has
gone national, and even international, with more than 130 children’s hospitals
participating. Since 2011, with standardized bundle use, the network hospitals
have reduced SSIs by 31.2%, CAUTIs by 58.8%, and CLABSIs by 12.1% [40•].

Evaluations of the impact of each specific device-related bundles were
conducted as multi-modal interventions and not an assessment of individual
specific bundle elements. Therefore, the benefit of each element is not
established. Since the bundle elements add cost and provider time, identifying
which bundle elements provide benefit and which do not would be valuable.
However, bundle success may preclude efforts to assess individual bundle
elements due to concerns that eliminating any bundle element could result in
potential patient harm.

Electronic health records (EHRs)

In the past 19 years, health information technology (HIT) advances have
significantly contributed to patient safety. Perhaps the most widely adapted
advancements are the EHR and computerized physician order entry (CPOE).
Though EHRs first appeared in the 1960s [41], widespread adoption took

Table 1. CLABSI prevention bundle elements

Insertion Maintenance
Hand hygiene Daily discussion of line necessity and functionality

Chlorhexidine scrub Regular assessment of dressing integrity

No iodine treatment Standardized access procedure

Prepackaged or filled cart, tray, box Standardized dressing, cap and tubing change (procedures and timing)

Insertion checklist Daily chlorhexidine bathing

Full sterile barrier for providers and patients

Insertion training for providers
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significantly longer due to some concerns, mostly related to cost, feasibility, and
security. In 2009, 10 years after the BTo Err is Human^ publication by the IOM,
the federal government passed the Health Information Technology for Eco-
nomic and Clinical Health (HITECH) Act [42], which afforded incentives for
HIT use, including EHR use. The HITECH Act also expanded the Health Insur-
ance Portability and Accountability Act (HIPAA) to provide coverage for
electronic-protected health information. This act catalyzed EHR adoption,
which doubled from 34.8% of hospitals in 2007 to more than 71% in 2012
[43].

With HIT development, concerns about design problems, workflow disrup-
tion, and general dissatisfaction are numerous [44]. Thus, the use of a human-
factors approach (see below) to the design and development of further tech-
nology encourages careful evaluation and risk mitigation before EHR imple-
mentation is necessary. Despite safety concerns arising from EHR implemen-
tation, its application has been linked to enhanced vaccination rates [45] and
improved health care maintenance [46] in pediatrics and decreased inpatient
mortality with enhanced use of auto-populated notes and records [47].

Computerized order entry (CPOE)

CPOE development, an advancement of EHR technology, has increased effi-
ciency and safety, particularly when coupled with clinical decision support
(CDS) tools. With nearly five billion drug treatment orders written annually,
CPOE provides a Bclear^ alternative to hand-written orders [48]. CPOE targets
medication-prescribing errors, which are believed to be the most prevalent
ADEs in hospitals [48, 49]. Utilizing CPOE can detect medication errors more
efficiently and automatically by checking that the medication is prescribed at
the appropriate dose; further, electronic order delivery increases pharmacy
efficiency.

Likewise, adding CDS to CPOE improves adherence to the medication
formulary and reduces ADEs by checking prescribed medications against a
patient’s listed allergies or adverse reactions as well as automatically checking
for drug-drug interactions [48]. CDS may also use warnings or hard stops,
which limit medication doses to an appropriate range based on a patient’s age
or size or may require high-risk medications (e.g., anticoagulants or insulin) be
ordered with appropriate monitoring.

Lastly, in the outpatient setting, CPOE can increase medication pick-up,
particularly when linked to an automatic notification to primary care pro-
viders regarding non-compliance [48]. CPOE employment has been associated
with reduced hospital mortality for pediatric patients [50].

Barcode scanning

A further advancement, barcode scanning, has addressed medication adminis-
tration errors, which were unchanged with CPOE [49]. Before medication
administration, a nurse scans both the medication and patient identification
band barcodes, which link to an order in the EHR. The administrator is warned
not to proceed if the patient does not have an order for the specific medication,
including dose and route, due at that time. Using barcode scanning has reduced
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wrong medication, wrong patient, wrong time, wrong route, and wrong-dose
errors. Though the five rights of medication administration will never be
replaced, barcode scanning, when used appropriately, can act as a defensive
wingman to those administering medications. While not all medication errors
lead to patient harm, and to our knowledge, no study has shown reduction in
hospital-wide preventable harm or serious safety events after introduction of
barcode scanning, at least one unit has shown a reduction in preventable
adverse drug events upon introduction of this technology [51].

Advances in HIT are just beginning to address pump programming errors.
While smart pumps using dosing error reduction software can decrease some
programming errors, many medication-infusion administration errors are still
possible, including wrong rate, wrong concentration, wrong medication, and
wrong dose. Smart pump integration links smart pumps to the EHR, such that
medication administration requires barcode scanning the patient’s wristband,
the medication, and the pump channel. The pump is then automatically
programmed using the available order from the linked EHR. Also, the pump
automatically administers the medication volume documented in the EHR at
the appropriate time, allowing for improved documentation. While relatively
new, smart pumps have the opportunity to decrease ADEs by decreasing the
keystrokes by approximately 86% [52] and improving pharmacy workflow by
automatically notifying the pharmacy when a bag or syringe is at a pre-specified
level and needs to be replaced. As of January 2018, approximately 99% of
hospitals reported using smart pumps for IV medication administration, yet
only 15% used the pump’s interoperability function [53]. We anticipate seeing
greater evidence of improvement in patient outcomes as smart pump pro-
gramming links become increasingly adopted.

Clinical decision support (CDS)/predictive analytics

The most recent introduction to the HIT arena includes the development of
predictive analytics. Enhanced EHR use coupled with other IT advances, in-
cluding wearable devices, created massive amounts of healthcare data. Predic-
tive analytics, a branch of healthcare analytics, uses empirical methods to
develop predictions [54]. Despite being in the infancy of its development in
healthcare, predictive analytics has been used to forecast cardiac arrest in
pediatric intensive care unit (PICU) patients [55•], nephrotoxic-associate acute
kidney injury [56], and cardiovascular deterioration in children with hypo-
plastic left-heart and similar cardiac lesions [57]. CDS and predictive analytics
have improved the early detection of sepsis in the ED with an automated
solution requiring no additional documentation, identifying patients 68 min
earlier when compared to the previous paper process [58]. A predictive model
has been developed to detect pediatric inpatient deterioration outside of the
ICU setting up to 24 h before the event occurs (event being code blue, emergent
PICU transfer, or patient death) with 85% sensitivity and less than a 2% false
positive rate (Hoffman, J. – personal communication). Overall, predictive
analytics’ ability to act as the Bwingman^ for busy and distracted healthcare
providers may lead to transformational improvement in patient safety. One
area which should receive continued exploration is how behavioral
economics—the effects of psychological, cognitive, emotional, cultural, and
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social factors on the economic decisions of individuals and institutions and how
those decisions vary from those implied by classical theory—can be adapted to
non-economic decisions in healthcare and how these factors affect CDS [59].

Situational awareness

Hospitalized pediatric patients with unrecognized clinical deterioration
and failed care escalation resulting in a code blue outside the ICU have an
associated increase in mortality. Initial studies demonstrated a 40–67%
mortality with a 1-year survival rate of 15% [60]. With more timely and
effective resuscitation via pediatric code teams, both event survival and
survival to discharge have improved significantly without a corresponding
increase in long-term neurological deficits [61]. Rapid response team
(RRT) development has effectively led to rescuing clinical deterioration
and resulted in decreased codes outside the ICU and overall hospital
mortality. Initially demonstrated in a single pediatric facility, RRTs resulted
in decreased in codes outside the ICU by 72% and a decrease in hospital
mortality by 18% [62]; two systematic reviews have recently affirmed these
findings [63, 64]. However, RRT interventions usually represent a delayed
recognition of ongoing patient deterioration and subsequent rescue. Hos-
pital systems are challenged to effectively intervene sooner towards a more
proximal capture of patient deterioration. This requires altering the tra-
jectory of the decompensating hospitalized pediatric patient with predic-
tion, identification, mitigation, and escalation of at-risk patients.

Recent improvement efforts have focused on increasing situational
awareness [65], a term borrowed from the military and aviation indus-
try, and which can be defined and summarized with three questions: (1)
What is going on (with the patient/family, the unit, and providers)? (2)
What does it mean (data points, analysis, and interpretation)? and (3)
What is the predicted outcome (and potential mitigation and escalation
plans)?

Code blue teams and RRTs are system solutions targeting increasing
situational awareness, albeit interventions at the end of the deterioration
spectrum. Awareness and prediction tools such as the pediatric early
warning scores (PEWS) have been well studied including most recently and
robustly in a large multicenter prospective randomized control study,
which did not show that PEWS significantly affected hospital mortality
[66]. However, PEWS initiation did result in a decrease in defined
Bsignificant clinical deterioration events,^ which represented a more prox-
imal capture of decompensation on the floor. Similarly defined events, also
referred to as unsafe or emergency transfers, are eightfold more common
than code blue events and associated with increased morbidity and mor-
tality compared to other ICU transfer patients [67]. Recent research and
technological innovations have focused on electronic health record pre-
dictive analytic tools with several models outperforming PEWS in recog-
nizing clinical deterioration for hospitalized patients [68]. In conjunction
with more accurate predictive capacity, innovative models emphasizing
situational awareness with earlier identification, mitigation, and escalation
have favorably impacted unrecognized clinical deterioration [69, 70].

138 Patient Safety (M Scanlon, Section Editor)



Preventing delayed or unrecognized clinical deterioration is a complex
problem requiring complex solutions. A multifaceted approach including
organizational, operational, cultural, technical, and human factor solutions
are necessary to realize and sustain improvement.

Future directions—human factors engineering (HFE)

HFE is the Bscientific discipline concerned with understanding interac-
tions among humans and other elements of a system [71].^ As such,
HFE recognizes that the systems in which we work require complex
interplay between humans (care providers) and equipment, supplies,
and physical spaces. Efforts to optimize the latter elements without
considering the role of fallible humans will limit gains seen through
safety improvement efforts. HFE can be divided into the fields of phys-
ical ergonomics (how humans move through their workspace), cognitive
ergonomics (how human interaction with technology affects decision-
making), and macro ergonomics (how culture and organizational factors
affect human performance). Since 2005, the IOM has been calling for
increased HFE consideration to improve patient safety [72]. A popular
model for approaching HFE work in healthcare is the Systems Engi-
neering Initiative for Patient Safety (SEIPS) model [73] for which an
update has recently been introduced [SEIPS 2.0, [74]]. In SEIPS 2.0, the
humans at the center of the work system include both providers and
patients/families, the tools/technology, tasks, internal and external envi-
ronments with which they interact, and the wider organization. The
model suggests that the configuration of the components creates specific
interactions for any particular process and that process performance
depends on the interactions more than individual components. One
HFE example is having each physical item required for each step of a
task arrayed in sequence from left to right in an equipment tray, thus
minimizing or preventing inadvertent skipping of a task. Another HFE
example is a Bforcing function^ which prevents performing one step
until a prerequisite step is completed; for example, the OR case start
time cannot be entered into the EHR until a box has been checked
indicating completion of a procedural time-out.

Future directions—indication-based prescribing

Most practitioners are already familiar with the B5 Rights^ of medication
safety—right patient, drug, dose, time, and route. In the last few years, especially
with the advent of CPOE, a sixth right has been proposed—the right indication
[75]. While some initial studies indicated that including the indication for the
medication in the electronic order is effective at reducing medical errors [76–
78], widespread adoption of this technology is lagging. An editorial from the
Institute for Safe Medication Practices (ISMP) [79] suggests indication-based
prescribing can providemultiple benefits. These advantages include, but are not
limited to, preventing errors by narrowing medication choices, especially with
look-alike drug names; empowering patients by helping them understand
which medication they are taking for which purpose; improving
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communication between providers and pharmacists by revealing the patient’s
diagnosis list; and learning about off-label use. For indication-based prescribing
to be effective, some hurdles must be overcome including defining terminology
for indications, allowing the use of medications when a definitive diagnosis is
not known, and managing drugs used for multiple indications. Finally, the
informatics resources needed to implement these strategies with thousands of
medications will be significant.

Future directions—Safety II

The predominant method for improving safety in healthcare over the last
decades has been learning from our mistakes and redesigning systems to
prevent recurrence. In this model, called Safety I, learning opportunities, which
drive improvement, become limited as adverse events decrease. Furthermore, as
the more common failure modes are eliminated, future events tend to be
unrelated to past events and thus cannot be prevented due to past learning. If
our goal is zero harm (perfect safety), a shift in our thinking must occur.

Safety II focuses on learning from what goes right and allowing individuals
and systems to become more resilient. Hollnagel, Wears, and Braithwaite
(2015) in their seminal whitepaper called for a shift towards Safety II [80•].
One key concept from Safety II is understanding how the actual work on the
front-lines differs from what is imagined by those not on the front-lines [work
as done (WAD) vs. work as imagined (WAI)] [81]. The reason for the differences
can be common and mundane—such as a nurse simply triaging and re-
sequencing tasks to get through a busy shift [82], or responding to the intro-
duction of new technology in her workflow [83]. Alternatively, differences
between WAD and WAI can be responses to major events where front-line
workers recognize a need to change their practices to avoid error. In these cases,
a resilient response likely involves a four-step process ofmonitoring a situation,
anticipating impending problems, responding effectively, and learning from
successes achieved [84]. While Safety II is still an emerging field, and no reports
of Safety II being created de novo in a healthcare setting are available, a recent
paper described how Safety II seems to occur in a high-functioning unit and
may lead towards strategies for expanding a Safety II framework in other
microsystems [85].

Conclusion

The many strategies described here have achieved incremental improve-
ment in patient safety, which were often proven effective on a small scale
(in individual hospitals, or microsystems within those hospitals). Unfor-
tunately, the evidence does not support dramatic improvements in patient
safety across our American healthcare system. The disconnect in the data
may be due to the limited effect of the current strategies, narrow adoption
of these strategies, or decreased safety due to other causes which are
negating the current gains. Hopefully, increased spread of effective prac-
tices and the addition of more profoundly effective novel strategies will
soon lead to marked improvement in patient outcomes.
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