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Abstract
Epigenetic patterns, such as DNA methylation, histone modifications, and non-coding RNAs, can be both driver factors and 
characteristic features of certain malignancies. Aberrant DNA methylation can lead to silencing of crucial tumor suppres-
sor genes or upregulation of oncogene expression. Histone modifications and chromatin spatial organization, which affect 
transcription, regulation of gene expression, DNA repair, and replication, have been associated with multiple tumors. Certain 
microRNAs (miRNAs), mainly those that silence tumor suppressor genes and occur in a greater number of copies, have also 
been shown to promote oncogenesis. Multiple patterns of these epigenetic factors occur specifically in certain malignan-
cies, which allows their potential use as biomarkers. This review presents examples of tests for each group of epigenetic 
factors that are currently available or in development for use in early cancer detection, prediction, prognosis, and response 
to treatment. The availability of blood-based biomarkers is noted, as they allow sampling invasiveness to be reduced and 
the sampling procedure to be simplified. The article stresses the role of epigenetics as a crucial element of future cancer 
diagnostics and therapy.

Key Points 

There is a broad spectrum of epigenetic biomarkers in 
oncology, but those related to methylation and micro-
RNA (miRNA) copy number variation or changed 
expression seem to be the most promising.

There are a few diagnostics assays that provide prognos-
tic and predictive information.

Epigenetic alterations have been identified in many solid 
tumors in formalin-fixed paraffin-embedded material; 
however, it seems that miRNAs and circulating tumor 
DNA are the most promising biological material to work 
with in personalized oncology.

1 Introduction

Genetic information is provided by the order of nucleotides 
arranged in DNA, but it is the pattern of epigenetic fac-
tors that dictates how this information should be expressed. 
Epigenetics answer the question of how the same genotype 
can be translated into different phenotypes [1]. Methylation 
of DNA, heritable modifications of chromatin (histone and 
nucleosome modifications), and regulation by non-coding 
RNAs are essential for normal development and mainte-
nance of tissue-specific gene expression patterns in mam-
mals [2, 3].

Epimutation is defined as a heritable abnormal transcrip-
tional repression of gene activity that is not associated with 
a DNA sequence. Epimutation generally occurs in somatic 
cells and manifests as tumor progression but may also arise 
in the germline. Several diseases have been linked to epi-
genetic alterations. Epigenetic mutations and secondary 
genetic mutations in both cis and trans, including copy 
number variation (CNV), chromosomal rearrangements, and 
uniparental disomy [4], lead to eight classic imprinting dis-
orders: (1) Angelman syndrome; (2) Prader–Willi syndrome 
[5]; (3) Beckwit–Wiedemann syndrome; (4) Silver–Russell 
syndrome; (5) Temple syndrome; (6) Wang syndrome [4]; 
(7) transient neonatal type 1 diabetes mellitus [6]; and (8) 
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pseudohypoparathyroidism type 1. Cancers associated with 
changes in the epigenetic landscape include Lynch syndrome 
(hereditary non-polyposis colorectal cancer [HNPCC]) 
(Table 1), chronic lymphocytic leukemia (CLL), breast 
cancer, and ovarian cancer. Many tumor suppressor genes 
(i.e., RB1, VHL, MLH1, APC, and BRCA1) are involved in 
epigenetic abnormalities [3].

DNA methylation, histone modifications, and non-coding 
RNAs are present ubiquitously in all types of human malig-
nancies and can appear at early stages of cancer, and there-
fore constitute particularly attractive markers with a wide 
range of applications in diagnostics [7].

The first epigenetic data were available in ENCODE 
(Encyclopedia of DNA Elements) for different cell lines. 
The first map of epigenetic changes in cancer tissue was 
included in The Cancer Genome Atlas (TCGA). Finally, the 
map of human epigenome has been developed under the 
Human Epigenome Project (HEP). Over the years, ENCODE 
has become a large database including information about 
the epigenome of 212 cell cultures, as well as that of many 
types of human cancer tissues. The HEP has expanded and 
united many international members, creating the Interna-
tional Human Epigenome Consortium (IHEC) [8]. Thus, we 
have gained a better understanding of the role of epigenetic 
changes in normal development, aging, imprinting disorders, 
and abnormal gene control in cancer, as well as the role of 
the environment in shaping phenotype in humans [9].

2  Aberrant DNA Methylation in Cancer

Aberrant DNA methylation is the main studied epigenetic 
alteration in cancer [10]. Aberrant hypermethylation of pro-
moters in eukaryotic cells can lead to silencing of important 
genes, such as tumor suppressor genes, and ultimately result 
in  the development of disease. Cancer development can 
also be affected by the opposite process. Hypomethylation 
of genes, e.g., oncogenes, which are normally methylated, 
can upregulate their expression [11]. Interestingly, DNA 
hypomethylation was the first reported DNA methylation 
abnormality in human cancer [12]. However, despite the 
initial evidence provided in 1983 and by later work, stud-
ies of the molecular mechanisms leading to cancer have 
not focused on epigenetics [12, 13]. Instead, the empha-
sis was put on DNA mutations and loss of heterozygosity 
(LOH) [11]. In 1999, Toyota et al. [14] proposed the CpG 
Island Methylator Phenotype (CIMP) as another pathway 
of tumorigenesis. They used CIMP to describe the clinical 
and pathological features of colorectal cancer (CRC) for the 
first time. This pioneering study consisted of methylation 
profiling of the CDKN2A (p16), MINT1, MINT2, MINT12, 
MINT17, MINT25, MINT27, MINT31, MLH1, and THBS1 
genes in tumor tissue [15]. Almost 20 years after the publi-
cation by Toyota et al. [14], we have now developed meth-
ylation in vitro diagnostic (IVD) assays for blood and tissue 
[13]. Moreover, they have been successfully introduced in 
the clinical setting for cancer screening, prognosis, and pre-
diction [15].

Table 1  Methylation: prognostic and predictive biomarkers with diagnostic utility

FFPE formalin-fixed paraffin-embedded cancer tissue

Methylation Prognostic Predictive Invasive/non-inva-
sive diagnostics

Biological 
material

Target cancer

MLH1
Hypomethylation

+ − Invasive FFPE Colorectal cancer [16, 17]

MGMT
Hypermethylation

+ + Invasive FFPE Glioblastoma [24, 25]

IDH1 p.R132H mutation and MGMT hyper-
methylation

+ − Invasive FFPE Glioblastoma [30]

RB1 hypermethylation + − Invasive FFPE Retinoblastoma [33, 34]
GSTP1, RASSF1, APC methylation status + − Invasive FFPE Prostate cancer [35, 36]
SEPT9 + − Non-invasive Blood Colorectal cancer [39, 40]

Lung cancer [41]
MGMT-STP27 − + Invasive FFPE Oligodendrogliomas and 

oligoastrocytomas [124]
ESR1 − + Non-invasive Blood Breast cancer [125]
ZNF331 + − Invasive FFPE Colorectal cancer [126]
SALL1 − + Invasive FFPE Head and neck cancer [127]
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2.1  DNA Methylation Biomarkers in Tissue

One of the genes included in the first methylation profiling 
in 1999 was MLH1, a DNA mismatch repair (MMR) gene 
(Table 1). Epigenetic silencing of the MLH1 gene via hyper-
methylation of its promoter results in microsatellite insta-
bility (MSI). It has been found that 13% of sporadic CRCs 
show MLH1 hypermethylation, and a BRAF c.1799T>A, 
p.Val600Glu mutation has often also been identified in tumor 
DNA [16, 17]. MSI and loss of MLS1 also occurs in Lynch 
syndrome (the most common cause of hereditary CRC) [18], 
but it is caused by mutations in one of the DNA MMR genes. 
In order to fully diagnose Lynch syndrome, genetic analysis 
of constitutional mutations in the MMR genes is performed. 
Differentiation of non-heritable CRC and Lynch syndrome 
includes a two-level screening test. The first tier includes 
analysis of expression of MMR genes and MSI testing. In 
the case of loss of MMR expression and a positive result 
for MSI, constitutional mutations in MLH1, MSH2, MSH6, 
PMS2, or EPCAM are analyzed. Alternatively, determina-
tion of the MLH1 methylation level and the BRAF V600E 
mutation is conducted. Constitutional MLH1 epimutations 
testing is recommended to confirm Lynch syndrome [19]. 
Methylation analysis of MLH1 can improve the selection of 
patients for Lynch syndrome genetic testing and thus reduce 
the cost of detecting a mutation by almost half [20]. MLH1 
methylation can be assessed by methylation-specific mul-
tiplex ligation-dependent probe amplification (MS-MLPA) 
[21, 22] and some laboratories use pyrosequencing [23].

Clinical  tr ials have provided evidence that 
 O6-methylguanine  (O6-meG)–DNA methyltransferase 
(MGMT) is useful as a prognostic and predictive marker 
in glioblastoma (Table 1) [24, 25]. MGMT is a DNA repair 
gene participating in the removal of mutagenic and cytotoxic 
alkyl groups from  O6-meG [28]. DNA alkylation leads to the 
formation of mutations, and therefore MGMT protect cells 
against damage [26, 27]. Temozolomide causes alkyl DNA 
damage and thus leads to cell death. Its cytotoxic effect is 
more potent against the rapidly dividing cancer cells than 
against normal cells, as the DNA repair mechanisms in can-
cer cells are impaired [25, 28]. Therefore, cells with MGMT 
silenced by hypermethylation show a better response to 
temozolomide therapy [25]. It has been found that in glioma 
and CRC, methylation of MGMT occurs in 40% of tumors, 
while in non-small cell lung carcinomas (NSCLCs), lympho-
mas, and head and neck carcinomas, methylation of MGMT 
occurs in 25% of tumors [27]. Diagnostic recommendations 
for glioma include analysis of MGMT methylation, which 
is the key point in the therapeutic algorithm and provides 
predictive information about the response to temozolo-
mide [29]. Furthermore, the MGMT methylation status in 
combination with IDH1 mutations plays the role of a prog-
nostic biomarker. Glioma patients with the IDH1 p.R132H 

mutation and hypermethylated MGMT have a better prog-
nosis (Table 1) [30].

There are a number of commercial tests available to 
evaluate the MGMT methylation level by (1) methylation-
specific polymerase chain reaction (PCR): PredictMDx Glio-
blastoma (MDx Health); (2) real-time PCR: MGMT Meth-
ylation Detection Kit (EntroGen); (3) MS-MLPA: SALSA 
MS-MLPA probe mix ME011 MMR genes (MRC-Holland); 
and (4) pyrosequencing technology: PyroMark MGMT Kit 
(Qiagen).

The RB1 gene is primarily associated with retinoblastoma 
caused by the loss of the RB1 function (Table 1). The lack 
of expression of this gene in retinoblastoma, as well as in 
other tumors, including bladder carcinomas and malignant 
neuroendocrine lung carcinomas, is associated with an LOH 
or RB1 mutations. Nevertheless, in some cases, the silenc-
ing of RB1 expression is caused by its methylation [31, 32]. 
It has been reported that for full molecular diagnostics of 
retinoblastoma, it is necessary to evaluate RB1 methylation 
beyond the LOH and mutations. Ohtani-Fujita et al. [33] 
suggested that hypermethylation in the RB1 gene is always 
acquired and causes approximately 9% of sporadic unilateral 
tumors [33]. Currently, there are tests available on the mar-
ket based on the MS-MLPA methodology for the evaluation 
of the methylation level of the RB1 promoter [34].

Tumor suppressor genes GSTP1, RASSF1, and APC are 
commonly methylated in prostate tumors and, therefore, are 
considered as cancer biomarkers (Table 1). A set of these 
genes has been used in a commercially available assay—
ConfirmMDx® (MDxHealth). This test allows a better strati-
fication of patients with a negative prostate biopsy result. It 
takes advantage of the epigenetic field effect, based on the 
principle that normal cells surrounding the foci of cancer can 
contain DNA methylation changes. Two independent stud-
ies, MATLOC (Methylation Analysis to Locate Occult Can-
cer) and DOCUMENT (Detection of Cancer Using Methyl-
ated Events in Negative Tissue), confirmed the predictive 
value of  ConfirmMDx® and showed a sensitivity of 68%, a 
specificity of 64%, and a negative predictive value of 90% 
[35, 36]. Moreover, it was found that use of the methylation-
based biomarkers GSTP1, RASSF1, and APC resulted in a 
reduction of the number of unnecessary repeated biopsies 
by up to 64% [35].

2.2  DNA Methylation Biomarkers in Biofluids

Measurement of DNA methylation can be performed in 
various types of biological material—not only solid tissues, 
but also plasma, serum, sputum, urine, and cerebrospinal 
fluid (CSF). One of the examples of a plasma epigenetic bio-
marker for CRC screening is circulating methylated SEPT9 
DNA (Table 1). SEPT9 regulates cell growth and prevents 
uncontrolled cell division and, therefore, it is considered to 
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be a tumor suppressor [37]. It has been demonstrated that 
methylation of SEPT9 is associated with the pathogenesis 
of CRC, and a decrease in its expression is correlated with 
progression of neoplastic disease [38]. The first commercial 
diagnostic test based on the SEPT9 biomarker was developed 
by Epigenomics AG 10 years ago. It involves evaluation of 
the SEPT9 promoter methylation in plasma using real-time 
PCR [39]. Currently, two generations of these CE-marked 
IVD assays called Epi  proColon® are available [39]. Other 
commercially available SEPT9 methylation tests for CRC 
diagnostics are  ColoVantage® (Quest Diagnostics) and Real-
Time mS9 (Abbott) [40]. Apart from CRC, the usefulness of 
SEPT9 methylation has been evaluated in the early diagnos-
tics of others cancers, including lung cancer [41]. However, 
there are more specific tests for lung cancer diagnostics, such 
as Epi  proLung® (Epigenomics AG), in which methylation 
of SHOX2 and PTGER4 is evaluated using real-time PCR 
[15, 42]. SHOX2 hypermethylation has been noticed in the 
bronchial aspirates [43], pleural effusions [44], and blood 
plasma of patients with lung cancer [15]. DNA methyla-
tion analysis of SHOX2 combined with PTGER4 in blood 
plasma allows detection of lung cancer and differentiation of 
non-malignant diseases [15]. Additionally, prognostic appli-
cation of an assay based on SHOX2 methylation has been 
demonstrated [45]. The advantage of SHOX2 as a methyla-
tion biomarker is its high specificity (> 95% in bronchial 
aspirates) [43, 45].

In the case of CRC, in addition to the previously men-
tioned biomarkers, it is also possible to use a stool-based 
methylated biomarker test, i.e., the  Cologuard® kit (Exact 
Sciences) [40, 46]. This PCR-based assay is used to assess 
the level of vimentin gene (VIM) methylation and DNA 
integrity for the early detection of CRC. The sensitivity 
and specificity of the  Cologuard® assay are 83% and 82%, 
respectively, and the specificity is almost at the same level 
in patients with CRC at stages I–III [47, 48].

3  Histone Modification in Cancer

Chromatin can generally be distinguished into heterochro-
matin, which is highly condensed and contains inactive 
genes, and euchromatin, which is more relaxed and con-
tains actively transcribed genes. Covalent modification of 
the nucleosome components—histones—alters the organiza-
tion and function of chromatin, which affects gene regulation 
and expression [49]. Histone modification plays an impor-
tant role in the determination of the role of chromatin, which 
can be divided into six broad functions: promoter, enhancer, 
insulator, transcribed, repressed, and inactive chromatin 
[50]. Modification of histone structure includes phospho-
rylation, acetylation, methylation (mainly of lysine and argi-
nine residues), ubiquitylation, glycosylation, SUMOylation, 

ADP (adenosine diphosphate)-ribosylation, and carbonyla-
tion [49, 51]. Histone acetylation and methylation are often 
associated with a more relaxed chromatin conformation and 
are the main markers of active chromatin. On the other hand, 
histone deacetylation and phosphorylation are often associ-
ated with chromatin condensation and are markers of inac-
tive chromatin [49].

Over the last 15 years, global histone modifications have 
been analyzed along with single acetylation and methyla-
tion of lysine and arginine residues in coding regions and 
non-promoter sequences. Importantly, global histone H3 
and H4 modification patterns are potential markers of tumor 
recurrence and disease-free survival. NSCLC patients with 
global histone acetylation have shown a better prognosis in 
survival analysis than patients with globally methylated or 
non-modified histones, which were associated with poor 
prognosis [52]. The profiling of histone modifications allows 
patients to be classified into two subtypes, with distinct risks 
of tumor recurrence in patients with low-grade prostate can-
cer [53] and has also identified bladder cancer patients at 
risk of early cancer recurrence [54]. Since global profiling is 
more costly, single modifications are often evaluated as pos-
sible prognostic tools. For example, Fraga et al. [55] found 
that a global loss of H4 histone Lys16 monoacetylation and 
Lys20 trimethylation is associated with hypomethylation of 
DNA and is generally characteristic of human tumor cells. 
In breast cancer, a reduced status of H4Lys16 acetylation 
and H4Lys20 methylation is correlated with a worse prog-
nosis [56]. However, the role of H4Lys16 acetylation and 
H4Lys20 methylation in cancer pathogenesis requires fur-
ther investigation.

Not only covalent modifications but also various isoforms 
of histone proteins present in the nucleosome can increase 
the predisposition to cancer. For example, overexpression 
of an H2A histone isoform, H2A.Z, has been observed in 
undifferentiated cancers and genitourinary cancers (prostate 
and bladder cancers). Furthermore, H2A.Z can play a role 
in endocrine resistance in breast cancer patients. It seems 
that H2A.Z can be useful as a tumor progression biomarker 
because of the correlation between the levels of H2A.Z and 
short overall patient survival [57].

Analysis of histones, as well as of their covalent modi-
fications, have also been identified in blood derived from 
cancer patients. Circulating histones reflect changes in tumor 
cells, and therefore are promising non-invasive biomarkers 
originating from blood (Table 2). The presence of histones in 
blood is a result of tumor cell death (apoptosis and necrosis) 
or active release from living cells. Increasing the level of 
circulating nucleosomes/histones has recently been identi-
fied in the blood of patients in a wide range of cancers, e.g., 
breast, colorectal, and prostate cancers [58, 59]. However, 
a comparison of the levels of circulating histones in cancer 
patients to results obtained in patients with numerous benign 
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diseases has shown that the difference is not statistically sig-
nificant, which reduces their clinical usefulness for detecting 
cancer [60]. Moreover, it has been found that the level of cir-
culating nucleosomes can predict tumor responses to chemo-
therapeutic agents in various cancer types [61]. Increased 
levels of circulating nucleosomes have been associated with 
a worse response to chemotherapy in patients with advanced 
lung cancer [62], as well as to selective internal radiation 
therapy (SIRT) in metastasizing CRC [63].

Regarding post-translational histone modifications, the 
levels of H3K9me3 and H4K20me3 have been downreg-
ulated in the blood of CRC patients in comparison with 
cancer-free individuals [64, 65]. In addition, a combination 
of H4K20me3 with H3K27me3 has shown an area under 
the curve (AUC) of 0.769 and a sensitivity of 49.2% at a 
90% specificity for CRC patients [65]. Citrullinated histone 
3 (H3Cit) has also recently been proposed as a prognostic 
biomarker in advanced cancers (Table 2). Thålin et al. [66] 
demonstrated a statistically significant correlation between 
the upregulation of circulating H3Cit histone levels and 
short-term mortality.

4  Mutations Affecting the SWitch/Sucrose 
Non‑Fermentable (SWI/SNF) Chromatin 
Remodeling Complex

Not only epigenetic modifications of chromatin, such as 
histone modifications, but also the spatial organization of 
chromatin plays a critical role in the regulation of all princi-
pal biological processes, such as transcription, regulation of 
gene expression, and DNA repair and replication.

The SWitch/Sucrose Non-Fermentable (SWI/SNF) chro-
matin remodeling complex is known to be mutated in up to 
20% of human malignancies [49], including ovarian clear-
cell carcinoma, clear-cell renal cell carcinoma, hepatocel-
lular carcinoma, gastric cancer, melanoma, and pancreatic 
cancer [67].

One of the SWI/SNF family members is the SMARCB1 
gene (hSNF5/INI1), which has been identified as a tumor 
suppressor gene [68]. Germline loss of function mutations 
in SMARCB1 predispose to schwannomatosis and malignant 
rhabdoid tumor [69]. Biallelic inactivation has been observed 

in nearly all cases of childhood rhabdoid sarcoma (somatic 
alteration of SMARCB1 locus that encompasses a complete 
loss of one allele with nonsense mutations or silencing by 
methylation in the other allele) [68, 70]. Identification of aber-
ration of the SMARCB1 gene is generally more focused on 
genetic (point mutations, deletion, and amplifications) than 
epigenetic (methylation) changes. A broad range of diagnostic 
methods have been implemented to evaluate this marker in 
familial screening and rhabdoid tumor monitoring: PCR with 
bidirectional sequencing and microarray-based comparative 
genomic hybridization encompassing SMARCB1 [69], as well 
as MLPA assays together with fluorescence in situ hybridiza-
tion (FISH) and single nucleotide polymorphism (SNP) array 
analysis (to identify the second inactivating event in rhab-
doid tumors without homozygous SMARCB1 deletions) [71]. 
Finally, high-throughput technologies have been implemented: 
whole-genome (WGS) and whole-exome (WES) sequencing 
analysis, gene expression analysis using RNA sequencing and 
Illumina gene expression array, and, last but not least, epig-
enomic analysis using Illumina 450K DNA Methylation Array, 
Assay for Transposase-Accessible Chromatin using sequenc-
ing (ATAC -seq), and H3K27ac chromatin immunoprecipita-
tion (ChIP) sequencing [71].

Another component of SWI/SNF chromatin remodeling is 
ARID1A, in which frequent aberrations have been shown to 
be associated with different cancer types (Table 3), such as 
uterine carcinomas [72], pancreatic ductal adenocarcinomas 
[73], breast cancers [74], lung cancer [75], hepatocellular car-
cinomas [76], and gastric cancers [77]. Moreover, intragenic 
deletions of ARID1 (ARID1A and ARID1B) (Table 3) in neu-
roblastoma tumors [78] and breast cancer [79] correlate with 
a more aggressive phenotype and poor prognosis for patients. 
These studies suggest that ARID1 may be a valuable prog-
nostic factor in a broad range of tumors, e.g., invasive breast 
cancer [80], gastric cancer [81], and ovarian cancer [82].

5  Chromatin Conformation in Cancer

Spatial organization of chromatin plays an important role 
in many malignant tumors, and chromosomal conformation 
changes inside the nucleus can be detected effectively using 
a broad spectrum of chromosome conformation capture 

Table 2  Histone modifications: prognostic and predictive biomarkers with diagnostic utility

FFPE formalin-fixed paraffin-embedded cancer tissue, H3Cit citrullinated histone 3

Histone modifications Prognostic Predictive Invasive/non-invasive 
diagnostics

Biological 
material

Target cancer

H3Cit + − Non-invasive Blood Advanced cancers [66]
cf-nucleosome epitope combination + − Non-invasive Blood Colorectal cancer [128]
H3K4me3 and Wdr82 expression + − Non-invasive Blood Colorectal cancer [129]
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(3C)-based methods [83]. CTCF (CCCTC-binding factor) 
is a transcription factor that plays a crucial role in the forma-
tion of the three-dimensional chromatin architecture and epi-
genetic homeostasis and is present in over 86% of loops [84]. 
Disruption of the genomic neighborhood through abnormal 
CTCF binding to the imprinting control region can result in 
Beckwith–Wiedemann or Silver–Russell syndromes [85], 
and can be involved in various cancers (Table 3) [86].

Aberrations of CTCF bindings depend on many mech-
anisms, including DNA methylation at the imprinting 
control region observed in testicular germ-cell tumors 
(TGCTs), CRC, bladder cancer, and ovarian cancer [87]. 
Liu et al. [88] indicated a set of five biomarkers (CTCF_13 
[chr10: 15761963-15762083], CTCF_33 [chr13: 61564369-
61564467], CTCF_55 [chr17: 27940559-27940669], 
CTCF_94 [chr4: 165304966-165305120], and CTCF_113 
[chr8: 69243102-69243188]) based on the methylation status 
of CTCF binding sites that were considered as a diagnostic 
marker panel in CRC (Table 3) [88]. This panel achieves 
a sensitivity of 91.67% for adenomas, 97.44% for stage I 
CRC, 94.06% for stage II CRC, 93.62% for stage III CRC, 
and 93.54% for total colorectal tumors with a specificity 
of 94.05%. As the CTCF gene plays a critical role in gene 
silencing, in addition to abnormal CTCF binding, loss of this 
gene is a known genetic event in an invasive and in situ car-
cinoma. Deletion of the 16q22.1 region in which the CTCF 
gene is located has been proposed as a novel biomarker for 
lobular carcinoma in situ (LCIS) [89].

6  Aberrant MicroRNA (miRNA) in Cancer

The microRNA (miRNA)–messenger RNA (mRNA) inter-
actions are the second, after methylation, intensively studied 
epigenetic mechanism of gene regulation. miRNAs (miRs) 
were discovered in 1993 by Lee et al. [90] in Caenorhabdi-
tis elegans. They are small, non-coding RNA molecules of 
18–25 nucleotides, which play a key role in the regulation 
of gene expression at the post-transcriptional level. miR-
NAs function by binding to the target mRNA molecule, thus 
inhibiting translation. It is estimated that up to 60% of genes 
encoding proteins can be controlled by miRNA.

The first evidence that miRNAs may be involved in the 
pathogenesis of human cancers was found in 2002 in a study 
of CLL [91]. This study showed that the deletion of miR-15a 
and miR-16-1 genes located on chromosome 13q14 is asso-
ciated with the development of CLL [91]. Moreover, it has 
been found that downregulation of these two miRNAs cor-
relates with Bcl2 (antiapoptotic B cell lymphoma 2 protein) 
overexpression [92]. Bcl2 is involved in inhibiting cell death. 
Malignant B cells are immortalized due to the absence of 
miR15-a and miR16-1 that are able to repress Bcl2 at the 
post-transcriptional level [92]. Deletions of miR15 and 
miR16 located in cluster 13q14.3 were found in ~ 65% of 
patients with CLL [92]. The simplest and most common 
diagnostic method for the detection of chromosomal rear-
rangements or deletion in locus 13q14.3 is to use FISH and 
evaluate the status of chromosomal changes in peripheral 
blood [93].

Dysregulation of miRNA expression significantly affects 
the regulation of many genes involved in cancer develop-
ment. Overexpression of miRNA involved in the negative 
regulation of the suppressor gene can lead to the silenc-
ing of this suppressor. On the other hand, deletion of the 
chromosomal loci encoding the miRNA that silences the 
oncogene results in overexpression of this oncogene. There-
fore, miRNAs themselves can act as suppressors, as well as 
oncogenes (oncomiRs). It is also important to remember that 
one miRNA molecule can regulate many genes, but also one 
mRNA can be targeted by several miRNAs.

Due to the changes in miRNA function and expression in 
cancer development, miRNAs can act as biomarkers and can 
be evaluated in both tumor tissue and blood derived from 
cancer patients.

6.1  miRNA as a Cancer Biomarker in Solid Tissues

Both fresh tissue and formalin-fixed paraffin-embedded 
(FFPE) tissue can be used for miRNA evaluation. It is well-
known that miRNA expression profiling or single miRNA 
evaluation performed on FFPE tissue corresponds well to 
fresh frozen (FF) tissue evaluation, as miRNA molecules are 
more resistant to formalin than mRNA [94]. When looking 
for miRNA biomarkers, it should be taken into account that 
changes in their expression can result from CNV. Therefore, 

Table 3  Chromatin conformation: prognostic and predictive biomarkers with diagnostic utility

FFPE formalin-fixed paraffin-embedded cancer tissue

Chromatin conformation Prognostic Predictive Invasive/non-inva-
sive diagnostics

Biological material Target cancer

ARID1 (ARID1A and ARIDB) + − Non-invasive Blood Neuroblastoma tumors [78]
Methylation status of CTCF locus + − Invasive FFPE Colorectal cancer [88]
SMARCA4/BRG1 − + Invasive Frozen tissue Non-small cell lung cancer [130]
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miRNA analysis can be based on both expression and/or 
CNV evaluation.

One of the potential prognostic biomarkers in NSCLC 
is the set of four miRNAs (miR-30d, miR-21, miR-17, and 
miR-155) and two miRNA biogenesis genes (DICER1 and 
DROSHA) (Table 4) [95]. In particular, miR-30d has been 
found to act as an oncomiR in cancer [96] and an increased 
copy number of miR-30d in cancer tissue (gains or amplifi-
cations vs. others) is correlated with significantly reduced 
survival [95] (Table 4). In contrast, it seems that miR-200b 
acts as a tumor suppressor: deletion or homozygous deletion 
of miR-200b correlates with decreased survival of patients 
[95]. Finally, it has been found that an increased expression 
of DROSHA significantly correlates with a decreased sur-
vival, and DICER1 amplification results in overexpression 
in cancer tissue [95]. This study suggested that CNV can be 
an important regulation mechanism of miRNA expression 
in cancer and shows a potential oncogenic role for DRO-
SHA [95]. As was indicated by the authors, CNV (especially 
amplification, deletion, etc.) seems to be a very promising 
biomarker as DNA is more stable than RNA and is required 
in lower amounts to start a series. Finally, MLPA seems 
to be a cost effective and reliable method for copy number 
analysis [93].

Another interesting prognostic and predictive biomarker 
in metastatic CRC is miR-31-3p (Table 4) [97]. The expres-
sion level of this miRNA in FF or FFPE samples has been 
associated with progression-free survival during anti-epi-
dermal growth factor receptor (EGFR) antibody therapy in 
KRAS wild-type patients [97]. Following these data, a novel 
assay (MIRPREDX 31-3p) was launched in 2017 to measure 
the miR-31-3p expression in CRC. This test predicts which 

first-line chemotherapy is likely to be more beneficial to a 
patient with RAS wild-type metastatic CRC: anti-EGFR or 
anti-vascular endothelial growth factor (VEGF) treatment. 
The test can also be used to establish when second or further 
lines of anti-EGFR therapy will be beneficial versus chemo-
therapy alone for patients with RAS wild-type metastatic 
CRC [136].

Another example of harnessing translational medicine 
biomarkers into the clinical setting is the  miRview® lung 
assay (Rosetta Genomics Ltd.). This miRNA signature eval-
uates the expression of hsa-miR-106a, hsa-miR-125a-5p, 
hsa-miR-129-3p, hsa-miR-205, hsa-miR-21, hsa-miR-29b, 
hsa-miR-375, and hsa-miR-7 in histopathology and cytology 
samples using real-time PCR (Table 4) [98]. Assessment of 
these miRNAs distinguishes squamous from non-squamous 
NSCLC (with 97% sensitivity and 91% specificity) and is a 
novel tool for differentiating primary lung cancer into four 
subgroups with an overall accuracy of 94%: squamous cell 
lung carcinoma, non-squamous cell lung carcinoma, carci-
noid, and small-cell lung carcinoma [98].

Tissue miRNA profiles seem to be very valuable diag-
nostic biomarkers; however, one of their limitations is the 
invasiveness of the method used to obtain tissue samples 
for testing.

6.2  miRNA as a Cancer Biomarker in Biofluids

Tumor cells release miRNAs into body fluids, such as 
plasma, serum, urine, and saliva. Therefore, analysis of 
circulating miRNAs in samples of liquid biopsy provides 
promising biomarkers for non-invasive diagnostics in many 
human cancers, including colorectal, lung, breast, prostate, 

Table 4  MicroRNA: prognostic and predictive biomarkers with diagnostic utility

FFPE formalin-fixed paraffin-embedded cancer tissue, miRNA microRNA

miRNA Prognostic Predictive Invasive/non-invasive diag-
nostics

Biological material Target cancer

miR-21 + + Invasive/non-invasive FFPE/blood Multiple types of cancers 
[104–108]

miR-30d, miR-21 + − Invasive FFPE Non-small cell lung cancer [95]
miR-31-3p + + Invasive FFPE Colorectal cancer [97]
miR-106a, miR125a-5p, miR-

129-3p, miR-205, miR-21, 
miR-29b, miR-375, miR-7

+ − Invasive FFPE Non-small cell lung cancer [98]

miR-29a, miR-92a + − Non-invasive Blood Colorectal cancer [131]
miR-506, miR-4316 + − Non-invasive Blood Colorectal cancer [132]
miR-126, miR-145, miR-210, 

miR-205-5p
+ − Non-invasive Blood Non-small cell lung cancer [133]

miR-149-3p, miR-150-5p, miR-
193a-3p

+ − Non-invasive Blood Melanoma [134]

miR-200 family, miR-17 family − + Non-invasive Blood Prostate cancer [135]
miR-17, miR-155 + − Invasive FFPE Non-small cell lung cancer [95]
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gastric, pancreatic, esophageal, liver, thyroid, kidney, ovar-
ian, endometrial, and cervical cancers, as well as melanoma 
and rhabdomyosarcoma [99]. However, although many 
potential cell-free circulating miRNA biomarkers have been 
identified in several types of cancer, there is no proportional 
reflection in the number of diagnostic tests developed.

There are many miRNAs dysregulated in cancers whose 
changes are reflected in blood. Among the well-known miR-
NAs with altered expression in tumors is the let-7 family: 
let-7a-1, 7a-2, 7a-3, 7b, 7c, 7d, 7e, 7f-1, 7f-2, 7g, 7i, miR-98, 
and miR-202 [100]. The let-7 family are considered to be 
tumor suppressors, because selected members of this family 
are downregulated in melanoma, pancreatic cancer, prostate 
cancer, and sarcoma [101]. However, they can also be upreg-
ulated in lymphoma, mesothelioma, and breast cancer [101]. 
Circulating let-7 has been described as serum/plasma-based 
diagnostic tools in those cancers. However, those specific 
miRNAs that allow metastatic and non-metastatic patients to 
be distinguished, help to discriminate the different histologi-
cal subtypes, or provide predictive information are the most 
diagnostically valuable.

It was found that miR-21 silences the expression of 
many tumor suppressors, so it functions as an oncogene 
(‘oncomiR’) (Table  4) [102]. This miRNA targets, for 
example, PDCD4, which is associated with inhibition of 
neoplastic transformation, cancer promotion, progression, 
and invasion [101–105]. Among the other targets of miR-
21 are BCL2, PTEN, RECK, RHOB, and TPM1 [106]. The 
diagnostic, predictive, and/or prognostic role of this miRNA 
has been described in hematological cancers, breast cancer, 
gastric cancer, ovarian cancer, pancreatic cancer, CRC, lung 
cancer, and liver cancer [104–108]. Abnormal expression of 
miR-21 has been demonstrated in many cancers, and it has 
been used in commercial tests not only as a single miRNA 
but also in small panels.

miR-21, along with many other miRNAs, is included in 
the Lumira test, which is under development by Microlin 
Bio, Inc.  Lumira™ is intended to help diagnose and deter-
mine the risk of developing lung cancer. Microlin Bio, Inc. 
is also working on the development of other tests:  Omira™, 
employing miR-484, for the screening and analysis of the 
chemosensitivity of ovarian cancer;  Colomira™, employing 
a miR-17 cluster for the diagnosis and prognosis of colon 
cancer, as well as determination of its sensitivity to thera-
pies; and  Promira™, employing miR-34a, for the diagnosis 
and prognosis of prostate cancer.

The expression of miR-21 has also been evaluated in 
plasma derived from gastric cancer patients with a sensi-
tivity of 66.5%, a specificity of 83.1%, and an AUC of 0.8 
[109]. Interestingly, a combination of miR-21 with miR-
106b has demonstrated a sensitivity of 69%, a specificity of 
69.4%, and an AUC of 0.7 [110], while the combination of 
miR-21 with miR-223 and miR-218 has shown a sensitivity 

of 84.29%, a specificity of 92.86%, and an AUC of 0.9531 
[96]. In gastric cancer, measuring the expression level of 
different miRNAs, including hsa-miR-21-3p, was patented 
in 2014 [137], and a CE IVD test—MIRXES gastric cancer 
kit (MiRXES, ID3AL)—has been introduced into the market 
for the miRNA expression profile in blood.

7  Influence of Epigenetics on Standard 
Therapeutic Options in Cancer

The main way to prevent deaths from CRC and to improve 
the cure rate is regular screening. The US Preventive Ser-
vices Task Force (USPSTF) has shown that approximately 
60% of CRC deaths could be avoided with periodic screen-
ing, and the average 5-year survival rate could be increased 
from 46% to 73% [111]. According to the guidelines of the 
American Cancer Society, CRC screening in people at aver-
age risk should begin at the age of 45 years. Colonoscopy 
is one of the visual examinations of CRC and should be 
performed every 10 years. For people at increased risk, 
screening should start earlier and be performed more often 
[112]. Unfortunately, colonoscopy is associated with sig-
nificant discomfort and thus patients tend to avoid it. Sta-
tistics show that less than 60% of eligible adults adhere to 
screening recommendations [113]. It is believed that more 
patient-friendly approaches, such as analysis of the SEPT9 
methylation level in blood, might encourage people who did 
not follow the screening recommendations due to the fear of 
this invasive examination [111]. A meta-analysis performed 
by Nian et al. [113] based on 25 studies assessing the diag-
nostic utility of the SEPT9 assay showed that pooled sensi-
tivity was 0.71, specificity was 0.92, and the AUC was 0.88. 
Among the various methods and assays, Epipro  Colon® 2.0 
with 2/3 algorithm was the most effective in CRC detection 
[113].

Methylation of MGMT occurs in 35–45% of malignant 
gliomas (World Health Organization [WHO] grades III 
and IV) and in about 80% of WHO grade II gliomas. At 
present, radiotherapy with concomitant and adjuvant temo-
zolomide chemotherapy is the standard treatment for glio-
blastoma. The presence of the methylated MGMT promoter 
has been seen to improve median overall survival (21.7 vs. 
12.7 months) and progression-free survival compared with 
patients without methylation [114]. Thus, the MGMT meth-
ylation status is important when making clinical decisions in 
an older glioblastoma patient. In the elderly subpopulation, 
MGMT promoter methylation is an important biomarker for 
personalized treatment strategies. It should be taken into 
account that chemoradiotherapy including temozolomide 
might be too toxic for the elderly. Overall survival in meth-
ylated patients was better when temozolomide treatment 
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was used, whereas radiotherapy alone was more effective in 
unmethylated patients [114, 115].

Due to the high risk of a standard brain biopsy, the assess-
ment of MGMT methylation in a non-invasive liquid biopsy 
seems to be an attractive alternative. Unfortunately, the 
use of serum circulating tumor DNA (ctDNA) analysis for 
tumors of the nervous system is difficult due to the imperme-
ability of the blood–brain barrier. Studies show that the sen-
sitivity of detection of the MGMT promoter methylation in 
blood serum, expressed as the percentage of positive serum 
samples among patients with MGMT methylation detected 
in tissue samples, is low (37.3%), but the use of CSF can 
increase the sensitivity of detection to 65.0%. However, it 
seems that the overall sensitivity of liquid biopsy (including 
CSF) is significantly lower than that of tissue samples [116]. 
Therefore, detection of MGMT promoter methylation in tis-
sue is more reasonable for diagnostic purposes.

8  Epigenetic Therapy: Clinical Trials

Targeting enzymatic regulators responsible for epigenetic 
events holds promise for modulating the transcriptional 
regulation of genes involved in cancer [117]. Additionally, 
reversal of epigenetic changes represents a potential tar-
get for novel preventive and therapeutic strategies, as well 
as medication design [118]. Epigenetic therapy primarily 
involves DNA methylation inhibitors (DNMTi) and histone 
deacetylase inhibitors (HDACi) [119]. To date, five epid-
rugs have been approved by the US Food and Drug Admin-
istration (FDA) (two DNMTi and three HDACi) and are 
described as the first generation of epigenetic inhibitors in 
cancer treatment. At present, 21 clinical trials using epige-
netic drugs as epigenetic cancer therapy are registered at 
ClinicalTrials.gov. Most of them involve lung cancer, cervi-
cal carcinoma, CRC, and pancreatic adenocarcinoma.

DNMTi entered clinical trials as classical anticancer 
agents more than 40 years ago. The role of DNMTi is to 
remove the hypermethylation of tumor suppressor genes 
[120]. DNMTi are classified into two categories: nucleo-
side and non-nucleoside inhibitors. The cytosine analogs, 
azacytidine (5-azacytidine) and decitabine (5-aza-2ʹ-
deoxycytidine), belong to the first-generation epigenetic 
nucleoside inhibitors that intercalate with the DNA. These 
epidrugs are approved by the FDA and used in the treatment 
for myeloid leukemias [120]. In recent years second-gener-
ation nucleoside DNMTi have been developed and preclini-
cal and clinical studies are ongoing for their use as therapy 
against advanced solid tumors and leukemias [121].

HDACi reduce oncogene transcription and angiogen-
esis, induce cancer cell cycle arrest, and modulate immune 
response [122]. The use of HDACi has been clinically vali-
dated in cancer treatment and four drugs have been approved 

by the FDA: vorinostat, romidepsin, panobinostat, and belin-
ostat [120]. Belinostat has been approved as an epigenetic 
compound for the treatment of peripheral T cell lymphoma, 
vorinostat and romidepsin have been approved for the treat-
ment of cutaneous manifestations in patients with cutaneous 
T cell lymphoma (CTCL), and panobinostat in combination 
with the proteasome inhibitor bortezomib has been approved 
for use in patients with multiple myeloma [120].

Epigenetic drugs have shown very modest antitumor 
efficacy, with some responses seen in a small percentage 
of cancer patients (3% of patients responded to epidrugs in 
a single therapy, 20% of patients responded to epidrugs in 
combination with other chemotherapies) [123]. Addition-
ally, epidrugs used in cancer treatment will potentially have 
genome-wide effects, such as uncontrolled upregulation of 
unwanted genes, e.g., oncogenes [123]. Therefore, develop-
ment of therapies targeting specific epigenetic defects in can-
cer can provide a novel approach to prevent such unwanted 
events.

Therapeutic strategies for cancer will exhibit the greatest 
effectiveness with treatment approaches based not on single 
therapies but on juxtaposition of mutational events and epi-
genetic alterations [120].

9  Summary

Epigenetic modifications of DNA and gene regulation by 
miRNA are the hope and promise of novel biomarkers for 
early cancer detection, prediction, prognosis, and response 
to treatment. The most commonly used epigenetic biomark-
ers were first investigated in solid tissues, but acquiring this 
material using invasive techniques limits the potential of 
early cancer detection and screening programs. The ideal 
sampling source is blood in which circulating free DNA and 
miRNAs can be measured using minimally invasive tech-
niques, and one which can be used in all patients—those at 
both minimal and high risk [118]. Obviously, the phases of 
development of biomarkers, from quality control, analyti-
cal and clinical validation to the approved biomarker ready 
for clinical use, are expensive and time-consuming, but this 
work can be conducted through interdisciplinary collabo-
ration between researchers, diagnosticians, and diagnostics 
companies.

Alteration of DNA methylation, histone modifications, 
and miRNAs often helps to better differentiate tumor sub-
types and bring new prognostic information related to patient 
survival in relation to age, sex, etc. On the other hand, there 
are also a few epigenetic biomarkers that predict response to 
chemotherapeutic agents, the most common being MGMT 
promoter methylation, which predicts response to temozolo-
mide. International epigenetic projects have allowed not only 
better characterization of novel biomarkers, but have also 
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opened a new strategy in pharmacology. Reversal of epige-
netic changes represents a potential target for novel preven-
tive and therapeutic strategies, as well as medication design 
[118]. Epigenetic therapy primarily involves DNMTi and 
HDACi that have been clinically validated in cancer treat-
ment [119]. Therapeutic strategies for cancer will exhibit the 
greatest efficiency with treatment approaches based not only 
on single therapies but on juxtaposition of mutational events 
and epigenetic alterations [120].
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