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Abstract Protection of biometric data is gaining interest

and hence digital watermarking techniques are one of the

best ways to protect biometric data from accidental or

intentional attacks. We have proposed fingerprint water-

marking scheme over natural image based on visual cryp-

tography for identification and authentication. The scheme

does not embed the fingerprint directly onto the natural

image instead using the concept of visual cryptography

fingerprint is divided into parts called as shares. The ver-

ification share is generated at the time of fingerprint

embedding process and while performing identification and

authentication master share is generated. Fingerprint is

extracted using these two shares. Correlation value

between original fingerprint and extracted fingerprint is the

deciding factor for identification and authentication. The

experimental results show that the scheme is robust against

various watermarking attacks.

Keywords Fingerprint � Natural image � Digital

watermarking � Visual cryptography � Identification �
Authentication

1 Introduction

Biometrics is the science of establishing the identity of an

individual based on physical characteristics such as face,

fingerprint, face, gait etc. Fingerprints are the most widely

form of biometric identification. Fingerprint identification is

commonly employed in the forensic science to support

criminal investigations, and in biometric systems such as

civilian and commercial identification devices. Biometric

authentication has recently received great interest from

computer science researchers. With its unique characteristics,

biometric authentication is believed to be a reliable authenti-

cation method in the near future [1]. However, on the way it

becomes true, [2] shows that impostors can do at least 8 types

of attacks onto the biometrics authentication system. From

that finding, researchers have been proposing several ways to

enhance authentication system’s security. Among those, using

digital watermarking to secure template stores and data

communication between client and server is widely used,

especially in network environment. Moreover, this method

can be used for multi-biometrics authentication system in

which one or more biometrics can be embedded into other

biometrics for improving accuracy and reducing bandwidth.

According to [1] biometric watermarking was introduced

as the synergistic integration of biometrics and digital

watermarking technology. In the battle of copyright piracy,

several technological approaches and solutions have been

suggested and implemented [3]. The watermark is nowa-

days used in conjunction with several biometrics including

fingerprint [4], signature [5], face [6], hand [4], iris [7],

voice [8], retina [9]. Fingerprints are unique biometrics that

is mainly used for the establishment of instant personal

identity. However, they are susceptible to accidental and

intentional attacks, when transmitted over network. Thus, a

protective scheme is needed which will preserve fidelity and

prevent alterations. This is more important with respect to

biometric identifiers because of their uniqueness. A solution

to this situation is watermarking.

Due to the combination of the computer and commu-

nication technology, more and more digital information are

transmitted and exchanged over the internet. It has created

an environment that digital information is easy to distrib-

ute, duplicate and modify.
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The image watermarking method must satisfy the fol-

lowing requirements [10]:

1. Transparency: The embedded watermark pattern does

not visually spoil the original image and should be

perceptually invisible.

2. Robustness: The watermark pattern is hard to detect

and remove in illegal way. It should be immune to

various possible attacks.

The rest of the paper is organized as follows: Sect. 2

describes the (2, 2) visual cryptography scheme which is

used for the generation of shares of the fingerprint. Section

‘‘3’’ describes the proposed watermarking scheme. Section

‘‘4’’ shows experimental results. Finally, Sect. 5 includes

analysis of scheme and Sect. 6 concludes the paper.

2 Brief description of (2, 2) visual cryptography scheme

To encrypt the secret information using (2, 2) visual

cryptography scheme, the secret information is divided into

two shares such that each pixel in the original image is

replaced with the non-overlapping block of two subpixels.

Anyone who holds only one share will not able to recon-

struct the secret information as single share does not con-

tain complete secret information [11], [12].

Figure 1 illustrates encoding scheme for (2, 2) visual

cryptography which is to be applied on the every pixel of

the secret information. If pixel P is white of the secret

information then it is replaced with two identical blocks of

subpixels. If the pixel P is black of the secret information

then it is replaced with two complementary blocks of

subpixels. To decrypt the secret information, each share is

xeroxed onto the transparency. Superimposition of both

transparencies will reveal the secret information [13].

3 The proposed fingerprint watermarking scheme

Figure 2 shows proposed fingerprint watermarking scheme

over the natural image. The original fingerprint and natural

image is to be registered by the candidate to the notarial

organization. The organization uses these information

along with the secret key to generate the part of the fin-

gerprint pattern, called as verification share using (2, 2)

visual cryptography scheme. While performing identifica-

tion and authentication organization uses marked image,

verification share and secret key to generate second share

of the fingerprint pattern, called as master share. These two

shares are used to extract the fingerprint pattern. The cor-

relation between the extracted fingerprint pattern and ori-

ginal fingerprint pattern is the deciding factor for the

identification and authentication.

3.1 Fingerprint embedding scheme

To embed the fingerprint H of size P 9 Q over the natural

image I of the size X 9 Y a number ‘K’ is selected as aFig. 1 (2, 2) Visual cryptography scheme

Extracted Fingerprint 

Fingerprint Embedding Scheme 
using (2, 2) VCS Secret Key

Verification Share

Master share Generation Based on 
(2, 2) VCS

Correlation between Original & Extracted 
Fingerprint 

Natural Image

Identification/Authentication Decision

Fingerprint

Master Share

Marked Natural Image

Fingerprint Extraction

Fig. 2 Proposed fingerprint watermarking scheme
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secret key. The secret key should be different for different

natural image and it must be kept secretly. The embedding

scheme includes following steps:

Input: Secret Key (K), natural image (I) of size X 9 Y.

Output: Marked natural image (M) of size X 9 Y.

Step1. Select a number K as the secret key for the

natural image (I) and fingerprint (H).

Step2. Convert H to bi-level image (W) using im2bw

function of MATLAB.

Step3. Use ‘K’ as the seed to generate P 9 Q random

numbers over the interval [1, h]; where h = X 9 Y. Let Ri

is ith random number. The same seed (secret key) will be

used for extraction purpose to generate master share hence

the original fingerprint pattern can be revealed if and only

if same seed (secret key) is used, else extraction procedure

returns an output that resembles random noise.

Step4. Assign the ith pair (Vi1, Vi2) of the verification

share (V) based on the information given in the Table 1

using the pixel value of W and matrix Z.

Step5. Assemble all the pair values to construct the

verification share (V). The size of verification share will be

P 9 2Q because one pixel of fingerprint H is divided into

two subpixels to generate verification share.

3.2 Fingerprint extraction and identification/

authentication scheme

To extract the fingerprint from the marked natural image

(M) following steps is to be followed:

Input: Marked natural image (M) of size X 9 Y, fin-

gerprint pattern (W) of size P 9 Q, verification share

(V) of size P 9 2Q.

Output: Master share (S) of size P 9 2Q, extracted

fingerprint (W0).
Step1. Use secret key’ K’ as a seed to generate P 9 Q

random numbers over the interval [1, h]; where

h = X 9 Y. Let Ri is ith random number.

Step2. Creation of binary matrix Z of size P 9 Q such

that the elements of the matrix Z are the least significant bit

of the Ri; ith random number.

Step3. Assign the ith pair (Si1, Si2) of the master

share (M) based on the information given in the

Table 2.

Step4. Assemble all the pair values to construct the

master share (S). The size of master share will be P 9 2Q

because one pixel of fingerprint H is divided into two

subpixels to generate master share.

Step5. To extract the fingerprint pattern compare veri-

fication share (V) and master share (S). If the ith pair (Vi1,

Vi2) of V is equal to the ith pair (Si1, Si2) of S then assign

the ith element value of the extracted fingerprint pattern 1

else assign 0.

Step6. Calculate the correlation between the W and W0.
If the correlation is in the interval [0.9 1] then the candidate

is authenticated.

4 Experimental results

This section presents some experimental results concerning

the proposed scheme. The proposed scheme is tested on the

natural image of the size 225 9 225 which is shown in the

Fig. 3. The fingerprint pattern to be embedded is of size

54 9 69 shown in the Fig. 4. Figure 5 shows marked

image and Figs. 6 and 7 shows the verification and master

share. Figure 8 shows the extracted fingerprint pattern. All

experiments are implemented using MATLAB Image

Processing toolbox.

To test the robustness of the proposed scheme several

watermarking attacks have been applied such as noise,

sharpening, blurring, average filter distortion, jpeg com-

pression etc. Even if marked image is attacked by var-

ious watermarking attacks; fingerprint pattern can be

extracted successfully as shown in the Figs. 9, 10, 11,

12, and 13.

Table 1 The rules for generation of verification share

Color of the ith

pixel in watermark

pattern Wi

ith element

in binary

matrix Zi

Pair of bits (Vi1, Vi2) to be

assigned in verification

share (V)

Black 1 (0.1)

Black 0 (1.0)

White 1 (1.0)

White 0 (0.1)

Table 2 The rules for generation of master share

ith element in binary matrix Zi Pair of bits (Si1, Si2) to be

assigned in master share (S)

1 (1.0)

0 (0.1)
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Fig. 5 Marked natural image

Fig. 6 Verification share

Fig. 7 Master share

Fig. 8 Extracted fingerprint

Fig. 3 Natural image

Fig. 4 Original fingerprint

Fig. 9 a Salt & pepper noise attack on Fig. 5 b Extracted fingerprint

Fig. 10 a Sharpen attack on Fig. 5 b Extracted fingerprint
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5 Correlation between original fingerprint

and extracted fingerprint pattern

After performing various attacks on the marked natural

image we prove the robustness of the proposed scheme.

The correlation between the original fingerprint and

extracted fingerprint can be taken as the deciding factor for

identification and authentication. However there are several

others such as minutiae based and pattern based techniques

could be applied for identification and authentication.

As shown in the Table 3 correlation factor between

original and extracted watermark pattern is 0.99 (99 %)

approximately for all cases, it means scheme is robust.

6 Conclusion

We have proposed an approach for biometric security

using fingerprint watermarking over natural image for

identification and authentication. Among the various bio-

metrics, fingerprints are more famous in the authentication

area, as they are unique to each person and are mainly

used for the establishment of instant personal identity.

However, they are susceptible to accidental and inten-

tional attacks, when transmitted over network. The

scheme preserves fidelity and prevents alterations and

provides following advantages:

1. It does not require any complex transformations for

embedding fingerprint such as FFT, DCT etc. because

scheme uses visual cryptography scheme.

2. It maintains the quality of the natural image after

embedding the fingerprint.

3. Even if the natural image is distorted or modified

fingerprint as watermark over natural image can be

used for authentication and identification of the person.

4. This approach can be used in smart card, driving

license also criminal information could be stored in

this way.

5. The key point of the proposed scheme is the secret key.

For each image a different secret key will be used and

hence each time different verification share will be

generated. This will increase the reliability to the

system. If one applies incorrect secret key, then the

watermark extraction procedure returns an output that

resembles random noise.
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