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Abstract Accurate classification of network traffic can
offer substantial benefits to service differentiation, enforce-
ment of security policies and traffic engineering for network
operators and service providers. Machine learning algo-
rithms have been used to classify network traffic with good
results. However, not knowing the confidence of these classi-
fications makes it difficult to measure and control the risk of
error using a decision rule. Modern network resource man-
agement systems are becoming increasingly complex and
as such require high quality, reliable predictions with con-
fidence measures. These reliability measures allow service
provider and network carrier to effectively perform a cost-
benefit evaluation of alternative actions and optimise net-
work performance such as delay and information loss. In
this paper, we consider the problem of reliable network traf-
fic classification. Two recently developed machine learning
methods, namely Conformal Predictor and Venn Probabil-
ity Machine, are presented for application in network traffic
classification. These two methods are based on the identi-
cally independently distributed sequence of data instances
assumption. Experiments on publicly available real network
traffic datasets in the on-line setting show these two meth-
ods can perform well and produce reliable classifications.
Comparison is also made between these two methods.
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1 Introduction

The Internet is a globally distributed network of networks
supporting many applications and services. The Internet is
based on a packet switching technology where the exchanged
messages are divided into packets before they are sent. Each
packet has a header and payload where the header carries
the information that will help the packet get to its destination
such as the sender’s Internet Protocol (IP) address. The pay-
load carries the data in the protocols that the Internet uses.
Typically a stream of packets is generated when a user visits a
website or sends an email. A traffic flow is uniquely identified
by 4-tuple {source IP address, source port number, destina-
tion IP address, destination port number}. Two widely used
transport layer protocols are Transmission Control Protocol
(TCP) and User Datagram Protocol (UDP). The main dif-
ferences between TCP and UDP are that TCP is connection
oriented and a connection is established before the data can
be exchanged. On the other hand, UDP is connectionless.

The Internet traffic is a huge mixture and there are thou-
sands of different applications which generate lots of dif-
ferent traffic. In addition to “traditional” applications (e.g.
Email), new Internet applications such as games and peer-to-
peer (P2P) file sharing become popular. There are different
packet sending and arrival patterns due to interaction between
the sender and the receiver and data transmission behaviour.
Traffic classification can be defined as methods of classify-
ing traffic data based on features passively observed in the
traffic, according to specific classification goals. Classifica-
tion of network applications responsible for the generation
of the traffic flows is important for network management
tasks such as monitoring trends of the applications in opera-
tional networks and effective network planning and design. In
particular, accurate and fast classification of network traffic
based on statistical flow characteristics can offer substantial
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benefits to a number of key areas in Quality of Service
support and service differentiation, enforcement of security
policies, traffic engineering and support for Service Level
Agreements for many network operators and service provid-
ers [15]. The requirements for such classification of Internet
traffic are increasing rapidly due to availability of high capac-
ity communications links, heterogeneity of Internet traffic
types and continued evolution of applications such as tunnel-
ling and end-to-end encryption. Different approaches have
been developed to traffic classification over years, for exam-
ple port based [30], host behaviour-based “fingerprinting”
[13,14] and signature-based approaches [27]. However, the
port-based classification is ineffective for classifying P2P
applications, 30–70 % of the Internet traffic is classified as
“unknown” [21]. In additional, emerging applications and
services avoid the use of well-known ports altogether. More
recently, flow-based classification has received much atten-
tion [23,24]. This approach performs classification based on
various flow features, such as the number and size distri-
bution of packets in a flow, flow duration and inter-packet
arrival time [9,19]. In this paper, we focus on the problem of
network traffic classification using flow-level statistics.

The increase in the diversity of applications makes
network tasks like administration, network planning and
policing difficult. The classification of traffic is an enabling
function for a variety of other applications and topics, includ-
ing Quality of Service, security and intrusion–detection.
Accurate and reliable application identification methods can
make resource allocation more effective, since this variabil-
ity in applications creates conflicting resource requirements
that are difficult to fulfill. Multiclass traffic classification
provides fine control on these applications. Accurate traf-
fic classification requires algorithmic capability, in particu-
lar, machine learning algorithms. The idea of using machine
learning techniques for Internet traffic classification is not
new. Many machine learning algorithms have been success-
fully applied to the problem of network traffic classification
[10,23,31]. Usually these algorithms provide predictions in
the form of a single class label with no measure of how
confident the algorithm is in that prediction. However, not
knowing the confidence of predictions makes it difficult to
measure and control the risk of error using a decision rule.
Modern network resource management systems are becom-
ing increasingly complex and as such require high quality,
reliable predictions to optimise performance and satisfy user
demands. Therefore, introducing more reliable algorithms
for network resource management will result in higher qual-
ity of service for network users. In such circumstances, a
measure of confidence is essential and a confidence mea-
sure would constitute important meta-knowledge about the
learner [16]. Recently developed frameworks of conformal
predictors and Venn probability machines [29] allow us to
address these problems. Conformal predictors output region

predictions with the guaranteed asymptotical error rate and
Venn probability machines output multiprobability predic-
tions which are valid in respect of observed frequencies.
These frameworks are based on the i.i.d. (independent and
identically distributed) sequence of data instances assump-
tion. These frameworks have been successfully applied in a
number of applications such as medical diagnosis, network
traffic classification and estimation of effort for software pro-
jects [2,5,6,17,26].

Our previous work investigated these two methods and
their possible applications [6]. This paper focuses on the
application of these two frameworks to network traffic clas-
sification. Extensive experimental results on real traffic data-
sets are presented. A fully comprehensive discussion and
comparison of these two approaches is given. The remainder
of the paper is structured as follows. Related approaches to
performance with guarantees in machine learning and their
limitations are discussed in Sect. 2. Two methods for reli-
able classification, namely conformal predictors and Venn
probability machines are presented in Sect. 3. Experimen-
tal results of both conformal predictors and Venn probabil-
ity machines on publicly available real traffic datasets are
shown in Sect. 4. Finally, some discussions and conclusions
are given in Sect. 5.

2 Performance with guarantees in machine learning

All predictions suffer from some degree of uncertainty. Reli-
able estimation of confidence remains a significant challenge
as machine learning algorithms proliferate into many chal-
lenging real world applications. In machine learning, we
are typically given a set of training examples z1, z2, . . . , zn .
Each example zi consists of an object xi and its label yi ,
zi = (xi , yi ). The objects are elements of an object space X
and for the classification the labels are elements of a finite
label space Y. For example, in network traffic classification,
xi are multi-dimensional traffic flow statistics vectors and
yi are application traffic groups taking only finite number
of values such as {WWW, EMAIL, P2P}. Machine learning
algorithms take a training set (z1, z2, . . . , zn), form models
and make predictions about the future new examples. The
goal of machine learning algorithms is to produce predic-
tors having the smallest possible risk (expected loss) on new
examples where loss occurs if a wrong prediction is made.
For supervised classification problems, it is important that
the behaviour of machine learning algorithms is well under-
stood, that its results can be controlled and come with strict
performance guarantees.

There are different approaches that allow users to assess
total accuracy or hedge each prediction. Among them are
such well known ones as statistical learning theory, Bayes-
ian learning and confidence interval estimation. In statistical
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learning theory [20,28], a single label prediction is produced
for each object based on the training set and there is a theoret-
ical guarantee that these predictions become more accurate
with greater probability while the training set size increases.
This means that the probability of error will not exceed a
certain threshold ε unless an event of the preset probability δ

has happened. We set the value of probability δ and calculate
ε, which is an expected loss of the total population. However,
these bounds of error ε may often be too loose to be infor-
mative [11,20]. Error bounds provided by statistical learning
theory are not preset, but are computed. In addition, these
error bounds give no measure of uncertainty for individual
predictions.

By contrast, Bayesian learning [4] and other probabilistic
algorithms may complement each individual prediction with
such additional information. However, the main disadvan-
tage of these algorithms is that they often depend on strong
statistical assumptions used in the model. When the data
conforms well with the statistical model, Bayesian learning
outputs valid predictions. However, if the data does not match
the model (or the a priori information is not correct), which is
usually the case for real-world data, predictions may become
invalid and misleading [12]. When applied to classification
problems, most probabilistic algorithms output a singleton
prediction with assigned probability, which is a label with
the highest posterior probability. This implies that the proba-
bility of the output is not controlled. Some Bayesian methods
assume the independence between features (for example, a
naive Bayes classifier). But this is a further restriction on the
model and it does not usually hold true for real-world data.
It is possible to model the dependencies among the features,
for example, using Bayesian belief networks. But a Bayesian
belief network has to be learned or imposed. In this case, the
solution of the problem gets computationally inefficient [22].

Confidence intervals (CI) are used in statistics as an inter-
val estimate of a population parameter to indicate the reliabil-
ity of an estimate: we obtain confidence intervals (instead of
a single value) that estimate the parameter and a confidence
level indicates how likely the value lies within the confidence
interval. The calculation of a confidence interval generally
requires certain assumptions about the statistical model. For
example, it may be based on the assumption that the distri-
bution of the sample population is normal. CI can be also
applied in machine learning. In this case, we fix a simple
predictor and consider the error rate of a predictor (i.e., the
expectation of the loss of the simple predictor) as a param-
eter to estimate. We can then produce confidence intervals
which estimate predictor’s error relying on errors at different
steps. This approach is called hold-out estimates [29] and
is a technique for assessing how the results will be general-
ised to an independent data set. We can choose a confidence
level and apply the method to compute a CI for the true per-
formance. However, CIs output an estimate of the accuracy

of the algorithm in general and do not supply an informa-
tion regarding how reliable a prediction for each individual
object is. Also CIs when used in hold-out estimates are based
on the assumptions that the errors (rather than examples) are
i.i.d. Therefore, this assumption does not take the nature of
learning process into consideration, because in real learning,
algorithms take into account the information on previously
made errors. This approach has been criticised in [3].

In the next section, two recently developed frameworks
of conformal predictors and Venn probability machines will
be presented and discussed. These frameworks allow us to
complement each individual predictions with its reliability
measure and these predictions have performance guarantees
in an on-line setting [29].

3 Two methods for reliable classification

A performance guarantee can be defined in different ways. It
can be a guarantee that the number of wrong predictions
divided by the total number of predictions (i.e. the error
rate) of an algorithm converges to a pre-defined level with
the number of predictions going to infinity. It can also be a
guarantee that a set of probability distributions on the pos-
sible outcomes output by a prediction algorithm consists
of distributions close to each other. This section presents
two methods for reliable classification: conformal predic-
tors and Venn probability machines. These newly developed
methods have several advantages. Firstly, they hedge every
prediction (providing additional information regarding how
strongly we believe it) individually rather than estimate an
error on all future examples as a whole. As a result, the sup-
plementary information which is assigned to predictions and
reflects their reliability is tailored not only to the previously
seen examples (a training set) but also to the new object.
Secondly, both conformal predictors and Venn probability
machines produce valid (or well-calibrated) results. Valid-
ity is an important property and in this case has a form of a
guarantee that the error rate of region predictions converges
to or is bounded by a pre-defined level when the number
of observed examples tends to infinity or that a set of out-
put probability distributions on the possible outcomes agrees
with observed frequencies. The property of validity is based
on a simple i.i.d. assumption. More importantly, the property
of validity is theoretically proved in the on-line mode [29].

3.1 Conformal predictors

Conformal predictors are based on the principles of algo-
rithmic randomness (closely related to Kolmogorov com-
plexity), transductive inference and hypothesis testing [29].
Conformal predictors make classifications according to how
similar the current example is to the representatives of
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different objects’ classes. This is done based on the idea of
Nonconformity Measure. To give an idea on what a noncon-
formity measure is, we need to use the term bag. A bag (a
multiset) is a set of elements in which repetition is allowed.
Given a nonconformity measure (An) and a bag of examples
�z1, . . . , zn� we can calculate the nonconformity score (real
value): αi = An(�z1, . . . , zi−1, zi+1, . . . , zn�, zi ) for each
example in the bag. The nonconformity measure indicates
how dissimilar an example is from a group of examples.

Algorithm 1 Conformal predictor algorithm for
classification
Require: training examples {z1 = (x1, y1), z2 = (x2, y2), . . . , zn =

(xn, yn)}, label space Y, new example xn+1
Require: non-conformity measure A, confidence level γ

for y ∈ Y do
zn+1 = (xn+1, y)

for j in 1, 2, . . . , n + 1 do
α j = A(�z1, . . . , zn, zn+1�, z j )

end for
p(y) = #{ j=1,...,n+1,α j ≥αn+1}

n+1
end for
Output: predictive set Rγ

n+1 = {y : p(y) ≥ 1 − γ }
Output: single prediction ŷn+1 = arg maxy{p(y)}
Output: confidence con f (ŷn+1) = 1 − maxy �=ŷn+1 {p(y)}
Output: credibility cred(ŷn+1) = arg maxy{p(y)}

Now, to use the nonconformity measure we want to com-
pare the current example (which we are trying to classify)
and the examples from the training set. In this way, we can
see how the current example fits into the “whole picture” of
the dataset. The conformal predictor calculates p(y) defined
as [2,29]: p(y) = |{ j=1,...,n+1:α j ≥αn+1}|

n+1 which is a p-value
associated with a hypothetical completion yn+1 = y for the
test example xn+1 (see Algorithm 1). Using these p-values,
predictions made by conformal predictors can be presented
in the following two ways:

• Either the user inputs a required degree (level) of cer-
tainty and the algorithm outputs a predictive set: a list of
classifications that meet this confidence requirement.

• Or the algorithm outputs a so called single prediction:
an individual predictions together with its confidence,
which is the minimal level of certainty at which the out-
put is certain (predictive set consists of only one label)
and credibility, which indicates whether the test object
is representative of the training set, in order to compare
with the other conventional learning methods.

The common way of presenting the prediction results is to
preset a significance level (“degree of certainty”) γ < 1 and
output the (γ )-predictive set (region) containing all labels
with p-value equal or greater than 1 − γ :

Rγ
n+1 = {y : p(y) ≥ 1 − γ } (1)

Prediction errors can occur when the prediction set fails to
contain the true label. If the size of the predictive set Rγ

n+1 is
1 or 0, then this prediction is certain, otherwise it is uncertain
and we have multiple predictions. In the context of conformal
predictors, uncertain predictions are not errors, but these are
indications that the amount of information is not sufficient to
make a certain decision at the selected level. Naturally, the
higher the confidence level is, the more multiple predictions
will appear.

The main advantage of conformal predictors is their prop-
erty of validity: the asymptotic number of errors, that is,
erroneous region predictions, can be controlled by the signif-
icance level—the error rate we are ready to tolerate which is
predefined by the user [29]. However, the property of valid-
ity is achieved at the cost of producing region predictions:
instead of outputting a single label as a prediction, we may
produce several of them any of which may be correct. Such
multiple predictions are not mistakes: they are output when
the conformal predictor is not provided with sufficient infor-
mation for producing valid predictions at a certain error rate.
Informativeness, or in other words efficiency, of a confor-
mal predictor can be translated as its ability to produce as
small region predictions as possible. Thus, we have to bal-
ance validity (the error rate) and efficiency (the number of
labels in each prediction): lower error rates will result in
larger region predictions, and vice versa. This feature makes
conformal predictors a very flexible tool.

3.2 Venn probability machine

Machine learning applications may require prediction of a
label complemented with probability that this prediction is
correct. Venn probability machine is a multiprobability clas-
sification system. The term multiprobability means that we
announce several probability distributions for the new label
rather than a single one. Venn probability machines are based
on the idea of dividing examples into groups and, when a new
object arrives, somehow assigning it to one of the groups.
Then we can use the frequencies of labels in the group con-
taining the current object as probabilities for the new object’s
label [5,29].

More formally, let n be a predefined number of examples
used as the input by the Venn probability machine. A Venn
taxonomy is a sequence Ak, k = 1, . . . , n, where each Ak

is a finite partition of the space Z(k−1) × Z. The expression
Z(k−1) × Z here means that Ak does not depend on the order
of the first k − 1 arguments. Let Ak(ω) be the element of the
partition (Ak) that contains ω ∈ Z(k−1) × Z. With every tax-
onomy (Ak) we associate a Venn probability machine. After
choosing a taxonomy, we can start making predictions. Each
prediction is a class associated with the current example by
the Venn probability machine.
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Let us call the class of possible examples Y. For each new
example xn , the classifying system has to assign the new
example to one of the classes Y. Firstly, we consider a class
y ∈ Y and partition {z1 = (x1, y1), . . . , zn = (xn, y)} into
categories, assigning two points in Z to the same category if
and only if

An(�z1, . . . , zi−1, zi+1, . . . , zn�, zi )

= An(�z1, . . . , z j−1, z j+1, . . . , zn�, z j )

�z1, . . . , zn� means a bag.
The category T containing zn = (xn, y) is always non-

empty. Let py be the empirical probability distribution of the
labels in this category T :

py{y′} :=
∣
∣{(x∗, y∗) ∈ T : y∗ = y′}∣∣

|T | , y′ ∈ Y

This distribution depends implicitly on the object xn and its
hypothetical label y. Trying all possible hypotheses of the
label yn being equal to y, the Venn probability machine deter-
mined by the taxonomy generates a set of distributions Py :=
{py : y ∈ Y} for all possible labels y. Thus as the output of
Venn probability machine, we obtain as many distributions
as the number of possible labels. However, this output can be
interpreted in a simpler way. We can force Venn probability
machines to make singleton predictions so that each predic-
tion is complemented with an interval that the prediction is
correct. This can be made as follows. After calculating empir-
ical probability distributions Py , we calculate the quality of
each prediction y′ : q(y′) = miny∈Y Py{y′} and then predict
the label with the highest quality ypred = arg maxy∈Y q(y′).
We can complement this singleton prediction with a proba-
bility interval [miny∈Y Py(ypred), maxy∈Y Py(ypred)] as the
interval for the probability that this prediction is correct. If
this interval is denoted by [a, b], the complementary interval
[1 − b, 1 − a] is called the error probability interval, and its
ends 1 − b and 1 − a are referred as lower error probability
and upper error probability, respectively. The details of Venn
probability machine are presented in Algorithm 2.

A useful property of Venn probability machine is its self-
calibration nature in the on-line learning setting. It has been
proved that the probability bounds generated by Venn prob-
ability machines is well-calibrated [29]. They bound the true
conditional probability for each new test object in an on-
line setting. Using the upper and lower bounds generated by
Venn probability machines for conditional probabilities, we
can reliably estimate the bounds for the number of errors
made.

3.3 Region prediction for Venn probability machine

At each step Venn probability machines can provide one
prediction corresponding to the highest probability. On the

Algorithm 2 Venn probability machine algorithm
Require: training examples {(x1, y1), . . . , (xn−1, yn−1)}, label space

Y, new example xn ,
Require: taxonomy An .

for y = 1 to |Y| do
combine (xn, y) with the training examples (We now have n exam-
ples {(x1, y1), . . . , (xn−1, yn−1), (xn, y)})
partition the n examples into categories T , assigning (xi , yi ) and
(x j , y j ) to the same category if and only if An(�z1, . . . , zi−1, zi+1,

. . . , (xn, y)�, zi )=An(�z1, . . . , z j−1, z j+1, . . . , (xn, y)�, z j ))

for i = 1 to |Y| do
Fy,i = |{(x∗,y∗)∈T :y∗=y}|

|T |
end for

end for
Qi = arg miny∈Y Fy,i
ibest = arg maxi∈Y Qi
predict ŷ = arg maxy∈Y Fy,ibest

Output: predicted probability interval for ŷ as [miny∈Y Fy,ŷ ,
maxy∈Y Fy,ŷ]
Output: error probability interval [1-maxy∈Y Fy,ŷ , 1-minyY Fy,ŷ]
Output: predicted mean probability for ŷ as meany∈Y Fy,ŷ

other hand, Conformal Predictors can output region predic-
tions. To compare the two algorithms we want to convert
probabilistic predictions of Venn Probability Machine into
region predictions. Therefore, a simple method is developed
to convert probability forecasts of Venn probability machines
into region predictions and it is then possible to compare the
performance of conformal predictors and Venn probability
machines.

Intuitively, we use the fact that the probability predictions
are estimates of conditional probabilities and also assume that
labels are mutually exclusive. Therefore, summing these pre-
dictions becomes a conditional probability of a conjunction
of labels, which can be used to choose the labels to include in
the region predictions at the desired confidence level. Con-
sider the case when a Venn probability machine outputs a
sequence of probability forecasts p1, p2, . . . , pl , where pi

is the probability that label i is correct. Let us consider the
case where p1 > p2 > · · · > pl . If it is not the case, we can
always rename the labels. Now to obtain region prediction
we carry out the following procedure: we output all labels
i such that

∑i
j=1 p j ≤ 1 − δ, where δ is the significance

level, i.e. the level of mistakes we can tolerate, as a possi-
ble label. For the label n such that

∑n−1
j=1 p j ≤ 1 − δ, but

∑n
j=1 p j > 1−δ we need a more sophisticated approach: we

will output label n as a possible label if and only if (rand() >

(1 − δ − ∑n−1
j=1 p j )/pn), where rand() is a random number

between 0 and 1. The reason for this condition is that we want
the probability for a label from the output to be correct with
a predefined probability 1 − δ. A more rigorous description
of these steps is given in Algorithm 3.

We have presented how confidence region predictions can
be obtained. We want that the obtained confidence region
predictions are well calibrated, i.e. the fraction of errors at
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confidence level 1−δ should be at most δ. We define Err1−δ
N

as the averaged errors over all the N test examples. It is
possible to prove that this method of converting probability
forecasts into confidence region predictions described above
are well-calibrated for a classifier that outputs Bayes optimal
forecasts as shown below.

Theorem 1 Let P be a probability distribution on Z = X ×
Y. If a classifier’s forecasts are Bayes optimal in the sense
that P̂(yi = j |xi ) = P(yi = j |xi ) for all j ∈ Y, 1 ≤ i ≤ N,
ε ∈ (0, 1), then PN (Err1−δ

N ≥ δ + ε) ≤ e−2ε2 N

Algorithm 3 Region predictions for Venn probability
machines
Require: significance level δ > 0
Require: probability forecasting (p1, p2, . . . , pl ) : p1 >

p2 > · · · > pl
P = 0
i = 1
EXIT_FLAG = 0
while (P < 1 − δ) AND (EXIT_FLAG == 0) do

if P + pi > 1 − δ then
EXIT_FLAG = 1
if (rand() > (1 − δ − P)/pi ) then

add label i to the set of predictions
end if

else
P = P + pi
add label i to the set of predictions

end if
i = i + 1

end while

This means if the probability forecasts are Bayes optimal,
then even for small finite sequences the confidence region
predictors will be well-calibrated with high probability. This
proof follows directly from the Azuma-Hoeffding inequal-
ity [8] and thus justifies this method for generating confidence
region predictions.

4 Experiments and results

Both conformal predictors and Venn probability machines
can be evaluated in on-line learning setting where the learn-
ing algorithm is presented with each unlabelled example in
sequence. It is informed of the true label of the example
after it has made its prediction, but before the next unlabelled
example is presented [29]. As an on-line learning experiment
progresses, the knowledge available to the learning algorithm
from prior experience increases. We would therefore expect
performance to improve as the experiment progresses. There
are two main measures of performance for region prediction,
namely validity and efficiency [29]. Validity means that the
probability of the output being correct is close to the confi-
dence level. High efficiency is achieved when the output of a

prediction algorithm consists of a number of outcomes close
to one. Ideally, we are interested in valid efficient predictors,
i.e. algorithms which output a small number of outcomes with
a guarantee that one of these outcomes will happen in real
life. In this paper both types of performance measures for
reliable predictors are considered for conformal predictors
and Venn probability machines in the on-line learning.

4.1 Datasets

The network traffic datasets are generated from both link
directions on Genome campus with three institutions on
site that employ about 1,000 researchers, administrators and
technical staff. The datasets cover a full 24 hour period
for a weekday. The collection is comprised of 11 data-
sets (entry01, entry02, entry03, entry04, entry05, entry06,
entry07, entry08, entry09, entry10 and entry12) and is
publicly available at http://www.cl.cam.ac.uk/research/srg/
netos/nprobe/data/papers/sigmetrics/index.html. This col-
lection of datasets has been analysed in a number of pub-
lications [7,19,23]. Each network flow sample is obtained
from a complete bidirectional TCP flow and has 248 attri-
butes including source and destination port numbers [25].
Flows are labelled according to the type of traffic they repre-
sent and eight types of network applications are considered,
see Table 1 [25]. These datasets have been used in a number
of papers [1,19] and similarly a subset of the features (10
features) are chosen and these features are used in the fol-
lowing experiments (for example, see Table 1 in [18] for the
list of these features).

4.2 Underlying algorithms

Both conformal predictors (CP) and Venn probability machi-
nes (VPM) are generic frameworks. To build a particular con-
formal predictor or Venn probability machine, an underlying
machine learning algorithm is needed to specify a nonconfor-
mity measure or a Venn taxonomy. Virtually any algorithm
can be used to construct a Venn taxonomy or a nonconfor-
mity measure. However, as Venn Probability Machines and
Conformal Predictors are used in the on-line setting in our
experiments, the underlying algorithms are preferred to be
computationally efficient. Therefore, we consider Nearest
Neighbours and Nearest Centroid as the underlying algo-
rithm in our experiments.

The Nearest Neighbours (NN) algorithm is one of the sim-
plest methods in machine learning for making predictions. It
uses the idea that close objects (according to a distance mea-
sure) are likely similar, and as such, probably belong to the
same class. In the simplest case, this algorithm finds the cur-
rent object’s nearest neighbour using a predefined distance
function d(xi , x j ) (the Euclidean distance measure is com-
monly used) and assigns its label to the current example.

123

http://www.cl.cam.ac.uk/research/srg/netos /nprobe/data/papers/sigmetrics/index.html
http://www.cl.cam.ac.uk/research/srg/netos /nprobe/data/papers/sigmetrics/index.html


Prog Artif Intell (2012) 1:223–234 229

Table 1 Traffic classes
Traffic class Example applications Label

WWW http, https 1

MAIL imap, pop2/3, smtp 2

FTP ftp 3

ATTACK portscan, worms, viruses 4

P2P napster, eMule, gnutella, eDonkey 5

DATABASE mysql, dbase, Oracle, SQLnet 6

MULTIMEDIA realmedia, windows mediaplayer 7

SERVICES X11. dns, ident, ldap, ntp 8

This algorithm can be expanded to the case of several near-
est neighbours. The nonconformity measure for the example
zi = (xi , yi ) in the 1-nearest neighbour algorithm setting can
be defined as follows:

αi = miny j =yi d(x j , xi )

miny j �=yi d(x j , xi )
.

In the case of k nearest neighbours, the nearest neighbours’
mean value is taken instead of x j . Again the k nearest neigh-
bours with the same label as (xi , yi ) are selected to calculate
the upper term of the fraction, and those with different labels
to calculate the lower term of the fraction.

Two types of taxonomies based on the NN algorithm can
be used for Venn probability machines. One type, called “vot-
ing” taxonomies, says that two objects belong to the same cat-
egory if and only if for each object the most frequent label
among its k nearest neighbours is the same. The second type
of taxonomies, called “all info” taxonomies, says that two
objects belong to the same category if and only if for each of
them the ordered sequence of its k nearest neighbours’ labels
is the same.

Unlike the NN algorithm, the Nearest Centroid (NC) algo-
rithm (see [2]) does not require computing the distances
between each pair of objects. Instead, it measures the dis-
tance between an object and the centroid (i.e. the average)
of all objects belonging to the same class. For Venn proba-
bility machines, two objects belong to the same category if
and only if their nearest centroids coincide. For conformal
predictors the nonconformity measure can be calculated for
each example (xi , yi ) as follows:

αi = αi (xi , yi ) = d(μyi , xi )

miny �=yi d(μy, xi )
,

where μy is the centroid of all objects with label y.

4.3 Results

In the offline learning setting, we use the“entry01” as the
training set and make classification on all other 10 data-
sets. Table 2 shows the VPM performance on 3 datasets
(“entry07”, “entry09” and “entry12”) using “all info” taxon-

omy in comparison with the NN algorithm. The same datasets
have been analysed using the Naive Bayes estimator and its
performance is similar to that of kNN [23]. For example, it
is reported that the best average percentage of accuracy of
Naive Bayes performed on the selected features is 96.29 %.

However, the main focus of the paper is the performance of
conformal predictors and Venn probability predictors evalu-
ated in the on-line setting. Table 3 shows 3 example p-values
produced by CP (based on 3NN) on the dataset “entry06”.
Table 4 illustrates the corresponding single predictions with
their confidence and credibility measure. Confidence is taken
as 1 minus the second largest p-value and credibility is just
the largest p-value. These confidence and credibility values
provide additional information about the predictions. High
confidence (close to 100 %) shows that all alternatives to the
predicted label are unlikely. Low credibility indicates that
the whole situation is suspect: this example looks unusual as
compared with the examples in the training set.

As discussed earlier, the performance of these predictors is
measured by validity (measured in error rates) and efficiency
(measured in average number of labels observed). Validity
means that the error rate is close to the expected value, which
is equal to a predefined constant (significance level). It is
important to note that conformal predictors provide guaran-
teed validity. Efficiency reflects how useful the predictions
output by a predictor are. Ideally we would like our predic-
tion system to output only one label at each step of predic-
tions. The validity property of Venn probability machines is
expressed differently from the same property of conformal
predictors due to the difference in the output. As discussed
in Sect. 3.3, we can convert the probability forecasts of Venn
probability machines into confidence region predictions and
then compare the results. For illustration purpose, signifi-
cance levels of 1, 5 and 10 % were used. Tables 5 and 6
provide a summary of the experimental results of confor-
mal predictors (CP) and Venn probability machines (VPM)
on the datasets “entry01” and “entry02” with different num-
ber of nearest neighbours (subject to statistical variation). In
these tables, VPM-V stands for Venn Probability Machine
based on “voting” taxonomy and VPM-AI stands for Venn
Probability Machine based on “all info” taxonomy. Note that
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Table 2 Performance of VPM
(accuracy %—using all info
taxonomy)

Alg. entry07 entry09 entry12

NN VPM NN VPM NN VPM

1NN 96.19 99.25 94.89 97.97 96.78 97.49

2NN 96.43 99.22 95.21 98.38 96.41 98.24

3NN 96.45 99.26 95.12 98.41 96.29 95.52

4NN 97.90 99.22 96.68 98.45 96.31 95.53

5NN 98.00 99.21 96.69 98.24 96.76 96.18

6NN 98.00 99.35 96.75 98.39 96.52 96.36

7NN 98.01 99.32 96.71 98.40 97.00 96.34

8NN 97.98 99.03 96.69 98.27 96.83 96.05

9NN 98.00 99.02 96.71 98.20 96.85 96.17

10NN 97.98 99.00 96.69 98.27 96.83 95.95

Table 3 P values calculated by
CP 1 (%) 2 (%) 3 (%) 4 (%) 5 (%) 6 (%) 7 (%) 8 (%)

0.1 0.1 60.4 0.1 0.1 0.1 0.1 0.2

0.7 12.2 0.1 0.8 0.1 0.1 0.3 0.8

0.6 0.6 0.1 0.4 0.1 0.1 0.1 20.3

Table 4 Single prediction by
CP True label Predicted label Confidence (%) Credibility (%)

3 3 99.8 60.4

2 2 99.2 12.2

8 8 99.4 20.3

the algorithm tries to match the given error rate and even if
with outputting only one label it can achieve a lower error
rate it will sometimes refrain from outputting any labels at
all so that the total error rate is closer to the parameter of
the algorithm. This can be considered as the strength of the
algorithm as in applications one can always select the label
with the highest p-value as the output and thus reduce the
error rate. Some of the main conclusions which can be drawn
from the results are as follows:

• Venn probability machines and conformal predictors have
similar performance, both from a validity and an effi-
ciency point of view.

• Venn probability machines in the multiple prediction
mode provide empirical validity, although not as well as
conformal predictors.

• The efficiency of the algorithms changes depending on
the dataset.

• The number of nearest neighbours does not signifi-
cantly affect the performance of the Nearest Neighbours
algorithm.

• On the datasets used in this paper, Nearest Centroid does
not perform as well as the nearest neighbours algorithms.

Figure 1 shows an example of experimental results for
Venn Probability Machines on “entry01” dataset in the
on-line setting. Venn Probability Machines here are run in
the single prediction mode. It can be seen that in the long
run the total number of errors lies between the cumulative
lower and upper bounds and this property of Venn Probabil-
ity Machines guarantees the prediction quality. A decision
making system which employs a Venn Probability Machine
can use this property to improve its performance, for example
by ignoring a prediction if such probability is too low.

Figure 2 represents a classical experimental result for Con-
formal Predictors. The graph of the number of errors over
time should be a straight line and the percentage of errors
at each point should approximately equal to the significance
level. In many applications we can estimate a threshold on
the number of errors we can tolerate. Conformal Predictors
is a guaranteed method (i.e. there exist a theorem saying that
the performance is guaranteed, see [29]) of making predic-
tions with a predefined number of errors we can tolerate. As
it can be seen from Fig. 2 the plots of the number of errors
are not straight lines, this is due to statistical fluctuations.

Figure 3 shows one example of experimental results of
efficiency for conformal predictors for different significance
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Table 5 Performance
comparison on dataset
“entry01”

Pred. Used Error rate (%) Average no. of labels

Alg. Alg. 1 % 5 % 10 % 1 % 5 % 10 %

CP 1NN 1.13 4.88 6.25 1.38 1.34 1.33

2NN 1.10 4.89 6.67 1.38 1.34 1.33

3NN 1.12 4.79 6.83 1.38 1.34 1.32

4NN 1.16 4.88 6.94 1.38 1.34 1.32

5NN 1.19 4.85 7.02 1.38 1.34 1.32

6NN 1.17 4.94 7.11 1.38 1.34 1.32

7NN 1.17 4.84 7.23 1.38 1.34 1.32

8NN 1.16 4.92 7.35 1.36 1.33 1.30

9NN 1.16 4.90 7.47 1.36 1.32 1.30

10NN 1.17 4.92 7.54 1.36 1.32 1.29

CP NC 0.53 0.53 9.26 7.10 7.10 4.50

VPM-V 1NN 1.19 4.96 10.20 1.06 0.96 0.90

2NN 0.93 4.91 10.05 1.06 0.96 0.90

3NN 1.09 4.81 10.11 1.07 0.96 0.90

4NN 0.95 5.30 9.83 1.07 0.96 0.91

5NN 1.00 4.89 9.27 1.09 0.96 0.91

6NN 0.82 5.12 9.16 1.09 0.97 0.91

7NN 0.94 4.81 9.91 1.09 0.97 0.91

8NN 1.19 5.09 9.77 1.09 0.97 0.91

9NN 1.13 5.47 10.32 1.09 0.97 0.90

10NN 1.01 5.62 9.75 1.09 0.97 0.91

VPM-AI 1NN 1.19 4.96 10.20 1.06 0.96 0.90

2NN 0.99 4.94 10.09 1.05 0.96 0.91

3NN 1.09 4.78 10.00 1.04 0.96 0.91

4NN 0.95 5.32 9.81 1.04 0.96 0.91

5NN 0.75 3.15 5.74 1.38 1.31 1.25

6NN 0.75 3.27 6.06 1.38 1.31 1.25

7NN 0.74 3.25 6.40 1.38 1.31 1.24

8NN 0.83 3.37 6.08 1.37 1.27 1.17

9NN 0.88 3.52 6.61 1.38 1.31 1.24

10NN 0.75 3.67 6.27 1.38 1.27 1.17

VPM NC 1.09 4.71 10.20 3.32 1.94 1.64

levels. It can be seen that the conformal predictors can ensure
validity by giving a region prediction. Instead of predicting
a single class label for a new example, it can suggest several,
any of which may be correct. Higher confidence levels can
be accommodated by giving less efficient region predictions
to hedge the classifier’s decision.

5 Discussions and conclusions

Reliable estimation of confidence remains a significant chal-
lenge as learning algorithms proliferate into many chal-
lenging real world applications. This paper was devoted to
classification algorithms with on-line validity and presented

two recently developed methods: conformal predictors and
Venn probability machines. The performance of these two
algorithms was assessed in terms of validity and efficiency
on publicly available real network traffic datasets in the on-
line setting. For conformal predictors, validity implies that
the number of errors is close to the preset significance level
and efficiency means predicting as few as possible multiple
predictions. For Venn probability machines, validity results
in output probability distributions agreeing with observed
frequencies. Venn probability machine is efficient if the out-
putted probability interval is narrow and close enough to 1.
The application of these two methods to network traffic clas-
sification problems demonstrated that the methods are effi-
cient while maintaining the property of validity.
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Table 6 Performance
comparison on “entry02”

Pred. Used Error rate (%) Average no. of labels

Alg. Alg. 1 % 5 % 10 % 1 % 5 % 10 %

CP 1NN 0.96 5.18 7.58 1.90 1.85 1.83

2NN 0.98 5.16 7.87 1.89 1.85 1.82

3NN 0.96 5.22 8.06 1.88 1.84 1.81

4NN 1.01 5.22 8.14 1.88 1.84 1.81

5NN 1.05 5.22 8.19 1.88 1.84 1.81

6NN 1.03 5.24 8.24 1.88 1.84 1.81

7NN 1.02 5.23 8.31 1.88 1.84 1.81

8NN 1.02 5.27 8.38 1.88 1.84 1.81

9NN 1.02 5.29 8.46 1.84 1.80 1.77

10NN 1.00 5.23 8.53 1.66 1.62 1.59

CP NC 0.50 4.83 7.80 6.68 6.31 2.32

VPM-V 1NN 0.83 5.00 9.95 1.00 0.95 0.90

2NN 1.20 5.11 10.07 0.99 0.95 0.90

3NN 1.21 4.85 9.88 1.00 0.96 0.90

4NN 1.08 4.99 9.72 1.00 0.95 0.91

5NN 1.06 5.18 10.10 1.01 0.95 0.90

6NN 1.10 5.03 9.58 1.00 0.95 0.91

7NN 1.03 5.45 9.61 1.01 0.95 0.91

8NN 0.98 5.00 10.22 1.01 0.96 0.90

9NN 0.92 5.07 10.40 1.01 0.96 0.90

10NN 0.91 5.08 9.82 1.01 0.96 0.91

VPM-AI 1NN 0.83 5.00 9.95 1.00 0.95 0.90

2NN 1.22 5.11 10.12 0.99 0.95 0.90

3NN 1.26 4.88 9.91 0.99 0.96 0.91

4NN 1.07 5.05 9.76 1.00 0.95 0.91

5NN 1.07 5.26 10.12 1.00 0.95 0.90

6NN 1.10 5.02 9.53 1.00 0.96 0.91

7NN 1.05 5.43 9.61 1.00 0.95 0.91

8NN 0.96 5.03 10.21 1.00 0.95 0.90

9NN 0.98 5.08 10.41 1.00 0.96 0.90

10NN 0.90 5.11 9.90 1.00 0.95 0.91

VPM NC 1.01 4.97 10.32 2.85 1.90 1.50

We can compare both conformal predictors and Venn
probability machines with other existing approaches. In
particular, we consider two main classes of algorithms: sim-
ple predictors and probability predictors. A simple predictor
such as support vector machine [28] and decision tree only
produces a single label and probability forecasting such as
logistic regression and naive Bayes gives one probability dis-
tribution. In contrast to these simple predictors and probabil-
ity forecasting, conformal predictors and Venn probability
machines hedge predictions, i.e., express how much a user
can rely on them.

When considering simple predictions, we can also use
notions of validity and efficiency. In this respect, simple

predictors and conformal predictors demonstrate opposite
approaches to learning. This is summarised in Table 7. In
simple predictions, the efficiency is guaranteed since each
prediction is singleton, but validity is not. In conformal
predictors, the validity of predictions is guaranteed, but effi-
ciency depends on the nonconformity measure which is often
defined using an underlying algorithm. This has been illus-
trated in our experimental results (see Tables 5, 6). In addi-
tion, conformal predictors allow us to balance efficiency
and the error rate: lower preset error rates produce larger
region predictions, and vice versa. This feature makes con-
formal predictors a flexible tool. The Internet continually
evolves in scope and complexity, much faster than our ability
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Fig. 1 Cumulative number of errors and upper and lower bounds
(entry01, 5 Nearest Neighbours, “all info” taxonomy, single prediction)
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Fig. 2 Number of errors for different significance levels (entry01, 3
Nearest Neighbours, multiple predictions)
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Fig. 3 Average number of labels for different significance levels
(entry01, 3 Nearest Neighbours, multiple predictions)

Table 7 Comparison of conformal predictor and Venn probability
machine with simple predictor and probability forecasting

Predictor Simple predictor Conformal predictor

Prediction Single prediction Region prediction
output

Validity Depends on the algorithm Guaranteed

Efficiency Guaranteed Depends on the
nonconformity measure

Predictor Probability forecasting Venn probability
machine

Prediction Single distribution Multiprobability
output distributions

Validity Guaranteed under strong Guaranteed
statistical assumption

Efficiency Depends on Depends on the
the algorithm Venn taxonomy

to characterise, understand, control or predict it. Dynamic
resource allocation with the support of traffic prediction can
efficiently utilise the network resources and support Quality
of Service. One of the key requirements for dynamic resource
allocation framework is to predict traffic in the next control
time interval based on historical data and online measure-
ments of traffic characteristics over appropriate timescales.
The novelty of Conformal Predictor and Venn Probability
Machine is that they can learn and predict simultaneously,
continually improving their performance as they make each
new prediction and ascertain how accurate it is. Both Con-
formal Predictor and Venn Probability Machine could form
a significant component of any resource management mech-
anism, where decisions need to be taken in a stochastic envi-
ronment. These accuracy reliability measures could allow
service provider and network carrier to choose appropri-
ate allocation strategies by identifying anticipated resource
demands and placing connections accordingly. For exam-
ple, these actions could be tempered by the strength of the
prediction, allowing the resource management process to
effectively avoid potential “hot spot” and thus successfully
accommodate more traffic.

Algorithms with on-line validity represent a flexible fram-
ework and can use practically any known machine learning
method as underlying algorithm for designing a nonconfor-
mity measure or a Venn taxonomy. The performance of con-
formal predictors and Venn probability machines is usually
in line with the accuracy of the underlying algorithm. There-
fore, it would be beneficial to deploy new underlying algo-
rithms in order to design new nonconformity measures and
Venn taxonomies to inherit their ability to perform well on
certain types of data.
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