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Abstract
Many artificial intelligence (AI) technologies developed over the past decades have reached market maturity and are now 
being commercially distributed in digital products and services. Therefore, national and international AI standards are cur-
rently being developed in order to achieve technical interoperability as well as reliability and transparency. To this end, we 
propose to classify AI applications in terms of the algorithmic methods used, the capabilities to be achieved and the level 
of criticality. The resulting three-dimensional classification scheme, termed the AI Methods, Capabilities and Criticality 
(AI-MC

2 ) Grid, combines current recommendations of the EU Commission with an ethical dimension proposed by the Data 
Ethics Commission of the German Federal Government (Datenethikkommission der Bundesregierung: Gutachten. Berlin, 
2019). As a whole, the AI-MC

2 Grid allows not only to gain an overview of the implications of a given AI application as 
well as to compare efficiently different AI applications within a given market or implemented by different AI technologies. 
It is designed as a core tool to define and manage norms, standards and compliance of AI applications, but helps to manage 
AI solutions in general as well.
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1  The Need for a Practical Classification 
Scheme

Recently, the European Union has initialized a regulation 
proposal on harmonized rules for artificial intelligence (AI) 
[2, 3]. In particular, an obligatory use of European Standards 

and Technical Specifications for conformity assessments of 
so-called high-risk AI Systems is proposed. Similar efforts 
are being undertaken in Germany, where the national insti-
tute for norms and standards has set up a roadmap [4] in 
order to put reliable industry standards into practice. Both 
endeavors require robust ways to classify and assess AI 
products and services. Such standards need to fulfill several 
practical needs of AI users, developers, leaders and regula-
tors by providing, for instance

– a better market overview for customers and policy mak-
ers;

– an easier identification of potential re-use of established 
AI components;

– a framework to orient investors and strategic decision 
makers;

– a sound foundation for risk and compliance assessments;
– help to implement norms, standards and compliance of 

AI applications;

This standardization roadmap is a process long awaited by 
many AI stakeholders. After decades of basic research, the 
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trend to use and develop AI for commercial products has 
accelerated considerably since 2010 [5, 6]. This is primarily 
driven by both the huge increases in the volume of available 
digital data, as well as the increased in processing power 
that can now run improved methods such as neural networks 
faster and more cost-effectively [7, 8]. This opens up new 
possibilities for human-machine interfaces based on AI 
applications that can either carry out physical movements 
enabling surveillance robots, or simulate chats and speech, 
thereby enabling automation of call-centre dialogs and the 
filling out forms.

Today, a large variety of such AI applications can be pur-
chased or rented as products or services by companies and 
users to increase the productivity of business processes or to 
enable innovations in business models [9]. As of 2018, busi-
ness analysts counted more than 1000 AI start-ups for the US 
market alone [10]. Typical AI services offered “out-of-the-
box” are image recognition, video analysis, language-to-text 
conversion, text-to-speech conversion, machine translation, 
text analysis or automation of chats and email. To facilitate the 
use of such applications, commercial services and products 
are typically offered from public or private cloud environ-
ments. This allows users to start immediately with the adap-
tation of the service or product to their own needs without 
spending time and effort on building hardware and software.

Together with such commercial AI applications, spe-
cialized software markets have emerged over the last dec-
ades [11], which are uniformly designated worldwide and 
regularly monitored by independent market analysts (e.g. 
IDC, Gartner, Forrester, etc.). Potential users, projects and 
investors can thus be well informed about the status of the 
capabilities. These markets of AI products and services can 

be roughly divided into the main areas of business intel-
ligence [12] and decision making [13], AI-based customer 
interaction [14], AI-based services [15] and AI development 
environments and tools.

2  Three Dimensions of AI Applications

Due to the growing diversity of the field, it is becoming 
increasingly important to maintain an efficient overview of 
application scenarios and their characteristics. To this end, 
we introduce the Methods, Capabilities and Criticality (AI-
MC

2 ) Grid (Fig. 1), which reflects not only a matrix of AI 
methods and capabilities, but also the degree of criticality of 
an AI application. This scheme allows top-level characteri-
zation and comparison of AI applications along three dimen-
sions, which are described in more detail in the following.

Based on a position paper of the AI Expert Group of 
the European Union [16], we first distinguish between AI 
methods and AI capabilities. By representing these aspects 
on separate axes, a two-dimensional classification matrix is 
created that allows to display which core methods are used 
to achieve which capabilities. In the following, we summa-
rize the currently most important methods and capabilities 
based not only on standard text books [17, 20–22], but also 
in reflection of other related work, such as classification 
schemes of research institutes [23, 24], AI organizations 
(ACM,1 Plattform Lernende Systeme2) and recognized com-
munity work from AAAI and IEEE conferences.

Fig. 1  Schematic display of the 
AI Methods, Capabilities and 
Criticality (AI-MC

2 ) Grid

1 https:// dl. acm. org/ ccs (2020.09.29)
2 www. platt form- lerne nde- syste me. de (2020.09.29)

https://dl.acm.org/ccs
http://www.plattform-lernende-systeme.de


427KI - Künstliche Intelligenz (2021) 35:425–440 

1 3

With the large-scale use in a large variety of applications, 
however, AI products and services do not only face technical 
aspects. Public debate has recently put particular emphasis 
on the aspects information rights and obligations and liabil-
ity by human decision-makers [1]. By introducing an ethical 
and legal framework, legislative actors in Europe plan to 
provide regulatory “guidelines for transparency, explainabil-
ity and traceability” of algorithmic systems. Real-world AI 
applications should therefore also be characterized regard-
ing their impact on their users. Classifying AI applications 
based on a combination of ethical, legal and technical cri-
teria allows to avoid shortcomings during development and 
deployment as well as efficient assessments of conform-
ity and quality. Moreover, use case-related evaluations of 
AI products and services will play a key role in the social 
acceptance of AI as such.

3  Dimension 1: AI Methods

Today’s AI is built on a variety of methods. Due to historical 
developments, they are often roughly distinguished between 
symbolic or sub-symbolic—sometimes even numerical—
AI methods. Both paradigms indeed form the foundation of 
many AI approaches [18]. On the side of symbolic methods, 
techniques of knowledge representation and logical reason-
ing are prominent, while the side of sub-symbolic methods 
is primarily represented by neural networks and machine 
learning techniques. Yet, this traditional distinction is not 
comprehensive. It neglects methods of problem solving, 
optimizing, planning and decision making, of which many 
combine symbolic and sub-symbolic techniques. In addition, 
the developments of the last decades have further blurred 
traditional boundaries, and more and more combined or 
hybrid approaches are coming to the fore, e.g. the entire 
field of hybrid learning [18, 19].

Tables 1 and 2 give an overview of these methods over 
three levels of granularity and name well-known representa-
tives of each technology. This scheme is a momentary, non-
exhaustive snapshot, and will be subject to additions with 
new AI technologies arising in the future. Also, it is often 
not possible to draw a clear line between categories, and 
methods may belong to several categories. In such cases, 
methods were assigned according to Russell and Norvig 
[17] or according to the category for which it was originally 
proposed. To this end, an online version of the full AI-MC

2 
Grid is considered to foster both discussion and refinement, 
and to allow for integration of new developments.

3.1  Problem Solving, Optimizing, Planning 
and Decision Making

From a historical point of view, approaches for problem 
solving, optimizing, planning and decision making were 
among the earliest AI methods to be developed. Problem 
solving describes goal-based search strategies and intelligent 
agents that solve problems by formulating a goal, searching 
for the right sequence of actions with a defined problem as 
input in order to execute the solution and reach the goal. In 
competitive multi-agent environments, where goals conflict 
with each other, adversarial and constraint-based search are 
used to solve complex problems [25, 26].

In contrast to problem solving methods, which explore 
search spaces systematically, optimization algorithms do not 
worry about the path towards reaching the goal but focus 
on the optimum solution. They may be divided in statis-
tical optimization, using local search algorithms, search 
in unknown and continuous spaces, partial observation 
and dynamic programming, and bio-inspired optimization 
[17]. Bio-inspired optimization can be classified into three 
classes: evolutionary, swarm-based, and genetic or ecology-
based [27].

Planning methods may be autonomous or semi-autono-
mous techniques like steady state search, planning graphs, 
hierarchical planning, non-deterministic planning, time and 
resource planning and generation of plans [17]. In contrast 
to planning, plan recognition models or methods such as 
deductive and synthesis plan recognition, library-based plan 
recognition and planning by abductive reasoning need to 
represent actual events or actions that have happened, as 
well as proposing hypothetical explanations [28]. Meth-
ods of planning play a role in robotics, dialog systems and 
human-machine-interaction.

Decision making or decision analysis is an engineering 
discipline that addresses the pragmatics of applying deci-
sion theory to defined problems [29]. There are several 
approaches towards decision making such as process mod-
els, value of information, decision networks, expert systems, 
sequential decision making and iteration models [17].

3.2  Knowledge Representation and Reasoning

Symbolic AI methods are characterized by a deductive 
approach, i.e. by the algorithmic application of logical 
rules or relationships to individual cases. Core concepts of 
symbolic AI are on the one hand techniques for represent-
ing knowledge and on the other hand methods for apply-
ing this knowledge onto a given input. Knowledge may 
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Table 1  An overview of AI 
methods—-symbolic and 
traditional AI
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be represented either as safe or uncertain knowledge. By 
means of reasoning, conclusions may be drawn from such 
knowledge.

Formal knowledge representation includes concepts 
like ontologies, semantic networks, knowledge graphs 
and knowledge maps, which accumulate and systematize 
information into structures, syntax, semantics and semiot-
ics [30]. The focus of standardized description languages 
like Resource Description Framework and Web Ontology 
Language lays on the creation of unique specifications for 
objects, characteristics and general concepts by logical rela-
tionships [31]. Using these and further semantic web stand-
ards and technologies, logically related data can be shared 
across domains of different applications, facilitating seman-
tic interoperability [30]. In general, fundamental concepts of 
ontological engineering are based on taxonomy, calculus, 
deduction, abduction and processing and modelling of ontol-
ogies. Furthermore, logical relationships and abstractions of 
domains may be established by knowledge graphs, semantic 
networks and knowledge mapping. In case of a graph-based 
abstraction of knowledge, graph traversal algorithms provide 
common solutions of problems with regard to searching, 
verifying and updating vertices. Moreover, logically related 
data can be modelled by propositional, predicate, high order, 
non-monotonic, temporal and modal logics [17].

With certain knowledge, the application of formal 
knowledge is often operationalized by means of the clas-
sical methods of logical reasoning. In particular, satisfi-
ability and other techniques of formal verification may 
be applied for this [32]. For reasoning on the basis of 
uncertain knowledge, probabilistic approaches are wide-
spread, but non-probabilistic approaches have been pro-
posed, too [33]. In the course of probabilistic reasoning, 
information can be derived by sampling a knowledge base 
and processed by relational probabilistic models or the 
concept of Bayesian Inference [34]. Regarding uncertain 
knowledge, the Bayesian Rule dominates the AI field in 
uncertainty quantification [17]. Non-probabilistic reason-
ing may be applied for ambiguous information in case 
of vagueness under consideration of evidence. In these 
situations, a truth management system and reasoning with 
default information can be used for qualitative approaches 
[35]. Furthermore, methods of non-probabilistic reasoning 
may be implemented using rule-based approaches or fuzzy 
sets. Moreover, the Dempster-Shafer Theory (reasoning 
with believe function) represents a common approach for 
non-probabilistic reasoning, where all available evidence 
is combined for the calculation of a degree of believe [36]. 
Other approaches for uncertain reasoning involve spatial 
reasoning, case-based reasoning [37], qualitative reason-
ing and psychological reasoning [17].

3.3  Machine Learning

In contrast to symbolic AI, subsymbolic AI methods are 
characterized by an inductive procedure, i.e. by the algo-
rithmic derivation of general rules or relationships from 
individual cases. To this end, two major machine learning 
approaches are typically distinguished: supervised learning 
which has given target parameters and unsupervised learn-
ing, which does not.

Supervised learning is typically used to implement 
regression or classification tasks. If an estimation of the 
probability distribution for input and output variables is 
generated, such as in Naive Bayes [38] or Hidden Markov 
Models [39], one speaks of generative procedures. Practi-
cal applications, however, are dominated by discriminative 
procedures like logistic regression [40], decision trees [41] 
or neural networks [42]. Neural networks are considered 
particularly flexible, since they may theoretically learn any 
mathematical function without any prior knowledge [43]. 
Also widely used are support vector machines [44], but 
their use requires the assumption and definition of a kernel 
function.

Unsupervised learning methods, on the other hands, are 
typically implemented for clustering or dimension reduction 
tasks. One of the oldest and most widely used algorithms 
is k-means [45]. In addition to other statistically motivated 
methods such as hierarchical clustering [46], biologically 
inspired algorithms like Kohonen’s self-organizing map [47] 
or Grossberg’s adaptive resonance theory [48] have been 
suggested. Also for regression-tasks some unsupervised pro-
cedures have been proposed (e.g. [49, 50]), which are mainly 
used for dimensional reduction [51].

Not all learning algorithms may be clearly identified as 
supervised or unsupervised. For example, a multilayer per-
ceptron, i.e. a supervised procedure, may be used to map a 
given data set to itself [52]. If the output layer of such an 
autoencoder is subsequently removed, a net remains, which 
maps the original data set to a new data set of lower dimen-
sion according to the number of hidden neurons. This prin-
ciple is, for example, an important basis of Deep Learning 
[53]. Another example of intermediate forms of machine 
learning, are algorithms of so-called semi-supervised learn-
ing, in which supervised and unsupervised learning are com-
bined and thus a given target value is required for only a part 
of the data used [54]. This not only allows the analysis of 
incomplete data sets, but in some cases even achieves bet-
ter results than classical supervised learning methods (e.g. 
[55–57]). For semi-supervised learning algorithms, however, 
assumptions about distribution densities must be made in 
advance. In case of unfavorable assumptions, the results can 
be significantly worse than with a supervised learning pro-
cedure [58]. Furthermore, there is little evidence so far that 



430 KI - Künstliche Intelligenz (2021) 35:425–440

1 3

Table 2  An overview of AI methods—subsymbolic and hybrid AI



431KI - Künstliche Intelligenz (2021) 35:425–440 

1 3

supervised and unsupervised learning in the human brain 
take place in similarly close association [59].

An alternative procedure is followed by reinforcement 
learning [60], which requires feedback for predictions, 
but not the exact target value. Analogously to behavioris-
tic learning, the method only takes into account whether 
the learning goal has been reached or not. Reinforcement 
learning has been proven particularly helpful in the areas of 
robotics [61] and adaptive control [62].

3.4  Hybrid Learning

Hybrid learning methods are characterized by combining 
concepts from the previously presented methods, e.g. when 
training neural networks by applied evolutionary algorithms 
to adapt network weights [63]. Such combinations have been 
proposed for a wide variety of areas like finance applications 
[64], oceanographic forecast [65], outpatient visits forecast-
ing [66], compounding meta-atoms into metamolecules [67] 
and classification of tea specimens [68].

Due to the scientific creativity in this area, it is challeng-
ing to display a comprehensive overview. A large portion 
of hybrid AI, however, focuses on combining symbolic and 
subsymbolic AI in order to operate both inductively and 
deductively. Recent research activities investigate, e.g., com-
bining machine learning and knowledge engineering [69]. A 
prominent subfield are hybrid neural systems, which may be 
further separated into unified neural architectures, transfor-
mation architectures and hybrid modular architectures [70]. 
In contrast to classical subsymbolic techniques, such tech-
niques either allow extraction of rules or use an additional 
form of knowledge representation. In contrast to classical 
symbolic methods, however, such knowledge representations 
are often algorithmically modified on the basis of given data.

In a wider sense, hybrid learning may also be thought of 
as learning with knowledge. To this end, further approaches 
have been proposed over the last decades, e.g. learning by 
logic and deduction [71], inductive logical programming 
[72], explainable artificial intelligence and relevance-based 
learning [73]. A novel approach of hybrid AI is conver-
sational learning or active dialog learning, which aims to 
improve the performance of machine learning by incorporat-
ing human knowledge collected in dialog [74].

4  Dimension 2: AI Capabilities

AI as a scientific discipline is inspired by human cogni-
tive capabilities [17], which have been investigated widely 
by psychology, educational and social sciences. In educa-
tional contexts, human capabilities have been defined and 
assessed since the 1950s based on so-called learning out-
comes [103]. Taxonomies like the works of Benjamin S. 

Bloom and Robert M. Gagné reflect human capabilities and 
are the basis for European educational systems [104]. Gagné 
distinguishes five essential categories [78]: verbal informa-
tion, intellectual abilities, cognitive strategies, attitudes, and 
motor skills. Bloom [77], on the other hand, distinguishes a 
cognitive, an affective and a psychomotor domain, which are 
further subdivided into more specific capabilities. Based on 
Bloom’s ideas, taxonomies for the affective domain referring 
to the processing of sensory impressions [97], the psycho-
motor domain referring to the control and coordination of 
muscles [85] and the cognitive domain [77] were postulated. 
This three-fold structure is reflected in the following with the 
three general capabilities named sense, process and under-
stand, and act (cf. Table 3).

Compared against such taxonomies, all current AI-based 
systems implement only a subset of human cognition. At the 
same time, many existing AI systems and applications aim 
at implementing additional functionality like enhanced sen-
sory input and intelligent interaction with the environment. 
Based on these observations, both existing and potentially 
achievable AI capabilities may be roughly divided into the 
areas of sensing, processing and understanding, acting and 
communicating. While this four-fold distinction of capa-
bilities takes common knowledge from psychological and 
educational research into account, it is primarily intended to 
structure capabilities that can be implemented by AI systems 
today. In some cases, additional details might be added to 
discuss a specific AI solution and the underlying process 
steps. Table 3 gives an overview of the suggested classifica-
tion of AI capabilities.

4.1  Sense

Traditionally, sensing is related to the human sensory 
organs. Ancient Greek philosophers, e.g., distinguished the 
five senses vision, hearing, smell, taste and contact [86]. 
More recently, a pronounced distinction is made between 
sensory organs, which transduce sensory stimuli and act as 
a form of perceptional preprocessors, and sensory modali-
ties, which basically describe the output of sensory organs 
directed at subsequent cognitive processing. Regarding stim-
uli, it should be noted that the number of stimuli directly per-
ceivable by humans is smaller than for stimuli perceivable 
by specialized technical sensors, which are available today 
for a wide range of acoustic, biological, chemical, electric, 
magnetic, optical, mechanical, radiation and thermal stimuli 
[87].

Describing human perception, many researchers today 
focus on sensory modalities. The term modality is often used 
to describe the encoding or “mode of presentation” result-
ing from transduction of a sensory input [88]. Olfaction, 
e.g., may be represented by the four primary modes fragrant, 
acid, burnt, and caprylic [89]; other classification systems 
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assume up to nine primary olfactory modes [90]. Apart from 
sensory transduction and representation, some researchers 
also see, e.g., the utilization of the modality by the organ-
ism “to guide intentional action” as a key characteristic of 
a modality [91].

With a modality-based view of perception, the classical 
five-senses scheme has been questioned and several alterna-
tive schemes have been proposed [92]. While the number of 
senses in such classification schemes vary between 8 and 17, 
consent appears to grow that in addition to the classical five 
senses direct at external input, also internal senses like body 
awareness and balance contribute to human perception by 
detecting disturbances and anomalies [91]. Also, touching is 
often considered a multi-facetted sense that includes sensing 
of temperature, pressure and pain [93].

With respect to these findings, we suggest to align AI 
capabilities in the are of perception with human sensory 
modalities. This allows, e.g., to reflect that AI has recently 
made significant progress in the ability to transduce images, 
auditory and haptical signals into processable information. 
AI applications for sensing scent and taste, on the other 
hand, have been investigated, but are currently relatively 
rare in practice.

4.2  Process and Understand

The ability to process and understand information is an 
essential ability for intelligent behavior. From a practical 
point of view, adopting a learning outcomes-based classi-
fication scheme appears to be a good choice to specify this 
ability. To this end, Bloom’s taxonomy for cognitive learning 
outcomes is particularly well known. Having been criticized 
from various disciplines [94–96], it was later modified by 
Anderson and Krathwohl [75]. Bloom’s revised taxonomy 
distinguishes human abilities in a primary dimension by the 
four domains of factual, conceptual, procedural and meta-
cogntive cognition [80].

Factual cognition, as the least complex domain, includes 
capabilities to process and understand knowledge of ter-
minology and knowledge of specific details and elements. 
Conceptual cognition includes capabilities to process and 
understand knowledge of classifications and categories, 
principles and generalizations, and knowledge of theories, 
models, and structures. Procedural cognition refers to pro-
cessing knowledge of subject-specific skills and algorithms, 
of subject-specific techniques and methods, and of criteria 
for determining when to use appropriate procedures. Meta-
cognitive cognition includes capabilities for processing and 
understanding strategic knowledge, knowledge about cogni-
tive tasks (including contextual and conditional knowledge) 
and self-knowledge.

In a second level, these domains are further distinguished 
by six cognitive levels. For conceptual knowledge, e.g., the 
basic capabilities to recognize or classify are separated from 
medium-complex capabilities to provide or differentiate 
information and from the advance capabilities to determine 
or assemble information. Using both cognitive dimensions, 
Bloom’s revised taxonomy allows to distinguish up to 24 
human cognitive capabilities.

Capabilities included the category of processing and 
understanding cover a wide range of human cognition. 
Regarding currently available AI capabilities, this scheme 
allows in particular to reflect the ability to evaluate, remem-
ber, decide or predict. They include, e.g., the abilities or 
perceptional fusion, memory and models, explanation and 
self-regulation. These rational capabilities represent the core 
of many advanced AI systems and are often applied in com-
bination with capabilities to sense, act or communicate.

4.3  Act

For humans, the ability to act is a constitutive ability. In a 
more general sense, action may be related to a human or 
non-human agent. It may be described as something that an 
agent does and that was ”intentional under some descrip-
tion” [84]. AI action may be distinguished into physical and 
non-physical action. Often, it is implemented by combining 
mechatronic and software components in robots or software 
robots. In particular, the field of robotics describes mechani-
cally or physically executed activities like robot perception, 
motion planning, sensor technology and manipulators, kin-
ematics and dynamics as well as the field of human-robot 
interaction, since this form of interaction focuses on physical 
human-machine interaction. These capabilities are roughly 
inspired by human abilities of the control and coordination 
of muscles [85]. The methods used for software agents are 
dependent on the particular goal or task of the agent itself. 
For example, such autonomous agents are essential in the 
area of process automation.

4.4  Communicate

Although communication is a well-known and well-
researched human capability, communication research-
ers traditionally found it hard to consent to a common 
definition or taxonomy of it [98]. In fact, the number of 
concepts defining communication was large enough for 
researchers to suggest a three-dimensional distinction 
scheme for them based on level of observation, intention-
ality and judgment [99]. One of the simplest technologi-
cally motivated definitions understands communication as 
the transmission of information between given subjects 
[100]. In a complementary approach, communication is 
defined via the ability to communicate, which is described 
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as the ability to process, understand and to make a distinc-
tion between utterance and information and consequently 
between “the information value of its content” and “the 
reasons for which the content was uttered” [101]; to this 
end, the ability to communicate is— similarly to the 
ability to act—considered a higher level capability that 
requires not only the capability to perceive or sense as a 
prerequisite, but also to process and understand. While 
types of communication are often distinguished by the 
medium (e.g. oral, written, etc) in popular literature, in 
communication research the distinction by the number of 
participants (intrapersonal, interpersonal, transpersonal) is 
a more widely recognized criterion. Also the influence of 
feedback on the communication process (one-way, bidirec-
tional, omnidirectional) is often considered [102].

5  Dimension 3: AI Criticality

As AI is increasingly used in widely available products 
and services, the question of its damage potential has 
been raised [1]. Acknowledging the arguments put for-
ward in the public discussion, the European Commission 
has proposed to design specific requirements for conform-
ity assessments with regard to high-risk AI in its April 
2020 regulatory approach for AI-based systems [3]. Such 
requirements should be laid down in standardization docu-
ments and focus on safety and fundemental rights with 
respect to development, market access and use of AI in 
Europe. Building on that, the proposal suggests to pro-
hibit AI practices, that contravene EU values, for instance 
involvement of real-time remote biometric identification 
systems and scoring by public authorities.

One of the aspects that may influence the damage poten-
tial of algorithmic systems is the degree to which human 
supervision over such systems is possible or implemented. 
A distinction between three classes of autonomy is rec-
ommended [1]: algorithm-based applications, algorithm-
driven applications and algorithm-determined applica-
tions. While algorithm-based applications basically act as 
assistance tools, the class of algorithm-determined appli-
cations may in some cases be operating without human 
supervision.

One of the concepts that have been suggested to ana-
lyze and judge potential risks is the so-called criticality 
pyramid, which introduces different levels of criticality 
[1]. It distinguishes five levels of criticality, where the 
damage potential of a socio-technical system grows with 
increasing criticality. The goal is to provide clear guide-
lines for reliably identifying AI products and services that 
need to be regulated or prohibited. And vice versa to avoid 
unnecessary restrictions on AI applications with little or 
no damage potential.

The criticality defines that two aspects for a “socio-
technical” system are to be assessed: a possible occur-
rence of damage, e.g. caused by human beings and/or 
algorithm-terminated systems, and its extent, e.g. “right 
to privacy, fundamental right to life and physical integrity” 
and “non-discrimination”. Other authors emphasize that a 
potential damage for societies and countries may also be of 
economic nature, e.g., a heavy dependance on a single AI 
solution or AI provider, a monopoly so to speak [106]. As 
a consequence, all technical components (hardware, soft-
ware and training data), human actors (developers, manu-
facturers, testers and users) as well as life cycle phases 
(development, implementation, conformity assessment 
and application) need to be reflected. This criticality of a 
system should be assessable by developers and testers and 
transparent to users and the legislative. In the following, 
the pyramid is used to assess the damage potential origi-
nating from AI applications. In particular, its criticality 
levels are used to classify AI applications.

AI products and services that belong to the criticality 
level 1 are “applications with no or little potential for dam-
age” [1]. This would be assumed, e.g. for systems imple-
menting automatic purchase recommendations or anomaly 
detection in industrial production. Level 1 systems should be 
checked for correctness, but are not subject to risk-adaptive 
regulation. The underlying assumption of the concept of the 
criticality pyramid is that a large portion of AI applications 
will fall into this category (cf. depiction in Fig. 2).

Level 2 marks the beginning of specific regulation. AI 
applications that belong to this level are “applications with 
a certain potential to cause damage” [1]. Examples would be 
systems that implement non-personalised dynamic pricing 
or automatic settlement of claims. Level 2 systems should 
have disclosure requirements on transparency. Also, mis-
conduct audits are necessary, e.g., by analysing input-output 
behaviour.

For systems at level 3 like automated credit allocation or 
fully automated logistics (“applications with regular or sig-
nificant damage potential” [1]), approval procedures, public 
audits and controls by third parties should be used in addi-
tion to level 2 measures.

Level 4 systems like AI-based medical diagnostics or 
autonomous driving (“applications with significant poten-
tial for damage” [1]) should, in addition to level 2 and 3 
measures, fulfill further obligations regarding control and 
transparency, such as publication of algorithms and param-
eters and creation of an interface for direct influence on the 
system. Extended controls and certifications by third parties 
are needed.

Systems at level 5 like autonomous weapon systems and 
real time biometric identification systems in public (“appli-
cations with unacceptable damage potential” [1]) should be 
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partially or completely prohibited. Such prohibition been 
requested repeatly for AI-enhanced arms and weapons [107].

6  Case Study 1: Traffic Sign Recognition

In the following, we demonstrate usage and benefits of the 
AI-MC

2 Grid with a practical example related to the field of 
self-driving cars. There, AI-based recognition of traffic signs 
is employed to detect speed limits and other information 
from camera images. Such systems have to deal with a wide 
range of different signs and variations of images to be clas-
sified accordingly. This task has been investigated in basic 
research for more than two decades, but has become of par-
ticular interests to the automotive industry in recent years.

To implement traffic sign recognition, the AI capability 
of image understanding (sense) is required. To this end, the 
task is similar in a way to tasks like video analysis, percep-
tual reasoning, scene interpretation or photometry. Capa-
bilities to understand, act or communicate are not required 
for traffic sign recognition tasks, but may be combined by 
additional AI components connected to the recognition sys-
tem. In particular, this is the typcial case in self-driving cars, 
where the speed or direction of the car may adjust automati-
cally according to the output of the traffic sign recognition 
system.

The main methodology to implement traffic sign recog-
nition involves convolutional neural networks [108]. This 
supervised technique from the field of machine learning 
is specialized on image processing and able to cope with 
image variations regarding color, shape or the presence of 

pictograms or text, illumination, occlusions or others. As 
machine learning applications are highly data-driven, the 
quality of the resulting system will highly depend on the data 
employed for training. Due to this fact, such applications are 
sometimes regarded as black box systems. Formal methods 
from the areas of knowledge representation and reasoning 
are usually not employed to implement this AI capability. 
The same holds true for the other main fields of AI methods.

While traffic sign recognition systems offer economic 
chances for both companies developing and companies 
employing such systems in automotive environments, their 
use also inherits substantial risks, e.g., when failing to rec-
ognize signs correctly. The criticality of this task, however, 
will depend on the use case. Damage potential and regula-
tory measurements will obviously not be the same for usage 
as assistance systems (e.g. in garbage trucks) as for usage as 
a controlling component in autonomous cars. The critical-
ity of AI-based traffic sign recognition may reach from no 
or a low damage risk (level 1) to an unacceptable damage 
risk (level 5). In road traffic, e.g., a substantial damage risk 
(level 4) can be assumed for self-driving cars and additional 
measures like approval procedures, audits and controls by 
third parties should be undertaken (e.g. by using the “Ger-
man Traffic Sign Recognition Benchmark” [109]).

By using the AI-MC
2 Grid to analyze traffic sign recogni-

tion (Fig. 3), regulators will see at a glance that while this 
field is a niche from a technological point of view, the impli-
cations for society are significant. Further, it becomes obvi-
ous that regulation of this area will require differentiation 
and a variety of regulatory actions (instead of a single meas-
ure) depending on context and criticality. A conventional 

Fig. 2  The 5-Level Criticality 
Pyramid as recommended by 
the German National Commis-
sion on Data Ethics [1]
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garbage truck with the same AI system for traffic sign rec-
ognition as a pure assistance system, e.g., does not inherit 
the same damage risk as an autonomus vehicle and should 
be regulated differently.

7  Case Study 2: Automated Settlement 
of Insurance Claims

We demonstrate usage and benefits of the AI-MC
2 Grid 

with a practical example from the insurance industry. For 
insurance companies, the settlement of customer claims is 
a core challenge. It may require staff to obtain and assess 
information from multiple sources (e.g. personal data, 
reviews, geographic information, coverage details or medi-
cal data) in order to decide and settle claims. The incorpo-
ration of AI techniques allows an increase in quality and 

efficiency of claim settlements, in particular in terms of 
consistent, accurate and quick processing. Furthermore, 
in case of accidents, data-driven AI systems may facilitate 
reconstructions of circumstances to estimate the damage 
and carry out an assessment of legal, financial and clini-
cal implications. Existing AI solutions allow, for example, 
automated settlement based on analysis of abstracted data 
like damage patterns from images.

Almost all types of AI capabilities may be involved in 
implementing automated claim settlement. Detection of 
damage patterns will require the capability to sense or 
to process and evaluate sensor data. A typical AI capa-
bility here would be image analysis. In order to decide 
on identified damages in a next step, the capabilities to 
process and understand as well as to act (software trans-
action and assistance systems) are required. In advanced 
systems, even the ability to communicate automatically 

Fig. 3  Localization of use cases 
for traffic sign recognition 
within the AI-MC

2 Grid

Fig. 4  Localization of the main 
steps of automated claim settle-
ment within the AI-MC

2 Grid
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with the customer in written or spoken language may be 
implemented.

These capabilities may be implemented with a variety 
of AI methods. While image analysis (sense) is typically 
carried out with neural networks or other learning algo-
rithms, the capability required to evaluate, decide or predict 
(understand) may be implemented with formal as well as 
with machine learning methods. While AI methods from 
hybrid learning and the field of problem solving, optimiza-
tion planning and decision making may theoretically also be 
used to implement understanding or acting, their use in this 
matter is currently not very wide-spread in practice.

Assessing the criticality of a task as complex as auto-
mated claim settlement requires the assessment of the main 
processing steps individually, as risk assessment of each 
stage may vary by context. Typical main steps are dam-
age recognition, text analysis & information or knowledge 
“gathering”, case evaluation and transaction processes like 
payment automation (Fig. 4). In case of a dented fender, a 
regular or significant damage risk (level 3) may represent 
the highest level of criticality. In comparison, the risk of 
damage in a nuclear power plant can be significantly higher 
and reach the level of an unacceptable damage risk (level 
5). During AI-based claim processing of a bent fender, case 
evaluation and payment automation tend to have a higher 
risk level (here: regular or significant damage risk, level 3) 
in comparison to the other processing steps (level 2). This is 
due to the fact that assessment and settlement are completed 
decisively in the context of these processes.

Using the AI-MC
2 Grid to analyze automated settlement 

of claims (Fig. 4), decision makers see that certain stages 
like case evaluation display a higher criticality level than 
others. As both rule-based and “black box” methods are 
available to implement this stage, decision makers may then, 
e.g., define appropriate requirements for method-specific 
audits of such case evaluation stages.

8  Conclusions and Outlook

With the AI Methods, Capabilities and Criticality (AI-MC
2 ) 

Grid, we have introduced a practical classification scheme 
for AI applications that consists of three dimensions: AI 
methods, AI capabilities and the criticality of the AI applica-
tion. Each discussed AI application can be placed in these 
three dimensions and compared along this dimensions. 
Complex AI solutions can be analyzed by placing its indi-
vidual components within the AI-MC

2 Grid. In this context, 
AI methods correspond to AI algorithms and technologies 
and reflect specific concepts from mathematics and com-
puter science. AI capabilities correspond to typical process 
steps to build intelligent workflows and cognitive systems 
and reflect typically broader concepts from psychology, 

educational sciences or social sciences. Once the relevant 
AI methods and capabilities of a given AI application are 
located, benefits, consequences and possible risks may be 
discussed in a broader context and potential alternatives may 
be identified more easily. The level of criticality of a given 
AI application is thought to correlate with potential dam-
ages, and higher levels of criticality imply higher levels of 
tests, controls and certification. The AI-MC

2 Grid can be 
used and displayed as a tool in one, two or three dimensions 
according to the needs.

With the importance, performance and complexity of AI 
solutions growing rapidly, the need to keep an overview of 
relevant AI products and services is growing rapidly as well. 
Same holds true for the need to manage priorities and risks 
in this area. The AI-MC

2 Grid provides a straight-forward 
way to gain this overview and manage the space of AI solu-
tions not only for managers, developers and users of AI solu-
tions. It may be in particular helpful for investors, politicians 
and regulators who want to understand, market and control 
certain AI solutions. With this good cause the AI-MC

2 Grid 
is at the heart of the German National Roadmap for Arti-
ficial Intelligence Norms [4], placed as a method and tool 
to support the development and management of future AI 
standards and norms in Germany. Other platforms, societies 
and programmes have the same need and could profit from 
the use of the AI-MC

2 Grid. In particular, it is intended to 
facilitate faster and better decisions. These may be decisions 
by AI researchers to focus on certain areas or decisions by 
companies and investors to develop and market certain AI 
products and AI services or the outlined decisions by politi-
cians and regulators to limit the potential of damage by cer-
tain AI solutions and to protect our assets and social values. 
All together, we see the AI-MC

2 Grid as a powerful method 
and tool to define and manage all kinds of upcoming AI 
solutions and therefore as a substantial foundation to create 
norms and standards of AI applications.
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