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Enterprise Identity Management –  
Towards a Decision Support Framework Based  
on the Balanced Scorecard Approach
Enterprise Identity Management can be found in a variety of today’s organizational 
processes. Being costly when introduced into an organization, adequate assessments 
of the costs, benefits, and the organizational settings are required. Today’s methods 
for the evaluation and decision support of new IT (including EIdMS) are typically based 
on single dimensions (e. g. financial or technology aspects). This paper proposes a 
multidimensional decision support framework, based on the Balanced Scorecard concept.

DOI 10.1007/s12599-009-0052-5

1 Introduction

1.1 Description of the problem domain

In today’s organizations, business pro-
cesses are increasingly facilitated by a vari-

ety of information systems (IS). In order to 
accelerate the handling of user accounts 
and to protect such systems and other 
organizational assets (e. g. customer data) 
from unauthorized access, enterprises 
have the need to invest in technologies 
that can be integrated into their processes, 
allowing for automated and accelerated 
handling of access control related identity 
data. Without the introduction of appro-
priate technologies, organizations may 
face issues such as productivity losses, 
various risks, and lack of compliance 
(Royer 2008a, p. 780). Enterprise Identity 
Management Systems (EIdMS) can offer 
such supportive and protective measures. 
This class of identity management systems 
helps to facilitate the handling of identity 
data and access permissions in organiza-
tions (Mezler-Andelberg 2008, pp. 7 ff; 
Windley 2005, pp. 3 ff).

Questions regarding the value of Infor-
mation Technology (IT) and the invest-
ment in related technologies are becom-
ing increasingly important for organiza-
tional decision making (Hitt and Bryn-
jolfsson 1996, pp. 121 ff; Martinsons et al. 
1999, pp. 71 ff). Accordingly, the evalu-
ation of IT security investments (and IT 
investments in general) is a subject which 
has been widely and controversially dis-
cussed in the domains of scientific and 
practitioners’ literature for the past two 
decades (Cavusoglu et al. 2004, pp. 87 ff; 
Magnusson et al. 2007, p. 25; Sonnenreich 
et al. 2006, p. 45; Walter and Spitta 2004, 
pp. 171 ff). A large number of contribu-
tions in this field focus on the establish-
ment of approaches helping to facilitate 
the decision making process for invest-
ments in IT security technologies. Even 

though decision making is a core man-
agement activity, the challenge lies within 
the collection and analysis of the data and 
decision parameters. This becomes even 
more problematic when we consider the 
vast amount of data available and the gen-
eral impact of new infrastructural IT sys-
tems on an organization, resulting in an 
even more complex decision situation 
(Jonen et al. 2004, p. 196; Benamati and 
Lederer 2001, pp. 95 ff).

Despite investing a significant amount 
of their budgets in various information 
systems, studies indicate that organiza-
tions seem to fail to achieve their objec-
tives within a set timeframe (Brynjolfs-
son 1993, pp. 67 ff; Dos Santos and Suss-
man 2000, p. 430; Wan et al. 2007). One 
of the stated reasons is the fact that cur-
rent accounting models can only capture 
the increase of efficiency (“doing things 
right”), but fail to recognize the benefits 
from increasing effectiveness (“doing the 
right things”) enabled through IS (Mar-
tinsons and Martinsons 2002, p. 72). In 
this context the IT productivity paradox 
is a widely and controversially discussed 
theory towards IS (Wan et al. 2007). Apart 
from the inherited problems of general IT 
investments, IT security investments suf-
fer from additional problems (Magnus-
son et al. 2007, pp. 26 ff). These include 
the identification of (possible) reve-
nues generated by an IT security invest-
ment and of the optimal level of security 
investments that depend on the results of 
a risk assessment, a process that is highly 
context-sensitive. Furthermore, IT secu-
rity investments are carried out to miti-
gate risks and to prevent possible losses 
(Sonnenreich et al. 2006, p. 45). As risks 
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depend on the likeliness that an incident 
may occur and incidents may be of a non-
monetary nature (e. g. negative impact on 
reputation), it is difficult to quantify them 
in monetary terms, due to the preventive 
nature of IT security investments.

1.2 Goal of this paper

The issue to be dealt with in this paper is 
the design of an artifact that serves as a 
starting point for developing a decision 
support instrument for the introduction 
of EIdMS into an organization (March and 
Smith 1995; Hevner et al. 2004, pp. 75 ff; 
Royer 2008a, pp. 780 ff). The artifact 
itself uses the Balanced Scorecard (BSC) 
concept as a foundation for the deriva-
tion of a decision support approach. The 
resulting Enterprise Identity Management 
(EIdM) Decision Matrix is intended for 
the planning phase of EIdMS, having a 
more tactical scope. However, a derived 
BSC well may serve different purposes 
and have a different, e. g. strategic, scope 
(Fig. 1).

By introducing relevant decision 
parameters and indicators from different 
perspectives, a more transparent decision 
making process concerning the benefits 
of investments in EIdMS can be achieved. 
Furthermore, the resulting approach 
needs to address the initially stated chal-
lenges. This paper will derive require-
ments on how such a decision support 
approach needs to be constructed, based 
on relevant literature and the results of 
a qualitative expert interview study1. 

�	 	This	study	was	conducted	among	��	experts	
(users,	vendors,	and	integrators)	in	the	domain	
of	EIdM,	especially	focusing	on	the	decision	
parameters	and	their	linkages.	The	interviews	
used	semi-structured	interview	guidelines.	The	
results	were	aggregated,	using	the	qualitative	
content	analysis	as	described	by	Miles	and	
Huberman	(�994).	The	complete	results	of	

Finally, while a significant amount of IT 
security related literature focuses primar-
ily on technical issues (Gordon and Loeb 
2002, pp. 439 ff; Siponen and Oinas-Kuk-
konen 2007, pp. 71 ff), this paper follows 
an interdisciplinary approach to ana-
lyze the organizational implications and 
impacts resulting from the introduction 
of EIdMS, whilst integrating the business 
and IS research perspective.

1.3 Structure of this paper

The remainder of this paper is structured as 
follows: The basic concepts and organiza-
tional challenges of EIdM are summarized 
in the second section, providing insights 
into the diverse and complex nature of 
the introduction of such technologies 
into organizations. In the following, theo-
retical foundations for this research and 
literature that deals with the evaluation 
of EIdM and IT security investments in 
general are presented (Section 3). Based on 
the previous sections, the fourth section 
presents the derived approach, showing 
its application in three scenarios. The last 
section (5) summarizes the findings and 
gives an outlook on further research.

2 Organizational 
challenges of EIdM

2.1 What is enterprise identity 
management?

EIdM is one of the major challenges for 
organizations in the coming years. This is 
due to the fact that more and more access 
control related identity data is processed 

the	expert	study	have	been	finalized	and	are	
currently	in	the	publication/review	process.

and needs to be handled adequately. At the 
technological level, a variety of technolo-
gies which belong to the cluster of EIdM 
technologies can be identified. Among 
others, these include single-sign-on 
solutions, directory services, public-key 
infrastructures, and identity and access 
management systems (Mezler-Andelberg 
2008; Windley 2005). Contrary to the 
information given by the majority of 
vendors, EIdM can be considered a frame-
work of different technologies and func-
tions, rather than a simple out-of-the-box 
solution. Moreover, EIdM is a potential 
core element in the IS infrastructure of an 
organization, integrating the assets, users, 
and systems in an organization (Fig. 2). 
Lastly, EIdMS are used to manage identity 
data and the identity lifecycle within an 
organization. In this regard, EIdM can 
be considered the missing link, enabling a 
variety of services (e. g. for eCommerce, 
eGovernment, eServices).

The need for EIdM is owed to the fact that 
entitlements of users (e. g. their roles and 
access permissions) change due to organi-
zational changes. These changes in users’ 
(partial-) identities2 need to be handled in 
a centralized way (Windley 2005, pp. 29 ff), 
taking into consideration the changes over 
time, being referred to as the identity life-
cycle (e. g. Meints and Royer 2008, p. 201). 
Supporting the lifecycle of identities on 
the organizational level, EIdM fulfills the 
functions of authentication, authoriza-
tion, administration, and audit of the user 
accounts that need to be managed in an 
organization (Bauer et al. 2005, pp. 19 ff).

2.2 Aspects of EIdM introductions

The topic of EIdM gains increased 
importance when organizations have to 
face legal obligations, such as laws and 
regulatory frameworks (e. g. Sarbanes-
Oxley Act (SOX), Basel II). Besides these 
compliance goals, other aspects, such as 
risk/security goals and value creation 
goals, play important roles (KPMG 2008; 
Royer 2008a, p. 780). Nevertheless, these 
goals are not mutually exclusive.

Recent studies also show that the intro-
duction of EIdMS is coupled with signif-
icant costs (Deron GmbH 2007; KPMG 
2008) and therefore requires thorough 
�	 	Partial	identities	are	subsets	of	attributes	of	
a	complete	identity.	Each	identity	of	a	person	
comprises	many	partial	identities	of	which	each	
represents	the	person	in	a	specific	context	or	
role	(cf.	Nabeth	and	Hildebrandt	�005,	pp.	�7	ff;	
Hansen	and	Meints	�006,	pp.	544	ff).

Fig. 1 Potential application area and purpose of the researched artifact
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planning. Considering this, decision mak-
ers should debate whether investments into 
EIdM make sense for every type of organi-
zation. This is due to the fact that specific 
organizational aspects, such as the size and 
the importance of the IT used in an orga-
nization as well as the number of users, 
also need to be taken into consideration.

In the planning phase it is important that 
organizational aspects are incorporated 
into the development of an enterprise iden-
tity management (EIdM) solution, instead 
of purely focusing on the technological or 
financial aspects. Indeed, without a proper 
assessment of the costs, benefits, and the 
organizational settings (such as stakehold-
ers or processes), companies will not be 
able to see the full potential of introducing 
EIdM as an additional layer into their IT 
infrastructure (e. g. faster process cycles, 
ID data quality, etc.) and their business 
processes, besides fulfilling constraints, 
such as compliance. Moreover, while IT 
changes (or can be changed) rapidly, the 
stakeholders, such as the IT department, 
management, and the users (operating 
departments and application administra-
tors), need to be taken into consideration as 
well (Royer 2008a, p. 782). Without proper 
change management and the involvement 
of these stakeholders, it is unlikely that the 
strategic goals and potentials of expendi-
tures for introducing IS (and EIdMS) can 
be achieved within a set timeframe (Dos 
Santos and Sussman 2000, p. 430; Mag-
nusson et al. 2007, p.27).

Considering the aforementioned 
aspects, organizations tend to have diffi-
culties in demonstrating tangible returns 
of EIdM investments, as they are not yet 
capable of capturing their enhanced value 

and returns. One of the reasons can be 
found in the complex and diverse nature 
of IT security investments and IT invest-
ments in general. Moreover, EIdM and 
its introduction touch on many different 
aspects within an organization (opera-
tional and organizational structure, such 
as processes, structure, and task), which 
are discussed in the following sections.

Additionally, EIdM is not a purely tech-
nology driven topic. As shown before, this 
type of technology creates an interface 
between the users and assets. Consequently, 
interference with the processes of an organi-
zation exists. Accordingly, the resulting pro-
cess changes, which result from the intro-
duction of EIdM, add to the complexity for 
the organization (Benamati and Lederer 
2001, pp. 96 ff; Schumann 1993, pp. 168 ff).

3 How to support decision 
making for EIdM – foundations 
and concepts

3.1 Evaluation methods for EIdM and IT 
security investments and IT security risks

The origin of the discussion concerning 
the evaluation of IT investments goes back 
to the late 1980s, and it has been addressed 
consequently ever since. Several methods 
and frameworks have been presented 
for assessing the economic impacts and 
the value of IT (security) investments. 
Prominent examples are the commonly 
used return on investment (ROI) or the 
return on security investments (ROSI). A 
selected literature sample and a summary 

of its findings and results are listed in 
Tab. 1.

Whereas several different approaches 
have been proposed to evaluate IT and IT 
security investments, further difficulties 
can be observed with regard to evaluation 
methods, metrics, and data collection.

The evaluation methods based on 
financial measures are not well-suited 
for IT security investments as they do not 
reflect the wide range of potential bene-
fits, such as intangible aspects (Magnus-
son et al. 2007, pp. 26 ff; Martinsons et al. 
1999, pp. 72 ff) and the interconnected-
ness of the different aspects. An example 
is the achievement of compliance to rele-
vant laws and regulations by executing an 
EIdM project.

The metrics used are often single-dimen-
sional, only taking a specific point of view, 
such as that of financial aspects. One exam-
ple for this is ROSI, which is limited to the 
monetarization of IT security investments 
(e. g. by analyzing productivity losses asso-
ciated with security breaches). As a result, 
decisions are made on a limited amount of 
information which could lead to subopti-
mal results, as only a narrow and incom-
plete picture of the impact of IT security 
investments is considered.

Finally, the majority of the methods 
presented in the related literature do not 
tackle the problem of data collection and 
the identification of the relevant data for 
analysis. Also, a lack of empirical data as 
a basis for analyses limits the significance 
(Purser 2004, p. 543).

Therefore, while currently accepted 
methods try to tackle the stated additional 
problems of IT (security) investments, (so 
far) no approach is capable of integrating 
all the aspects into one approach. Thus, 
extended metrics and adequate methods 
seem necessary in order to evaluate the 
potential return on EIdM and ultimately 
to support the decision making process.

3.2 The Balanced Scorecard concept (BSC)

During the early 1990s, Kaplan and 
Norton introduced the BSC concept as 
a performance measurement system for 
organizations, addressing shortcomings 
of traditional performance measurement 
systems (Kaplan and Norton 1996). Argu-
ing that financial accounting measures are 
too narrow in scope, the BSC does not rely 
only on financial outcomes (Martinsons et 
al. 1999, p. 72), but is supplemented with 
additional organizational measures that 

Fig. 2 EIdM technology framework based on Flynn (2007)
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complement past and future performance 
indicators in a holistic way (Martinsons et 
al. 1999, p. 73).

The resulting scorecard translates 
additional measures into four perspec-
tives: financial, customer, internal busi-
ness processes, and learning & growth 
(Kaplan and Norton 1996). The perspec-
tives are derived from the visions & strat-
egies of an organization. Also, they repre-
sent the three major stakeholder groups of 
an organization: shareholders, customers, 
and employees (Mooraj and Oyon 1999, 
p. 482). The term “balanced” reflects the 
intent to maintain a balance between the 
perspectives and their contained perfor-
mance indicators, i.e., the balance is kept 
between short- and long-term objectives, 
lagging and leading indicators, and finan-
cial and non-financial measures. Fur-
ther research extended the BSC concept 
by forming causal chains and causal net-
works among the perspectives’ indicators, 
also referred to as strategic maps (Kaplan 
and Norton 2004, pp. 55 ff).

In summary, the integration of the 
BSC’s perspectives allows for a more com-
prehensive view on the organization itself 
(e. g. history and trends). Also, the BSC 
enables an active management of an orga-
nization down to the project level, help-
ing to act in the best long-term interests 
(Martinsons et al. 1999, p. 73; Jonen et al. 
2004, pp. 196 ff).

3.3 Preliminary assessment

Based on the previously analyzed lit-
erature, we argue that there is no decision 
support approach yet which is capable of 
supporting decision makers when invest-
ing in EIdM projects. As shown, this is due 
to the facts that:
j�EIdM projects have a high level of 

complexity with regard to the opera-
tional and organizational structure. In 
order to obtain the big picture, further 
aspects of the EIdM introduction need 
to be observed.

j�The presented approaches are too nar-
row in scope and focus on single dimen-
sions (e. g. financial measures or tech-
nical issues).

j�Moreover, no approach has so far been 
capable of capturing the potential ben-
efits resulting from increased effec-
tiveness through the introduction of 
EIdMS, which may occur in different 
aspects.

However, an approach based on the BSC 
concept, combined with the aspects 
described by other evaluation methods 
seems appropriate in order to embrace the 
presented challenges of EIdM introduc-
tions in general. Such an approach would 
allow executives to overcome complex 
decision-making situations by bridging 
the gap between the different impacting 
fields and decision parameters.

4 Proposal of an EIdM 
Decision Matrix

In order to build a decision support 
framework for the introduction of EIdMS, 
substantial modifications to the original 
perspectives of the BSC concept are neces-
sary. This is due to the fact that we intend 
to use the derived framework for decision 
making. Therefore, several prerequisites 
need to be taken into consideration 
when building an EIdM Decision Matrix 
(EDM).

The presented EDM focuses on the 
tactical level of decision making (0.5−3 
years), while the underlying BSC concept 
is aimed towards the strategic area. The 
reason is that the resulting effects of EIdM 
projects tend to emerge short to mid-term 

after such systems have been introduced 
(e. g. process or quality improvements). 
However, for IT projects it is also impor-
tant to include strategic implications 
linked to the overall IT strategy. Based 
on the scope of an EIdM project, strategic 
implications can be translated into target 
settings for the EDM, such as long-term 
process improvements, improvement of 
data quality, or user satisfaction.

When building an EDM, it is essential 
to focus on specific decision variables and 
the most commonly used key performance 
indicators as subsets. Although the origi-
nal BSC requires a periodical review of the 
perspectives, we argue that a limited sub-
set of decision variables suitable for gen-
eralization are sufficient for the majority 
of decision making processes. The result-
ing framework should, however, allow for 
the possibility of extending the used met-
rics and decision parameters according to 
specific cases and application areas.

For decision support it is not always 
possible to determine all data with 100% 
accuracy within an acceptable timeframe 
(Purser 2004, pp. 543–544) and some data 
may even be probabilistic. Therefore some 
degree of compromise is necessary. When 
preparing the data, one has to keep in 
mind that (most of the time) the results 

Tab. 1 Selected literature on the evaluation of IT security investments and IT 
security risks

Author Evaluation	approach	/	Results

Cavusoglu	
et	al.	�004

The	model	described	employs	a	game theory	based	approach,	supporting	
the	choice	for	a	security	technology.	The	estimated	parameters	are	used	
to	determine	potential	cost	savings	implied	by	a	security	technology.	The	
technology	yielding	the	maximum	savings	is	chosen.

Farahmand	
et	al.	�005

In	their	approach,	Farahmand	et	al.	assess	IT	security	risks,	based	on	the	
analysis	and	evaluation	of	qualitative	risks.	The	risks	are	translated	into	
monetary	values,	representing	the	expected	losses	of	a	security	incident.

Magnusson	
et	al.	�007

Analysis	of	different	ROSI	approaches	with	regard	to	their	theoretical	foundation	and	
their	value	for	the	measurement	of	value	creation.	The	authors	conclude	that	ROSI	
is	not	sufficiently	utilizable	in	value	creation	(Net	Present	Value,	ROI)	calculations.

Gordon	and	
Loeb	�00�

This	paper	presents	a	conceptual	economic	model	to	derive	the	optimal	
level	of	information	security	investment	decisions.	The	presented	approach	
is	based	on	a	mathematical	risk-model,	which	is	described	in	theory.

Purser	�004 Purser	proposes	a	ROI	measure	for	security	managing,	incorporating	the	
value	of	changed	risks.	The	author	argues	that	by	incorporating	such	
measure	into	the	control	framework	cost	savings	can	be	achieved.

Riepl	�998 The	author	gives	a	critical	assessment	of	the	Total	Cost	of	Ownership	(TCO)	
and	the	ROI	approach	for	the	evaluation	of	general	IT	investments.	As	a	
result	the	author	advises	decision	makers	to	challenge	such	methods	and	
to	thoroughly	assess	IT	infrastructures	based	on	extended	methods.

Sonnenreich	
et	al.	�006

Sonnenreich	et	al.	analyze	the	ROSI	and	the	problems	related	to	acquiring	the	
necessary	data	(e.	g.	risk	exposure,	risk	mitigation,	solution	costs)	to	actually	
calculate	a	“meaningful”	ROSI.	Furthermore,	they	suggest	the	usage	of	the	
NPV	to	factor	in	the	time-value	of	money.	Their	result	is	a	ROSI	calculation	
scheme,	focusing	on	lost	productivity,	risk	exposure	and	risk	mitigation.

vom	Brocke	
et	al.	�007

A	framework	based	on	a	capital	budgeting	(VOFI	–	Visualization	of	
Financial	Implications)	approach	to	calculate	the	ROSI	is	proposed.	Potential	
cash	inflows	are	simulated	on	the	basis	of	capital	risk	investments.
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need to be only sufficiently accurate for 
decision making processes.

4.1 The perspectives of the EIdM Decision 
Matrix

Based on an initial literature review 
(Royer 2008a), adapted on the basis of an 
expert interview study, four perspectives 
and corresponding indicators for an EDM 
were derived: financial/monetary, secu-
rity/risk/compliance, business process, 
and supporting processes/infrastructure. 
Moreover, these can be further classified 
into two superordinate objectives: the 
business objectives (financial/budget 
and business processes), and the objec-
tives driven by compliance – compliance 
objectives (security/risk-management 
and supporting processes). By using the 
BSC approach, these two objectives can 
be brought together in a coherent and 
comprehensive way to facilitate the deci-
sion making process (Royer 2008b). The 
resulting EDM based on the four perspec-
tives is presented in Fig. 3.

Each of the perspective should be trans-
lated into corresponding metrics and deci-
sion parameters that reflect the goals of the 
introduction of EIdMS into organizations. 
In this context, an overview of the organi-
zation and solution specific requirements 
is necessary as a source for the develop-

ment of performance indicators since (at 
least in the perspectives of business pro-
cesses) supporting processes and security 
requirements of organizations and solu-
tions may show a wide range.

The following sections will further 
describe the four perspectives of the 
EDM and potential measures that can 
serve as an initial set of decision param-
eters for an average organization whose 
security requirements can be satisfied 
by the described standard and best-prac-
tice. The mapping towards the objectives 
of each perspective is also further elabo-
rated. As there are no specific guidelines 
for the derivation of measures, the authors 
extracted the proposed metrics from the 
mainstream IS management literature as 
well as from best practice and standards 
in the field of information security tech-
niques and management, such as the ISO/
IEC 9000, ISO/IEC 27000 series or ISO/
IEC 15408 (Common Criteria). Linking 
these approaches allows a multidimen-
sional analysis within the perspectives 
already presented.

It is definitely important to note again 
that due to the differences with respect to 
the requirements of each individual EIdM 
solution, careful checking and adjustment 
of the decision parameters proposed in 
this paper is necessary.

4.1.1 Financial/monetary perspective

This perspective focuses on the monetary 
aspects of EIdMS projects. Accordingly, 
it includes factors such as financial infor-
mation, budgets, and the costs associated 
with an EIdM project. This helps to give 
an overview of the (prospective) savings/
cash in- (e. g. process induced savings) and 
out-flows (e. g. costs of security incidents) 
of an EIdM project by mapping them 
to the other perspectives and their key 
performance indicators, allowing for an 
analysis of the impacts induced by the 
other three perspectives. Examples are 
cost savings induced by using EIdM for 
role-specific or function based software 
delivery in an organization. Based on the 
number of existing software packages, 
the estimated number of packages after 
the EIdM introduction and EIdM process 
reengineering, and the costs per software 
package, the resulting cost reduction for 
software licenses can be calculated.

Another important aspect is the moni-
toring of IT budgets, in order to not limit 
possible growth potentials (Baschin and 
Steffen 2001, p. 368), which is considered 
to be one of the main obstacles to achiev-
ing a sufficient security level (Yue et al. 
2007, p. 3). Consequently, by monitor-
ing the budgets related to an EIdM proj-
ect, this effect can be avoided. Tab. 2 lists 
examples for measures employed in this 
context.

4.1.2 Business process perspective

The argument of Martinsson et al. can 
be followed, as IS and therefore also 
EIdMS are more organization-based than 
customer-focused (Martinsons et al. 1999, 
pp. 79-80). However, when integrating 
stakeholders, such as users and customers, 
EIdM does also have an impact on the cur-
rent business process of an organization 
(Tab. 3).

Analyzing the business processes, this 
perspective looks into the core processes 
of an organization. By evaluating the inte-
gration of the EIdM and the IS in an orga-
nization, the prospects of higher efficiency 
and productivity can be made measurable 
(Jonen et al. 2004, p. 199).

4.1.3 Supporting process and 
infrastructure perspective

This perspective involves evaluating the 
supporting processes in an organization 

Fig. 3 Initial design of the derived EIdM Decision Matrix (EDM), incorporating the rele-
vant standards and best-practice frameworks (based on Royer and Meints 2008, p. 191)
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(e. g. HR, organizational management) 
and the IT infrastructure. For the impact 
of EIdM, this perspective offers the possi-
bility to assess the alignment of supporting 
and business processes with regard to their 
targets and the structure and inventory of 
the existing IS and its users (Tab. 4).

Potential decision parameters are heav-
ily dependent on the supporting processes 
applied. In some cases good practice pro-
cesses as described in the IT Infrastructure 
Library (ITIL) may be referenced or used.

However, important aspects in this per-
spective are the integration of relevant 
supporting processes into the EIdM, and 
coverage of the phases of the life cycle of 
identities managed in the EIdM (complete 
coverage almost automatically requires 
integration with HR).

4.1.4 Security, risk and compliance 
perspective

This perspective of the BSC deals with 
the associated risks and the security 
management of EIdM projects. Here, fac-
tors resulting from compliance mandates 
(e. g. SOX), data security (e. g. roles, access 
permissions), and security standards (if 
required) play a major role in the evalu-
ation.

A set of requirements for the solu-
tion can be developed based on a risk 
assessment and standard security func-
tions and measures described in ISO/
IEC 15408 (Common Criteria, especially 
class “Authentication and Authorization 
(FIA)”) or ISO/IEC 27002 (Code of prac-
tice for information security management, 
various chapters). An overview of poten-
tially relevant requirements for EIdM 
solutions and resulting performance indi-
cators, from a security point of view, was 
already developed in Royer and Meints 
2008. The decision parameters which the 
authors believe most relevant for an orga-
nization are described in Tab. 5.

4.1.5 Mapping / linkage of the four 
perspectives

The decision parameters proposed clearly 
show overlap. One example is coverage/
integration in the perspective support-
ing processes, coverage in the security 
perspective and savings/cash flow gener-
ated in the financial perspective. While 
coverage/integration in the perspective 
supporting processes show overlap with 
coverage in the security perspective due 

to the fact that supporting processes also 
may deal with protecting worthy infor-
mation, both may cause a change in the 
savings/cash flow generated.

4.2 Outputs and implications of the EIdM 
Decision Matrix – possible application 
scenarios

The presented EDM can serve a variety of 
application scenarios, which are discussed 
in the following subchapters.

4.2.1 Determination of organizational 
state-of-the-art

First of all, the framework can be used 
to determine the state-of-the-art of an 
organization, focusing on the decision for 
or against an introduction of EIdM. The 
actual implementation could be in the 
form of a decision support system (DSS), 
allowing decision makers to aggregate 
and analyze the relevant data, in order to 
structure the complex decision problem 
(Power 2004; Sprague 1980). Furthermore, 
possible returns from the introduction of 
EIdM could be calculated on the basis of 
the acquired data. These include aspects 
such as cost-savings from EIdM sup-
ported software license management, 

reduced help-desk incidents, or enhanced 
productivity by reducing media break in 
provisioning processes.

4.2.2 Comparison of solutions

Moreover and combined with supplement-
ing methods (e. g. portfolio analysis, simu-
lation techniques, scenario technique), 
the framework can be used to compare 
different EIdM solutions. By visualizing 
the resulting data for each of the potential 
EIdM, decision makers obtain a better 
assessment of the future development of 
the decision parameters.

In this connection, the presented 
approach can be used in early project 
stages (Fig. 1), such as the requirements 
specification or the support of procure-
ment processes. Here, the relevant require-
ments of the four perspectives can be taken 
into consideration. This may, in addition 
to technical requirements and costs, lead 
to an integration of the EIdM with a list of 
enterprise applications and the fulfillment 
of specific security requirements, such as 
enforcement of password policies, the sup-
port for different levels of (user) authenti-
cation, etc.

In a later step, the technical specifica-
tions of potential solutions offered by the 

Tab. 3 Exemplary measurements and decision parameters for the business 
process perspective

Coverage / Integration
Alignment	of	EIdM	processes	and	business	processes

Process quality related measures
Overall	process	maturity	(documentation	of	the	operational	and	organizational	structure	of		
an	organization),	limiting	the	maximum	maturity	of	the	EIdM	processes	
(e.	g.	by	employing	the	capability	maturity	model)
Overall	adaptability	of	processes	(qualitative	measurement)

Operations
Number	and	average	time	needed	to	handle	EIdM	influenced	business	cases
Changes	in	process	cycle	time	as	target-performance	comparison	in	[%]
Number	of	IT	systems	requiring	authentication,	involved	in	a	business

Tab. 2 Exemplary measurements and decision parameters for the financial/
budget perspective

Cash Outflows / Budget
Overall	EIdM	project	budget	and	degree	of	target	achievement	with	regard	to	budget
Aggregated	costs	of	the	project
Process	incidents	costs	(help	desk	activity,	issued	software	licenses,	etc.)

Negative effects/ Risks
Estimated	costs	for	security	incidents	(e.	g.	based	on	historic	or	benchmark	data)
Potential	costs	caused	by	operational	risks	(e.	g.	resulting	from	the	
unwillingness	to	use	a	system)	based	on	incident	metrics	(e.	g.	derived	from	
ITIL	or	audit	logs),	operational	pilots,	or	by	using	benchmark	data.

Savings/Cash Inflows generated
Classical	financial	measures,	based	on	traditional	measures	such	as	static	measures	
(e.	g.	ROI,	payback	period)	or	dynamic	measures	(e.	g.	NPV,	DCF)
Business	evaluations,	identifying	cash	inflows	resulting	from	causal	effects	related	to	
other	perspectives,	such	as	improved	service	quality	(indirectly	quantifiable),	reduced	
risk	(qualitative/intangible),	or	process	cost	savings	(quantitative/tangible).



252 Business & Information Systems Engineering      3 | 2009

BISE – RESEARCH PAPER

solution providers are documented, lead-
ing to at least one possible scenario per 
solution provider for the future EIdM solu-
tion. Each of the requirements fulfilled by 
the solution analyzed in the next step can 
then be evaluated using the selected deci-
sion parameter and performance indi-
cators. The analysis of the relevancy and 
interconnection of the performance indi-
cators allows a more in-depth analysis and 
comparison of the scenarios.

4.2.3 Project controlling

Finally, IS need adequate mechanisms and 
processes for their control as they repre-
sent an interface in an organization. In this 
regard our framework can be extended 
to serve as an integrated IT (project) 
controlling tool (Fig. 1) – e. g. as discussed 
by Krcmar or Schumann (Krcmar 1990; 
Schumann 1993). However, being out of 
scope of the ex-ante nature of the presented 
approach, this topic is beyond decision 
support and will be subject of further work 
in this field.

4.3 Limitations of the framework

Although the EDM offers a vehicle to 
analyze EIdM projects beyond single 
dimensional metrics, it has high demands 
with regard to complexity and aggregation 
of data. However, EIdM is complex, as its 
introduction has numerous impacts on the 
operational and organizational structure 
of an organization. Therefore, a thorough 
analysis of the effects in the presented four 
perspectives seems feasible. Moreover, 
even though data might not be available 
at the initial setup of the EDM, they can 
still be fed into later stages to improve 
calculations. With regard to the data, the 
setup and customization of the presented 
approach is a necessary step, which depends 
on the EIdM project’s scope. Accordingly, 
the aggregation of analysis data is a task 
that needs to be tightly integrated into the 
project planning phase and the analysis 
of the requirements (e. g. based on Royer 
2008a, pp. 783 ff).

Furthermore, at this early stage of our 
work, the perspectives and their con-
tained decision parameters represent a 
first framework rather than a complete 

DSS. Nevertheless, the presented frame-
work can serve as an initial starting point 
to develop a complete, software-based 
decision support tool. A more in-depth 
analysis and modeling of the relationships 
between the derived decision parameters 
will be subject of future research endeav-
ors. Based on case study research, instan-
tiations of the EDM will be used to fur-
ther validate the presented linkages and to 
improve the framework itself.

5 Conclusions

In this paper a systematic decision sup-
port framework for the introduction of 
EIdMS into organizations was proposed. 
Starting with a comprehensive analysis of 
EIdM technology, its application fields, 
and problems, a framework considering 
the BSC concept for the measurement 
and the incorporation of relevant decision 
parameters in the decision making process 
was presented. By integrating additional 
perspectives besides the technological or 
financial point of view, the resulting EIdM 
Decision Matrix allows support of decision 
making in a holistic way. The considered 
four perspectives and the contained deci-
sion parameters were extracted from the 
relevant literature and expert interviews. 
Furthermore, existing best-practice and 
standardized approaches were incorpo-
rated as well. Finally, when implemented 
into a software-based DSS, the presented 
framework will allow decision makers to 
better observe and understand positive 
and negative impacts when introducing 
EIdM technologies into an organization. 
However, this will be the subject of our 
upcoming research.
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Abstract

Denis Royer, Martin Meints

Enterprise Identity Management 
– Towards a Decision Support 
Framework Based on the 
Balanced Scorecard Approach

Enterprise Identity Management 
Systems (EIdMS) are an IT-based infra-
structure that needs to be integrated 
into various business processes and 
related infrastructures. Assessment and 
preparation of decisions for the intro-
duction need to take the costs, benefits, 
and the organizational settings into 
consideration. A variety of methods for 
the evaluation and decision support of 
new IT (e. g. EIdMS) are discussed in the 
literature – however, these are typically 
based on single dimensions (e. g. finan-
cial or technology aspects). This paper 
proposes a multidimensional decision 
support framework, based on the Bal-
anced Scorecard concept. The presented 
approach introduces four perspectives 
and a related set of initial decision param-
eters to support decision making. The 
perspectives are (a) financial/monetary, 
(b) business processes, (c) supporting 
processes and (ICT) infrastructure and 
(d) information security, risks and com-
pliance. Perspectives and adaptable sets 
of decision parameters also may serve as 
foundation for software-based decision 
support instruments.
Keywords: Balanced scorecard, Enter-
prise identity management, Decision 
support, IT security


