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Abstract The security threats Europe is now facing, such as hybrid warfare, propa-
ganda campaigns and information warfare, frequently include a digital dimension. at 
the same time, digital tools offer an immense potential for change in the European 
neighbourhood, not least in their ability to equip and inspire pro-democracy protesters, 
particularly those facing a repressive security apparatus. Digital policy cannot therefore 
become an afterthought but needs to be deeply integrated into Europe’s foreign policy 
and diplomatic efforts. Furthermore, the uS’s long-held internet hegemony is beginning 
to fade, placing the Eu in a good position to lead global internet governance initiatives 
and ensure that they develop along open and liberal lines.
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Introduction

The battle for an open internet is not merely a matter of political principle. it is also a 
means of achieving certain Eu foreign policy goals, such as supporting democracy or 
combating hybrid war. increased engagement in internet policy would also allow the 
Eu to boost its visibility in global foreign policy, humanitarian and democracy promotion 
programmes. This article will look into digital and foreign policy issues in the current 
geopolitical atmosphere, in which hybrid threats present new strategic difficulties. The 
first section describes the impact of the internet on human rights defenders and civil 
society activists, including those who are pressing for greater transparency in russia. 
The second section deals with cybersecurity. it covers cyber-attacks, which are becom-
ing an important tool in hybrid warfare, and investigates ways of responding to them. 
The third section looks at current debates over the internet’s governance structures and 
analyses how the Eu should engage in such discussions. The final section of the article 
explains how the Eu could become a leading global player in digital foreign policy.

Digital diplomacy, or the way in which politicians and foreign ministries alike are 
increasingly turning to tools such as Twitter to manage aspects of their public commu-
nication, is quickly rising in importance. Yet an Eu-wide digital diplomacy strategy could 
cause more harm than good by hampering the spread of the individual tones, attitudes 
and personalities that have enabled political Tweets to become such an important com-
munication tool. while digital diplomacy could become an important tool in democrati-
sation efforts and the fight against russian propaganda, a deeper analysis therein lies 
in the realm of digital communications and marketing studies rather than foreign policy 
analysis, and is outside the scope of this paper.

The Internet, communications and human rights

online connections play an overwhelmingly influential role during protests such as 
the arab Spring. protesters and activists themselves acknowledge the importance of 
social networks, while authoritarian governments’ rapid reactions and threats to shut 
down internet connections also suggest that they feel threatened by large-scale online 
mobilisation (Tkacheva et al. 2013). in a world in which authoritarian states frequently 
attempt to curtail free speech and control the media, the internet can become a cru-
cial sphere of resistance. in the Middle East, political and economic grievances cer-
tainly provided the backdrop for the arab Spring demonstrations, but countless citizens 
also used online tools to organise their efforts, mobilise protests and hold authorities to 
account. Similarly, in russia, a civil society created online helps to monitor elections, 
communicate with citizens and counter certain government narratives (Howard and 
Hussain 2013). platforms such as blogs and social media are often able to present a 
contrarian message and have become a space for alternative opinions, something that 
is crucial in states that lack a free and independent media environment. an influential 
civil society vanguard can often organise itself online (Tkacheva et al. 2013) and create 
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an atmosphere of opposition that can spread to other social sectors, even in states with 
low internet penetration.

The internet’s political impact in the Eu’s southern neighbourhood has been exten-
sively studied by scholars, somewhat to the detriment of its impact among Europe’s 
eastern neighbours. Yet Europe’s eastern neighbours, as well as some of its member 
states, are feeling the impact of a hybrid warfare campaign that also has an informa-
tional dimension, necessitating an effective digital foreign policy response. in the past, 
radio Free Europe and radio Liberty effectively tackled the Soviet message because 
they not only broadcast western views, but also interviewed civil society leaders in the 
Soviet sphere (Howard and Hussain 2013). Similarly, promoting active discussions 
online and aiding political activists in russia would contribute towards an organic alter-
native public sphere that could weaken the Kremlin’s propaganda grip and information 
monopoly within russia and the surrounding regions. at the same time, media environ-
ments are not always fully mature, especially in authoritarian, developing or post-Soviet 
states, and many major publishers are often reluctant to disseminate politically sensitive 
content. The Eu should therefore consider supporting independent publishers, news 
outlets or online platforms on which activists could post freely.1 Such support could 
come in the form of technological help, since many activists do not have sufficient tech-
nical knowledge, or simply in the shape of funding for independent and investigative 
journalism.

with the notable exception of China,2 most states find it difficult to eliminate politically 
troublesome content online. They prefer cracking down on those who author this con-
tent over pre-emptively preventing its spread.3 Governments nonetheless have the 
upper hand in terms of digital resources and can wield control over the internet’s physi-
cal infrastructure, while civil society representatives often require outside assistance, 
such as media or cybersecurity training. while the internet’s low barriers to entry make 
it easy to create political blogs or platforms, activists also need to be wary and suffi-
ciently well trained so as not to become easy targets of state repression (Morozov 
2012). During the arab Spring uprisings, as governments began to restrict internet con-
nections, a ‘speak to Tweet’ system developed by Google and Twitter helped protesters 
and dissidents to express themselves. it provided them with a phone number so that 
they could dictate messages which would be turned into Twitter posts. Similarly, tools 
such as The onion router (Tor), which anonymises online connections and was par-
tially developed and funded by the uS government, are also frequently employed by 
activists. Finally, many opposition figures would benefit immensely from better encryp-
tion services, which could help them to evade government surveillance.

1 i am grateful to Ms Kateryna Kruk and Jacek Saryusz-wolski, MEp, for helping me to better understand 
this concept.
2 while much of China’s online censorship is ruthlessly effective, some users have still been able to over-
come it to some degree through the use of coded phrases. For more information see Qiang and Lyden 
(2013).
3 Some states, notably russia, are trying to implement real name policies and similar tools that would fur-
ther restrict citizens’ ability and readiness to post subversive content. Such plans, however, are still in their 
infancy and it remains to be seen what impact they will have.
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in the digital era, technology can empower activists and authoritarians alike, and 
the Eu should ensure that the former benefit the most from it. This could be achieved 
through providing tools and trainings that cover topics such as encryption, anonymous 
browsing, and overcoming government bans and blockades of websites. European 
institutions should therefore look into measures such as spreading anonymisation soft-
ware and training activists in digital skills and cybersecurity. These activities should 
be framed as both democratisation assistance and countermeasures against russian 
propaganda. politicians must resist the temptation to blame encryption and threaten to 
restrict it in the wake of successful terrorist attacks. Criminals and terror groups will 
always find ways of using or smuggling effective encryption products (Doctorow 2015), 
while any ban on secure communications will cause the most harm to human rights 
activists and non-governmental organisations (nGos) that need to relay anonymous 
messages in repressive environments. Finally, the Eu should strengthen its export ban 
on surveillance technologies (pop 2011), as many European companies continue to 
create products used for authoritarian surveillance.

Cybersecurity, hybrid warfare and traditional 
security actors

information warfare aims to influence hearts and minds rather than directly steal data, 
cause physical harm or damage infrastructure. The latter effects, however, can be 
accomplished using cyber-attacks, a broad term that encompasses several dimensions 
and potential types of attack, including theft, espionage and cyberwar:

•  Cybercrime, frequently theft and fraud, not only causes immense economic losses 
(estimated at around $400 billion in 2014) (Mcafee 2014) but, like maritime piracy, 
is a cross-border phenomenon and therefore also a foreign policy matter.

•  Cyber-espionage involves the theft of intellectual property from governments and 
companies.

•  Cyberwarfare refers to large-scale actions against the state, and could be directed 
against infrastructure (including energy networks), state services and similar tar-
gets.

Cybersecurity challenges traditional security paradigms in two ways. First of all, it is 
difficult to attribute a cyber-attack to a specific actor. Scholars have debated whether a 
politically motivated cyber-attack on Estonian government services was the work of an 
agitated russian crowd who opposed a perceived anti-Soviet gesture by Tallinn or a 
state-sponsored response. This difficulty in attribution makes cyber-attacks a valuable 
component of hybrid warfare. immediately before russia’s 2008 invasion of Georgia, 
Tbilisi’s government servers were flooded with significant amounts of data, knocking 
them offline. The timing and circumstantial evidence suggest that Moscow was respon-
sible, but proving such a claim with complete certainty is almost impossible. The Eu 
should take steps to tackle the cross-border nature of cybercrime and could, through 
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bilateral treaties, make cybercrimes illegal in both their country of origin and the country 
they target (as proposed by nye 2014).

Second, cybersecurity requires deep public–private cooperation. The public sector 
often has the law enforcement and (in the case of cyberwarfare) military expertise to 
address cyber-incidents, while the private sector often owns and manages most of the 
infrastructure which could be hit by such attacks. it is therefore crucial that both sectors 
actively communicate, declare security breaches and trust one another. The Eu should 
formulate a policy on how to respond to both private and state-sponsored cybercrime 
and cyberwarfare, while differentiating between them and ensuring that the reaction is 
balanced, proportionate and nuanced. This policy should be consistent across the Eu, 
as data leaks or attacks on one state could spill over and have much wider repercus-
sions.4 Similarly, the reporting of breaches should be made mandatory. This would 
ensure that every organisation that has been broken into reveals details of the breach 
and cooperates with the relevant authorities to prevent future incidents.5 Grouping all 
types of attack under the common umbrella term of ‘cybersecurity’ is often unhelpful, 
since different attacks are perpetrated by different actors and require different reactions. 
while a state’s intelligence and military services should investigate and react to 
instances of cyberwarfare, such a reaction is counterproductive when dealing with 
cybercrime such as theft. The cyber-attacks against Sony that were attributed to north 
Korea were framed by the uS government as an attack on american freedoms of 
speech (Kerry 2014). Such a response, however, did not resolve the issue faster and 
unnecessarily blurred the line between international law enforcement and military 
affairs. States should distinguish between different types of cybersecurity problems and 
create differentiated, nuanced approaches.

Cyberwarfare and the military dimension 
of cybercrime

The current war in Eastern ukraine has witnessed the use of some low-level cyber-
tactics (Geers 2015; Coyle 2015), which will probably become more prominent in future 
hybrid warfare scenarios. Such tactics can be used in conjunction with propaganda 
campaigns to shape narratives, for example by knocking opposition websites offline and 
blurring the line between information warfare and direct attacks on physical infrastruc-
ture. Furthermore, it is very difficult to tell whether such actions are perpetrated by a 
state, private individuals or non-state groups. Finally, cyber-attacks are easy to conduct 
but difficult to defend against.

4 These ideas were first put forward at a workshop entitled ‘Cybersecurity and advanced Threats in prac-
tice’ that took place at the European parliament on 24 March 2015, led by Jason Steer from computer secu-
rity firm FireEye.
5 See Footnote 4.
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as the cases of Georgia, Estonia and ukraine demonstrate, all states, especially the 
most vulnerable ones, must improve their cyber-defences and resilience. Since such 
defences often concern civilian infrastructure, civilian Eu assistance could also be used 
to bolster them. However, it is possible to alleviate the worst consequences of such 
attacks. Shortly after the 2008 attack, Georgian government websites were success-
fully transferred to less vulnerable uS servers (Korns and Kastenberg 2009). The Eu 
could encourage member states to engage in a similar type of burden sharing. Dur-
ing a potential future cyber-attack, member states could host attacked states’ websites 
and information, which could significantly reduce an aggressor’s ability to disrupt digital 
communications during hybrid campaigns.

a cyber-attack has an immense offensive balance. unlike a traditional attack, the cost 
of carrying out a cyber-attack is very low while the cost of defending a state or organisa-
tion against one is very high. This also means that states are constantly trying to find 
new ways of deterring cyber-attacks, the most notable of which is naTo’s Tallinn Man-
ual (Schmitt 2013). it argues, among other things, that cyber-attacks count as a ‘use 
of force’; that they can be classified as ‘armed attacks’; and that some cyber-attacks 
should be met with a military, rather than merely a law enforcement, response. The 
Tallinn Manual, however, is not official naTo policy and has not been codified into any 
treaties. The Eu should think deeply about the ways in which cyber-tactics form part 
of hybrid warfare and how to respond to them. Just as the recent invasion of Eastern 
ukraine raised questions over what role naTo’s Chapter Five would play if a member 
of the alliance was invaded by troops not operating under a national flag in a hybrid 
warfare scenario, so similar issues should be discussed with regard to cyber-attacks. 
The Eu should look into the ethics and norms of cyberwarfare and help to form treaties 
that define legitimate and illegitimate targets. The European External action Service is 
currently working on defining international norms that ban powers from targeting each 
other’s critical civilian infrastructure, and the other Eu institutions should support such 
efforts.

Global Internet governance

while the internet’s current structures often help activists, promote free exchange of 
information and aid democracy, such benefits are not inevitable. Designing the inter-
net’s wider governance mechanisms is rapidly becoming a foreign policy prerogative, 
since many of the internet’s political and economic benefits rely on its open nature, 
which is increasingly under threat.

The economic and political benefits of the internet are so immense that many authori-
tarian states have also embraced it. while some, such as north Korea, have managed 
to cut almost all of their citizens off from the internet, they are the exception rather than 
the rule. Despite this, many authoritarian and developing states are trying to assume 
greater domestic control of the internet.
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Eu and oECD states, in contrast, tend to promote the status quo, in which the inter-
net is governed by many different organisations through a system of consensus. Tech-
nical standards are mostly determined by groups of engineers. Many politicians, think 
tanks (negroponte et al. 2013) and the European Commission (2015) have spoken out 
in favour of this multi-stakeholder, which has several advantages:

•  it effectively replicates the design of the internet. The idea of absolute state control 
clashes with the nature of universal transnational networks.

•  it enables further organic growth. The internet is expanding very quickly, making 
soft regulations much more effective than hard laws.

•  it preserves human rights and free discussion online which could be at threat 
otherwise. a system in which states have greater control over the shape of their 
regional networks, as promoted by russia and China, could lead to entire regions 
being closed off from the global internet, an end to online anonymity or increased 
censorship.

•  it allows for an effective response to many cybersecurity issues. as German rep-
resentatives (Schaller and Thimm 2014) and analysts such as former uS Dep-
uty Secretary of State John negroponte argue, cybersecurity is best maintained 
through an open internet and common agreements on how to tackle cybercrime 
and cyber-attacks. Furthermore, since cybercrime spans both the public and pri-
vate spheres, a joint public and private governance model for the internet, rather 
than a merely state-driven one, is better placed to fight it (negroponte et al. 2013).

Discussions over internet governance are moving into the realm of high politics (ray-
mond and Smith 2013), and many states have begun to challenge the multi-stakeholder 
model (Denardis and raymond 2013). Some, including russia and China, are trying to 
assert a greater degree of sovereignty over the internet. others, mostly oECD states, 
are still actively promoting the multi-stakeholder model. Finally, many post-colonial 
states are undecided but tend to support the sovereignty-driven approach as they feel 
that the current order is too uS-centric and does not adequately represent their interests

Many of the discussions about the future of the internet and its governance are there-
fore also proxy debates about the wider role of the west in global governance. This 
debate comes at an important time. Supporters of the Transatlantic Trade and invest-
ment partnership argue that the agreement will help the Eu and the uS to shape new 
global economic norms. Similarly, the Eu and the uS also have important opportunities 
to address global internet governance through other trade deals and diplomatic actions.

The flaws of the current internet governance structures need to be addressed. The Eu 
should engage with other powers, particularly those in the developing world, and assure 
them that the current system represents their interests. However, as it stands the cur-
rent governance system is still too uS-centric. a further problem is that the multi-stake-
holder model will lead to the emergence of too many decision-making bodies. wealthier 
states, which can afford more technical and diplomatic resources, are therefore bet-
ter represented and tend to have a louder voice within such organisations (negroponte 
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et al. 2013). Similarly, larger companies have much greater resources and are therefore 
disproportionately well represented and more influential than smaller firms and nGos. 
This is a key concern of developing states and small civil rights and consumer groups, 
and needs to be addressed. Despite those flaws, the multi-stakeholder model is the 
most effective method of internet governance and the Eu should continue to promote it 
and oppose a sovereign, state-driven internet. This could be achieved through leading 
by example and ensuring that member states embrace open internet norms, promoting 
the multi-stakeholder model within international organisations, and perhaps by including 
provisions for an open internet in some aid and bilateral trade deals.

Global digital democracy programmes and the 
EU

Several groups already carry out digital foreign policy programmes, the most prominent 
being the uS’s internet Freedom programme, run by the Department of State. The pro-
gramme encompasses several aspects of digital foreign policy, including efforts to cre-
ate and distribute censorship circumvention and anonymisation technologies, to begin a 
dialogue with uS firms about the export of surveillance software and to advocate for an 
open internet based on the multi-stakeholder model (Clinton 2010; Henry et al. 2014). 
ranD Corporation conducted a large-scale analysis of the programme and concluded 
that it was highly effective, particularly its backing of anonymisation software Tor, which 
was used in over half of the projects it pursued (Henry et al. 2014). However, the effec-
tiveness of the internet Freedom programme has not been sufficiently analysed by aca-
demics and practitioners, and it remains an open question whether it could provide an 
effective template for an Eu digital foreign policy.

Even though digital foreign policy programmes already exist and both governments 
and some private companies such as Google (through Jigsaw, formerly known as 
Google ideas) and Facebook (through internet.org) try to promote free expression 
online, there are still many ways in which the Eu could add significant value. Schemes 
such as the Freedom online Coalition, a group of states campaigning for a multi-stake-
holder internet, provide an important platform for dialogue. Such conversations, how-
ever, are unlikely to bring about significant results if they are not tied to the atmosphere 
of urgency and momentum usually associated with democratisation and foreign policy 
projects.

The Eu, however, could tie digital foreign policy programmes into certain aspects 
of the European neighbourhood policy, which already has significant influence in the 
region it covers. it could use institutions such as trade agreements or accession nego-
tiations to promote an open internet built along multi-stakeholder lines and greater 
government tolerance towards online anonymity. not all neighbourhood partners were 
rated as ‘free on the net’ in the annual Freedom House ranking (Kelly et al. 2015). 
Much could be done to improve their standing. The Eu could also make greater use of 
its networks, especially within the Eastern partnership. it is not enough that tools such 
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as anonymisation software exist. They also need to target the right people, and the Eu 
could use its links with civil society, activists and non-profit organisations to accomplish 
this.

Finally, while some states have implicitly accepted the uS as the online hegemon 
that sets most internet standards and leads on internet freedom issues, the revelations 
of the uS national Security agency’s spying activities have caused significant damage 
to its soft power in that regard. The ranD Corporation report (Henry et al. 2014) inves-
tigating the efficacy of american internet Freedom policies acknowledges that many 
pro-democracy activists will not want to be affiliated with the uS or use digital tools 
produced by its government. The Eu’s soft power has a different reach and orientation 
to that of the uS, and its digital foreign policy tools and advocacy could therefore reach 
states and activists that view the atlantic hegemon with ambivalence or distrust.

any state or multinational actor engaging in digital foreign policy will face significant 
challenges. political crises and demonstrations unfold quickly. it can be very difficult to 
immediately identify groups that need digital advice and anonymisation tools. Similarly, 
political actors are not experts at creating technological tools (Henry et al. 2014) and will 
require the close cooperation of technology firms and nGos. Finally, policymakers will 
need to avoid the temptation of seeing the internet solely as a force for democracy and 
liberation (Morozov 2012). The web will not organically reject attempts at authoritarian 
control, propaganda and surveillance. The Eu should find ways of actively subverting 
and resisting such efforts.

Conclusion

Some aspects of foreign policy and democracy support are moving into the digital realm: 
human rights defenders and activists often use the internet as a powerful tool, cyber-
crime and cyber-attacks cross borders, and the global nature of the internet requires 
international collaboration. The Eu has the potential to lead on matters of digital foreign 
policy. it has an advanced technology industry, a history of promoting human rights, the 
necessary financial capabilities and soft power. Furthermore, many states are becom-
ing increasingly frustrated with what they perceive to be uS dominance in digital policy 
and issues. Europe has the potential to emerge as a new leader in this area—as a 
region that can continue the previously uS-led campaign for an open and democratic 
internet, but is not weighed down by a legacy of years of excessive online control.

Just as with other policy areas, the Eu needs to look into both short- and long-term 
actions when dealing with digital foreign policy. in the short term, it is crucial to protect 
pro-democracy activists and to find new ways of tackling hybrid war and reacting to new 
security threats. However, there is also a real risk that other states will begin to close off 
or censor their internet connections, negating many of the potential short-term gains of 
an effective digital foreign policy. Short-term action should therefore be complemented 
by an effective long-term strategy to further engage in internet governance forums and 
promote an open internet based on liberal principles.
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