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Abstract
In a smart grid, collected electricity consumption periodically from smart meters allow entities to bill the customers, power 
company to operate the grid successfully, and users to control the use of their appliances. However, energy consumptions 
of users should be protected since the data provides the user’s daily habit that an adversary uses the data to extract useful 
information about the users. Moreover, users’ identities should not be disclosed to untrusted entities since the untrusted 
entities map identities to their real identities. In this paper, we propose a system that protects users’ data privacy using multi-
pseudorandom identities and a randomization technique. Moreover, the proposed work provides fast authentication for smart 
meters to send their readings to data aggregators. Furthermore, the proposed work is based on consortium blockchain to 
eliminate a single point of failure and provides transparency of messages and operations. In addition, we use dynamic billing 
and pricing mechanism for the users to see their bills.
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1  Introduction

Smart grid allows entities, Smart Meters (SM), Data Aggre-
gators (DA), Control Center (CC), Bill Provider (BP) to 
work together to make grid stable, reliable and secure. The 
stability and reliability of the grid depend on a balance in 
energy production and consumption within an electrical 
grid. In other words, the energy generated must equal the 
energy consumed for a region. If the generated energy is less 
than the consumed energy in a region, the households in the 
region face blackouts. To stable the power grid, CC needs 
to have users’ consumption data periodically to analyze the 
consumed energy for that region. Having periodic consump-
tion data allows CC to figure out how much energy needs to 
be produced for that region so that the households can con-
tinue their lives without outages. Users consumption data are 

sent to CC via SMs located in the users’ home. A SM collects 
energy usage periodically (every 15 or 30 mins) and sends it 
to CC via a gateway (DA). However, collected energy usage 
for each period leaks users’ daily life. In other words, users’ 
data privacy is compromised by untrusted parties. A solu-
tion for protecting users’ data privacy is to use encryption. 
SMs encrypt readings before they send to CC. However, 
SMs have limited computation resources. Another method 
is using anonymization. SMs use pseudo anonymous identi-
ties not their real identities once they send periodic read-
ings. However, using a pseudo anonymous identity once they 
send readings results in another privacy problem. Even if 
each reading is anonymously sent to CC, an adversary links 
behavior pattern of the user. In other words, the connection 
between user’s pseudonyms may be disclosed by matching 
the electricity consumption profile with user behaviors in a 
particular periods of time. The adversary figures out that two 
anonymous profiles belong to the same user [1, 2].

Using pseudo-anonymous identities for SMs provides 
some other disadvantages. The first disadvantage is when 
a user tries to tamper their corresponding SM not to send a 
periodic reading to decrease their bills, or a software prob-
lem happens so that the corresponding SM does not send 
data to the DA. It results load unbalancing in that region 
and incorrect billing. Tempered SMs need to be found and 
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eliminated in the grid immediately. However, using pseudo 
anonymous identities for the SMs make this difficult. The 
second one is to authenticate each SM’s identity when they 
send readings to CC via a DA. However, this increases 
communication costs between each SM and the trusted 
party linearly in the number of identities. The third dis-
advantage happens when the entity bills users. Since SMs 
do not use their real identities, these pseudo anonymous 
identities should be linked. The corresponding usages of 
the users should be aggregated. Then, each user needs to 
be billed accordingly. Lastly, the collected data should not 
be stored in a central database that results single point 
of failure. This data should be protected to internal and 
external attacks.

To address these problems above, we propose a secure 
data aggregation and dynamic billing system based on con-
sortium blockchain in smart grid. The Integration of block-
chain and smart grid result in many advantages. One of the 
advantages is transparency and availability of data. In the 
blockchain, each user’s power consumption data is stored 
periodically by a data aggregator. Moreover, the price of a 
period can be also stored in the blockchain. Once the data 
is stored in the blockchain, users easily track their data and 
bills. They can verify them. Thus, each user can verify its 
power consumption data and bills any time. Another advan-
tage is to provide decentralized trust. Blockchain is decen-
tralized system that consists of nodes (computers). Each 
node has a full copy of the blockchain. In other words, each 
node has the blocks that contain transactions. The nodes 
should agree on which block should be added to the block-
chain using consensus. The nodes do not trust each other. If 
one of the nodes stop working, the data is still available from 
other nodes. This results in that the blockchain eliminates 
single point of failure attacks. Moreover, it is infeasible to 
tamper any data in a block. The blocks are connected to each 
other by cryptography. If there is a change in a block, this 
change is going to be discarded by majority of honest nodes. 
However, in a centralized system, the database is controlled 
by a single entity that can be hacked or tampered easily.

Our contributions are as follows:

•	 The proposed system provides fast authentication mecha-
nism for data aggregators to ensure received transactions 
issued from real smart meters. This decreases communi-
cation cost between each SM and KGCBP from O(n) to 
O(1), where n is the number of identities of each SM.

•	 Entities figure out if there are faulty smart meters (tem-
pered or software/hardware issues). Then, the entities 
find out and inform the trusted party to eliminate tem-
pered smart meters from the grid or punish the corre-
sponding consumers. Finding faulty smart meters elimi-
nates the unbalancing the load in the grid and incorrect 
billing for the users.

•	 Our system uses multiple pseudo random identities instead 
of single pseudo random identities or real identities and a 
randomization technique to randomize smart meters’ real 
data to provide data privacy of the consumers. This provides 
unlinking the behavior patterns of the users.

•	 The system provide dynamic billing system for the con-
sumers to see their bill privately.

•	 It uses consortium blockchain to eliminate single point 
of failure for data aggregation, dynamic billing and pric-
ing. The proposed system uses consortium blockchain that 
includes voting based Practical Byzantine Fault Tolerance 
vPBFT consensus mechanism to entities agree transactions 
(messages) before they are put in the blockchain.

•	 We also give concrete proof of the security of the pro-
posed system.

Paper organization  The rest of the paper is as follows: Sec-
tion 2 presents related work. Section 3 gives some defini-
tions used throughout the paper. Section 4 introduces the 
proposed architecture and threat model of the proposed 
system. Section 5 gives the proposed system. Section 6 rep-
resents the security analysis of the system. Section 7 gives 
some discussions about the proposed system. Section 8 con-
cludes the paper and provides possible future work.

2 � Related work

The study in [3] proposed an anonymization technique to 
protect users’ data. In their work, 2 different identities are 
assigned to a smart meter. One identity (not anonymous) 
is used when the smart meter sends low frequency power 
consumption (monthly) to the utility for billing purposes. 
The other one (anonymous) is used when it sends high fre-
quency power consumption data (for every 15 or 30 mins.) 
to the utility for operational reasons. However, the work in 
[1, 2] showed that using a monthly consumption data of a 
user (low frequency data) and anonymized high frequency 
dataset, an adversary immediately de-anonymized the smart 
metering data. A method for de-anonymizing the data is tak-
ing the sums of half-hourly values will match this aggregate. 
Moreover, the work in [3] is not based on blockchain and 
does not consider dynamic billing.

The work in [4] proposed a privacy preserving aggrega-
tion and dynamic billing scheme based on private blockchain 
that uses bloom filter data structure and zero knowledge proof 
system for fast authentication while protecting user’s privacy 
using the multi pseudo identities for each user. Before send-
ing power consumption data to control center, each user uses 
pseudo identities not their real identities. These pseudo identi-
ties are obtained from key generation center (KGC). However, 
in this work, each smart meter needs to agree on a mining node 
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(a smart meter) to issue transaction into blockchain. For each 
period, each smart meter needs to send O(m) information to all 
smart meters in the same region and checks O(m) identities in 
bloom filter and signatures for verifying origin of the message. 
Moreover, in this protocol, each smart meter needs to store lin-
ear size pseudo identities to generate transactions. Furthermore, 
key generation center sends O(n) identities to each smart meter. 
The protocol in [4] does not have any consensus algorithm.

Fan and Zhang [5] proposes a data aggregation and mon-
itoring mechanism based on consortium blockchain. This 
scheme aggregates multi-dimensional data (power consump-
tion, temperature, humidity, etc.) and provides feedback 
from multiple receivers, but the scheme uses bilinear pairing 
operations, which results in high computational overhead. 
Moreover, the system uses encryption to allow each receiver 
to obtain their corresponding data by decryption. For exam-
ple, the smart meter encrypts the multidimensional data for 
each individual receiver (control center, grid operator and 
supplier). This provides also additional computational cost 
for the smart meter. Moreover, each smart meter uses the 
same identity once it sends consumption data to untrusted 
entity, an untrusted receiver in the blockchain can figure 
out the smart meters all consumptions. They can be able 
to figure out daily life behavior of the user even though the 
physical address of the smart meter is not known by them. 
In our work, we hide the smart meter’s identity each time. 
Moreover, we use multi pseudo identities for each smart 
meter to hide power usage of each smart meter.

Wu et al. [6] proposed a new transmission scheme for 
a smart grid among the smart meter (SM), the electricity 
utility (EU), and the trusted authority (TA). Each SM sends 
power consumption data to specific EU anonymously. If the 
SM’s power consumption data is above or below the thresh-
old, the EU is then forward the data to the trusted party to 
expose the identity of the SM for incentive (reward or pun-
ishment). In their system, bilinear pairing cryptography and 
SMs perform bunch of computations. Moreover, this work 
does not consider dynamic pricing and billing. Furthermore, 
it is not based on blockchain.

Zhang et al. [7] proposed a consortium based blockchain 
in smart grid. The system uses aggregated ring signcryption 
to achieve anonymity of a SM’s power consumption before 
the smart meter sends its actual power consumption. In their 
protocol, each smart meter is assigned a pseudonym identity. 
Then this pseudo identity is appended to actual power con-
sumption value to send to assign community area gateway 
(BG) using certificateless ring signcryption. Once the BG 
and control center (CC) receives the message from the smart 
meter, they can be able to retrieve actual consumption and 
pseudo identity of the smart meter. Since the same smart 
meter uses the same pseudo identity, the BG and CC can be 
able to figure out the smart meters all consumptions. Moreo-
ver, they can be able to figure out daily life behavior of the 

user even though the physical address of the smart meter is 
not known by them. In our work, any unauthorized entity is 
not able to find out individual user’s consumption data. Our 
work hides the smart meter’s identity each time. Moreover, 
we use multi pseudo identities for each smart meter.

In work [8], authors proposed a framework that protects 
users’ power consumption data from honest but curious 
adversary. Each smart meter sends its power consumption 
data to n aggregators that at most n-1 aggregators are semi 
honest adversary using Shamir’s secret sharing framework. 
Then, each aggregator sums up all the values receives from 
smart meters to have the aggregated consumption value and 
forwards to the utility for grid functionalities. Thus, neither 
aggregators nor the utility does not know any specific smart 
meter’s power consumption value. However, this protocol 
does not examine dynamic billing system for each user. 
Moreover, it is not based on blockchain.

The study in [9] proposed a privacy preserving data 
aggregation scheme based on blockchain. This system uses 
Paillier encryption and BLS signatures to protect users’ pri-
vacy and integrity of the messages. A leader smart meter is 
chosen among all smart meters in an area/region to aggre-
gate users’ power consumption data and put transactions to 
blockchain. In the system, most of the work is done by smart 
meters so this results scalability problem since smart meters 
have limited resource capabilities (computation). Moreo-
ver, the work in [9] only focuses on privacy preserving data 
aggregation of users’. Furthermore, it does not consider 
dynamic pricing and billing.

The study in [10] proposed a blockchain based data 
aggregation and dynamic billing system that uses Schnorr 
signature to provide message integrity and pseudo random 
identities to hide users’ consumption values. However, in 
[10], only the single entity a trusted party (control center) 
is allowed to issue transactions into blockchain. Each smart 
meter sends their power consumption data to control center. 
The control center checks if the sender’s authenticity. Then, 
it adds the transaction to the ledger. Since only single entity 
issue transactions into blockchain, it has single point of fail-
ure problem. If this entity is not available, the system does 
not work properly. Moreover, there is no consensus mecha-
nism. Furthermore, it does not consider to find faulty SMs 
to prevent unbalancing the grid.

The study in [11] uses Schnorr signatures to provide data 
integrity and uses an onion routing network (TOR) to ensure 
anonymous communication between smart meters and con-
trol center. However, once a smart meter sends its consump-
tion value to control center, it needs to encrypt the data with 
bunch of public keys to provide anonymity of the user. In 
this work, the control center is the only entity that writes 
transactions into blockchain. Thus, it has single point of 
failure problem. The scheme in [11] has scalability problem 
since each smart meter sends its multiple encrypted data to 
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control center that decrypts and put the power consumption 
data into blockchain. If the control center is not available, 
the whole system does not work properly. Moreover, each 
smart meter has limited computational operation, using TOR 
network is not scale well. Furthermore, it does not consider 
to find faulty SMs to prevent unbalancing the grid.

The work in [12] proposed a blockchain based secure 
data aggregation and distributed power dispatching for 
microgrids. Their protocol uses multi-round communica-
tion protocol to establish a key pair between a smart meter 
and service provider. This pairwise key establishment phase 
is done for each transaction that the smart meter sends to 
the service provider. Using this symmetric key, the smart 
meter encrypts its reading and send to the service provider 
with its public key and signature. The service provider than 
decrypts the received message and re-encrypts with its pub-
lic key and put the transaction into the transaction pool. The 
transactions in the pool consist of smart meters public keys 
that allows an adversary (service provider) to link transac-
tions. In this system, the entities, smart meter and service 
provider, and service provider and service provider estab-
lish pairwise keys for each communication. These keys are 
used in voting based PBFT consensus to add the transactions 
to the blockchain. Moreover, this system does not consider 
dynamic billing feature in their paper.

Abouyoussef and Ismail [13] proposed a blockchain 
based privacy preserving demand response management 
(DMS). In this system, users’ anonymity is preserved using 
random identifiers and group signature. Moreover, the sys-
tem performs customer billing and auditing of suspicious 
customers if needed. However, their adversarial model is 
limited only for honest but curious adversary. In addition, for 
achieving anonymity each smart meter uses different random 
number for its identifier that needs to be remembered. Thus, 
results that the storage size of a user is linear in the size of 
random numbers. In addition, even the smart meter identity 
is anonymized for each actual power consumption to send 
to utility, an adversary can be able to map the smart meter’s 
random identities to a specific user. This happens when a 
user has the same daily routine. For example, the user wakes 
up at 7, and uses hair dryer at 7:30 and uses kettle 8:00 am 
on weekdays. In this case, the power consumptions of the 
user are the same on weekdays.

The work in [14] proposed decentralized privacy reserv-
ing aggregation scheme that uses encryption to provide 
confidentiality of consumption data and signature to pro-
vide integrity of the messages between entities. Their work 
uses paring based cryptography for verification of messages 
resulting heavy computational cost for the users. Moreover, 
the work in [14], does not consider dynamic billing feature 
in their system.

The study in [15], the authors proposed blockchain based 
data aggregation system that smart meters send encrypted 

electricity consumption data and signature of the encrypted 
data to an aggregator. The aggregator aggregates the cipher-
texts (homomorphic encryption) and executes PBFT consen-
sus algorithm. Then it sends to corresponding book keeping 
node responsible to add the transactions to the blockchain. 
Since the individual reading is encrypted and the aggregated 
readings are available in the cleartext, the users data privacy 
is preserved. However, the work in [15] does not consider 
dynamic billing system for the users.

The study in [16], proposed a blockchain based frame-
work for privacy preserving verifiable billing in smart 
meter. In their scheme, each smart meter uses homomor-
phic encryption for not leaking actual power consumption 
of its corresponding user. It uses encryption and signature 
algorithms to provide verification of smart meters’ bills. 
Their scheme uses pairing based cryptography which results 
heavy computations. However, the price of electricity is not 
changed a year. Thus, their scheme does not include dynamic 
pricing property. Moreover, the scheme does not provide 
any consensus mechanism. Furthermore, community gate-
way (CG) which aggregates power consumption of smart 
meters is not malicious adversary. Malicious behavior of CG 
can easily change received encrypted power consumption 
data when it issues transaction in the blockchain. Incorrect 
power consumption data results load balancing problem in 
the grid and incorrect billing for the corresponding smart 
meter/user. Our protocol provides dynamic pricing. Moreo-
ver, it provides a consensus algorithm before a transaction is 
added to blockchain. Furthermore, our protocol is resilient 
to malicious adversaries. In addition, our scheme provides 
lightweight computational operations.

The study in [17] proposed a lightweight certificateless 
aggregate ring signature scheme for privacy protection in 
smart grids. In this scheme, certificateless cryptosystem is 
used to avoid key escrow and certificates management prob-
lems and ring signature is used to ensure the unconditional 
anonymity of users. However, the authors did not examine 
how the users were billing.

The authors in [18] proposed an efficient and robust 
multi-dimensional data aggregation scheme based on 
blockchain. In this work, smart meters in a region select 
a leader (mining node) to aggregate consumption values 
and add transactions to blockchain. For this selection, Raft 
protocol is used. Pedersen secret sharing scheme is used to 
protect data privacy and integrity of messages. Each user 
sends O(t) commitment values to other smart meters. The 
communication complexity between a smart meter is O(mt) 
(m smart meters). Storage complexity of a smart meter is 
O(mt) group element in G. Then each smart meter sends 
O(m) shares to other smart meters. Moreover, each smart 
meter does O(m) verifications.

In Table 1, the proposed work is compared with other 
studies based on the features: Multiple Writers, Unlinkability 
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and Anonymity, Consensus Mechanism, Dynamic Billing 
and Method. Multiple-writers property provides multiple 
entities to write transactions to the blockchain. In other 
words, multiple entities (nodes) write transactions and cre-
ate blocks in the system. Moreover, each node stores a full 
copy of the blocks. This property results in eliminating sin-
gle point-of-failure attacks. Unlinkability and Anonymity 
property means that multiple transactions of the same smart 
meter are not linked (unlinkability), and for each transac-
tion smart meters are not identified (anonymity). Consensus 
shows if the system has a mechanism to verify the transac-
tions before they are put into the blockchain. Dynamic Bill-
ing describes if the system has dynamic pricing and billing 
mechanism. Method feature provides how the data privacy 
of the users once smart meters send power consumption data 
to data aggregators is achieved. In the table, PRI stands for 
Pseudo Random Identity, RI stands for Random Identity.

In Table 2, the proposed system’s computational costs are 
compared to other studies that do not use encryption once 
smart meters send power consumption data to data aggrega-
tors in their system. In Computation(SM) column indicates a 
smart meter’s computational complexity, Sig is the signature, 
G group multiplication, SV is the signature verification, V 

is the verification in G using Pedersen secret sharing com-
mitment, H is the hash, and Add is the addition operation in 
Zq . Moreover, Communication(SM − SM) column indicates 
the communication complexity of a smart meter with other 
smart meters, G is the group element is sent from an SM to 
other SMs, SS is the secret sharing element (in Zq ) is sent 
from an SM to other SMs. These costs are the monthly costs 
for an SM. Furthermore, in the table, m represents the num-
ber of smart meters in each area, n represents the number of 
identities used in a month.

In the proposed system, each smart meter only stores 
O(1) information. Moreover, the smart meters do not need 
to communicate each other to form a transaction. Further-
more, the communication complexity between each smart 
meter and key generation center is O(1). The proposed sys-
tem has better communication and storage complexities and 
security properties than other studies in related work. The 
proposed work satisfies unlinkability and anonymity prop-
erty that smart meters’ multiple transactions are not linkable. 
The proposed system has a mechanism to find faulty smart 
meters to prevent load unbalancing and incorrect billing. It 
eliminates single-point-of-failure attacks and centralization 
using multiple writes.

Table 1   Feature Comparisons 
of Blockchain Based Studies 
with the Proposed Work

Reference Multiple 
Writers

Unlinkability and 
Anonymity

Dynamic 
Billing

Consensus Method

[4] Yes Yes Yes No PRI
[5] Yes No No DPOS Encryption
[7] Yes No Yes PBFT Signcryption
[9] Yes No No No Encryption
[10] No Yes Yes No Key Agreement + PRI
[11] No Yes Yes No Encryption + PRI
[12] Yes No No vPBFT Encryption
[15] Yes No No PBFT Encryption
[14] Yes No No PBFT Encryption
[13] Yes No Yes No RI
[16] Yes No No No Encryption
[18] Yes No No Raft Secret Sharing
This work Yes Yes Yes vPBFT PRI

Table 2   Storage, Computation, and Communication Comparisons for The Systems that do not use Encryption

Reference Storage (SM) Computation (SM) Communication (SM-SM) Communication 
(SM-KGC)

Finding 
Faulty 
SMs

[4] O(n) O(n) Sig + O(mn) SV O(mn) G + O(mn) Sig O(n) No
[13] O(n) O(n) H + O(n) Add + O(n) Sig - O(1) No
[18] O(mt) O(n) G + O(n) H + O(n) Sig + O(m) V O(mt) G + O(m) SS O(1) No
This work O(1) O(n) H + O(n) Add + O(n) G + O(n) Sig - O(1) Yes
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3 � Definitions

Definition 1  (Pseudo Random Generator). A pseudo-random 
generator (PRG) outputs strings that are computationally 
indistinguishable from random strings. More precisely, we 
say that a function G ∶ {0, 1}� → {0, 1}� , where 𝜉 > 𝜅 is a 
(t, �)-pseudo-random generator if 

1.	 G is efficiently computable by a deterministic algorithm,
2.	 for all t time probabilistic algorithm A , |Pr[A(G(s)) =

0|s ← {0, 1}�] − Pr[A(r) = 0|r ← {0, 1}�]| ≤ �.

In Definition 1, s is the secret key (seed) chosen uniformly 
random from {0, 1}� , where � is the security parameter. r 
is a random number chosen from {0, 1}� , where 𝜅 < 𝜉 . The 
second property of a PRG function says that a polynomial-
time adversary can not distinguish an output string of a PRG 
function using a secret s ∈ {0, 1}� from a random string r in 
{0, 1}� with non-negligible probability �.

Definition 2  (Pseudo Random Function). A pseudo-random 
function (PRF) is computationally indistinguishable from 
a random function - given pairs 

(
x1, fs(x1)),… , (xm, fs(xm)

)
 , 

an adversary cannot predict fs(xm+1) for any xm+1 . More pre-
cisely, we say that a function f ∶ {0, 1}� × {0, 1}� → {0, 1}� 
is a (t, �, q)-pseudo-random function if 

1.	 f (s, x) = fs(x) can be computed efficiently from input 
x ∈ {0, 1}� and key s ∈ {0, 1}�.

2.	 for any t time oracle algorithm A that makes at most q 
adaptive queries, |Pr[Afs(.) = 0|s ← {0, 1}�] − Pr[Ag =

= 0|g ← F ∶ {0, 1}� → {0, 1}�]| ≤ �.

The second property of a PRF is that if the adversary issues 
at most q adaptive queries to an oracle, the adversary can not 
conclude with non-negligible probability advantage if the 
oracle is a random function or a pseudo-random function by 
having those query results. In other words, if the adversary 
interacts with either a random function or a pseudo-random 
function with the queries, then the adversary can not tell the 
difference between the two with non-negligible probability.

Definition 3  (GGM − PRF ). The GGM-Based PRF [19] is 
built upon the well-known tree-based GGM − PRF family. 
This PRF is based on the hierarchical application of any 
length-doubling PRG according to the structure induced by 
a tree, where input values are uniquely mapped to root-to-
leaf paths. Specifically, Let G be a publicly known PRG that 
takes a �-bit string s ∈ {0, 1}� (secret random seed) as input, 
and outputs a 2�-bit string, G(s) . Let G0(s) and G1(s) denote 
respectively the first and second half of G(s) . The GGM-
PRF [19] is defined as F = {fs ∶ {0, 1}� → {0, 1}�}s∈{0,1}� 
such that fs

(
x�−1 … x0

)
= Gx0

(
Gx1

(
⋯

(
Gx�−1

(k)
)))

 , where 
x�−1 ⋯ x1x0 is the input bitstring of length �.

GGM − PRF forms a binary tree (Fig. 1). A GGM is a 
length doubling function. It takes �-bit input, and outputs 2� 
bits. For � bit input, there are � levels on the tree. The root 
node is labelled as a �-bit secret seed value s. The children 
of the root is generated by using PRG function. The left child 
of the root is labelled with the first half of 2� bits, the right 
child of the root is labelled with the other half of 2� bits. 
The leaves of the tree is the outputs of the pseudo random 
function (PRF) which are indistinguishable from the outputs 
of an uniformly random function. Definition 3 shows that a 
random secret results in many pseudo random secrets that are 

Fig. 1   Illustration of a 3-Level 
GGM Tree
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indistinguishable from totally random values. GGM − PRF 
lets entities store only one secret to generate multiple secrets. 
Moreover, it allows entities to share only one secret and gener-
ates multiple pseudo random secret keys from it. It decreases 
the communication and storage complexity between entities. 
Instead of sharing and storing n keys, entities share only one 
secret and derive other n keys from it.

Definition 4  (Asymmetric/Public Key Encryption). An asym-
metric encryption protocol consists of 3 algorithms: Key gen-
eration (KGen), Encryption (Enc), and Decryption (Dec).

KGen algorithm takes a security parameter. It out-
puts a key pair for user i: Public key Pki and Secret key 
Ski . Encryption algorithm takes a message M and public 
key Pki , outputs a ciphertext C = EncPki (M) . Decryption 
algorithm takes the secret key Ski and C, outputs message 
M = DecSki (EncPki (M)).

A secure asymmetric key encryption scheme also should 
be resilient at least to Chosen Plaintext Attack (CPA). Exam-
ples of CPA secure schemes are RSA (not the textbook) [20], 
and Paillier encryption schemes [21].

Definition 5  (Signature). A digital signature protocol consists 
of 3 algorithms: Key generation (KGen), Sign, and Verify.

KGen algorithm takes a security parameter, outputs a key 
pair for user i: Signature public key/verification key ( SigPki ) 
and Signature secret key ( SigSki ). Sign algorithm takes a 
message M and signature secret key ( SigSki ), it outputs a 
signature S = SignSigSki(M) . Verify algorithm takes signature 
public key SigPki , signature S, and message M, outputs 1 
( Verify(M, S, SigPki) == 1 ) if the signature is generated by 
user i under message M. If Verify(M, S, SigPki) == 0 , then 
the signature under message M is not generated by user i.

A secure signature scheme needs to satisfy two properties: 
authenticity and integrity. Authenticity says that the owner of 
the signature convinces a verifier that the owner of the signature 
generates the signature using the message. Integrity says that 
signed data cannot be altered by any entity.

An example of secure signature algorithm can be Schnorr 
signatures [22].

Definition 6  (Blockchain). Blockchain is a P2P decentral-
ized system. It has the ledger technology that it stores trans-
actions up to date. Moreover, the stored data in the ledger 
is immutable. Each node (computer) keeps a copy of this 
ledger and checks each transaction’s validity. If a transac-
tion is valid, it is added to the ledger. The pile of transac-
tions are stored in the ledger as a block. Blockchain uses 
two mathematical structures (hash functions and signatures) 
to provide immutability and integrity of each transaction. 
There is a special block called the genesis block. The genesis 
block is the first block. The genesis block does not contain 
any transaction information in it. Since it is the first block, 

it has no parent block. The genesis block should be agreed 
by all the nodes. One node that has the lowest (or highest) 
address number can create the genesis block and put it into 
the blockchain.

In blockchain, the peer-to-peer system lets nodes (computers) 
to keep a full copy of the blockchain and verify the information 
in the blocks (transactions) to guarantee the data is valid.

Definition 7  (Consortium Blockchain). There are two types 
of blockchains: Public, and Permissioned (Consortium). In 
public blockchain, anyone can join, leave, write transac-
tions to the blockchain without any permission from any 
other parties. The identities are not known by the others. In 
consortium blockchain, not anyone writes transactions to 
blockchain. There are nodes are allowed to issue transac-
tions. The identities of the nodes are known by others in the 
network. The consortium blockchain is defined as there are 
multiple preselected nodes, the generation of each block is 
determined by all pre-selected nodes. The consortium block-
chain is more flexible and provides better privacy protection 
compared to the public blockchain. In addition to being used 
in transactions widely, the consortium blockchain technol-
ogy can also be used to store data and ensure privacy. Based 
on the distributed storage characteristics of the consortium 
blockchain, this paper uses the consortium blockchain to 
store the power consumption data of the smart home, and 
the power data is stored in the record pool.

Definition 8  (PBFT Consensus [23]). Practical Byzantine 
Fault Tolerance (PBFT) consensus mechanism is used to 
verify the data, the primary/leader/master node is allowed 
to generate new blocks and broadcasts them to all secondary 
nodes, the secondary nodes verify the data and feedback the 
results to the primary node. Once there are enough nodes 
that agree on the transactions, the leader node adds transac-
tions to the blockchain. In PBFT consensus, the system is 
resilient to f faulty nodes. In order to have a consensus in 
the system, it should be more than 2f + 1 non-faulty nodes.

Definition 9  (InterPlanetary File System (IPFS)). IPFS is a 
P2P mechanism utilized for keeping records such as images, 
videos, pdfs, etc. Instead of using location-based addressing, 
IPFS supports content-based addressing. Each file uploaded 
to IPFS returns a unique hash value or Content-Identifier 
(CID), which is used to retrieve the file later. Hash or CID 
is points to the file calculated using the contents of a file. 
For security, in the proposed system, the encrypted monthly 
bills of users are stored in IPFS and their corresponding 
hash values in the consortium blockchain. Thus, only author-
ized users can access the confidential documents. Further, 
keeping an entire bills of the users on the blockchain is a 
costly process that affects the overall system’s performance 
since each node has only limited source of computation and 
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storage. Storing the actual file on IPFS and the correspond-
ing hash value of the file inside the consortium blockchain 
makes the system more efficient and productive.

Definition 10  (Bloom Filter). A Bloom filter is data struc-
ture that represents a set of A = {a1,… , a�} of � elements 
and its represented by an array of m bits initially set to 0. 
The filter uses r independent hash functions {HB1,… ,HBr} , 
where HBi ∶ {0, 1}∗ → [1,m] for i ∈ [1, r] . For each item 
ai in A, where i ∈ {1,… , �} , the array bits at positions 
HB1(ai),… ,HBr(ai) are set to 1. A note that any location 
can be set to 1 multiple times, but only the first is noted. 
There is, however, some probability of a false positive, in 
which ai appears to be in A but actually is not. False positives 
occur because each location may have also been set by some 
element other than ai.

4 � Proposed architecture and threat model

In this section, we give the architecture of the proposed sys-
tem and its workflow. The proposed system has four main 
actors: Smart Meters (SM), Data Aggregators (DA), Key 
Generation Center and Bill Provider (KGCBP), and Control 
Center (CC).

Smart Meter (SM): SMs are responsible to collect electric-
ity consumption data from home devices (washing machine, 
kettle, television, computer, refrigerator, etc.) and send it to 
a data aggregator (DA). Smart meters send the users’ con-
sumption data as transactions to a data aggregator periodi-
cally (for 15 or 30 mins).

Data Aggregator (DA): DAs aggregate the users’ transac-
tions once the transactions are verified by them. Once the 
transactions come from the real SMs and all checks are suc-
cessfully done, it executes consensus algorithm with other 
DAs. Once the consensus phase is finished, the correspond-
ing DA (leader) adds the transactions to the blockchain.

Control Center (CC): CC is responsible for balancing 
generated and consumed power of a region. Moreover, it 
is responsible for the calculation of each period’s dynamic 
price. It then puts these prices into the blockchain with the 
help of DAs using consensus.

Key Generation Center and Bill Provider (KGCBP): 
KGCBP initializes system parameters and registers users 
to the blockchain network. Moreover, it sets public/private 
keys for smart meters and issues bills as reports for the 
users. These bill reports consists of users’ monthly usage, 
bill, graphically explained usage for each period. Moreo-
ver, it can contain feedback such as an incentive or penalty 
that the user’s consumed energy is less or higher than the 
threshold electricity consumption. Since the reports take 
up a lot of space about the users, KGCBP sends these 
reports to IPFS.

IPFS: IPFS is Inter Planetary File System that is peer-to-
peer distributed off-chain storage structure that stores large 
volumes of files. Once a report is stored in IPFS, the corre-
sponding content identifier is returned back to the uploader 
(KGCBP), then these identifier and hash of the file are then 
put into the blockchain by the help of DAs using consensus.

Consortium Blockchain: Consortium blockchain is used 
to store user’s data. Before storing users’ energy consump-
tion data, all DAs are assigned as the pre-selected nodes of 
consortium blockchain to participate in consensus. A leader/
master/primary node that has a good hardware facilities and 
strong computing power is chosen with voting mechanism 
by all other nodes (DAs). The primary node is allowed to 
generate new blocks, and other DAs participate in consensus 
as secondary nodes, rather than the whole network nodes, 
which reduces the network overhead greatly. The validated 
data will be permanently stored in the consortium block-
chain for user queries.

In the proposed work, with the help of the blockchain, 
each user can easily verify its bill and usage. The bill and 
usages are stored at the blockchain and the IPFS. The user 
is able to retrieve this information to compute its bill and 
usage. Moreover, the blockchain eliminates the central party 
from the system. This results in that the system is resilient 
to any single point of failure attacks.

The architecture of the proposed system is illustrated in 
Fig. 2. The workflow of the proposed system is as follows: 

0.	 KGCBP sets up each SM by assigning identities to com-
municate with DAs. One identity is for billing, and the 
other one is for anonymity purposes. Moreover, it sets 
public/private key pair for each SM.

1.	 Each user (U) is registered to the blockchain network by 
KGCBP.

2.	 Each SM sends the electricity consumption data as a 
transaction to the data aggregator (DA).

3.	 Each DA checks the authenticity of the senders, then 
it aggregates the transactions received from other SMs. 
The aggregated transactions are then included in the 
consensus process before this is added to the blockchain.

4.	 Once the consensus process is successfully done, the 
aggregated transactions are added to the blockchain by 
the DA. It is the leader node that has a good hardware 
facilities and strong computing power.

5.	 CC retrieves consumption data and analyzes the data 
for dynamic prices. It issues dynamic pricing for each 
period. These prices are added to the blockchain by a DA 
that executes consensus.

6.	 KGCBP retrieves prices of each period then issue a 
monthly bill for each user. Since this bill is issued in 
detail (daily consumption data, price for each period, 
etc.), the actual bill is stored in IPFS and only the 
pointer (CID) which is the index to the bill is stored 
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in the blockchain. Lastly, each U retrieves CID in the 
blockchain and views the bill in the IPFS.

4.1 � Threat model

In the proposed system, smart meters are trusted entities. 
However, the house owner can damage the smart meter by 
not sending any period’s electricity consumption data to 
decrease its monthly bill. Data aggregators are malicious 
entities that change users’ data. Moreover, they try to map 
anonymized identities of users to real identities to profile 
users. Control center is semi-honest entity that follows the 
protocol specification but tries to map users’ anonymized 
identities to real identity. Key generation center and bill 
provider is trusted entity.

The proposed system provides the following privacy 
guarantees for users: 

P1.	� Each user’s sensitive data (current power consump-
tion and bill) should not be disclosed to any unau-
thorized entity.

P2.	� Each smart meter’s real identity should be kept hid-
den when they send electricity consumption data to an 

aggregator. Moreover, users’ daily behavior patterns 
should not be linked by any adversary.

P3.	� Each smart meter reads user’s consumption data 
periodically (for every 30 mins.) and sends it to data 
aggregator automatically. If the corresponding user 
tries to stop the smart meter from sending any read-
ing, the data aggregators should catch this anomaly. 
This can result in a load balancing problem in the grid 
and incorrect billing to the corresponding user. Then, 
KGCBP should investigate this smart meter further to 
omit it from the grid or give a penalty.

P4.	� If a data aggregator tampers any aggregated con-
sumption or any individual consumption reading, this 
should be caught by DAs.

P5.	� Before any transaction is added to the blockchain, DAs 
should agree on this transaction.

5 � Proposed system

In this section we give the details of our system. Before 
delving into the details, we give high level idea about our 
system. KGCBP sets public/private key pair for each smart 

Fig. 2   System Architecture
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meter and assigns two different identities to them. Assigning 
two different identities to a SM is not new. This approach can 
be seen in some studies as that in [2, 3]. One identity is for 
billing purposes which is represented as BID (Bill IDentity), 
another one which is represented as PRID (Pseudo Random 
IDentity (public key)) for anonymously sending electricity 
consumption data to DA. The first identity is static iden-
tity such as MAC address of a SM for billing purpose. BIDi 
( SMi ’s Bill IDentity) is the real identity of the smart meter 
for billing purposes. It is a unique number of the smart 
meter. Each user uses this number to identify their bill in the 
blockchain. This identity is public, and everyone can see it. 
This identity is used in a transaction when the bill is issued 
for each month. The second identity (PRID) is dynamic to 
provide anonymity for the SM when the SM sends electricity 
consumption data to the DA. A PRID value changes when a 
smart meter issues a new transaction. For example, PRIDj,i,k 
represents the kth period identity of smart meter i in region 
j and PRIDj,i,k+1 represents the (k + 1) th period identity of 
smart meter i in region j. Since each smart meter sends data 
to its aggregator periodically, the smart meter computes 
these values every period to anonymize itself. The anonym-
ity comes from the definition of the pseudo random genera-
tor (Definition 1). We use PRIDs as the smart meters’ public 
keys in the protocol.

Each SM generates multiple (2) transactions/readings for 
each period and randomizes the reading in each transaction 
to eliminate the linkability of anonymous profiles of users. 
Using only single identity per transaction results in behavior 
linkage of the users [1, 2]. Before sending the real consump-
tion data to the DA, the SM separates the real consumption 
reading to two values. One of the values is randomly chosen 
and the other one is the remaining value of the real consump-
tion value. Then, two separate readings are re-randomized 
and sent to the DA with different pseudo random identities. 
Moreover, these identities (public keys) are generated by 
the SM using well-known cryptographic primitive, Pseudo 
Random Generator, PRG as short.

Without using this separation of each reading and re- 
randomization allow an adversary to link anonymous profiles 
of the users using users’ behavior patterns, [1, 2]. For example,  
if a user’s weekday habits are to use a kettle and toaster 
at 6:30 am, the power consumption data of this user are 
going to be the same on weekdays. It does not matter if the 
SM uses different anonymous identifiers for each electricity 
consumption reading.

Each smart meter sends its multiple energy consumption 
data for each period to break the determinism of the smart 
meter’s transaction issue time. Deterministic behavior for 
a specific smart meter can be that it can send transactions 
every first minute of each period. To break determinism, 
SMs need to send these two readings as transactions at dif-
ferent times (e.g., any time between the 1st and 5th minutes 

of the next period). There should be a delay between the first 
and second transaction issue time. However, sending multi-
ple energy consumptions as transactions to a data aggregator 
does not preserve unlinkability property since there is no 
randomness added to the energy consumption data. If the 
smart meter readings are not randomized, the aggregator 
aggregates any two received consumption values in the same 
region to analyze the behavior of the users. For example, it 
aggregates any two consumptions of a period for a region 
and makes a table for them. There are 2m(2m − 1)∕2 dif-
ferent aggregations of a period for each region, where m 
is the total number of smart meters in a region. Thus, any 
untrusted party can link the identities (even if it is random 
identities) when the adversary has more and more informa-
tion (energy consumption readings for each period) about 
the corresponding region. Then, it profiles users. For the 
unlinkability property, we add randomness to the data con-
sumption values. Once DAj receives two transactions that 
include the randomized power consumption data at different 
times, not sequentially, the same smart meter’s transactions 
will not be linkable.

However, the randomization of the readings results in 
CC facing difficulty in computing each period’s dynamic 
price. Moreover, it also results in unbalancing generated and 
consumed power of the region. We use a new randomiza-
tion technique to randomize smart meters’ real data. Then, 
we give a method that it lets CC de-randomize the read-
ings easily. In the proposed system, a random value (mask) 
is generated by the smart meter for each period (based a 
smart meter’s secret key). Then, it is added to the user’s 
consumption data. KGCBP computes the smart meters’ ran-
dom masks for each period and region at the beginning of 
the protocol ( Filter Generation Phase ). Then, KGCBP puts 
them into the blockchain by the help of the data aggregators 
that use consensus.

The real data of a smart meter is randomly divided into 
two and re-randomized with random masks. Then, they are 
sent to the same aggregator as transactions. Each transaction 
includes, a pseudo random identity of smart meter (public 
key) that provides anonymity of the meter, a randomized 
electricity consumption data, a time-stamp and the signature 
of these values. Since the re-randomized values (consump-
tion data) are randomly divided and re-randomized and each 
re-randomized consumption data is appended with a pseudo 
random identity once a transaction is formed, the data aggre-
gator can not link the transactions of a smart meter. More-
over, two data transactions issued by a smart meter for a 
period are not sent sequentially to a data aggregator. There is 
a delay between two transactions to randomize the behavior 
of the smart meter.

Moreover, the proposed system uses two Bloom filters for 
each month. One of them ( BF1 ) provides fast authentication 
mechanism for SMs. BF1 stores multiple identities of a SM’s 
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each reading that helps DAs to check if the sender (SM) is 
authenticated and real. Furthermore, using the PRG function 
to generate Pseudo Random IDentities (PRID) of SMs elimi-
nates heavy communication complexity between each SM 
and KGCBP for authenticating the SMs. The other Bloom 
Filter is for DAs to check if all authenticated SMs have sent 
their corresponding electricity consumption data of a period. 
The second filter ( BF2 ) allows DAs to detect faulty SMs 
that not sent their readings periodically to DAs. Software 
issues, hardware problems or malicious users prevent SM 
not to send readings. The DA then informs KGCBP about 
this situation. KGCBP then further investigate these SMs to 
eliminate the corrupted SMs from the system or update the 
SMs. In both cases, Bloom filters need to be updated. These 
two Bloom filters, BF1 and BF2 , are sent to DAs and CC.

Furthermore, to eliminate single point of failure attack, 
the proposed system uses voting based [12] Practical Byz-
antine Fault Tolerance, vPBFT as short, consensus for block 
verification before the block is added to the blockchain. 
This consensus is run couple times: in block generation, in 
dynamic price generation and in bill report generation. Our 
voting based vPBFT is different than [12] since our scheme 
do not use key aggregation and encryption schemes.

In addition, tampered SM’s identity is being found by 
KGCBP once the block is added to the blockchain. In other 
words, our scheme still continue working even some faulty 
smart meters are presented. The corresponding DA informs 
KGCBP during aggregating transaction phase. DA sends 
the corresponding message gxDA ,AggFault, rng, area, ts with 
signature of it to KGCBP, SignxDA(AggFault, rng, area, ts) , 
that in period rng and region area, there is an aggregation 
fault AggFault. In other words, there are SMs that have not 
sent their readings in time period rng and region area. Our 
system consists of 8 phases: Setup, Key Generation, Filter 
Generation, Data Aggregation, Consensus, Dynamic Pric-
ing, Dynamic Billing, and Finding Faulty Smart Meter.

Setup phase  In this phase, KGCBP sets the system param-
eters such as signature scheme (Schnorr) (G is a subgroup 
of Z∗

p
 , g is a generator of G), 2r hash functions for two 

Bloom filters, HB
�
∶ G → [1,m] , where � ∈ {1,… , r} , 

HB�
�
∶ G → [1,m] , where � ∈ {r + 1,… , 2r} and hash 

functions H1 ∶ {0, 1}∗ → {0, 1}� , H2 ∶ {0, 1}� → Z∗
q
 , a 

pseudo random generator (PRG) G� ∶ {0, 1}� → {0, 1}2� 
( f ∶ {0, 1}� → {0, 1}� ), H3 ∶ {0, 1}� → [�1,�2] and any 
CPA secure asymmetric encryption scheme, where [�1,�2] is 
a range that contains a set of integers and its endpoints are �1 
and �2 . H3 maps a �-bit value to a value in the range [�1,�2].

Key generation phase  In this phase, KGCBP assigns two 
different identities to each smart meter. These identities are 
for billing and anonymity purposes for SMi . KGCBP assigns 
BIDi ∈ {0, 1}� for billing (public) and si, s�i , ri, r

�
i
∈ {0, 1}� 

(secret) for anonymity of SMi . KGCBP also assigns public/
secret key pair to each SM. For SMi , it assigns PkSMi

 (pub-
lic key) and SkSMi

 (secret key). These assignments are done 
when the SM is bought by KGCBP. Moreover, each entity 
(DA, U, CC, and KGCBP) chooses a signature public and 
private key pair for interacting with the blockchain. This 
key pair for DAi is (SigPkDAi

, SigSkDAi
) = (gxDAi , xDAi

) , for 
CC is (SigPkCC, SigSkCC) = (gxCC , xCC) and for KGCBP is 
(SigPkKGCBP, SigSkKGCBP) = (gxKGCBP , xKGCBP) .  Moreover, 
public/verification key of an entity is used as identity of the 
entity registered by KGCBP.

Moreover, each entity in the system (U, DA, CC, KGCBP) 
chooses an asymmetric encryption key pair (Pk,  Sk). 
PkDAj

, SkDAj
 is public and secret key pair of DAj . Similarly, 

each user i ( Ui ), CC and KGCBP chooses their public/private 
key pair, where i ∈ {1,… ,N} and j ∈ {1,… ,W} . Each user 
knows their corresponding SM’s BID.

Filter generation phase  KGCBP computes two Bloom filters 
for each month as follows (Assuming that each SM collects 
data from their home appliances for every 30 min. Thus, 
each SM does 1440 readings monthly.): 

(a)	 For each smart meter i ( SMi ) at area j, computes 
tj,i,1 = fsi(0… 000000000001),tj,i,1 = fsi(0… 00000000

0001) ,  zj,i,1 = fri(0… 000000000001) , z�
j,i,1

= fr�
i
(0…

000000000001) as the first readings of the first day 
( tj,i,49 = fsi(0… 000000110001) , t�

j,i,49
= fs�

i
(0… 000 , 

zj,i,49 = fri(0… 000000110001)  ,  z�
j,i,49

= fr�
i
(0… 000

000110001) as the first readings of the second day). It 
continues to compute until 48th readings of the  
30th day which is tj,i,1440 = fsi(0… 010110100000) , 
t�
j,i,1440

= fs�
i
(0… 010110100000)	 ,  zj,i,1440 = fri(0… 010

110100000) , z�
j,i,1440

= fr�
i
(0… 010110100000).

(b)	 Computes (PRIDj,i,1 = gH2(tj,i,1),PRID�
i,1

= g
H2(t

�
i,1
)) , … , 

(PRIDj,i,1440 = gH2(tj,i,1440),PRID�
j,i,1440

= g
H2(t

�
j,i,1440

)
).

(c)	 Takes every PRIDj,i,k , where k ∈ {1,… , 1440} and 
applies r hash functions, HB

�
 , where � ∈ {1,… , r} . 

Then, it fills the corresponding cells with 1 s in the BF1.
(d)	 Takes every PRID′

j,i,k
 , where k ∈ {1,… , 1440} and 

applies r hash functions, HB
�
 , where � ∈ {1,… , r} . 

Then, it fills the corresponding cells with 1 s in BF1.
(e)	 Computes Tj,1 =

∏m

i=1
(PRIDj,i,1)

∏m

i=1
(PRID�

j,i,1
) , where 

Tj,1 is the multiplication of at most m smart meters’ 
PRIDs that belongs to the area j (first index) and the 
same time period, the first range (second index). It then 
applies the result to other r hash functions HB′

�
 , where 

� ∈ {r + 1,… , 2r} . Then, it fills the corresponding 
cells with 1 s in BF2.

(f)	 Repeats step − e 1440 times since there are 1440 dif-
ferent reading messages.
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(g)	 Sends BF1 and BF2 to all DAs, and CC.
(h)	 For each region j, where 1 ≤ j ≤ W , computes each smart 

meters’ random masks zj,i,k and z′
j,i,k

 using PRG G′ and 
ri, r

′
i
 . It also computes Zj,k =

∑m

i=1
(H3(zj,i,k) + H3(z

�
j,i,k

)) , 
where the first index describes the identity of the region, 
and the last index describes the identity of the time period, 
m is the number of smart meters in a region (at most), and 
W is the number of regions in the system. Moreover, Zj,k is 
the result of sum of the smart meters’ random masks of 
region j and period k, where 1 ≤ j ≤ W, 1 ≤ k ≤ 1440 . It 
then sends Zj,k values to a leader node (a DA) to add them 
to the blockchain after a consensus algorithm. KGCBP 
issues a transaction ( gxKGCBP , Zj,k, ts, SignxKGCBP(H1(Zj,k, ts)) ). 
The consensus process is explained in consensus phase.

A note that Zj,k values are computed by KGCBP in advance 
at the beginning of the protocol.
Data aggregation phase  Each smart meter i, SMi , in area 
j, reads the household appliances’ electricity consumption 
and computes the followings (assuming that the consump-
tion value is cj,i,1 ): 

(a)	 Chooses a random reading c′
j,i,1

 from [�1,�2] . Moreover, 
it computes c��

j,i,1
= cj,i,1 − c�

j,i,1
.

(b)	 Computes SPRIDj,i,1 = H2(tj,i,1) , SPRID�
j,i,1

= H2(t
�
j,i,1

) 
as its signature secret keys.

(c)	 [re-randomization step] Computes four leaf node 
values for the first readings of the first day 
tj,i,1, t

�
j,i,1

, zj,i,1, z
�
j,i,1

∈ {0, 1}� applying PRG on inputs si , s′i , 
ri and r′

i
 as that in Fig. 1, and computes H3(zj,i,1) and 

H3(z
�
j,i,1

).
(d)	 Sends Txj,i,1 = (PRIDj,i,1, rc

�
j,i,1

, tsj,i,1, SignSPRIDj,i,1
(H1(rc

�
j,i,1

, tsj,i,1))) and 
Tx�

j,i,1
= (PRID�

j,i,1
, rc��

j,i,1
, ts�

j,i,1
, SignSPRID�

j,i,1
(H1(rc

��
j,i,1

, ts�
j,i,1

))) to DAj , 
where Txj,i,1 is the first transaction of smart meter i in area 
j, where rc�

j,i,1
= c

�
j,i,1

+ H3(zj,i,1) and rc��
j,i,1

= c
��
j,i,1

+ H3(z
�
j,i,1

).

To satisfy the unlinkability property, we add randomness 
to the data consumption values using other two secret 
seeds ( ri, r′i ) at step − c . A note that there is a random time 
delay between two transactions are sent by each smart 
meter at step − d to DAj.

A note that the smart meter’s real energy consumption 
data for the first period is cj,i,1 . However, the smart meter 
sends two different consumption data: rc′

j,i,1
 and rc′′

j,i,1
 . The 

sum of these values equals rc�
j,i,1

+ rc
��
j,i,1

= cj,i,1 + H3(zj,i,1) + H3(z
�
j,i,1

) . 
The value of H3(zj,i,1) + H3(z

�
j,i,1

) should be eliminated when 
the CC calculates the first period’s energy price. Moreover, 
CC needs to cancel out the value of H3(zj,i,1) + H3(z

�
j,i,1

) to 
balanced the load.

Then, DAj checks if the sender is authenticated as follows: 

1.	 It collects the timestamps ( tsj,i,k, ts′j,i,k ) of transactions 
issued between [x, y], where y > x.

2.	 It applies PRIDj,i,1 and PRID′
j,i,1

 on r hash functions, HB
�
 , 

where � ∈ {1,… , r} and checks if all r locations have 
1s in BF1 . If so, DAj checks if the signature is valid.

3.	 If all checks are valid from step − 1 and step − 2 . Then, DAj 
groups the same day and the same time range reading mes-
sages sent from the smart meters in the same area. It retrieves 
pseudo random identities, PRID, from the transactions, and 
computes Tj,1 =

∏m

i=1
(PRIDj,i,1)

∏m

i=1
(PRID�

j,i,1
) , where Tj,1 is the 

multiplication of at most m smart meters’ PRIDs.
4.	 It applies Tj,1 to r hash functions, HB′

�
 , where 

� ∈ {r + 1,… , 2r} , checks if all r locations have 1s in BF2 . 
If so, DAj starts the process of PBFT consensus phase. If all 
locations are not 1 s in BF2 , DAj still starts PBFT consensus 
but it also informs KGCBP that one or some of the SMs are 
faulty. KGCBP then further investigate (finding the tam-
pered SMs) once the block is added after the consensus 
phase. To inform KGCBP, DAj sends the corresponding 
message (gxDAj ,AggFault, rng, area, ts) with the signature 
of it to KGCBP, SignxDAj (H1(AggFault, rng, area, ts)) , that 
says in period rng and region area, there is an aggregation 
fault AggFault. In other words, there are SMs that have not 
sent their readings in period rng and region area.

5.	 G e n e ra t e s  (g
xDAj , (Txj,i,1, Tx

�
j,i,1

,… , Txj,n,1, Tx
�
j,n,1

), ts, 
SignxDAj

(H1((Txj,i,1, Tx
�
j,i,1

,… , Txj,n,1, Tx
�
j,n,1

), ts)))  a n d 
sends it to the general transaction pool (GTP).

A note that these steps ( step − 1, 2, 3, 4, 5 ) are repeated 1440 
times since there are 1440 readings needs to be done by each SM.

In step − 1 , DAj collects the transactions issued between 
x and y for a period. In step − 2 , DAj checks if the smart 
meter is authenticated by hashing pseudo random identities 
of the smart meter using r hash functions. Then, it checks 
if all r locations are set 1 s in BF1 . If not the smart meter is 
not authenticated. DAj discards the transaction. In step − 3 , 
DAj checks if any smart meter in area j did not send their 
energy consumption transactions using Bloom filter BF2 . 
DAj simply computes the multiplications of the received 
transactions’ pseudo random identities. Then, in step − 4 , 
it evaluates the result on r hash functions and checks if the 
r locations of BF2 have 1 s. If not, it informs KGCBP by 
sending a transaction that one or more smart meters are 
faulty that did not send their consumption transactions in 
time range [x, y]. Then it forms a transaction. In step − 5 , 
DAj sends valid transactions to the general transaction pool 
to be added into the blockchain.

Consensus phase  In this phase, all DAs ( DA1,DA2,… ,DAW ), 
where, W > 3f + 1 , f is the number of faulty nodes) sets their 
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identities as the follower nodes. They vote other nodes to 
choose a leader/primary/master node. Usually the leader node 
has strong communication capability and good hardware facili-
ties. The leader selection algorithm is given in Table 3.

Once a leader is chosen (assuming that it is DAj ), the vot-
ing based PBFT consensus process starts.

Leader Node: The leader node DAj does the followings:

•	 Takes 2m (the maximum number of transactions that a 
block stores) transactions from GTP formed by the same 
DA, forms the block (assuming that it is Blocko ) that con-
sists of block header and body illustrated in Table 4.

•	 Chooses a random number rnd and prepares vote request 
message, then it sends ( Blocko, (g

xDAj ,VoteRequest, rnd,

ts, SignxDAj
(H1(VoteRequest, rnd, ts))) ) to other DAk nodes, 

where j ≠ k.
•	 Sets Count as 0.

Once each DAk receives the block and vote request at time 
ts∗ , it checks 

(A)	 if ts∗ − ts > 0 and signature of vote request message is 
valid,

(B)	 transactions, signatures and authentication of SMs 
(using bloom filter BF1 ) are valid,

(C)	 computes Tj,1 , as that in step − 3 in Data Aggregation 
Phase. Then, it applies to r hash functions as that in 
step − 4 in Data Aggregation Phase. If all r locations do 
not consists of 1 s in BF2 , DAk sends aggregation fault 
message ( gxDAk ,AggFault, rng, area, ts ) with signature of 
it to KGCBP, ( SignxDAk (H1(AggFault, rng, area, ts))),

(D)	 computes Merkle Tree Root, MTR∗ and checks if 
MTR == MTR∗,

(E)	 computes current block hash ( CBH∗ ) and checks if 
CBH == CBH∗.

Table 3   The Leader Selection Algorithm

1 Follower ← ADj ( j ∈ {1, 2,… ,W} ), where W > 3f + 1 , fisthenumberoffaultynodes,
2 Set the original number of votes to 0, v = 0,
3 Set a random timeout Timeout and start a timer Timer,
4 whileTimer > Timeout do
5 Set Candidate ← Follower,
6 Start the new Timer Timernew,
7 v = v + 1.
8 Generate a random number rndDAj

 and a timestamp tsDAj
.

9 Compute gDAj ,VoteRequest, rndDAj
, tsDAj

 and SignxDAj
(H1(VoteRequest, rndDAj

, tsDAj
)),

10 Send a request of voting to all other nodes by sending gDAj ,VoteRequest, rndDAj
, tsDAj

 , SignxDAj
(H1(VoteRequest, rndDAj

, tsDAj
)) and wait for the 

reply votes,
11 Assume that DAq receives message at time tsDAq

 : gDAj ,VoteRequest, rndDAj
, tsDAj

 and SignxDAj
(H1(VoteRequest, rndDAj

, tsDAj
)) . DAq does the 

followings:
12 if ((tsDAj

< tsDAq
 ) and (the signature is valid)

13 computes (gDAq ,VoteReplay, rndDAj
, ts∗

DAq
) and SignxDAq (H1(VoteReplay, rndDAj

, ts∗
DAq

)) , where ts∗
DAq

 is the time when the message is formed by 
DAq , and sends the computed values to DAj.

14 end if
15 for each replay message (gDAq ,VoteReplay, rnd∗

DAj
, ts∗

DAq
) and SignxDAq (H1(VoteReplay, rnd

∗
DAj

, ts∗
DAq

)) , where ts∗
DAq

 received by DAj at time ts∗
DAj

 
do

16 if ((ts∗
DAq

< ts∗
DAj

 ) and ( rnd∗
DAj

= rndDAj
 ) and (the signature is valid)),

17 set v = v + 1.
18 end if
19 end for
20 ifv > W

2
+ 1 then

21 Leader ← Candidate

22 else
23 Follower ← Candidate

24 Repeat steps 6 − 10 for a new election.
25 end if
26 end while
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If steps − A,B,D,E are done successfully, DAk sends block 
verification status message ( gxDAk ,BlockVerStatus, rnd∗, ts∗∗,
SignDAk

(H1(BlockVerStatus, rnd
∗, ts∗∗)) ) to the leader.

The leader node, once it receives block verification status 
message from each DAk , does the followings:

•	 Checks if rnd == rnd∗ and signature of ( BlockVerStatus,
rnd

∗, ts∗∗ ) is valid.
•	 Checks if BlockVerStatus == valid.

If all these checks are valid, then the leader node update 
Count as 1. If there are more than 2f + 1 valid messages, 
then the leader node adds the formed block to blockchain, 
where W > 3f + 1 and f is the number of faulty nodes (DA).

Once the leader gets at least 2
3
 of the total votes, the leader 

forms the block as shown in Table 4. The block gets a unique 
identification number (BN). To preserve immutability of the 
blocks, the previous block’s hash (PBH) value is added to 
the block. For all the transactions, a Merkle tree is built and 
the root of the tree (MTR) is stored in the block. The block 
also has a timestamp (TS) when the block is created. These 
values are stored in the block header of the created block. 
The transactions’ time period when they are received and 
the transactions’ region where they belong to (RITP), and all 
the transactions (TS) are stored in the body of the block. A 
hash value (CBH) of all the information is also computed to 
store in the next block to preserve immutability. At last, the 
signature of the hash (SCBH) also stored in the block body.

Consensus should be implemented in the system before 
the transactions are added to the blockchain. The nodes (Data 
Aggregator (DA)) should verify each transaction based on 
authenticity of the sender and its signature. Then, all transac-
tions of a region with a period are added to the blockchain as 
a block. A consensus consists of two communication phases: 
the first one is for the selection of a leader, and the second one 
is for the verification of a block. For the selection of a leader, 
the nodes elect a leader that forms the block and adds it to the 

blockchain. In the election, a candidate node sends its message 
to all other nodes and waits for their votes. If it gets more than 
half of the votes, the candidate node becomes the leader node. 
The communication complexity of the leader node in this phase 
O(W). The detail of the leader selection algorithm is given in 
Table 3. In the verification of a block, the leader node sends the 
formed block to others and waits their responses. In this phase 
also takes O(W).

Dynamic pricing phase  In this phase, CC gets all the rand-
omized consumption data of users for each period and retrieves 
random masks Zj,k from the blockchain. For each region 
1 ≤ j ≤ W  and period 1 ≤ k ≤ 1440 ,  it computes ∑m

i=1
rc�

j,i,k
+ rc��

j,i,k
− Zj,k . Then, it computes electricity price for 

each time period and region. For a month, there are 1440 differ-
ent time ranges. Thus, there are 1440 different prices, 
p1, p2,… , p1440 . These prices are formed as transactions by CC:

(gxCC , pi, rngi, tsi, SignxCC (H1(pi, rngi, tsi)) ), where 1 ≤ i ≤

1440 , where rngi is ith range in a month.
Then, CC sends these transactions to a new leader. A new 

consensus process has been done by the same way as that in 
Consensus Phase (except step − C and not using BF1,BF2 ). 
At the end of the process, the leader adds these transactions 
to the blockchain.

Dynamic billing phase  In this phase, KGCBP computes each 
user’s dynamic bill. For user i, KGCBP

(a)	 Computes pseudo random identities of SMi applying 
si, s

′
i
 to PRG G′.

(b)	 Retr ieves  rc�
j,i,k

= c�
j,i,k

+ H3(zj,i,k), rc
��
j,i,k

= c��
j,i,k

+ H3

(z�
j,i,k

) from the blockchain, where 1 ≤ k ≤ 1440 , and 
de-randomizes them. To de-randomize, KGCBP uses 
PRG G′ function and secret seeds ri, r′i to compute zj,i,k 
and z′

j,i,k
 values. Then, it computes cj,i,k = rc�

j,i,k
+ rc��

j,i,k
−

H3(zj,i,k) − H3(z
�
j,i,k

) for each time period k.
(c)	 Computes Total Electricity Consumption of Ui , 

TECUi
=
∑1440

j=1
cj,i,kpk , where cj,i,k = c�

j,i,k
+ c��

j,i,k
.

(d)	 Generates a detailed report (BillReport) of bill for the 
user. The report consists of monthly billing history 
graph that charts their energy usages. Electricity price 
and user’s electricity consumption for each time period 
are also included. Moreover, TECUi

 is also included.
(e)	 Sends EncPkUi (BillReportUi

) ( Ui ’s encrypted bill report) 
to IPFS. IPFS returns its content identifier CIDUi

 to 
KGCBP.

(f)	 For each Ui , forms a transaction ( gxKGCBP ,BID
SM

i
,

CIDUi
,Hash, ts, SignxKGCBP(H1(BIDSMi

,CIDUi
,Hash, ts) ), 

where Hash = H1(EncPkUi
(BillReportUi

)).
(g)	 Sends these transactions to a new leader.

Table 4   Block Structure

Block Header

Block Number (BN)
Previous Block Hash (PBH)
Merkle Tree Root (MTR)
Timestamp (TS)

Block Body

Region Identity and Time Period (RITP)
Transactions (TR)
Current Block Hash (CBH)
Signature of CBH (SCBH)
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(h)	 The leader executes Consensus Phase above to add bills 
to the blockchain. Each user Ui , gets in the blockchain 
using their credentials. Then it does the followings:

–	 Search their BIDSMi
 in the blockchain.

–	 Retrieves CIDUi
 in the transaction.

–	 Retrieves encrypted bill from IPFS.
–	 Computes Hash∗ = H1(EncPkUi

(BillReportUi
)) and 

checks if Hash == Hash∗.
–	 If so, decrypts it and view their bill reports.

Finding faulty smart meters phase  KGCBP collects aggre-
gation fault messages were sent from DAs in Consensus 
Phase at step − C . It does the followings for each message 
came from DAk : 

(a)	 Checks integrity of the message.
(b)	 Checks time period of rng and area.
(c)	 Checks if AggFault == 1.
(d)	 If more than 2f + 1 nodes’ rng and area values are the 

same, AggFault = 1 values are the same, and signatures 
are verified, checks the blockchain that which SMs sent 
transactions and which did not send for that region area 
examining that range (rng).

(e)	 Needs to check 2m PRIDs to find the ones that did not 
send the transactions.

(f)	 Finds the tempered SMs to bill those SMs with a penalty 
or eliminates those SMs from the grid.

(g)	 Re-calculates the sum of the smart meters’ random masks 
in a region where one or more smart meters are faulty. If 
the faulty smart meter is SMi of region j at period k, 
KGCBP re-computes Z�

j,k
= Zj,k − H3(zj,i,k) − H3(z

�
j,i,k

) 
and sends the new value ( Z′

j,k
 ) to a DA. The DA then initi-

ates a consensus to add new Z′
j,k

 value to the blockchain, 
where k is the period that at least one smart meter in a 
region j is faulty.

A note that step − g is needed when at least one smart meter is 
faulty in a region and a period. The random masks should be 
updated by KGCBP in that region and period to allow CC to 
compute correct price of that period. If the random masks are 
not re-calculated and CC uses Zj,k value instead of Z′

j,k
 value 

(updated) in Dynamic Pricing Phase , CC will calculate a 
wrong price for the period. This is because Zj,k still has a ran-
dom mask of the faulty smart meter SMi . This random value of 
the faulty smart meter needs to be cancelled out by KGCBP.

A note that the genesis block has the same form as 
illustrated in Table 4. However, some parts of the block 
are set to empty strings. Since it is the first block, the 
block number is set to 0 (or 1). There is no parent block 
of it. Thus, the previous block hash is set to an empty 

string. There is no transaction list in the genesis block. 
Thus, the transaction data field is set to an empty string. 
Since there is no transaction in the genesis block, Merkle 
root field is set to an empty string. In addition, region 
identity and period fields are set to empty strings. The 
genesis block should be agreed upon all other nodes. The 
creator of the genesis block can be the one that has the 
lowest (or highest) address number.

Bloom filter data structure and pseudo random genera-
tor (PRG) provide fast authentication for the smart meters. 
Using PRG in our system decreases the communication 
information between KGCBP and each smart meter from 
O(n) to O(1), where n is the number of identities (public 
keys) for a smart meter in a month. This information is 
needed for a smart meter to prove its identity once it issues 
a power consumption transaction. The receiver must check 
if the transaction comes from a legal smart meter. In our 
transaction, the smart meter is given a single secret seed, and 
it is used in a PRG function to generate n pseudo-random 
identities. With the help of the Bloom filter, the search time 
complexity of a given identity in a transaction for a data 
aggregator (DA) is decreased from O(mn) to O(1), where 
m is the number of smart meters in a region and n is the 
number of identities of a smart meter. If the Bloom filter 
is not used in the system, each smart meter uses a different 
identity for its anonymity once it issues a transaction, each 
DA is given O(mn) information by KGCBP. Then, each DA 
having O(mn) identities to verify if the issued transaction 
comes from a valid smart meter. Using the Bloom filter, 
it takes only O(1) time for a DA to verify whether a given 
identity in a transaction is valid.

6 � Security analysis

In this section, we show that the proposed system satisfies 
the requirements in Sect. 4.1.

Proving security  In this section, we show that the proposed 
system provides transaction data privacy and transaction 
unlinkability (anonymity) of the smart meters (users).

There are two kinds of sensitive user data that should be 
protected from dishonest entities in the system. One of them 
is the real-time energy consumption data sent from the user’s 
smart meter to a data aggregator. The user’s real time energy 
consumption data, ci,j , where smart meter i’s jth period data 
is in the transactions Txi,j and Tx′

i,j
 . The second sensitive data 

is the user’s monthly data (bill). Since KGCBP uses a CPA 
secure encryption algorithm, the second data is already 
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protected from any unauthorized entity. Each user Ui gets in 
the blockchain network to retrieves their BillReportUi

 . This 
value is encrypted with the user’s public key. Thus, the other 
entities is not able to read/view the user’s report in the cleart-
ext. We show that the user’s first data (real-time electricity 
consumption data) is protected.

We prove security using a hybrid experiment. A smart 
meter’s transaction is the form of Tx = [�1, �2, �3, �4] , where 
�1 is the identity of the smart meter, �2 is the real-time 
electricity consumption data, �3 is the time stamp, �4 is the 
smart meter’s signature on these values.

Let Tx = [�1, �2, �3, �4] be the challenge transaction that 
given to the adversary during the real attack. R is a ran-
dom value in [�1,�2] and R′ is a random element of G. We 
define the following hybrid games which differ on what 
challenge transaction is given to the adversary:

Δ0 : The challenge transaction is Tx0 = [�1, �2, �3, �4].
Δ1 : The challenge transaction is Tx1 = [�1,R, �3, �4].
Δ2 : The challenge transaction is Tx2 = [R�,R, �3, �4].
A note that the challenge transaction in Δ2 leaks no 

information about the identity since it consists of four ran-
dom elements, whereas in Δ0 the challenge is the real game 
that is well formed. We show that the transitions from Δ0 
to Δ1 to Δ1 to Δ2 are all computationally indistinguishable.

Theorem 1  (Transaction Data Privacy). If f is a pseudo ran-
dom function from a length doubling pseudo random genera-
tor G′ , there is no adversary distinguishes between games Δ0 
and Δ1 with advantage greater than �.

Before proving the theorem, we define a chosen plain- 
text attack (CPA) security of the system. The security is 
defined using the following game between an adversary A 
that attacks our system and a PRF attacker B and a PRG 
attacker. We prove the theorem by finding a contradiction. 
We first assume that A breaks our system with non-negligible  
probability � . Then, there is an adversary B that uses  
A is a sub-routine to distinguish a PRF from a uniformly 
random function. Then, there is another adversary C that 
uses B as a sub-routine to distinguish PRG outputs from 
uniformly random strings. The second part follows from 
the hybrid argument in [19]. The game between these par-
ties as follows:

Setup:

•	 B runs Setup Phase to generate system public param-
eters.

•	 Then, B sends the system parameters to A.

Query Phase:

•	 A asks B q-adaptive energy consumption data queries 
of a user i for a period j.

•	 B receives the strings (ai,j , a′i,j , bi,j , b
�
i,j
) from C.

•	 B issues Txi,j and Tx′
i,j

 and sends them to A.

Challenge:

•	 A outputs two energy consumption data ci0,j0 (user i0 ’s 
j0 th period), and ci1,j1 (user i1 ’s j1 th period) that it would 
like to challenged upon.

•	 B receives the strings from C : (ai0,j0 , a
′
i0,j0

 , bi0,j0 , b
�
i0,j0

) and 
(ai1,j1 , a

′
i1,j1

 , bi1,j1 , b
�
i1,j1

).
•	 B flips a coin b ∈ {0, 1} and forms Txb and Tx′

b
 and sends 

them to A.

Guess: A outputs its guess b� ∈ {0, 1} and wins if b = b�.
|Pr[AdvA,� = 1] − Pr[Adv�

A,�
= 1]| ≤ �.

Let AdvA,� be the adversary’s winning probability when 
the protocol uses pseudo random function (PRF) while 
Adv′

A,�
 be the adversary’s winning probability when the 

protocol uses truly random function (RF), where � is a neg-
ligible function.

Retriction: The challenge energy consumption ci0,j0 and ci1,j1 
should satisfy the following: if a consumption query is ci,j in the 
query phase, j0 ≠ j and j1 ≠ j . In other words, A ’s challenge 
consumption data of period j0 of user i0 and period j1 of user i1 
should not be queried before. Otherwise, the adversary wins the 
game with probability 1. The attack happens when the adver-
sary asks ci,j = x in the query phase and ci,j = y in the challenge 
phase. When B returns rcq

i,j
 , rcc

i,j
 , rcq

′

i,j
 , rcc′

i,j
 in the transactions, 

where q indicates that it is obtained from the query phase and 
c indicates that it is obtained from challenge phase. The adver-
sary computes A = rc

q

i,j
+ rc

q�

i,j
 from the query phase and 

B = rcc
i,j
+ rcc

�

i,j
 from the challenge phase. If |A − B| = |x − y| , 

then adversary guesses the given challenge transaction cor-
rectly. The subtraction eliminates random masks.

Proof  Setup:

•	 B runs Setup Phase to generate system public parameters: 
G′,H1,H2,H3, paramSignature, paramencryption , hash func-
tions for Bloom filter HB� ,HB� , where � = [1,… , r] and 
� = [r + 1,… , 2r] . Then it sends them to A.

Query Phase:

•	 A issues q queries adaptively an energy consumption 
data of a user i for a period j, ci,j.
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•	 To form the transactions that consist of pseudo random 
identities, and ci,j , B asks C to have period jth values.

•	 C gives ai,j, a′i,j, bi,j, b
′
i,j

 to B.
•	 B forms the transactions: Txi,j, Tx′i,j using ( ai,j, a′i,j, bi,j, b

′
i,j

 ). 
B computes H2(ai,j) = SPRIDi,j , H2(a

�
i,j
) = SPRID�

i,j
 , 

bi,j = zi,j , b�i,j = z�
i,j

 . Then, B forms the transactions: 
Txi,j = PRIDi,j, rc

�
i,j
, tsi,j, SignSPRIDi,j

(H1(rc
�
i,j
, tsi,j))  a n d 

Tx�
i,j
= PRID�

i,j
, rc��

i,j
, ts�

i,j
, SignSPRID�

i,j
(H1(rc

��
i,j
, ts�

i,j
)) , where 

rc�
i,j
= c�

i,j
+ H3(bi,j) , rc��i,j = c��

i,j
+ H3(b

�
i,j
) , ci,j = c�

i,j
+ c��

i,j
 , 

c′
i,j

 is randomly chosen in [�1,�2].

Challenge:

•	 A outputs two energy consumption data, ci0,j0 and ci0,j0 . B 
asks C to get masks of user i0 ’s j0 th period and user i1 ’s 
j1 th period. C returns with ai0,j0 , a

′
i0,j0

, bi0,j0 , b
′
i0,j0

 and 
ai1,j1 , a

′
i1,j1

, bi1,j1 , b
′
i1,j1

 . B flips a coin b ∈ {0, 1} , it issues 
Txb and sends it to A . If b = 0 , B forms the transaction, 
Tx0 = PRIDi0,j0

, rc�
i0,j0

, tsi0,j0 , SignSRIDi0,j0

(H1(rc
�
i0,j0

, tsi0,j0 )) , 
a n d  Tx�

0
= PRID�

i0,j0
, rc��

i0,j0
, ts�

i0,j0
, SignSRID�

i0,j0

(H1(rc
��
i0,j0

,

ts�
i0,j0

)) . Otherwise, it sends Tx1 = PRIDi1,j1
, rc�

i1,j1
, tsi1,j1 ,

SignSRIDi1,j1

(H1(rc
�
i1,j1

, tsi1,j1 )) , and Tx�
1
= PRID

�
i1,j1

, rc��
i1,j1

,

ts�
i1,j1

, SignSRID�
i1,j1

(H1(rc
��
i1,j1

, ts�
i1,j1

)).

Guess: A outputs its guess b′.
If the masks are the outputs of the PRFs, B plays 

game Δ0 with A , AdvA,� = Pr[BPRF(⋅)(1�) = 0] , where 
PRF ← {0, 1}� . If the masks are the outputs of uniformly 
random functions (RF), B plays game Δ1 with A , RF ← F , 
Adv�

A,�
= Pr[BRF(⋅)(1�) = 0] , where RF ∶ {0, 1}� → {0, 1}�.

Thus, we can write |Δ0 − Δ1| = |AdvA,� − Adv
�
A,�

|
= |Pr[Bf

PRF
(⋅)(1�) = 0] − Pr[BRF(⋅)(1�) = 0]| ≥ � . It means 

that if A breaks our scheme with non-negligible probability 
� , B distinguishes PRF functions from random functions. we 
also know the result from [19] that the relation between win-
ning probabilities between AdvC,�  and AdvB,�  is 
AdvC,� =

�

�q
AdvB,� , that PRG-attacker C distinguishes ran-

dom strings from pseudo random strings generated by PRG 
G′ is also non-negligible. Thus, it results in a contradiction 
that violates the security of G′.

The probability of Adv′
A,�

 needs to be calculated when B uses 
random strings to answer queries from A . There are q queries. 
If B uses the same strings to answer A ’s query, it is possible that 
A figures out whether ci0,j0 or ci1,j1 . The probability of picking 
the same string is q

2�
 . Thus, Adv�

A,�
=

1

2
+

q

2�
 . When we com-

bine this result with |Pr[AdvA,� = 1] − Pr[Adv�
A,�

= 1]| ≤ � , 
we have AdvA,� =

1

2
+

q

2�
+ � =

1

2
+ �� , where �� = q

�
+ � , �′ 

is a negligible function.	�  ◻

Thus, the first privacy guarantee P1 is satisfied in 
Sect. 4.1.

Theorem 2  (Transaction (Smart Meter identity) Unlinkabil-
ity). If f is a pseudo random function PRF from a length 
doubling pseudo random generator PRG G′ , there is no 
adversary distinguishes between games Δ1 and Δ2 with non-
negligible probability �.

We prove this theorem using its contrapositive. Supposing 
that there is an adversary A links a smart meter’s identities 
in the transactions with negligible probability � . Then, there 
exists an adversary B uses A as a sub-routine to distinguish 
a pseudo random function PRF f from a random function 
g with non-negligible probability. Then, there is another 
adversary C that uses B to distinguish random strings from  
pseudo random strings generated by PRG G′ with non- 
negligible probability. B receives some identity queries from A .  
Then, B obtains the identities from C . The second part of the 
proof follows from the proof [19].

Before proving this theorem, we define a security game 
between PRG attacker C , PRF attacker B and attacker A as 
follows:

Setup:

•	 B runs Setup Phase to generate system public parameters.
•	 Then, B sends the system parameters to A.

Query Phase:

•	 A asks B q-adaptive identity queries of a user i for a 
period j.

•	 B receives the strings (ai,j , a′i,j from C.
•	 B issues Txi,j and Tx′

i,j
 and sends them to A.

Challenge:

•	 A outputs two identity and period tuples idi0,j0 (user i0 ’s 
j0 th period), and idi1,j1 (user i1 ’s j1 th period) that it would 
like to challenged upon.

•	 B receives the strings from C : (ai0,j0 , a
�
i0,j0

) and (ai1,j1 , a
�
i1,j1

).
•	 B flips a coin b ∈ {0, 1} and forms Txb and Tx′

b
 and sends 

them to A.

Guess: A outputs its guess b� ∈ {0, 1} and wins if b = b�.
|Pr[AdvA,� = 1] − Pr[Adv�

A,�
= 1]| ≤ �.

Let AdvA,� be the adversary’s winning probability when 
the protocol uses pseudo random function (PRF) while 
Adv′

A,�
 be the adversary’s winning probability when the 

protocol uses truly random function (RF), where � is a func-
tion of � and negligible.



	 Peer-to-Peer Networking and Applications

Retriction: The challenge identity and period tuples idi0,j0 
and idi1,j1 should satisfy the following: if an identity query is 
idi,j in the query phase, j0 ≠ j and j1 ≠ j . In other words, A ’s 
challenge identity of period j0 of user i0 and period j1 of user 
i1 should not be queried before. Otherwise, the adversary 
wins the game with probability 1.

Setup:

•	 B runs Setup Phase to generate system public param-
eters and gives them to A.

Query Phase:

•	 A makes q adaptive transaction identity queries of a 
smart meter i for a time period j ( idi,j, id′i,j ), where 
j = 1,… , q.

•	 To form the transactions that consist of the smart 
meter’s identities, B asks C to have them.

•	 C gives ai,j, a′i,j to B.
•	 B forms the transactions Txi,j, Tx′i,j by using ( ai,j, a′i,j ) val-

ues. B computes H2(ai,j) = SPRIDi,j , H2(a
�
i,j
) = SPRID�

i,j
 . 

Then, B computes Txi,j = PRIDi,j, rc
�
i,j
, tsi,j, SignSPRIDi,j

(H1(rc
�
i,j
, tsi,j)) and Tx�

i,j
= PRID�

i,j
, rc��

i,j
, ts�

i,j
, SignSPRID�

i,j

(H1(rc
��
i,j
, ts�

i,j
)) , where rc′

i,j
, rc′′

i,j
 are random values chosen 

from [�1,�2].

Challenge:

•	 A outputs two identities idi0,j0 and idi1,j1 , where j0 ≠ j 
and j1 ≠ j . B forwards these identities idi0,j0 , idi1,j1 to C . 
C returns with ai0,j0 , a

′
i0,j0

 and ai1,j1 , a
′
i1,j1

 . B flips a coin 
b ∈ {0, 1} , it issues Txb and sends it to A . If b = 0 , B 
forms the transaction, Tx0 = PRIDi0,j0

, rc�
i0,j0

, tsi0,j0 , Sign

SRIDi0,j0

(H1(rc
�
i0,j0

, tsi0,j0 )) , and Tx�
0
= PRID�

i0,j0
, rc��

i0,j0
, ts�

i0,j0
,

SignSRID�
i0,j0

(H1(rc
��
i0,j0

, ts�
i0,j0

)) .  Otherwise,  i t  sends 
Tx1 = PRIDi1,j1

, rc�
i1,j1

, tsi1,j1 , SignSRIDi1,j1

(H1(rc
�
i1,j1

, tsi1,j1 )) , 
a n d  Tx�

1
= PRID�

i1,j1
, rc��

i1,j1
, ts�

i1,j1
, SignSRID�

i1,j1

(H1(rc
��
i1,j1

,

ts�
i1,j1

)) , where rc′
i0,j0

, rc′′
i0,j0

, rc′
i1,j1

, rc′′
i1,j1

 are random values 
chosen from [�1,�2].

Guess: A outputs its guess b′.
If the masks are the outputs of the PRFs, B plays 

game Δ1 with A , AdvA,� = Pr[BPRF(⋅)(1�) = 0] , where 
PRF ← {0, 1}� . If the masks are the outputs of uniformly 
random functions (RF), B plays game Δ2 with A , RF ← F , 
Adv�

A,�
= Pr[BRF(⋅)(1�) = 0] , where RF ∶ {0, 1}� → {0, 1}�.

Thus, we can write |Δ0 − Δ1| = |AdvA,� − Adv
�
A,�

| = |
Pr[Bf

PRF
(⋅)(1�) = 0] − Pr[BRF(⋅)(1�) = 0]| ≥ � . It means that 

if A breaks our scheme with non-negligible probability � , 
B distinguishes PRF functions from random functions. we 

also know the result from [19] that the relation between 
winning probabilities between AdvC,� and AdvB,� is 
AdvC,� =

�

�q
AdvB,� , that PRG-attacker C distinguishes ran-

dom strings from pseudo random strings strings generated 
by PRG G′ is also non-negligible. Thus, it results in a con-
tradiction that violates the security of G′.

The probability of Adv′
A,�

 needs to be calculated when B uses 
random strings to answer queries from A . There are q queries. If 
B uses the same strings to answer A ’s query, it is possible that A 
figures out whether idi0,j0 or idi1,j1 . The probability of picking the 
same string is q

2�
 . Thus, Adv�

A,�
=

1

2
+

q

2�
 . When we combine this 

result with |Pr[AdvA,� = 1] − Pr[Adv�
A,�

= 1]| ≤ � , we have 
AdvA,� =

1

2
+

q

2�
+ � =

1

2
+ �� , where �′ is a negligible function.

Thus, the second privacy guarantee (P2) is satisfied in 
Sect. 4.1.

If SMi does not send its reading for a time range to DAj , 
other entities DAj and CC catch this behavior and inform 
KGCBP. The proposed system uses Bloom filter BF2 for this 
situation. Thus, the proposed system satisfies P3 in Sect. 4.1.

If a malicious DA changes any received reading from a 
SM, this will be caught by other DAs using Bloom filter BF1 . 
Thus, P4 is observed in Sect. 4.1.

Before adding transactions to the blockchain, the pro-
posed system uses voting based PBFT consensus. Using 
consortium blockchain eliminates single point of failure 
problem in the system. This satisfies P5 in Sect. 4.1.

7 � Discussions

In this section, we give some discussions about the pro-
posed system. In the proposed system, each smart meter’s 
keys s, s′, r, r′ are used for only a month. For other months, 
KGCBP needs to send different (fresh) random keys to each 
smart meter. The new keys can be adjusted as follows:

•	 onsite adjustment: KGCBP assigns new keys offline.
•	 KGCBP encrypts new s, s′ values using the smart meter’s 

public key and sends them to it. Then each SM decrypts 
it to have new keys.

•	 each SM and KGCBP use hash based key derivation func-
tion (HKDF) to have a common key [24] for other months.

In the proposed system, KGCBP needs to do offline com-
putation (checking) to find smart meters that did not send 
their consumption data in a period. For each period, there 
are at most 2m transactions consisting of the users’ PRIDs. 
To find faulty smart meters, KGCBP can locally prepare 
a table with hashes of PRIDs for each time range. Then, 
it retrieves the SMs’ PRIDs from the blockchain to check 
them to determine which smart meters did not send their 



Peer-to-Peer Networking and Applications	

readings. Once KGCBP figures out the faulty SMs, it then 
needs to be sure which ones have been tampered by check-
ing the log files in the smart meters.

Consumers/users can do data tampering on their SMs 
to send less electricity consumption data than it needs to 
be. This results another load unbalancing and incorrect 
billing. To find these tempered SMs, KGCBP can do detect 
these SMs using Artificial Intelligence (AI) and Machine 
Learning (ML) methods [25].

For real world application, a complete randomization 
of power consumption c′

i,j
 is important. In study [26], ran-

dom slices are chosen from range [−231, 231] . That means, 
random slices are represented as 32 bits. We can set 
[�1,�2] as [−231, 231].

In the proposed protocol, if there is no faulty smart meter in 
any region and period, KGCBP does not need to re-compute  
the random masks of the smart meters of the region and period 
that a smart meter was faulty. However, if a smart meter is 
faulty for a period in a region, KGCBP should update the 
aggregated random masks of that period in the region.

Although blockchain can bring several advantages, it 
sacrifices the efficiency (scalability). The efficiency is an 
inherit problem for all blockchains. The efficiency prob-
lem comes from consensus algorithm. Efficiency prob-
lem comes from the consensus protocol. To form a block 
that consists of users’ power consumption transactions, 
the block should be verified by the nodes in the network. 
The leader node broadcasts the block and waits its peers’ 
responses. Once it gets the majority of responses, it adds 
the block into blockchain. Beside block addition phase, 
there is a leader selection phase.

8 � Conclusion

In this paper, we proposed a blockchain based secure and 
efficient data aggregation and dynamic billing system. The 
proposed system provides fast authentication for smart 
meters that allows data aggregators to check if the received 
messages are issued from real smart meters. Moreover, the 
system allows entities to find out if smart meters did not 
send their periodic electricity consumption data. To elimi-
nate single point of failure, the proposed system uses con-
sortium blockchain and voting based PBFT consensus. Fur-
thermore, once the users’ bill reports are appended to the 
blockchain, they search their corresponding smart meters’ 
identities from the blockchain, retrieves their corresponding 
CIDs from the blockchain and retrieves the encrypted report 
from the IPFS. Then, they decrypt them using their secret 
key to view their reports. This provides data privacy and 
eliminates scalability issue for the users in the blockchain.

As a future work, we implement our system to evaluate its 
performance. Moreover, we would like to find more efficient 
method for figuring out tempered smart meters.
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