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Abstract Service-oriented system engineering (SOSE) has
drawn increasing attention since service-oriented comput-
ing was introduced in the beginning of this decade. A large
number of SOSE challenges that call for special software
engineering efforts have been proposed in the research com-
munity. Our goal is to gain insight into the current status
of SOSE research issues as published to date. To this end,
we conducted a systematic literature review exploring SOSE
challenges that have been claimed between January 2000 and
July 2008. This paper presents the results of the systematic
review as well as the empirical research method we followed.
In this review, of the 729 publications that have been exam-
ined, 51 were selected as primary studies, from which more
than 400 SOSE challenges were elicited. By applying qual-
itative data analysis methods to the extracted data from the
review, we proved our hypotheses about the classification
scheme. We are able to conclude that the SOSE challenges
can be classified along two dimensions: (a) based on themes
(or topics) that they cover and (b) based on characteristics (or
types) that they reveal. By analyzing the distribution of the
SOSE challenges on the topics and types in the years 2000–
2008, we are able to point out the trend in SOSE research
activities. The findings of this review further provide empiri-
cal evidence for establishing future SOSE research agendas.
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1 Introduction

Service-oriented system engineering (SOSE) [1] addresses
systematic, disciplined and quantifiable approaches to
develop service-oriented systems. A common concept shared
among these approaches is software being used as a service
for consumption. Web services [2], grid and cloud comput-
ing [3], SaaS [4] and Web 2.0 [5] are some emerging trends
that adopt this concept. As a relatively new field, numerous
SOSE challenges have been claimed in the SOSE research
community. In this paper, we define SOSE challenges as
SOSE-related problems or issues that demand research
efforts.

Facing a large number of SOSE challenges, Kontogiannis
et al. [6,7] and Papazoglou [8] pointed out that a well focused
research agenda is necessary to consolidate and stream cur-
rent SOSE research efforts. Currently, several workshops,
conferences, projects and initiatives are dedicated to establish
SOSE research agenda, such as the International Workshop
on Systems Development in SOA Environments (SDSOA)
and the Networked European Software and Services Initia-
tive (NESSI). In addition, conferences, workshops, and jour-
nals possibly contributing to such SOSE research agenda but
having a broader focus include ICSOC1 in 2003, SCC2 and

1 International Conference on Service Oriented Computing.
2 International Conference on Services Computing.
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ISAS3 in 2004, SOSE4 and SOAIC5 in 2005, MD4SOA6 in
2006, SOCA7 in 2007 and IESS8 in 2010.

The commonality among these research activities is that
they are all centered around a subset of SOSE challenges
rather than a complete set, depending upon their research
focuses. For instance, the SOA research agenda proposed
by Kontogiannis et al. [7] discusses research issues related
to SOA adoption for organizations. The challenges raised
due to the collaboration between multiple parties in service-
oriented development [9], for example, are not covered in
this agenda. As another example, the SOC research roadmap
proposed by Papazoglou et al. [8] presents research issues
in terms of extended SOA, whose core layers are service
foundations, service compositions, and service management.
Cross-cutting concerns, such as SOA education [10], are not
considered in this roadmap.

The aforementioned research agenda and roadmap pres-
ent a list of important challenges for service-oriented systems
to reach their full potential. Without a holistic view on “all”
the SOSE challenges posed by researchers, less well-known
challenges are likely to be ignored. An overview of a com-
plete set of SOSE challenges can provide a firm basis for
establishing SOSE research agenda.

Brereton et al. [11] are the pioneers who conducted a sys-
tematic review of issues that need to be addressed in engi-
neering service-oriented systems. The results of their review
include a number of issues vital for engineering service-
oriented systems, for which solutions as well as associated
research methods have been investigated. However, it has the
following limitations.

First of all, the review conducted by Brereton et al.
restricted the data sources to journals only. We understand
that journal papers usually guarantee the quality of the studies
due to strict review procedures, which is the main reason why
six journals that are strongly related to software engineering
research were chosen as primary sources. Conference and
workshop proceedings (major sources for researchers to dis-
cuss open issues, immature ideas and research challenges),
however, were not considered in the review. Second, informal
data analysis methods have been used for data synthesis. The
identified issues have been grouped, but no synthesis method
has been described. Third, a framework that was designed for
classifying component-based software engineering (CBSE)
issues was adopted for classifying the identified SOSE issues

3 International Service Availability Symposium.
4 International Workshop on SOSE.
5 International Workshop on Service-oriented Applications, Integration
and Collaboration.
6 Modeling, Design, and Analysis for Service-oriented Architecture
Workshop.
7 Journal of Service Oriented Computing and Applications.
8 International Conference on Exploring Services Sciences.

as well. Although this framework is applicable to classify
SOSE issues due to similarities between SOSE and CBSE, it
provides a limited classification approach because the frame-
work was pre-defined rather than emerged from the identified
SOSE issues.

Last, the studies that have been analyzed in Brereton et al.’s
review were published between 2000 and June 2004. After
the establishment of all the aforementioned conferences/
workshops and journals on service-oriented computing, it
is time to perform an up-to-date systematic review of SOSE
issues or challenges.

A systematic literature review (also called systematic
review) is an evidence-based approach to thoroughly search
studies relevant to some pre-defined research questions and
critically select, appraise, and synthesize findings to answer
such research questions. Unlike traditional narrative reviews,
systematic reviews often include focused research questions,
explicit search strategies, explicit selection criteria, quali-
tative as well as quantitative-summary. Because systematic
reviews methodologically encourage rigorous review results,
we decided to perform a systematic review of all the SOSE
challenges that have been proposed so far.

This paper reports on the results of our systematic review
aiming at identifying and classifying SOSE challenges. In
doing that, we provide an overview of the-state-of-the-art
of SOSE challenges, and a key for reading and interpreting
them. In addition, this paper presents a number of interesting
findings, including SOSE emergence laws, a parallel between
the SOSE challenges cycle and the Gartner Hype Cycle, and
the importance of inter-relationships between SOSE chal-
lenges. Our findings also ring a bell to the research commu-
nity that data-related SOSE issues require more attention in
the SOSE research community.

As suggested in [12], we organize the content of this paper
according to the structure proposed in [13]. In Sect. 2, we
describe the process of our systematic review, including the
need for a systematic review, the definition of the research
questions, the description of search and selection strategy,
the explanation of data extraction forms, and the introduc-
tion of data synthesis methods. The description of the process
defines the review protocol. Section 3 presents the included
studies. Our answers to the research questions are presented
in Sect. 4. In Sect. 5 we mainly discuss the threats to valid-
ity. Finally, we conclude the paper in Sect. 6 and discuss
directions for further research.

2 Research method

2.1 Systematic review

Systematic reviews are particularly powerful in collecting
and analyzing existing work, which is a common task in
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establishing background knowledge in any research. The
main reasons to perform systematic reviews, outlined in [12],
include (1) summarizing the existing evidence about a spe-
cific software engineering issue; (2) identifying gaps in cur-
rent research to suggest further research directions, and (3)
positioning new research activities in a research framework.

We chose systematic review as our research method due
to its methodological advantages and applicability to our
research questions. From the methodological point of view,
systematic reviews are methodical. They maximize the
chance to retrieve complete data sets and minimize the chance
of bias. From the applicability point of view, our research
questions are in accordance with the first reason summarized
in [12], i.e., summarizing the existing evidence.

To conduct the systematic review, we followed the guide-
lines suggested in [12] for performing systematic reviews in
software engineering. According to the guidelines, a system-
atic review constitutes three main phases, namely (1) plan-
ning the review, (2) conducting the review, and (3) reporting
the review. The main activities in the planning phase are to
specify research questions and develop a review protocol.
A review protocol is of critical importance to a systematic
review because it specifies search, selection, data extraction,
and synthesis strategies. After having specified and evalu-
ated the protocol, its execution is the main activity in the
conducting phase. Finally, the results of the review should
be reported.

2.2 Research questions

SOSE challenges have been often addressed in different stud-
ies from different perspectives simultaneously, making chal-
lenges appear fragmented. For instance, one challenge can be
addressed from the product perspective in one study and the
process perspective from another study. This challenge there-
fore assumes a different meaning in each of these two studies.
To give an example, service design [8] is one of the SOSE
challenges. When addressed from the product perspective, it
concerns the quality (e.g., reusability [14]) and characteris-
tics (e.g., loose coupling, implementation neutrality [15]) of
resulting services. When addressed from the process perspec-
tive, it concerns the way service design is carried out (e.g.,
collaborative design [9]) and its supporting tasks (e.g., decide
the level of coupling in service design [16]). From this exam-
ple, we can see that all these challenges (quality, character-
istics, approaches, and tasks) are aspects of service design.
If we were able to group or classify inter-related challenges,
research efforts could be better focused to address all aspects
of a clustering (super-)challenge.

SOSE challenges are also described in different studies at
various levels of abstraction, making challenges appear fic-
tively independent or isolated. For instance, typically, chal-
lenges described at a high level (or conceptual level) are about

proposing requirements for engineering activities or result-
ing products, including architectures or components of ser-
vice-oriented systems; challenges described at a lower level
(or implementation level) often advocate the need for new
techniques or tools that can be used in service-oriented engi-
neering activities. The implementation-level challenges are
often the “solutions” towards the conceptual level challenges.
To give an example, a SOSE challenge claiming that ser-
vices should be dynamically discoverable is a conceptual
level challenge because it does not directly address imple-
mentation details. An implementation-level challenge could
be the need for techniques to specify services not only in
syntax but also in semantics because specifying services’
semantics is a way to enable service discovery. We can see
that the challenge dynamically discoverable services is
dependent on the challenge specifying services. If we are
able to link the challenges that are inter-dependent, the direc-
tion of research efforts can be more precise.

In order to explore the links between SOSE challenges,
in our early work [17] we proposed a framework aiming at
classifying SOSE challenges and explicitly expressing the
inter-dependencies between them. In that work, we realized
that without a holistic view of the existing SOSE challenges,
a sound framework is very hard to create. We also realized
that a classification scheme for SOSE challenges is essen-
tial for such a framework due to the diverse nature of SOSE
challenges. With this motivation in mind, the aim of this sys-
tematic review is not only to identify all the claimed SOSE
challenges, but also to classify them so that inter-related and
inter-dependent challenges can be grouped. Before conduct-
ing this systematic review, we defined two hypotheses on the
classification of SOSE challenges.

– Hypothesis 1: SOSE challenges can be classified based
on their topics.
We formulated this hypothesis because SOSE challenges
are addressed at different levels of detail. Some imple-
mentation-level challenges can be regarded as sub-chal-
lenges of a conceptual-level challenge. We may consider
all these challenges as illustrating the same topic.
We define topic as the subject or theme of a challenge.
Challenges illustrating the same topic should address the
same subject but with a different focus. For instance,
dynamic service discovery and semantically enhanced
service discovery are both about service discovery. The
former focuses on performing service discovery in a
dynamic manner rather than a static manner, while the
latter emphasizes enhancing the way that services are dis-
covered by adding semantic annotations to service spec-
ifications.
The conditions for this hypothesis include (1) each
challenge should have one and only one topic; (2) the
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abstraction level of a challenge should be lower or equal
to the abstraction level of its topic.

– Hypothesis 2: SOSE challenges can be classified based
on their types.
We formulated this hypothesis because SOSE challenges
are addressed from different perspectives, such as pro-
cess, product, and architectural perspectives. We may
regard all the challenges that are addressed from the same
perspective as one type.
We define type as a general form or style common to a
number of challenges. The challenges that are of the same
type must have distinguishing characteristics in common.
For instance, composability analysis, transaction man-
agement tools, and encryption are three SOSE challenges.
These challenges are common methods or tools that can
be used to accomplish some tasks: composability analysis
is used in service composition, transaction management
tools support transaction management, and encryption is
a way to improve security. Therefore, these three chal-
lenges can be regarded as of the same (general) type,
e.g., technique challenges.
The condition for this hypothesis is that each challenge
should have one and only one type.

With these two hypotheses in mind, we specify the fol-
lowing research questions:

– Q1: What SOSE challenges have been claimed in the
research community so far?

– Q2: How to classify the claimed SOSE challenges?

– Q2.a: What are the characteristics of the challenges?
Can we classify these challenges by types based on
their characteristics?

– Q2.b: What are the topics addressed by the challenges?
Can we summarize a list of topics that these challenges
have covered?

– Q2.c: Are there any other ways to classify SOSE chal-
lenges?

2.3 Review protocol

A review protocol is a plan specified prior to the execution of
a systematic review. This plan describes how to search and
select relevant studies as well as how to analyze extracted
data to answer pre-defined research questions. A well-defined
review protocol is essential to a systematic review since it
encourages less researcher bias [12].

The main components of the review protocol include data
sources, search strategy, study selection strategy, data extrac-
tion method, and data synthesis. The first three components
define the scope of the study and explain the motivation
behind it. The last two components describe how the results

are concluded. All these components are essential for the
readers to fully understand and appraise the review and crit-
ical for the researchers in the same domain to replicate the
review or repeat the review with other datasets [18]. We,
therefore, explicitly describe the review protocol in this sub-
section.

2.3.1 Data sources

The following electronic libraries give a reasonable confi-
dence of covering all relevant publications. Therefore, we
use these libraries as our main resources:

– IEEE Explore
– ACM Digital Library
– ISI Web of Knowledge
– SpringerLink
– ScienceDirect
– Wiley Inter Science Journal Finder

2.3.2 Search strategy

The research questions listed in Sect. 2.2 require the same set
of data collected from the literature. Research question Q1 is
relatively more straightforward and question Q2 requires fur-
ther data synthesis. The search strategy was therefore devel-
oped based on research question Q1.

Question Q1 contains two key terms, namely: SOSE and
challenge. A list of related terms was constructed for each
of these two terms, as shown in Table 1.

A search string was then constructed using Boolean “and”
to connect the two key terms and “or”’ to allow synonyms.

(SOSE or SOA or “service-oriented” or “service com-
puting” or “service-based” or “service-centric” or
“service engineering”) and (challenge or approach or
agenda or roadmap or “road map” or “overarching
concern” or “research issue”)

Besides the search string, the range of study dates should
also be defined in the search strategy. For instance, Brereton
et al. [11] have chosen 2000 as the starting year for their
review because SOAP was first submitted to W3C in 2000

Table 1 Related terms for the two key terms: SOSE and challenge

SOSE Challenge

SOA Approach

Service-oriented Agenda

Service computing Roadmap

Service-based Road map

Service-centric Overarching concern

Service engineering Research issue
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and web services could be implemented from then on. Alth-
ough major conferences/workshops on service-oriented sys-
tems like ICSOC started in 2003, we decided to use 2000
as the start date to eliminate any chance to overlook SOSE
challenges proposed in conferences/workshops or journals
which do not specifically focus on service-oriented systems.

The last decision we made was to apply search queries to
titles, abstracts, or full-text of publications. In our experience
titles do not always correctly or completely reflect the con-
tent of publications. Searches based on titles cannot provide
us with a reasonably complete set of publications relevant to
our research questions. On other hand, if we search in full-
text, the chance of finding irrelevant publications is too high.
Abstracts usually provide brief and moderate summaries of
publications. We, therefore, decided to apply search queries
to the abstracts of the studies. This means a study is selected
as a candidate study if its abstract contains the keywords
defined in the search string.

Because different digital search engines often provide dif-
ferent search interfaces and require different search syntaxes,
we had to adapt the search string for each search engine.

2.3.3 Study selection

Some of the studies might contain the keywords used in the
search string but are irrelevant to our research questions.
Study selection therefore has to be performed to include
only studies that contain useful information for answering the
research questions. The selected studies constitute primary
studies for a systematic review.

Accordingly, a set of inclusion and exclusion criteria are
specified based on the scope of the review and the quality
of the studies. A study is selected as a primary study if it
satisfies all the pre-defined inclusion criteria and is elimi-
nated if it fulfills any of the pre-defined exclusion criteria.
These criteria, together with the corresponding motivation
and rationale are given in Table 2.

Inclusion criterion I1 limits our review to studies that are
strongly related to SOSE. More specifically, exclusion crite-
ria E1 and E2 are used to eliminate studies that are irrelevant
and marginally related to SOSE, respectively, and E3 indi-
cates that SOSE in a specific application domain is beyond
the range of our review.

Inclusion criterion I2 limits our review to studies that are
strongly related to challenges. More specifically, exclusion
criterion E4 indicates that solutions to SOSE challenges are
beyond the scope of this review; and E5 points out that a
study that is strongly related to SOSE but does not propose
SOSE challenges is not relevant in our review.

The last criteria I3 and E6 are used to select studies that
reach the quality of scientific papers. In our future work, we
plan to conduct another systematic review which focuses on

the studies that are presented in forms other than scientific
papers.

2.3.4 Data extraction

The reference details of each primary study are recorded
using Endnote (http://www.endnote.com). For quantitative
analysis purposes, we also record the type of paper (con-
ference/workshop or Journal/Book chapter) and the year of
publications in a spreadsheet.

Each primary study is analyzed concentrating on identi-
fying SOSE challenges. When a study describes a challenge
regarding SOSE or proposes a SOSE research issue, we elicit
SOSE challenges from this study in such a way that each
SOSE challenge is the smallest unit (i.e. cannot be decom-
posed to multiple challenges from its original description).
For instance, suppose a study describes a SOSE research
issue as “services should be discoverable and composable”,
we elicit two SOSE challenges as “services should be dis-
coverable” and “services should be composable”. In this way,
each elicited SOSE challenge has one focus.

All the identified challenges are documented in a spread-
sheet in terms of their names, descriptions, and rationale
(if present). The data model for the data extraction form is
presented in Fig. 1.

2.3.5 Data synthesis

After all the SOSE challenges are identified from the primary
studies and recorded in a spreadsheet, we have a pool of chal-
lenges in the form of descriptive text. In order to answer the
question Q2 (how to classify SOSE challenges), we need to
synthesize the extracted data as follows:

Classify the SOSE challenges by their topics. Reciprocal
translation and line of argument synthesis, two strategies of
Meta-ethnography, especially useful for interpretive reviews,
were first introduced by Noblit and Hare [19].

As Kitchenham [12] suggested, reciprocal translation
can be used “when researchers need to provide an additive
summary on the studies that are about similar things by trans-
lating each case into each of the other cases”. Instead, line
of argument synthesis can be used “when researchers are
concerned about what they can infer about a topic as a whole
from a set of selective studies that look at a part of the issue”.

In our systematic review, if some of the SOSE challenges
are about a similar topic, reciprocal translation is applica-
ble to translate each topic into each of the other topics. For
instance, suppose we have identified three challenges, namely
(1) dynamic service composition, (2) compose services at
runtime, and (3) automatic service composition. By apply-
ing reciprocal translation, we may conclude that all these
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Table 2 Motivation and rationale for inclusion and exclusion criteria

Inclusion criteria Exclusion criteria (exceptions to inclusion criteria)

I1 A study that is mainly about service-oriented systems or
service-oriented architectures.
Motivation: we are interested in challenges that are related to SOSE.
This implies that studies that are about SOA or service-oriented sys-
tems are relevant to our research questions

E1 A study that is not about service-oriented architecture.
Rationale: since we use SOA as one of the keywords in the search
strings, studies that have “SOA” in their abstracts but are com-
pletely irrelevant to service-oriented systems should be excluded.
For instance, studies about Society Of Actuaries or Silicon-On-Any-
thing will be excluded.
E2 A study which is marginally related to service-oriented sys-
tems.
Rationale: if the core of a study is about another field than service
engineering and is only marginally related to service-oriented sys-
tems should be excluded. For instance, a study that is mainly about
how to design and develop health information systems should be
excluded.
E3 A study that is about SOA application in a specific domain.

Rationale: we are interested in SOSE-related challenges in general
but not in specific application domains. The challenges that are very
important to one application domain might be less relevant to another
application domain. Although domain challenges are also vital to the
application of service-orientation, it is not the focus of this study.
For instance, a study proposing SOSE challenges that the military
domain faces should not be included because these challenges might
not be relevant or important to other application domains; however,
a study proposes SOSE challenges in general and further elaborates
how these challenges influence the military information system will
be included.

I2 One of the main objectives of a study is to present service
engineering research challenges, issues, open questions, etc.
Motivation: if one of the objectives of a study is to propose a chal-
lenge, we expect that this challenge has not been proposed before.

E4 The objective of a study is only to present solutions to a
SOSE challenge.
Rationale: if presenting SOSE challenges is not one of the objectives
of a study, most likely the challenges (if ever mentioned) are known
challenges. These known challenges should be (originally) claimed
by other studies.
E5 A study that has other objective than proposing challenges
or solutions.
Rationale: a study that does not propose any SOSE challenges has
no value to our research questions.

I3 A study that is in form of a scientific paper.
Motivation: a scientific paper guarantees a certain level of quality
and contains reasonable amount of content.

E6 A study that is not in form of a scientific paper. For instance,
tutorials, keynotes, presentations do not provide sufficient
information.
Rationale: a study that is not a scientific paper might not have suf-
ficient level of quality or does not provide reasonable amount of
information.

three challenges are about composing services without
human intervention. Therefore, we may unify these three
challenges by naming all of them dynamic service com-
position. We should apply reciprocal translation to all the
identified SOSE challenges until no challenge can be trans-
lated into another.

After applying reciprocal translation to all the challenges,
we examine whether one challenge is a sub-challenge of
another. We use line of argument synthesis to determine the
main theme of a set of challenges. For instance, we have
identified the following challenges: (1) dynamic service com-
position, (2) integrate transaction management into the ser-
vice compositions, (3) service composition language, and (4)
composability analysis. All these four challenges fall under

the umbrella of another challenge “service composition”. We
may therefore conclude that these four challenges all address
the topic “service composition”. In this case, “service com-
position” is both the name of the SOSE challenge and of the
topic.

In practice, we should apply line of argument synthesis
to all the challenges in an iterative manner. In the first itera-
tion, temporary topics should be determined for all the SOSE
challenges. Afterwards, we should apply line of argument
synthesis to all the temporary topics in case some of the tem-
porary topics can be further translated. We have to repeat
this process until each topic is distinguishing and none of the
topic is a sub-topic of another. In the end, we generate a list
of topics of the SOSE challenges.
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Fig. 1 The data model for data extraction forms

Classify the SOSE challenges by their types. A type of
the SOSE challenges can be regarded as a term that
insightfully describes the characteristics of SOSE challenges.
The SOSE challenges that are assigned by the same type
should share the same characteristics. A common method
that is used for this purpose is the grounded theory method
because the theories (types) are “grounded” in the data (the
SOSE challenges) [20].

Constant comparison method, one of the grounded the-
ory techniques, has been often used in analyzing data and
generating categories of data. Although constant compari-
son method can be used on any set of data, it is particularly
suitable for the data that are context sensitive [21] (i.e., data
can be interpreted differently in different contexts).

To interpret an SOSE challenge correctly, one often needs
to understand in which context the challenge is proposed
and how it is addressed. For instance, Zhu [14] claims that
“to make services reusable” is a challenge. Without under-
standing the context of this challenge, we cannot conclude
whether this challenge is about designing reusable services
or about what can be reused in services. By reading the
context, we understand that this challenge is about the under-
standability of services, the price/performance ratio of ser-
vices, etc. We can therefore conclude that this challenge was
addressed from the quality perspective (reusability) rather
than the design principle perspective.

Miles and Huberman [22] described the procedure for
the constant comparison method as: coding, pattern coding,
memo, refining proposition. Following this procedure, we
have to label each identified SOSE challenge with emergent
codes; look for patterns or trends in the codes; compare and
study coded passages; record any findings in memos; and
eventually, propositions can be established and refined from
the memos. The iteration of these steps continues until no new
proposition emerges and no modification to proposition is
needed, which means theoretical saturation is reached. These
propositions reflect the patterns and characteristics (types)
recognized among a subset of SOSE challenges. In this way,
SOSE challenges are classified by their types.

3 Overview of the included studies

In total, we found 729 publications, whose abstracts contain
the keywords defined in the search string. By carefully eval-
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Fig. 2 Distribution of primary studies published by year

uating these publications against the inclusion and exclusion
criteria, we selected 51 publications that are strongly relevant
to our research questions, identified as primary studies.

Figure 2 shows the distribution of primary studies pub-
lished by year as well as the trend-line. The positive trend-line
slope indicates an increasing amount of research work being
dedicated to identifying, proposing, and collecting SOSE
challenges.

According to the results of our review, the first three pri-
mary studies proposing SOSE challenges were published
in 2003 (when ICSOC was launched). Although the num-
ber of primary studies slightly drops in 2004, it tremen-
dously increases and reaches its first peak in 2005; it slightly
decreases again in 2006 followed by the second peak in 2007,
which is doubled as compared to the first peak. We interpret
these two drops as shifting research efforts from identify-
ing challenges to investigating solutions. As soon as more
experiences have been accumulated in engineering service-
oriented systems, researchers are keen to investigate ways to
maximize the potential benefits that SOA promised, such as
flexibility, agility, and reusability.

It is very interesting to notice that our interpretation on the
distribution of primary studies resembles the two most prom-
inent laws of software evolution suggested by Lehman [23]:
continuous changes and increased complexity. These two
laws indicate that when software is evolving, changes to
software are inevitable. Maintenance efforts therefore have
to be devoted to reduce the increased complexity caused by
the changes. When we look at SOSE challenges, there are
continuous expectations instead of continuous changes; and
there are growing understandability instead of increased
complexity. Consequently, the higher the expectations, the
more work is dedicated to identifying challenges; the better
the challenges are understood, the more work is dedicated
to overcome the challenges. These two regular patterns are
called SOSE emergence laws in our review.

These two SOSE emergence laws are also revealed by the
summary of primary studies in terms of sources and year, as
presented in Fig. 3. The sources of the primary studies include
conference, workshop and symposium proceedings, as well
as journal articles, and book chapters. Generally speaking,
publications in journals and books represent more mature
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Fig. 3 Summary of primary
studies in terms of source and
year

Source 2003 2004 2005 2006 2007 2008  Grand Total
book chapter 0 0 2 0 4 0 6
Journal 0 0 1 4 4 3 12
SubTotal 0 0 3 4 8 3 18
conference 1 0 4 1 10 2 18

Symposium 0 0 2 1 0 0 3

Workshop 2 1 1 1 3 4 12

SubTotal 3 1 7 3 13 6 33
Grand Total 3 1 10 7 21 9 51

research results than those in conference, workshop, or sym-
posium proceedings. According to our review, the SOSE
challenges elicited from journal articles or book chapters
were first posed in 2005. The increasing number of SOSE
challenges appearing in journal articles or book chapters in
2006 and 2007 not only indicates an incremental insight in
the field, but also points out that SOSE challenges are attract-
ing growing attention in the research community.

4 Results of the systematic review

4.1 RQ1—claimed SOSE challenges

A total of 413 SOSE challenges were elicited from the
selected 51 primary studies. The distribution of the number
of SOSE challenges proposed by year is illustrated in Fig. 4.
While Fig. 2 is about the amount of work dedicated to identi-
fying SOSE challenges, this distribution presents the number
of SOSE challenges actually being identified. It would be rea-
sonable to expect an increasing number of challenges with
the increase in the number of publications related to chal-
lenges. Nonetheless, e.g., certain publications might identify
many more challenges than others. In other words, the dis-
tribution of challenges is not necessarily the same or sim-
ilar to the distribution of primary studies. For instance, we
might encounter a situation in which the studies in 2003–
2005 propose say 20 challenges, and the studies after 2005
propose only one challenge. In this hypothetical situation,
the trend-line slope of SOSE challenges would be negative.
The similarity between these two distributions (in Figs. 2, 4)
points out that the actual results from research publications
on SOSE challenges also reflect the SOSE emergence laws.

It is interesting to note that the distribution line presented
in Fig. 4 reveals what we call the SOSE challenges cycle
(see the dashed line). This cycle recalls the Gartner Hype
Cycle [24] (both illustrated in Fig. 5). While the Gartner
Hype Cycle (thicker line in the figure) graphically presents
the maturity level of the application of specific technolo-
gies, the SOSE challenges cycle presents the awareness of
SOSE-related research issues. These two cycles are mutually
related. When SOSE faces peak of inflated expectations (see
the peak of the Gartner hype cycle in Fig. 5), researchers are
ambitious to investigate how to fulfill those expectations and
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therefore the awareness of SOSE challenges tremendously
increases. When investigation results start to appear, new
research issues keep emerging and known research issues
are further decomposed. Therefore, awareness of SOSE chal-
lenges increases further until it reaches its peak (see the peak
of the SOSE challenges cycle in Fig. 5). At the same time,
SOSE faces trough of disillusionment (see the base of the
Gartner hype cycle in Fig. 5) since researchers are aware
that there are too many SOSE challenges to be solved before
SOSE reaches the level of maturity to be widely adopted.

We observe that (a) in 2007 a large number (193) of SOSE
challenges have been published and (b) it is unlikely that
there will be more SOSE challenges published in 2008 than
in 2007 since there are only 64 challenges published before
July 2008 (i.e. about one third of the challenges in 2007).
Further, researchers have already accumulated knowledge
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of SOSE-related research issues from 2003 and these issues
cover a wide range of SOSE research topics. Based on these
observations, we deduce that the number of SOSE challenges
is reaching stability (see the decreasing part of the SOSE
challenges cycle in Fig. 5). We therefore argue that we are
currently in the slope of enlightenment of the Gartner Hype
Cycle.

4.2 RQ2.1—topics of SOSE challenges

By using the reciprocal translation and line of argument syn-
thesis methods explained in Sect. 2.3.5, we determined one
topic for each elicited SOSE challenge and we summarized
45 topics in total. In this way, the SOSE challenges can be
classified by their topics, which confirmed our first hypoth-
esis. The summarized topics are presented in Appendix A,
sorted by the descending number of challenges under each
topic.

Looking at the summarized topics, we noticed that many
topics are not at the same abstraction level. Some of the top-
ics (e.g., SOA education) are broader than the others (e.g.,
fault handling, transaction). The different abstraction lev-
els are caused by the fact that the topics that have been
addressed as SOSE challenges elicited from the primary stud-
ies already belong to different abstraction levels. And this
becomes apparent after using the synthesis methods (expl-
ained in Sect. 2.3.5) as well.

To get an overall idea about the coverage of these topics,
we compared our results with the issues identified in the sys-
tematic review conducted by Brereton et al. [11], which to our
knowledge is the only systematic review performed on SOSE
studies. Of the 20 issues concluded in [11], 2 issues are not
touched at all in our review (‘payment’ and ‘time to market’),
and 2 issues partially overlap as being only indirectly related
to the topics in our review (‘service replication’ and ‘stateful-
ness in the context of replication’). Service replication is one
of the approaches to improve the capability of fault tolerance
or fault handling. In our review, although we do not find any
SOSE challenge directly linked to service replication, we do
find some challenges addressing fault handling. Therefore,
we regard these two issues as indirectly related. The remain-
ing 16 issues match with the topics summarized in our review.

We have to keep in mind that the publication duration
covered by these two reviews is different. The review con-
ducted by Brereton et al. covers the studies that are published
between January 2000 and June 2004, whereas our review
covers studies that are published between January 2000 and
July 2008. Furthermore, the research questions addressed by
these two reviews overlap but with a different focus: Brer-
eton et al. analyzed the issues that occurred in engineering
service-oriented systems as well as solutions proposed to
address these issues, whereas our review does not investi-
gate solutions. Therefore, the identified SOSE research top-

ics between these two reviews are most likely to overlap with
some differences. We therefore use the comparison results for
reference purposes only, rather than validation purposes.

4.2.1 Top three topics: quality, service, and data

Looking at the summarized topics in Appendix A, some of
them are well-known in that we have seen numerous research
papers relating to those topics, but some of them are new to
us in that we do not know how much research efforts have
been dedicated to those challenges. To gain insight into the
heaviest or lightest published research areas, we specifically
zoomed into the topics that cover the highest number of chal-
lenges as well as the lowest ones.

As we can see in Appendix A, the topic of ‘quality’ has
been addressed by the highest number of challenges. More
than 50 challenges elicited in our review address quality-
related issues, including security, reusability, flexibility, inter-
pretability, and performance. These quality-related issues are
emphasized due to the dynamic nature of service-oriented
systems. When facing a number of competitive services that
deliver similar functionalities, QoS is one of the few fac-
tors that a service consumer uses to decide which services to
select. Since services are often cross-organizational (which
means that the characteristics of hardware and platforms are
unpredictable), delivering, measuring, and testing the quality
of the provided services are extremely challenging. Further-
more, when business functions are progressively exposed as
services, the requirement for QoS turns to be more critical.
Therefore, it is not surprising to see that more than one-
tenth of the elicited SOSE challenges address quality-related
issues.

Next to the topic of ‘quality’ is the topic of ‘services’, the
building blocks of service-oriented systems. The challenges
relating to this topic express the properties that a good service
is supposed to encompass. Such properties include loosely
coupled, self-managed, discoverable, and composable, just
to name a few. The requirements of these properties come
from the prospect that services are meant to be composed
in order to deliver value-added business functions and that
this composition can be achieved dynamically. This prospect
also explains why the topics of ‘V&V’, ‘testing’, ‘service
composition’, ‘infrastructure’, and ‘implementation’ are all
among the top ten hottest SOSE topics.

As a surprise, we did not expect that many SOSE chal-
lenges relating to the topic of ‘data’. In order to gain a bet-
ter insight into this topic, we have looked into the primary
studies where data-related SOSE challenges were elicited.
The first primary study posing data-related SOSE challenge
was published in 2003 by Risse et al. [25]. They proposed a
research challenge regarding data management for service-
oriented systems, in particular, how to store data to achieve
reliability. Few more challenges were posed in successive
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years, mainly about integrated view of data, data visualiza-
tion, and data mining. Most of the data-related SOSE chal-
lenges were posed in [9] in 2007 by Tsai et al., who also
pointed out the important issues related to data provenance in
service-oriented environments [26]. Due to the link between
data provenances and service composition, reliability, secu-
rity, and integrity of service-oriented systems, Tsai et al. [9]
summarized a list of activities in a SOA data life cycle and
corresponding techniques needed to support these activities,
from which we elicited 18 SOSE challenges. We notice that
two-thirds of the data-related SOSE challenges originated
there, which means that although many challenges have been
elicited, the importance of the topic ‘data’ has not been com-
monly recognized in the community. We are reminded that
more research efforts could be devoted to data handling in
the context of service-oriented environments.

4.2.2 Topics that are less attractive

From the bottom of Appendix A, we looked into the topics
that appear less attractive to the SOSE community. Surpris-
ingly enough service discovery, a well known SOSE research
issue, falls under one of the bottom topics. This unexpected
bottom topic triggered us to investigate whether it is true
that only two SOSE challenges addressed service discov-
ery. The results of the investigation show that there are in
fact a number of challenges addressing other topics that are
indirectly related to service discovery. For instance, service
description should provide necessary means for service dis-
covery [27](topic: service), federating registries to support
service discovery [28](topic: registry), one of the character-
istics of services is being discoverable [29](topic: service),
infrastructure should be context-aware to find services that
are optimal for contexts [30](topic: infrastructure). Each of
these challenges focuses on various topics like service, reg-
istry, and infrastructure, but overcoming these challenges
will eventually contribute to service discovery. These find-
ings reveal that thanks to the active SOSE research efforts
of the last years, researchers have gained valuable insight
into some SOSE challenges. This insight allows to decom-
pose a too broad challenge into a number of more specific or
concrete challenges that often address various topics. In this
way, research concerns are better organized and separated,
and research directions appear clearer.

4.2.3 Innovative topics

We also notice that some topics located at the bottom of
Appendix A are quite innovative, for which researchers might
have not yet precisely realized the related challenges. For
instance, when enterprises start to adopt SOA, and services
travel across the organizational boundaries, changes to social
and legal aspects are inevitable [31]. These aspects are rela-

tively new in the SOSE research community, where research-
ers usually concentrate on the technology-related issues
rather than the social and legal ones.

Moreover, some topics like ‘best practice’ are typically
the interests of practitioners rather than researchers. Since
we did not purposely collect publications from the industry,
it is reasonable that challenges with respect to SOA practice
and application are less frequent in our review, as discussed
in Sects. 5.1 and 6.

4.2.4 The trend of the topics

Looking at the distribution of the number of topics addressed
by the SOSE challenges in each year (see Fig. 6), we notice
that it is slightly different from the distribution of the number
of the SOSE challenges illustrated in Fig. 4. Instead of the
two drops in 2004 and 2006 with regard to the number of
SOSE challenges, the number of topics increases each year
from 2003 to 2007. Although it drops in 2008, it is still rela-
tively high considering the drop of the number of challenges.
In our opinion, the increasing number of topics in each year
indicates the fact that the researchers have been keeping iden-
tifying new challenges in various SOSE disciplines.

It is also interesting to see that the larger the number of
the SOSE challenges is, the longer the corresponding topics
exist. Looking at the upper part of Appendix A, we notice that
most of the topics are addressed in all the years; while looking
at the lower part of Appendix A, we notice that most of the
topics are addressed only by the SOSE challenges identified
in very recent years. This shows that new SOSE challenges
emerge while known challenges remain in the SOSE research
community.

More specifically, we observe that all the topics that appear
between 2003 and 2006 remain in 2007 and 2008 except
for three topics, namely: collaboration, decomposition, and
service negotiation. The SOSE challenges that address col-
laboration point out that business partners of a service-ori-
ented system need to collaborate and work as a team. The
SOSE challenges that address decomposition focus on how
to decompose an existing application into services. In our
opinion, the reason why these two topics disappear after 2006
might be that two broader topics (stakeholder management
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and migration to SOA) attract more attention in recent years.
Hence, collaboration and decomposition are replaced by
these two broader topics.

It is very surprising to see that only one challenge pro-
posed in 2006 addresses service negotiation. Service negoti-
ation refers to the interaction between a service consumer and
provider with the aim of reaching a service level agreement.
The automation of this interaction is of great importance for a
service-oriented system that dynamically discovers and com-
poses services. Since dynamic service discovery and com-
position are still under research and are seldom applied in
practice, service negotiation does not actively play a role in
current service-oriented systems. However, we expect ser-
vice negotiation to come back as a hotter research topic in
near future.

We also observe several topics that emerge in 2008 includ-
ing service adoption, indicators, social, and legal issues and
stakeholder management. These topics are quite innovative
and often cross-cut multiple disciplines in SOSE. They con-
cern not only technical issues but also business and orga-
nizational issues. The emergence of these topics shows that
the scope of SOSE is not limited to IT-related issues; rather, it
involves business, stakeholders, organizations, and the
society.

4.3 RQ2.2—types of SOSE challenges

Following the constant comparison method explained in
Sect. 2.3.5, we coded each elicited SOSE challenge and iden-
tified a number of distinguishing patterns among the codes.
These patterns can be regarded as the properties of a group
of SOSE challenges. This confirms our second hypothesis—
SOSE challenges can be classified based on their types.

4.3.1 The definition of the eight types of SOSE challenges

We have identified eight types of SOSE challenges, namely
characteristics, quality attributes, artifacts, SOSE activity,
service operations, technique, business, ,and cross-cutting
concerns. Each type of SOSE challenges is described as
follows:

Characteristic is an unique feature, peculiarity, requirement
or property of services that have been distinguished by the
research community. Sometimes, characteristics are also
called design principles. Being applicable to all service-ori-
ented systems, characteristics are regarded as non-functional
requirements within the scope of systems (indicated as white
area in [32]), which means they are of concern for service pro-
ducers including service developers, service providers, and
service integrators. All the service-oriented systems should
have the same set of characteristics from the perspective of

service orientation. For instance, loose coupling is a charac-
teristic because service producers are supposed to deliver ser-
vices that have the least dependencies on each other, that are
composable with other services and, if changed, the impact
is minimized.
Quality attribute refers to the quality or capability that satis-
fies customer specifications. Different from characteristics,
quality attributes are explicitly demanded by service con-
sumers. Consequently, quality attributes often require vari-
ous disposition on a case-by-case basis (indicated as black
area in [32]. For instance, high performance might be impor-
tant to one service consumer, whereas high security might be
the interest of another service consumer.
Artifact is an object or unit that commonly exits in deployed
service-oriented systems, such as service, infrastructure, ser-
vice contract, etc. In this review, we address artifacts from
the product point of view. In the other words, artifacts con-
stitute products. Therefore, objects or units not directly used
in the deployed systems are not regarded as artifacts here.
For instance, requirements specifications are not regarded
as artifacts in our review because they are used during the
design, development or even the testing phase but not directly
involved in the operation of a deployed system. A service
specification, however, is an artifact because it is used in ser-
vice discovery, service composition, and service monitoring,
which might occur after services are deployed.
SOSE activity is a task carried out in engineering service-
oriented systems, such as requirement engineering, service
design, or testing. The challenges related to SOSE activities
are often described in terms of requirements or expectations
on these activities. For instance, requirement engineering in
SOSE becomes a challenge because system structure, model-
ing and specification languages, and execution environment
all differ from traditional software systems.
Service operation is a special task which is often expected
to be automated and executed dynamically in engineering
service-oriented systems. We also notice that the objects of
such a task are often services. To distinguish these tasks from
the SOSE activities that are usually carried out by engineers,
we classify this type of task as a service operation.
SOSE technique is a specific method, skill or tool that can
be adopted in order to build a system with the required level
of quality or encompasses the characteristics of service-ori-
ented systems. A distinctive characteristic of a SOSE tech-
nique is that it can often be adopted in different contexts. For
instance, simulation is a technique that is often used to simu-
late new services for evaluating their runtime behavior before
deployment. Simulation can also be used in requirements
engineering and modeling. However, since this technique is
not mature enough to simulate all the (runtime) behavior
correctly and completely, research efforts are needed. Once
simulation is mature, multiple fields (e.g. requirements engi-
neering, testing) may benefit from it.
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Cross-cutting concern is an issue relevant both to SOSE and
to other domains. For instance, SOA education is relevant
to both SOSE and the education domain. This type of con-
cerns can be regarded as challenges where research efforts
are demanded to leverage issues from diverse domains.
Business-related challenges reflect issues that enterprises
have to deal with due to SOA adoption. When enterprises
start to expose their business functions as services, they may
face challenges related to workload management, business
process, stakeholder management, etc. Although these chal-
lenges are not directly related to SOSE, business-IT align-
ment requires the cooperation of the business community
and the IT community. Therefore, we also regard business
challenges as SOSE challenges.

4.3.2 Inter-relationship between types of SOSE challenges

All types of SOSE challenges are potentially inter-related.
For instance, SOSE technique challenges can be regarded
as a super-type which cross-cuts all the other types. This is
because any proposed methods or tools, which are in support
of attaining characteristics, quality attributes, required arti-
facts, engineering tasks, or even aspects relating to business,
and other domains, are regarded as technique challenges in
our review. As a result, technique challenges are linked to the
other seven types of challenges. When a technique challenge
is resolved, its inter-related challenges are also benefited.

Another inter-relationship exists between process-related
and product-related challenges. Challenges of SOSE activ-
ities and service operations are process-related challenges
because they concern how to build service-oriented systems
that meet the requirements of customers, whereas challenges
of characteristics, quality attributes, and artifacts are prod-
uct-related challenges because they concern what should be
built in service-oriented systems to meet the requirements of
customers. Since better approaches (how) often lead to bet-
ter results (what), overcoming process-related challenges are
often in support of tackling product-related challenges.

To further investigate the potential inter-relationships
between types, we study their distribution over time. In this
way we are able to observe the emergence of each type,
without entering into the details of the individual challenges
belonging to that type (which can be a further issue for future
work).

Technique challenges. As presented in Fig. 7, the distribu-
tion of the number of SOSE technique challenges is quite sim-
ilar to that of the other types of SOSE challenges. We observe
that publications addressing other types of SOSE challenges
often address associated technique challenges. This explains
why the two lines in the figure are similar. Nonetheless, this
observation is purely based on quantitative aspects; no con-
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clusion can be drawn in this review on the extent to which
certain technique challenges be indeed inter-related to which
other challenges. We will explore inter-relationships between
individual challenges in our future work. Furthermore, we
observe that the distribution of the number of SOSE tech-
nique challenges is also similar to that of the primary stud-
ies, which means the average number of technique challenges
proposed in each primary study is similar in each year. In our
interpretation, this observation shows that SOSE challenges
are commonly recognized in the SOSE research community.
Product-related SOSE challenges. Further, we studied the
distribution of the number of challenges of artifacts, charac-
teristics and QoS, which are the product-related challenges.
The graphic in Fig. 8 reveals some interesting facts with
regard to the product perspective. First of all, no QoS-related
challenges were posed in 2003. This is quite reasonable
in that functional requirements can be directly implemented
while non-functional requirements often rely on other
aspects, such as hardware, network, etc. When the service-
oriented paradigm just emerged, it is logical that less atten-
tion is focused on what QoS is demanded from customers, but
more on what service-oriented systems should deliver. Sec-
ond, while the numbers of the other two types of SOSE chal-
lenges drop in 2006, the characteristic challenges increased.
We believe this is because increasing attention was put on
quality and artifacts of service-oriented systems in 2005,
researchers were able to elicit their characteristics based on
those results. Third, we did not recognize any QoS and char-
acteristics challenges in 2008 until July, which might indi-
cate that the QoS challenges have reached their saturation,
and focus is being put on engineering solutions.
Process-related SOSE challenges. In addition to these
product-related challenges, we also studied the distribution
of SOSE activity and service operation challenges, which are
the process-related challenges (see Fig. 9). We notice that
different from the other seven types of SOSE challenges,
the number of SOSE activity challenges does not drop in
2006. Instead, it continuously grows and reaches its peak (35
SOSE activity challenges) in 2007, which is also the high-
est number as opposed to the other six types (excluding the
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super-type: technique challenges) of SOSE challenges pro-
posed each year. The cause of such a high number, in our
opinion, is due to the fact that a large number of product-
related SOSE challenges are known by the year of 2007,
indicating a set of requirements for service-oriented systems.
Consequently, SOSE activity challenges as one type of pro-
cess-related challenges are proposed in support of these new
requirements. Service operation (e.g. service discovery or
service composition), another type of process-related chal-
lenges, began to play an important role due to the increasing
need to provide integrated solutions, which leads to corre-
sponding challenges.
Business-related challenges and cross-cutting concerns. It
is surprising to see that business-related challenges and cross-
cutting concerns start to draw more attention in the research
community only in recent years (as depicted in Fig. 10). In
our opinion, these challenges should have occurred or been
recognized as soon as enterprises started SOA adoption in the
beginning of this decade. The reason why business challenges
are gaining more attention only recently, in our opinion, is
the increasing need for business-IT alignment. As argued by
Saugatuck Research [33], SOA adoption happens in three
waves, namely project-based, process-based, and program-
based. When enterprises just start the journey to service-
orientation, the deployment of services is vertical (i.e.
departmental-driven or project-based). In this case, often

0

5

10

15

20

N
u

m
b

er
 o

f 
S

O
S

E
 c

h
al

le
n

g
es

business 0 1 0 0 2 7

cross-cutting concern 0 1 1 1 17 11

2003 2004 2005 2006 2007 2008

Fig. 10 The distribution of the number of business-related and cross-
cutting SOSE challenges

legacy systems are wrapped and delivered as services that are
used within a department or project. After these pilot projects
become mature, enterprises are ready to extend services hor-
izontally (i.e., across-department or process-based). Even at
this stage, there are not too many challenges at the business
level in that services are created or wrapped on top of legacy
systems. Although cooperation between departments might
occur, it is still under one business domain and controllable.
Until SOA is adopted enterprise-wise (i.e., program-based),
which starts recently, the impact of service-orientation on the
business level becomes inevitable. Business process models
have to be aligned with IT solutions, risk analysis has to
be done in the context of SOA, strategic decisions have to
be made on which business partners to choose keeping in
mind the extent to which the business partners support SOA,
just to give few examples. Furthermore, enterprise-wide SOA
adoption requires much more time and financial investment,
as well as extra concerns relating to governance and security
issues, enterprises face many more new challenges.

Next to business-related challenges, enterprise-wide SOA
adoption brings more cross-cutting concerns. When SOA has
been progressively adopted, challenges related to training,
culture, social, and legal issues also emerge. We expect an
increasing number of cross-cutting challenges in the future.

4.4 RQ2.3—On other ways to classify SOSE challenges

Instead of classifying the elicited SOSE challenges in terms
of the topics that they address and the types they reveal, we
found that they can also be classified in terms of the origins or
the impacts. For instance, some SOSE challenges emerge due
to cultural or organizational factors, and some have impact
on projects or management. Based on this idea, we could
propose a classification scheme like engineering challenges,
project challenges, organizational challenges, cultural chal-
lenges, management challenges, etc. However, due to the fact
that our primary studies all come from academic computer
science publications, most of the elicited SOSE challenges
are engineering challenges and only very few challenges
could be classified into the other categories. Therefore, we do
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not use this classification scheme in this review. It could be
used in future work, however, when we will elicit challenges
from industrial SOSE practices, too.

4.5 The SOSE challenges classified along two dimensions

In our review, we have identified 51 primary studies where
413 SOSE challenges have been proposed spanning from
January 2003 to July 2008. We studied all these SOSE chal-
lenges in the context of their corresponding primary studies.
By applying data synthesis, we have further determined, for
each challenge, its type and covering topic.

The SOSE challenges that address the same topic may
have different types. For instance, capturing user require-
ments and simulation are two SOSE challenges that are both
about requirements engineering), where the former is a SOSE
activity while the latter is a technique. Similarly, the SOSE
challenges that are of the same type may address differ-
ent topics. For instance, data visualization, runtime ranking
mechanism, and dynamic security analysis are three tech-
nique challenges which address the topics: data, service selec-
tion, and quality, respectively.

All these findings are collectively presented in a cross-ref-
erenced table (see Appendix B) showing under each topic,
how many challenges have been proposed of each type, or
vice versa. This table can be very valuable when research-
ers need to get an overview of the state-of-the-art research
challenges on a specific topic or a specific type of SOSE
challenges.

5 Discussion

5.1 Threats to validity

As an empirical research, the validity of the results from the
systematic review have to be evaluated. In particular, due to
the fact that subjective measurements have been involved in
selecting the primary studies, data extraction and data anal-
ysis in the course of the review, the credibility of the results
could be argued. Thus, in this section, we justify the valid-
ity of the results by discussing possible threats that might
restrict our ability to interpret extracted data and conclude
our findings.

Suggested by Perry et al. in [34], at least three types of
threats should be discussed. This includes (a) threats to con-
struct validity, (b) threats to internal validity, and (c) threats
to external validity. Construct validity means to what extent
the inferences can be made correctly (i.e., consistent under-
standing between study designers and executors). Internal
validity focuses on the degree to which the study design
allows results following data (i.e., bias is eliminated). Exter-
nal validly refers to how far the results of the study can be

generalized (i.e., environmental factors do not have impact
on findings). In the following we discuss each of them.

Construct validity. In our review, we do not encounter
threats to construct validity due to the fact that the review
was carried out by the same person who designed the review.
Thus, the chance of misinterpretation of theoretical concepts
is minimized. As the objective of the review is to explore
SOSE challenges, SOSE and challenge are two main con-
cepts in our reviews. In the review protocol, we have explic-
itly defined SOSE challenges as research issues (challenges)
in engineering service-oriented systems (SOSE). Such a def-
inition helps readers to achieve the same interpretations and
helps researchers to replicate the review (if needed) in the
future.
Internal validity. With respect to the process of the system-
atic review, the main limitation is that the review is mainly
conducted by a Ph.D. candidate rather than multiple
researchers. Since the decisions that need to be made in
selecting primary studies and synthesizing extracted data are
quite subjective, the possibility of bias is increased. In order
to minimize the chance of bias we have explicitly defined a
review protocol beforehand, which includes research ques-
tions, search strategies, study selection strategies with pre-
cise inclusion, and exclusion criteria, as well as a number
of data synthesis methods. The review protocol has been
carefully examined by three colleagues with experience in
empirical software engineering as well as systematic reviews.
After the review protocol was finalized, the review was exe-
cuted strictly following the protocol. Furthermore, a second-
ary researcher has conducted a quality assurance check by
evaluating randomly selected data set. Nevertheless, with the
involvement of colleagues and a secondary researcher, we
can minimize but not fully prevent the subjective influence
of the conductor of the systematic review.

With respect to the design of the review, we recognize two
threats. First of all, to reduce the number of studies that meet
the search criteria into a feasible range, we have created a list
of related terms tightly related to the two keywords (SOSE
and challenge) and restricted the search in abstracts only.
Prior to executing the review, we have evaluated the search
strategy against a number of studies known to be relevant.
The result shows that all these known studies are retrieved by
the search strategy. We therefore have the confidence that the
search strategy can be used to find other relevant unknown
studies. We, however, are not able to prevent the chance that a
publication completely relevant to our review is not selected
simply because its abstract does not contain the keywords
defined in the search string.

Second, we explicitly excluded publications whose
objective is only to present SOSE solutions. Our underly-
ing assumption is that if proposing a challenge is not one of
the objectives of a publication, the challenge that might be
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addressed in the study is a known challenge, which means
it should be originally proposed in other publications. How-
ever, it is possible that a publication actually does propose
new SOSE challenges, but this objective is not presented in a
clear way. In this case, we might not identify this publication
as a primary study and therefore miss the new challenge. To
gain more confidence on the completeness of elicited SOSE
challenges, we have checked the elicited SOSE challenges
against the SOSE challenges that are addressed by the publi-
cations where proposing SOSE challenges is not one of their
objectives. The results of this check show that we did not
overlook any SOSE challenges addressed in those publica-
tions.
External validity. The scope of our review is restricted
purely to the academic domain. We purposely looked for
research challenges proposed in the form of scientific papers
that are collected by a number of electronic databases which
contain only academic research papers. We would assume
that SOSE challenges appearing in the academic domain
occur in SOSE practice as well since these challenges are
simply issues that need to be solved to engineer service-ori-
ented systems, regardless who poses them. However, since
SOSE research challenges presented in other forms than sci-
entific papers were not considered in our review, the com-
pleteness of the results might be threatened. Nevertheless,
our results show that (as explained in Sect. 4) the trend of
SOSE challenges, with regard to the number of SOSE chal-
lenges posed each year on each topic and each type, is in
accordance with the waves of SOA adoption indicated by
Saugatuck Technology [33].

Evaluating to what extent the results of one review also
hold in replicated reviews is one way to address both inter-
nal and external validity threats [35]. With respect to inter-
nal validity, bias could be easily detected when different
results are concluded in different replicated reviews; and with
respect to external validity, whether results of a review hold
only under specific conditions can be determined by analyz-
ing underlying conditions of each replicated review.

Due to the feasibility issues, we did not perform replica-
tions in our review. However, given the concrete and detailed
review protocol, replications can be conducted as soon as
practically possible. Other researchers may also replicate
the review based on our protocol or carry out an up-to-date
review in the future.

5.2 Quality assessment

Differently from the other systematic reviews in software
engineering, ours did not appraise the quality of the primary
studies per se. In our review, we did not study the nature of
SOSE; rather, we are interested in what has been proposed
as SOSE challenges. Therefore, we do not enter the merit of
the quality of the primary studies.

6 Conclusions and future works

To gain insight into the current status of SOSE research issues,
we have conducted a systematic review exploring SOSE chal-
lenges.Thispaperpresents the resultsof thesystematic review
as well as the empirical research method we followed.

The main contributions of this work come from an over-
view of all the SOSE challenges being recognized in the
research community and their classification. According to
the results of our review, the elicited SOSE challenges can
be classified along two dimensions, namely topics and types.
In this way, the SOSE challenges assuming different mean-
ings in different studies are clustered, and the SOSE chal-
lenges appearing fictively independent are also aggregated.
This means, given a specific topic or type (or both), the cor-
responding inter-dependencies emerge. Consequently, when
research efforts are devoted to overcome one of these SOSE
challenges, researchers are able to put this challenge in a con-
text of inter-related research issues rather than focus on them
in isolation.

In addition to the classification of the SOSE challenges,
we also have a number of interesting findings by studying
the number of challenges proposed in each year. SOSE emer-
gence laws, one of the most important findings, point out the
relationship between expectations, research work on chal-
lenges and solutions. We also expect that more business-
related challenges and challenges across other domains will
emerge in the coming years.

We discussed two unexpected findings. Very few chal-
lenges directly addressing service discovery make us realize
that there are many more challenges indirectly addressing
service discovery. This further indicates the need, and useful-
ness of exploring the inter-relationships between the SOSE
challenges. Our results also discover that data-related SOSE
challenges require more attention in the research community.

During the course of the systematic review, we realized the
importance of inter-relationships between challenges. The
classification of the SOSE challenges in this review only indi-
cates inter-relationships in a broad sense, meaning that inter-
relationships are reflected between clusters of challenges
rather than individual ones. In order to have a better insight
into the inter-relationships between the SOSE challenges at
the level of individual challenges, we plan to extend the
review results in the future by extracting, analyzing, and
modeling data regarding inter-relationships elicited from the
primary studies.

Furthermore, as explained in Sect. 5.1, we plan to con-
duct another systematic review targeting at industrial SOSE
practices since there might be more or different SOSE chal-
lenges discussed, concerning SOSE in practice. In addition,
we also plan to look into SOSE-related books, magazines,
and reports to have a more complete overview of SOSE
challenges.
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Studying solutions to SOSE challenges is another research
direction of our future work. After the inter-relationships
between the individual SOSE challenges are established and
more knowledge about SOSE practice challenges is accumu-
lated, we will be able to study the state-of-the-art in SOSE by
defining and using an inter-related SOSE challenge frame-
work.
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Appendix A: An overview of the number of SOSE
challenges of each topic each year

See Fig. 11

Fig. 11 An overview of the
number of SOSE challenges of
each topic each year (sorted by
the descending number of
challenges under each topic)

Topics 2003 2004 2005 2006 2007 2008

Grand 
Total

quality -- 2 17 7 27 -- 53

service 3 1 7 12 7 1 31

data 4 1 2 -- 19 -- 26

testing -- -- 11 5 4 5 25

verification and validation -- -- 9 2 11 3 25

modeling -- -- 4 -- 17 1 22

service composition -- -- 5 1 11 1 18

implementation 2 -- 3 3 4 3 15

infrastructure -- 1 6 -- 7 1 15

service specification 2 -- 4 3 3 2 14

design -- -- 2 1 6 3 12

management 1 1 1 -- 8 1 12

transaction -- -- -- 1 11 -- 12

BPM-SOA -- 1 1 -- 6 2 10

governance -- -- -- -- 4 6 10

monitoring -- -- 2 1 4 2 9

requirements engineering -- -- -- 1 7 1 9

evaluation -- -- 4 -- 3 -- 7

service contracts -- -- -- 2 -- 5 7

engineering -- -- -- -- 3 3 6

service provisioning -- -- -- 1 4 1 6

SOA education -- -- -- 1 2 3 6

strategy -- -- -- -- 2 4 6

business-IT alignment -- -- -- -- 3 2 5

people -- 2 -- -- 3 -- 5

development -- -- 3 -- 1 -- 4

registry -- -- -- 2 1 1 4

service consumption -- -- -- 2 1 1 4

fault handling -- -- 1 -- 2 -- 3

indicators -- -- -- -- -- 3 3

maintenance -- -- -- -- 1 2 3

migration to SOA -- -- -- -- 3 -- 3

service selection -- -- 2 -- -- 1 3

workflow -- -- -- 1 -- 2 3

collaboration -- -- 1 1 -- -- 2

decomposition -- 1 -- 1 -- -- 2

IaaS -- -- -- -- 2 -- 2

service adoption -- -- -- -- -- 2 2

service discovery -- -- -- -- 2 -- 2

service versioning -- -- -- -- 2 -- 2

best practice -- -- -- -- 1 -- 1

service invocation -- -- -- -- 1 -- 1

service negotiation -- -- -- 1 -- -- 1

social and legal Issues -- -- -- -- -- 1 1

stakeholder management -- -- -- -- -- 1 1

Grand Total 12 10 85 49 193 64 413
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Appendix B: An overview of the number of SOSE
challenges of each topic and each type

See Fig. 12

Fig. 12 An overview of the
number of SOSE challenges of
each topic and each type (sorted
in alphabetical order)

business
service 

operation
characteristic

cross-cutting 
concern

QoS artifacts technique
SOSE  
activity

best practice -- -- -- 1 -- -- -- -- 1

BPM-SOA -- -- -- 7 -- -- 3 -- 10

business-IT alignment 1 -- -- 3 -- -- 1 -- 5

collaboration -- -- 2 -- -- -- -- -- 2

data -- -- -- -- -- -- 18 8 26

decomposition -- -- -- -- -- -- 1 1 2

design -- -- -- -- -- -- 6 6 12

development -- -- 1 -- -- -- 1 2 4

engineering -- -- -- -- -- -- 6 -- 6

evaluation -- -- -- -- -- -- 6 1 7

fault handling -- -- -- 1 -- -- 2 -- 3

governance -- -- -- 5 -- -- -- 5 10

IaaS -- -- -- -- -- -- 1 1 2

implementation -- -- 5 -- -- -- -- 10 15

indicators 1 -- -- -- -- -- 2 -- 3

infrastructure -- -- 2 -- -- 10 3 -- 15

maintenance -- -- -- -- -- -- -- 3 3

management -- -- -- -- -- -- 5 7 12

migration to SOA -- -- -- -- 1 -- -- 2 3

modeling 1 -- -- -- -- -- 20 1 22

monitoring -- -- -- -- -- -- 2 7 9

people 1 -- -- 4 -- -- -- -- 5

quality -- -- 1 -- 40 -- 12 -- 53

registry -- -- -- -- -- 4 -- -- 4

requirements engineering -- -- -- -- -- -- 6 3 9

service -- -- 17 -- -- 12 2 -- 31

service adoption 1 -- -- 1 -- -- -- -- 2

service composition -- 10 -- -- -- -- 8 -- 18

service consumption -- -- -- -- -- -- -- 4 4

service contracts -- -- -- -- -- 2 3 2 7

service discovery -- 2 -- -- -- -- -- -- 2

service invocation -- 1 -- -- -- -- -- -- 1

service negotiation -- -- -- -- -- -- -- 1 1

service provisioning -- 1 1 -- -- -- 2 2 6

service selection -- 1 -- -- -- -- 2 -- 3

service specification -- -- 1 -- -- 9 4 -- 14

service versioning -- -- -- -- -- -- -- 2 2

SOA education -- -- -- 6 -- -- -- -- 6

social and legal Issues -- -- -- 1 -- -- -- -- 1

stakeholder management -- -- -- 1 -- -- -- -- 1

strategy 5 -- -- 1 -- -- -- -- 6

testing -- -- -- -- -- -- 12 13 25

transaction -- -- 7 -- -- -- 3 2 12

verification and validation -- -- -- -- -- -- 13 12 25

workflow -- -- -- -- -- -- 1 2 3

Grand Total 10 15 37 31 41 37 145 97 413

Topics
Types

Grand 
Total
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