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Abstract: In the last few years, cloud computing as a new computing paradigm has gone through signiﬁcant development, but it
is also facing many problems. One of them is the cloud service selection problem. As increasingly boosting cloud services are oﬀered
through the internet and some of them may be not reliable or even malicious, how to select trustworthy cloud services for cloud users
is a big challenge. In this paper, we propose a multi-dimensional trust-aware cloud service selection mechanism based on evidential
reasoning (ER) approach that integrates both perception-based trust value and reputation based trust value, which are derived from
direct and indirect trust evidence respectively, to identify trustworthy services. Here, multi-dimensional trust evidence, which reﬂects
the trustworthiness of cloud services from diﬀerent aspects, is elicited in the form of historical users feedback ratings. Then, the ER
approach is applied to aggregate the multi-dimensional trust ratings to obtain the real-time trust value and select the most trustworthy
cloud service of certain type for the active users. Finally, the fresh feedback from the active users will update the trust evidence for
other service users in the future.
Keywords:
Cloud service selection, multi-dimensional trust evidence, trust and reputation evaluation, evidential reasoning (ER),
clond service trustworthiness.

1

Introduction

Cloud computing is a gradually maturing computing service paradigm where infrastructure and software resources
are provided over the internet as scalable and on demand
(web) services[1] . In a cloud computing environment, there
is a huge amount of service providers that develop and deliver services to external users. With cloud environment becoming more complicated and unpredictable, cloud services
are not always trustworthy, and the service level agreements
(SLAs) may not satisfy users requirements. On the other
hand, in a cloud environment, it is actually required that
users give up their physical control to their applications and
the underlying operations may be not transparent to them.
The above mentioned issues have caused the major concerns of cloud service users, which can be concluded as follows:
1) Whether the cloud service providers (especially those
new comers) can be trusted or not, e.g., the cloud service providers shouldn t spy the users data or sell them
to their competitors. Besides, the users data and applications should be protected from any way of damage.
2) Whether the cloud services are always available or not,
i.e., the cloud service providers should guarantee that their
services supports “plug and play”, just as the applications
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are equipped on local disks.
3) Whether other non-functional requirements, such as
quality of services (QoS), are provided by cloud according
to SLA, since users will not trust a cloud service just considering one factor, but for many properties they concern. In
other word, the trust evidence should be multi-dimensional
so as to reﬂect diﬀerent aspects of the performance of the
cloud services.
To ensure the normal operation and running of the whole
cloud service system, trust management is essential for
individuals to evaluate others and make satisfactory selection and thus can interact with the ones with high
reputation[2, 3] . Therefore, there should be a mechanism
which helps users to make right decisions on selecting trustworthy cloud services for further interactions. However, in
existing web services, service descriptions via web service
description language (WSDL) are not suﬃcient in service
selection based on service trust[4] .
In this paper, we propose a multi-dimensional trustaware cloud service selection mechanism based on evidential reasoning (ER) approach, which aggregates individual users multi-dimensional trust feedback ratings to form
the reputation values of the cloud service providers, and
the reputation values serve for an important part (i.e., the
reputation-based trust value) of the ﬁnal trust value for the
active user. Speciﬁcally, in this paper, two types of trust
values are considered, which are perception-based trust
value and reputation-based trust value. The perceptionbased trust value uses the perception of the active user
based on the direct service interactions as trust evidence,
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and reputation-based trust value uses the reputation values
which have been assigned to the services based on other
users interactions as trust evidence. Unlike other previous studies on trust-based service provider selection, which
just takes local trust as the direct trust of one individual,
and reputation as the aggregate trust value of all individuals, we integrate the reputation into individual s local trust
(i.e., the reputation-based trust value) using a mapping
function, such that the ﬁnal trust value can take two aspects of individual s trust opinion, i.e., how much the active
user trusts the cloud service provider and how much he/she
trusts other users trust evaluation. This multi-dimensional
trust-aware mechanism can address the following issues: 1)
establishing a real-time trust-evidence base for all the cloud
services that are enrolled in cloud system, including trust
value base for each user experienced services and reputation value base for all users aggregate trust opinion on each
service; 2) assigning dynamic trust and reputation level to
cloud services before selecting them, i.e., the priori trust
evaluation; 3) dynamically selecting the optimal services
and building a feedback mechanism for service users, i.e.,
the posterior trust assignment.
The paper is structured as follows. Section 2 reviews
the related work. Section 3 analyzes users main trust
requirements for cloud services, and corresponding multidimensional trust evidence from multiple sources and in
diﬀerent formats. In Section 4, we introduce our proposed
cloud service selection mechanism framework. In Section
5, the detailed mechanism is described to express the cloud
service selection problem. We conduct a case study to illustrate our mechanism in Section 6. And the paper is
concluded in Section 7.

2
2.1

Related works
Basic trust theory

It has been widely recognized that trust is an important
issue in a lot of scenarios including social science and information technology service domain. Although the deﬁnitions of trust are borrowed from the social science literature,
there is no consensus on trust notion in distributed computer networks[5] , and the deﬁnitions are usually disciplinespeciﬁc[6] . Broadly speaking, trust means an act of faith,
conﬁdence, and reliance in something that is expected to
behave or deliver as promised[7] . The concept of trust adjusted to the case of two parties involved in a transaction
can be described as “An entity A is considered to trust another entity B when entity A believes that entity B will
behave exactly as expected and required.” The notion of
trust in an organization could be deﬁned as the customer s
certainty that the organization is capable of providing the
required services accurately and infallibly[8] .
Trust involves many associated factors, such as reputation, risk, uncertainty, expectation, etc. First of all, by
evaluating and storing the reputation (“what is generally
said or believed about a person or the character or stand-
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ing of a thing”) of other members, it is possible to calculate
how much those members can be trusted (“the ﬁrm belief in
the reliability or truth or strength of an entity”) to perform
a particular task[9] . Secondly, just as the content mentioned
above, the trust relation between the service providers and
users involves the problems of taking risks under uncertainties, and behavior expectation and prediction. Trust is
essential in reducing risk and uncertainty when an individual has to work in an environment over which he has no
control[10] . Cloud computing is such an environment and
participating parties have to rely on intermediaries security services to realize a speciﬁc task or make a deal with
each other.
Traditional research on software and information systems
mostly concentrates on functionality features of speciﬁc system units. Nevertheless, it is the service capacity that users
purchase and really concern in cloud computing service system, instead of a ﬁxed hardware resource. In addition,
the physical resources are logically virtualized, thus do not
bind to speciﬁc system units. Therefore, in a cloud computing environment, the criterion of service trustworthiness
and inﬂuential factors is more complex than before. As a
result, we should establish trust relation that is distinct
for the virtual environment and separate from the hosting
platform[11] .

2.2

Trust and reputation models

The study of trust and reputation has many applications
in information and communication technologies. A trust
model is an assessment system which quantiﬁes trust values,
and is used to measure the trustworthiness of the entities
in the system. The trust model proposed in [12] is one of
the earliest. The model only takes into account direct interactions. It diﬀerentiates three types of trust: basic trust,
general trust, and situation trust[13] . Modern approaches
model trust as two values: probability and certainty. The
probability theory can be utilized to design trust models.
For instance, the Bayes theorem has been used as a tool for
designing Bayesian trust models that promote a probabilistic view of trust, so that a priori probability based on the
observation towards trust can be used to make predictions
on the outcomes in the future. Based on Bayesian trust
network model, Commerce et al.[14, 15] introduced a binary
assessment method, which used satisfaction and dissatisfaction as input and recorded the results of the assessment by
Beta probability function.
The reason for using trust is that in many distributed
systems, especially those of an open and dynamic nature,
it is not feasible to use traditional techniques that involve
a central source guaranteeing the reliability of users and
resources. Designing a trust model to enhance trust in
distributed computing has been an important step toward
the security and privacy in such a decentralized and mobile space. Most trust mechanisms in distributed systems
consist of either using certiﬁcates as a guarantee or reputation derived from the experiences of other entities in the
system[16] .
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To increase the ﬂexibility of network computing systems, many researchers have proposed trust-based approaches, i.e., the trust information sharing mechanisms,
algorithms for selecting entities to trust, evaluation mechanisms and so on in distributed systems, such as peer-topeer networks[2, 3, 17] , ad hoc sensor network[18] , ubiquitous
computing, and electronic commerce communities. However, due to the uncertainty of the trust cognition and the
inherent human subjective nature in the trust evaluation,
there are still big challenges needed to be addressed.
A multi-dimensional trust model is based on a multidimensional evaluation model towards the trust value.
In most network communities, trustworthiness has multidimensional properties. There are extended and multidimensional trust factors that have inﬂuences on the trust
evaluation. Li et al.[3] proposed a trust model for large-scale
P2P computing, in which multiple factors are incorporated
to reﬂect the complexity of trust, and the weights are dynamically assigned to the factors by weighted moving average and ordered weighted averaging (WMA-OWA) combination algorithms. Wang and Wu[19] proposed a multidimensional evidence-based trust management system with
multi-paths to conduct trust computation on any arbitrarily complex trusted graph. This approach has some innovations on the three-tier trust computation respectively on
node tier, path tier, and graph tier.
Nowadays, the study of trust models for cloud computing is still in the early stage, and many of them borrow
the methods and ideas from grid computing, P2P computing and other distributed computing environments. The
common feature of all the studies is that there are no reliable centralized trusted nodes. Persasice trust management
model based on D-S theory (PTM) which is the sub-project
of ubiquitous security (UBISEC) is supported by European
IST FR6. It deﬁnes the trans-domain dynamic trust model
based on the pervasive environment, and uses improved evidential theory to model the trust[20−23] . The trust values
are updated according to the history records and other factors. In Sun s model[24, 25] , which is a trust model based
on entropy theory and applies a modiﬁed evidential reasoning approach, the trust values are calculated using the
probability of the weighted average method. The George s
model[26] is a trust model based on semi-ring algebra theory, in which the trust problem is described as a directed
graph routing problem, and trust values are calculated using semi-ring algebra and ﬁnally conduct trust evaluation.
Song and Hwang[27] proposed a dynamic fuzzy logic trust
model based on grid, which includes the deﬁnition and description of trust, the fuzzy reasoning and evaluation of
trust relationship, and the updating and evolution of trust
values.
Recent research on trust model provides us with
a promising starting point for a solution to service
selection[28] . Quite number of trust research argues that
trust management emerges as an essential complementary
to security mechanisms[19, 29] , while using trust evaluation
model to address service selection involving complex rela-

tion and contradiction between the nodes is rare. Our previous work introduced a two-stage process to evaluate the
trustworthiness of cloud services[30] . This paper focuses on
the service selection in cloud computing environment considering the trust value of the service providers and users
preference, based on the overview of the trust models in the
main service environment.

2.3

Evidential reasoning algorithm

Evidential reasoning means reasoning with evidence,
which can be used to handle diﬀerent types of uncertainty
in multi-attribute decision making (MADM) processes, including incompleteness (or ignorance) and vagueness (or
fuzziness). The core idea of ER is that it is based on
the belief structure which is considered as evidence for
decision making under a variety of uncertainties. A belief structure is represented by an expectation that was
originally designed to model a subjective assessment with
uncertainty[31−33] . A modeling framework for representing subjective assessments is constructed, in which a set of
evaluation grades for a qualitative attribute is deﬁned. An
attribute is evaluated to one or more grades with certain
degrees of belief.
The ER algorithm has been widely applied in many related areas such as software selection[34, 35] , software safety
synthesis[19] , E-Commerce security assessment[36] and ECommerce risk assessment[37] . Besides, there are already
some ER-based software tools developed which are used to
help with the MADM process for applications, such as the
intelligent decision system (IDS)[38] . In this paper, we will
use this tool in the process of cloud service selection.

3
3.1

Cloud trust issues
Multiple trustworthiness factors in
cloud

Basically, uncertainties can result in untrustworthiness in
cloud services. In cloud service system, a range of uncertainties, such as bugs, faults, breakdowns, or misbehaviors
from the underlying system infrastructure to the service interface level can have impact on trust. Obviously that the
larger uncertain the cloud service system is, the less trustworthiness it can achieve. Based on the main concerns to
cloud services, we conclude the following three aspects of
key requirements for trust:
1) The key requirements for the system operational performance: Under this level, the attributes are usually quantitative and can be acquired from the system records or
simulation experiments.
2) The key requirements for the QoS: In the context of
web services, it requires a precise description of the nonfunctional properties of the services oﬀered. Some of the
service properties such as throughput, scalability, latency
and so on are commonly referred to as quality of service.
3) The key security and privacy requirements for cloud
services: The concerns on this aspect are cloud-speciﬁc,
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as the characteristics of cloud computing environment are
more uncertain and dynamic than the traditional computing environments. So the privacy concern is considered as
an important facet of cloud service trustworthiness[39] .
Table 1 shows the details of the requirements for cloud
service trustworthiness respectively in three aspects. In Table 1, the key requirements are tightly related to the trust
from users to services. Here, the deﬁnition of trust is inherited from the idea that “trust is a level of belief representing
the relationship established between two entities for a speciﬁc action”, i.e., the trust that entity A (usually a users)
places in entity B (usually a service provider (SP)) is the
degree of entity A s certainty (or belief) that entity B will
behave for a speciﬁc action with required standard which
will satisfy entity A s request. In this sense, trust can be
considered as the trustworthiness indicator of the service
that a SP can provide, which is also a subjective evaluation
measurement from the perspective of users. We propose a
multi-indicator evaluation system to evaluate diﬀerent aspects of the SP s interactions with the users, based on which
the multi-dimensional trust evidences can be generated.

3.2

Trust evidence in cloud

In general, the trust evidence of a service for a user can
be divided into two categories, one is the historical records
of his/her direct interactions with the service, the other is
the direct interaction records of other users with the service.
Therefore, as for service users, there are mainly two types
of evidence that can be used for service trustworthiness
evaluation, which are respectively: 1) Direct evidence: It
is derived from the direct service interactions between the
service provider and the user, i.e., if the user has used the
service before, then his/her perception is the direct evidence
whether the service is trustable or not. 2) Indirect evidence: If the service users have not experienced the service
before, then the service trustworthiness evaluation can be
only made based on the reputation value which is trustable
according to the other users feedback, so the indirect evidence is the active user s trust opinion based on the other
recommendation from the users who have direct interactions with the service.
Trust evidence also has the characteristic of multidimension. Just as mentioned above, there are multiindicators reﬂecting users diﬀerent aspects of requirements
and measuring trustworthiness of cloud services. We associate the multiple trustworthiness indicators/attributes
with the trust value evaluation process, i.e., the service
trustworthiness evaluation is actually an MADM problem.
In this paper, we apply ER model to integrate the multiTable 1
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dimensional trust evidence, which is in the form of multiattribute feedback from users.
If cloud system makes best use of the multi-dimensional
trust evidence, then it will provide reliable enough service
selection suggestion. A trust evidence based cloud service
selection mechanism is needed to search, elicit, and process
multi-dimensional evidence.

4

Cloud service selection mechanism
framework

Our proposed cloud trust service selection mechanism is
used for eliciting, integrating, processing, and aggregating
all the trust evidence in the system, and giving them optimal choice of service selection according to users speciﬁc
requirements for the trustworthiness of the service.
The cloud service selection mechanism is composed of
ﬁve modules:
Request speciﬁcation module is used to receive users
speciﬁcations on both the functional and non-functional requirements for the services. There are many services meeting the functional requirements but some of them may not
satisfy the non-functional requirements. Through this module, users can describe their requirements from diﬀerent
dimensions of attribute, such as service type, reliability,
response time, etc. The speciﬁcation would be in certain
forms, including numerical data, linguistic data, which will
be introduced in detail in the following section.
Evidence collection module is used for extracting and collecting trust evidence, especially those reﬂecting users most
concerned factors for trust in cloud services. And the evidence either comes from the direct historical transactions
of the active user, or from the indirect trust relation with
other users which give their feedback ratings on the cloud
service. All the evidence is elicited into the evidence base
for temporal use.
Trust/Reputation value evaluation module performs the
core function of the cloud trust management system. The
trust/reputation value evaluation module is to compute the
service trust value and reputation value based on the collected trust evidence. Here, the trust value is the local
trust value of the active user, so diﬀerent users may attain
diﬀerent trust values on the same cloud service. The reputation value is actually the global trust value, which reﬂects
the global trust opinion about the cloud service. Then the
real-time trust and reputation value of the services will dynamically update the trust value base and reputation base
respectively.

Concerned requirements on cloud service

Key operational performance requirements

Key QoS requirements

Key security and privacy requirements

Adaptability

Availability

Openness and transparency

Resilience

Reliability

Controllability

Scalability

Usability

Access and accuracy

flexibility

Consistency

Accountability

Continuity

Quick response

Auditability
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Service selection module is responsible for matching
users requirements for cloud service trustworthiness and
the trust values of all the optional services. If there is any
matched pair, this module will select and invoke the service
that best satisﬁes the active user and send him/her a report
of the service trust value evaluation.
For assessment feedback module, after choosing to use
the service that is selected by service selection module for
the active user, he/she can give the multi-dimensional feedback ratings back to the assessment feedback module. This
module is used for storing the real-time updating assessment from users.
Trust/reputation value management module performs
the function of real-time updating of the reputation/trust
value of cloud services, which is based on the trust value
evaluation module that gives the priori trust value of services, and the assessment feedback module that gives the
posterior trust value evaluation of the speciﬁc services.
Fig. 1 shows our cloud service selection mechanism framework. In Fig. 1, there are two important types of databases,
i.e., the trust value database and the reputation value
database. Once a user has used a speciﬁc cloud service,
he/she will start his/her own trust value base, which stores
the local trust value assigned by the individual user on the
services that he/she has used, and the trust value is assigned
by the user according to his/her satisfaction to the direct interactions with the services, and also can be updated with
new interactions. So the trust value bases are separated
by the user domains and distributed over the cloud service
user domain. In view of this, the trust value base stores each
user s direct trust evidence on the cloud services that he/she
has experienced before, and this type of trust evidence is
the subjective and personalized view to the services.

Fig. 1

Cloud service selection mechanism framework

On the other hand, the reputation base stores the reputation value of each service, and it is calculated based on
the aggregation of all the feedback assessment given by the
experienced users. In this paper, the assessment results
are users posterior evaluation of all the services after using
them, and the reputation value of each service is the global

opinion aggregation of all the users. We will introduce the
two types of bases in the next section.

5

Mechanism design

In this section, we ﬁrst investigate the main concerned
issues on cloud service trust and reputation evaluation process. The main problems can be concluded as follows: First
of all, there are various attributes which reﬂect cloud service
users various requirements for the cloud service trustworthiness. Secondly, since all these attributes are evaluated by
users either qualitatively or quantitatively, the trust value
evaluation is needed to be made in a uniﬁed framework.
Last but not the least, as the trust evidence is collected in
diﬀerent forms, the evidence must be changed into a uniﬁed
manner.

5.1

Problem definition

Suppose the following problem: A group of consumers
cj (j = 1, 2, · · · , n) need to rank a set of cloud services
si (i = 1, · · · , m) according to the degree of satisfaction for
each service, so as to select an optimal service that can
best meet an active user s needs. Here the service selection
problem is to determine the optimized trust level associated with the service s implementations, i.e., picking the
most trustworthy service. This is reasonable only if the
trust assignment depends on the service implementation s
qualities[40] . Next we will give some mathematical description and deﬁnitions of the related notions.
Definition 1 (Cloud provider). A cloud provider
cp ∈ CP is a double-tuple Nm , Rs , where Nm is the name
of the cloud provider, and Rs denotes the service resource
(or functions) that the cloud provider can oﬀer to service
providers or directly to the end users.
Definition 2 (Service provider). A service provider
sp ∈ SP is a triple-tuple i, s, c, where i ∈ In is the interface that the service provider oﬀers, s = s1, · · · , sn  is
a set of cloud services that it provides, and c denotes the
cloud provider(s) that the service provider is depending on.
Definition 3 (Cloud service). A cloud service cs ∈
CS is a ﬁve-tuple id, T, p, f, cp, in which id ∈ ID is the
ID number of the service, and T ∈ T c is the type of cloud
service, p ∈ P r is the service provider that oﬀers this service, f ∈ F unc is a set of key function(s) that the service
can perform, and cp is the cloud provider that hosts this
service.
Definition 4 (Service trust evidence). For each
service user, the service trust evidence is a triple-tuple
id, Φ1 , Φ2 , in which id is the ID number of the services
that have existed in the cloud service system, Φ1 denotes
the direct trust evidence related to the service, i.e., the evidence comes from the trust value base of all the users who
have used the speciﬁc service before, and Φ2 denotes the indirect trust evidence, which comes from the reputation base
storing the aggregated assessment reputation value of the
speciﬁc service. Here, service trust evidence is associated
with the multi-attribute trustworthiness.
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Definition 5 (Service trust value). The service trust
value may not be unique, since it is actually a user-service
trust value, i.e., the service trust value is the subjective
evaluation that reﬂects an active user s trust opinion on
the service. Service trust value is a four-tuple su, id, t, tv,
where su is the user who assigns trust value to the speciﬁc
service, id is the speciﬁc service s ID number, t is corresponding time scale of the service s trust value, and tv is
the real-time service s trust value.
Definition 6 (Service reputation value). The reputation value of a service is a global evaluation result of the
speciﬁc service, which is a triple-tuple id, t, Rp, where id
is the speciﬁc service s ID number, t is the time scale of
the assigned reputation value to the service, and Rp is the
corresponding reputation value of the service on the t-th
instant.

5.2

Cloud service selection process

1) User cj (j = 1, · · · , n) sends his/her service request
Rj to the cloud service system, then the system selects the
services of which both the type T and the function f meet
the demands of the service user. And the remaining services
are included into a service set F Sj = {F Sj1 , F Sj2 , · · · , F Sjm }
which indicates that there are m services which can satisfy
the user s functional requirements, and the number from 1
to m represents the index of the service.
2) Elicit the active user s nonfunctional requirements for
service, i.e., the key attributes concerned by the user. These
requirements can form an attribute choice space (ACS).
Here we assume that there are q dimensions of requirements
speciﬁed by active user cj :
reqj = {Q1j , Q2j , · · · , Qqj }.

(1)

Besides, user cj assigns weights to all the required attributes, according to the importance that user cj considers
to cloud service trustworthiness. The assigned weights are
wj = {wj1 , wj2 , · · · , wjq }.

(2)

3) Elicit trust evidence of all the service F Sjk ∈
F Sj (1, · · · , m) from evidence base. There are two sources
of trust evidence, i.e., direct evidence Φ1 and indirect evidence Φ2 . The direct interaction evidence is elicited from
the history records that he/she has direct interaction with
the service. If he/she has not interacted with the service
before, then the direct evidence will be null. The indirect
evidence is elicited from the history records of other users
who have direct interactions with the cloud service.
4) Calculate the services reputation value: Based on the
total feedback assessment of the service, the real-time global
reputation values of services F Sjk (k = 1, · · · , m) are calculated, which are based on the global user s history records.
The results then update the latest reputation values of the
services F Sjk (k = 1, · · · , m) in the reputation value base.
5) Evaluate the services trust values by the active user
cj : Based on the direct and indirect trust evidence, calculate the real-time trust values of services F Sjk (k =

213

1, · · · , m). In this paper, we introduce two types of
trust values, which are perception-based trust value and
reputation-based trust value, respectively. The former
one is calculated according to the direct evidence elicited
from the user s history records under the circumstance that
he/she has interacted with the service before. The latter
one is applied when the active user has no interaction with
the service before, and it is calculated based on the reputation value of the service, associated with the user s personalized mapping function from reputation value to trust
value, i.e., how much user cj trusts the reputation value of
the service. If the user cj has interacted with the service,
his/her trust value for this service is calculated considering the two types of trust values. The results then update
the latest trust values of services F Sjk (k = 1, · · · , m) in the
individual trust value base of the user cj .
6) Calculate the aggregated trustworthiness of services
F Sjk (k = 1, · · · , m). In this paper, the cloud service trustworthiness depends on the trust value and reputation value
of the services. The two values should be assigned relative
weights when they are aggregated. The weight assignments
to trust value and reputation value by diﬀerent users will
be varied too. In other word, if the user cj is inclined to
trust himself/herself more, then the weight of trust value
will be larger, otherwise larger weight should be assigned
to reputation value of the service.
7) Select the optimal service. Based on the calculated
results of the trustworthiness of all the services in F Sj , the
service selection module then helps the active user cj to
select the most trustworthy service.
8) Collect the feedback assessment from the user cj . After using the selected service, the user cj is asked to give
his/her assessment to the attributes in the speciﬁed ACS
reqj = {Q1j , Q2j , · · · , Qqj } which is rated to ﬁve grades: best,
good, average, poor, and worst. The feedback ratings will
form new evidence for the selected service.
5.2.1 Reputation value calculation
Here, the services reputation values are evaluated through multiple attributes in the ACS reqj =
{Q1j , Q2j , · · · , Qqj }, then how to calculate the reputation
value is an MADM problem. For each attribute Qrj (r =
1, · · · , q), let Θ be a frame of discernment, and let the basic
probability assignment (BPA) be speciﬁed as the function

m: 2Θ → {0, 1}, m(φ) = 0, and
Hn ∈Θ m({Hn }) = 1,
where φ is the null set and 2Θ is the power set of Θ.
Here Hn is referred to the evidence where n denotes the
degree of user satisfaction with the attribute of the service. Let those users give their assessments to ﬁve grades
as best, good, average, poor, and worst, which are denoted
as H = {H1 , H2 , H3 , H4 , H5 }. A belief structure is used to
describe subjective assessment information of the attributes
in the ACS, and the MADM problem can be modeled using
the following expectations for service F Sjk (k = 1, · · · , m)
to attributes Qrj (r = 1, · · · , q) in the t-th time window:
t
S t (Qrj (F Sjk )) = {(Hi , βi,j,k
(F Sjk )), i = 1, · · · , 5}

r = 1, · · · , q,

k = 1, · · · , m

(3)
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t
t
t
where βi,k,r
(F Sjk ) ≥ 0, 5i=1 βi,k,r
(F Sjk ) ≤ 1, βi,k,r
(F Sjk )
r
denotes a degree of belief that an attribute Qj at an alternative F Sjk is assessed to a grade Hi with a degree of
t
(F Sjk )(i = 1, · · · , 5) in the t-th time window.
belief of βi,k,r
And a generalized decision matrix Dg with S(Qrj (Fjk )) as
its elements is constructed as
Dg = (S t (Qrj (F Sjk )))r×n .

(4)

Then the evaluation results can be aggregated using the
following evidential reasoning algorithm:
t
mti,k,r = wjr βi,k,r
(F Sji ), i = 1, · · · , 5, k = 1, · · · , m

mtH,k,r = 1 −

5


mti,k,r = 1 − wjk



(5)

t
i = 15 βi,k,r
(F Sjk ),

i=1

k = 1, · · · , m,

r = 1, · · · , q

(6)

t
{Hi } : mi,I(k+1),r = KI(k+1)
mti,I(k) mtH,k+1 +

mtH,I(k) mti,k+1 ,
{H} :

mtH,I(k+1)

t
KI(k+1)

⎡

= ⎣1 −

=

i = 1, · · · , 5

t
KI(k+1)
mtH,I(k) mtH,k+1

5


(8)

⎤−1

5


mtu,I(k) mtv,k+1 ⎦

(7)

t
βn,k
(F Sjk ))

(10)

1 − C2
mt
, i = 1, · · · , 5
1 − mtH,I(q) i,I(q)

(11)

r=1

βit (F Sjk ) =

5

n=1

where mti,I(1) = mti,1 (n = 1, · · · , 5) and mtH,I(1) = mtH,1 .
The aggregated assessment for F Sjk can be described by
S(y(F Sjk )) = {(Hi , βit (F Sjk )), i = 1, · · · , 5}.

(12)

Suppose the utility of an evaluation grade Hi is denoted
by u(Hi ), then the expected utility of S(y(F Sjk )) is deﬁned
as
u(S(y(F Sjk ))) =

5


u(Hi )βit (F Sjk ).

(13)

i=1

4


βit (F Sjk )ut (Hi )+

i=1
t
t
(βN
(F Sjk ) + βH
(F Sjk )ut (HN ))

utmin (F Sjk )
5


=

(β1 (F Sjk )

+

(14)

T
βH
(F Sjk ))ut (H1 )+

βit (F Sjk )ut (Hi )

utaver (F Sjk ) =

where α1 + α2 = 1, α1 , α2 > 0, and if τjk = 1, then
p T rust1j (k) = Vj1 (k).
Here the service s trust value vector by the user cj is
formed as
τk

τk

τk

{p T rustj j (k1 ), · · · , p T rustj j (kr ), · · · , p T rustj j (kq )},
r = 1, · · · , q

(18)

where each component in the vector denotes respective perception trust value on each attribute r  s (r = 1, · · · , q) performance of the service.
Then, these multi-attribute based perception trust values
are aggregated to form a general trust value of the service,
by combining each attribute s weight of the service, which
is calculated as
τk

p T rustj j (k) =

q


τk

wr × p T rustj j (Kr ).

(19)

τk

(15)
+
2

t
Umin
(F Sjk )

.

However, this is not the ﬁnal trust value of the service,
since trust decays with time. In other word, if the user used
the service once long time ago, obviously the level he/she
trusts the service now should be less than the trust level
when he/she just ﬁnished the interaction. In view of this,
here we introduce a decay factor σ of time. Then the realtime perception-based trust value is calculated using
k

p T rusttj (k) = p T rustj j (K) × (1 − σ)τj .

i=2

utmax (F Sjk )

τk

(kr ) + α2 × Vj j (kr )
(17)

r=1

The maximum, minimum and average utilities of F Sjk
are given by
utmax (F Sjk ) =

τ k −1

,
(9)

wr (1 −

τk

Vj j (r) ∈ [0, 1] denotes the real-number assessment to the
attribute r  s performance when the user cj ﬁnishes the τjk -th
interaction with the service, and Rpt (k) denotes the reputation value of service k in the t-th time window, respectively.
The formulas are
τk

k = 1, · · · , N − 1
q


τk

the service for τjk (τjk ≥ 1) times. Let p T rustj j (r) denote the perception-based trust value by user cj for service k on attribute Qrj (r = 1, · · · , q) after τjk -th interaction,

p T rustj j (kr ) = α1 × p T rustj j

u=1 v=1,v=u

βht (F Sjk ) = C2 =

5.2.2 Trust value calculation
In this part, we introduce two types of trust values:
perception-based and reputation-based trust values, which
are respectively inferred based on the subjective interactions and objective reputation. The ﬁnal trust value of the
service is aggregated by the two types of trust values.
1) Perception-based trust value: p T rust
If an active user cj has used the service before, p T rust
value of the service is based on the direct perception of the
interaction(s). For a speciﬁc service (F Sjk )(i = 1, · · · , 5),
we assume that the active user cj has interacted with

(16)

Here we use the average utility of F Sjk as the reputation
value of service F Sjk in the t-th time window.

(20)

2) Reputation-based trust value: r T rust
Besides direct trust relationship, there is indirect trust
which is based on the service s reputation value, i.e., the
trust level of the user on the service s reputation value.
It needs to be noted here that reputation value and
reputation-based trust value may be confused with each

W. J. Fan et al. / A Multi-dimensional Trust-aware Cloud Service Selection Mechanism Based on · · ·

other. However, there is a signiﬁcant diﬀerence between
them, i.e., the reputation-based trust value is still a subjective and personalized opinion of users. The service s
reputation-based trust value by the user needs to add a
mapping function of the service s reputation value, which
reﬂects the user s preference, bias, belief, etc.
Therefore, in order to ﬁt an approximate mapping function curve for the active user, we have to do some preliminary survey to get some representative points. First of all,
the users can be roughly divided into three types, which
are respectively positive users, neutral users, and negative
users. No matter which type the user belongs to, the mapping function is a non-decreasing function. If the user belongs to the neutral user group, then the curve will be a
straight line with 45 degrees, which is based on the survey result that he/she totally believes the reputation trust
value.
Fig. 2 is an example for the three classes of user, where
the convex curve, the straight line, and the concave curve
represent the mapping function of positive, neutral, and
negative users, respectively.
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reputation value to the reputation-based trust value. If the
curve is not smooth enough and more precision is needed,
then we can get more points by asking the active user more
questions like these. It needs to be noted that the function is not ﬁxed, since users preference, bias, and other
factors are changing along with time. Therefore, it has to
approximate the curve once the users change their altitude
to reputation value of the service.
Assume the reputation of service F Sjk at (t − 1)-th time
(k), and we can use f t (F Sjk ) as the user s
window is Rpt−1
j
approximated mapping function, denoted as
f (F Sjk ) = f (RPjt−1 (k)).

(21)

For the users who have not experienced the service before, the ﬁnal trust value of service F Sjk will be equal to
reputation-based trust value r T rust. However, for the
users who have experienced the service, the ﬁnal trust value
of service F Sjk is aggregated by perception-based trust value
and reputation-based trust value. Due to the subjective
feature of trust, the weights assigned to the two types of
trust values depend on the active user s relative belief level
on himself/herself and other cloud service users. Assuming
the weight assigned to the perception-based trust value by
user cj is ωjP , and that assigned to the reputation-based
trust value is ωjR , then the ﬁnal trust value of service F Sjk
is calculated by
T Vjt (k) = ωjP × (p T rusttj (k)) + ωjR × (r T rusttj (k)).
(22)

Fig. 2

Mapping function curves

The three lines are the simplest curves, and the real
curves that describe the mapping function from reputation
value to reputation-based trust value are not straight and
may be nonlinear.
There are some questions should be answered by the active user, which are
1) If the reputation value of the service is 0, then how
much will you trust it?
2) If the reputation value of the service is 1, then how
much will you trust it?
3) If the reputation value of the service is 0.5, then how
much will you trust it?
4) If the reputation value of the service is 0.25, then how
much will you trust it?
5) If the reputation value of the service is 0.75, then how
much will you trust it?
The answers to these questions should also be in [0, 1].
From the above ﬁve questions, we can get ﬁve representative points of the active user s mapping function from the

5.2.3 Service selection and feedback assessment
Based on the ﬁnal trust values of the candidate services,
the service that has the largest trust value in the chosen
service set F Sj will be selected automatically by the cloud
service selection system and then be invoked.
After using the service, the user can give his/her latest
perceived performance feedback ratings on the service, of
which the attributes in his/her ACS are to be rated into
ﬁve grades as best, good, average, poor, and worst. All
these assessments will then be stored into the reputation
base to update it. In addition, the user will be asked to assign the latest trust value on the service, and the value will
be stored into the user s trust value base to update his/her
local trust evaluation on the service.
From the above analysis to our proposed cloud service
selection mechanism, we can see that the process actually
forms a circulation, i.e., prior trust and reputation values of
cloud services can be served as the trust evidence to calculate the real-time trust and reputation values, which will be
reused again as trust evidence in the future by the user or
others. By applying this service selection mechanism, the
cloud service system will provide more trustworthy services
to users.

6

Case study

In this section, we will illustrate our proposed multidimensional trust-aware cloud service selection mechanism
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based on ER approach by a case study.
Suppose there is an active user cj , who wants to select an online oﬃce service in a cloud service system,
where there are a mass of service providers that can offer this type of service. We assume that after the preliminary screening, there are ﬁve services {F Sj1 , F Sj2 , · · · , F Sj5 }
which can meet user cj s functional needs, and the cloud
service selection mechanism has to select the most trustworthy one according to his nonfunctional requirements for
service. Assume that the nonfunctional attributes chosen
by cj is ACSj . These attributes are adaptability, scalability, availability, reliability, quick response, controllability,
and security, which can be denoted by {Q1j , Q2j , · · · , Q7j }.
The weights of these concerned attributes according to
relative importance deemed by the user are respectively
{wj1 , wj2 , · · · , wj7 } = {0.1, 0.14, 0.19, 0.18, 0.11, 0.13, 0.15}.
Then the evidence is to be elicited from the evidence
base, including the direct and indirect evidence. Assume
that until the t-th time window, there are two services
that user A has used before, denoted as {F Sj1 , F Sj2 } and
the rest three services are not used, which are denoted as
{F Sj3 , F Sj4 , F Sj5 }.
1) For services {F Sj3 , F Sj4 , F Sj5 }, the active user s
reputation-based trust value are respectively denoted as
r T rust4j and r T rust5j , respectively. Before calculating the
reputation-based trust value, the reputation value of the
service on t-th time window is to be calculated ﬁrst. The
belief structures of the performance of the 7 nonfunctional
attributes are denoted in Tables 2–4 (here we use the probability mass as the belief degree):
Then we aggregate the belief structures on each attributes. In order to facilitate the calculation process of
evidential reasoning, here we use the intelligent decision
system (IDS) to get the ﬁnal assessments of the services,
which are served as their reputation values. The results are

Table 2

Fig 3 The assessment results of reputation-based trust value of
F Sj3 , F Sj4 , and F Sj5

Therefore, the reputation value of services F Sj3 , F Sj4 and
F Sj5 are respectively 0.6128, 0.7318 and 0.6615. Then user
cj is asked to complete a survey to get his mapping function
from the reputation value to reputation-based trust value.
Assume that the answers to these questions can approximate a mapping function curve as shown in Fig. 4.

Fig. 4

Mapping function curves of the user

The belief structures for services F Sj3 , F Sj4 and F Sj5 -(1)
Q1j

Q2j

{H1 , 0; H2 , 0.1; H3 , 0.4; H4 , 0.3; H5 , 0.2}

{H1 , 0; H2 , 0.2; H3 , 0.5; H4 , 0.2; H5 , 0.1}

Services
F Sj3
F Sj4
F Sj5

shown in Fig. 3.

{H1 , 0; H2 , 0; H3 , 0.1; H4 , 0.3; H5 , 0.6}

{H1 , 0; H2 , 0; H3 , 0.4; H4 , 0.4; H5 , 0.3}

{H1 , 0; H2 , 0; H3 , 0.3; H4 , 0.4; H5 , 0.3}

{H1 , 0; H2 , 0.1; H3 , 0.3; H4 , 0.4; H5 , 0.2}

Table 3

The belief structures for services F Sj3 , F Sj4 and F Sj5 -(2)

Services

Q3j

Q4j

F Sj3

{H1 , 0; H2 , 0.1; H3 , 0.3; H4 , 0.4; H5 , 0.2}

{H1 , 0; H2 , 0.1; H3 , 0.5; H4 , 0.2; H5 , 0.2}

F Sj4

{H1 , 0; H2 , 0; H3 , 0.1; H4 , 0.6; H5 , 0.3}

{H1 , 0; H2 , 0; H3 , 0; H4 , 0.8; H5 , 0.2}

F Sj5

{H1 , 0; H2 , 0; H3 , 0.3; H4 , 0.5; H5 , 0.2}

{H1 , 0; H2 , 0.1; H3 , 0.2; H4 , 0.4; H5 , 0.3}

Table 4

The belief structures for services F Sj3 , F Sj4 and F Sj5 -(3)

Q5j

Q6j

Q7j

{H1 , 0; H2 , 0.1; H3 , 0.5; H4 , 0.2; H5 , 0.2}

{H1 , 0; H2 , 0.1; H3 , 0.5; H4 , 0.4; H5 , 0.2}

{H1 , 0.1; H2 , 0.2; H3 , 0.5; H4 , 0.1; H5 , 0.1}

{H1 , 0; H2 , 0; H3 , 0.4; H4 , 0.4; H5 , 0.2}

{H1 , 0; H2 , 0; H3 , 0.4; H4 , 0.4; H5 , 0.2}

{H1 , 0; H2 , 0.1; H3 , 0.3; H4 , 0.4; H5 , 0.2}

{H1 , 0; H2 , 0.1; H3 , 0.6; H4 , 0.2; H5 , 0.1}

{H1 , 0; H2 , 0; H3 , 0.6; H4 , 0.3; H5 , 0.1}

{H1 , 0; H2 , 0.1; H3 , 0.6; H4 , 0.2; H5 , 0.1}
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From Fig. 4 we can see that the user cj is a negative
user, i.e., his reputation-based trust value is smaller than
the corresponding reputation value. Then the corresponding reputation-based trust value can be attained as
T Vjt (F Sj3 ) = r T rust3j = 0.5786
T Vjt (F Sj4 ) = r T rust4j = 0.6843
T Vjt (F Sj5 ) = r T rust5j = 0.6729.
2) As for services {F Sj1 , F Sj2 }, they have been used by
the user cj before. First of all, the reputation value of these
services also needs to be calculated. The other users aggregate belief structures on each attribute are listed in Tables
5–7.
We use IDS to get the assessment results to the services
{F Sj1 and F Sj2 }, as shown in Fig. 5.

Fig. 5
F Sj2

The assessment results of reputation value of F Sj1 and

So, the real-time reputation values of services F Sj1 and
F Sj2 are 0.8 and 0.725, respectively.
Next, the user s perception trust values on the services
are to be calculated.
Assume that the user cj has used F Sj1 and F Sj2 for once
F S1

F S2

and twice respectively, with dj j = 2, dj j = 1, α1 = 0.4,
and α2 = 0.6. And there is Vj1 (F Sj1 ) = {0.35, 0.75, 0.5, 0.75,
0.6, 0.45, 0.3} and p T rustt−2
(F Sj2 ) = {0.6, 0.45, 0.5, 0.75,
j
(F Sj1 ) = {Vj1 (F Sj1
0.8, 0.4, 0.6}. So we have p T rustt−2
j
Table 5
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(k))} × {wk } = 0.544 and p T rustt−1
(F Sj2 ) = {α1 ×
j
t−2
2
2
1
p T rustj (F Sj (k)) + α2 × Vj (F Sj (k))} × {wk } = 0.5788.
Then p T rusttj (F Sj1 ) = p T rustt−2
(F Sj1 ) × (1 − 0.05)2 =
j
t−1
t
2
0.491 and p T rustj (F Sj ) = p T rustj (F Sj1 )(1 − 0.05)2 =
0.55.
Combining the reputation value of the services, for which
the weight is 0.4, we have T Vjt (F Sj1 ) = 0.6 × 0.491 + 0.4 ×
0.8 = 0.6146 and T Vjt (F Sj2 ) = 0.6×0.55+0.4×0.75 = 0.63.
Now we have the ranking of the ﬁve services based on the
ﬁnal trust value as F Sj4  F Sj2  F Sj5  F Sj1  F Sj3 .
Therefore, the cloud service selection mechanism will recommend the user cj to select service F Sj4 in the end.

7

Conclusions

The service selection problems in cloud computing environment are signiﬁcant for users to get the satisfactory
services according to their requirements. This paper proposes a novel and eﬀective mechanism for cloud service
selection based on multi-attribute trust value evaluation.
The trust value evaluation is based on two aspects of trust:
perception-based trust and reputation-based trust, of which
the trust evidence is stored in the trust value base and reputation base. Users can get the trust evidence from the
two bases, and then use the evidential reasoning approach
to form the ﬁnal trust results. For the service users, after
using the service, they will give their feedback evaluation
for the cloud system, which is stored in the trust value base
and reputation value base for other users to get the indirect trust evidence. This approach is eﬀective in cloud systems, since the trust value is generated from both the direct
trust evidence (perception-based trust value) and personalized indirect trust evidence (reputation-based trust value),
which is consistent with the service users requirements.

The belief structures for services F Sj1 and F Sj2 -(1)

Services

Q1j

Q2j

F Sj1

{H1 , 0; H2 , 0; H3 , 0.2; H4 , 0.4; H5 , 0.4}

{H1 , 0; H2 , 0; H3 , 0; H4 , 0.4; H5 , 0.6}

{H1 , 0; H2 , 0.1; H3 , 0.2; H4 , 0.4; H5 , 0.3}

{H1 , 0; H2 , 0; H3 , 0.2; H4 , 0.3; H5 , 0.5}

F Sj2

Table 6

The belief structures for services F Sj1 and F Sj2 -(2)

Services

Q3j

F Sj1
F Sj2

{H1 , 0; H2 , 0; H3 , 0.1; H4 , 0.5; H5 , 0.4}

{H1 , 0; H2 , 0; H3 , 0.1; H4 , 0.4; H5 , 0.5}

{H1 , 0; H2 , 0; H3 , 0.3; H4 , 0.4; H5 , 0.3}

{H1 , 0; H2 , 0.1; H3 , 0.2; H4 , 0.4; H5 , 0.3}

Table 7

Q4j

The belief structures for services F Sj1 and F Sj2 -(3)

Q5j

Q6j

Q7j

{H1 , 0; H2 , 0; H3 , 0.2; H4 , 0.4; H5 , 0.4}

{H1 , 0; H2 , 0.1; H3 , 0.1; H4 , 0.4; H5 , 0.5}

{H1 , 0; H2 , 0; H3 , 0.5; H4 , 0.4; H5 , 0.1}

{H1 , 0; H2 , 0; H3 , 0.3; H4 , 0.5; H5 , 0.2}

{H1 , 0; H2 , 0; H3 , 0.4; H4 , 0.2; H5 , 0.2}

{H1 , 0; H2 , 0; H3 , 0.5; H4 , 0.1; H5 , 0.2}
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