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Modern communication networks have reached a level of scale, dynamics and

complexity that demands for sophisticated management and control, driving many

researchers towards the investigation of computational intelligence in the particular

context of networks [1, 2]. This is a difficult proposition, which requires a cross-

disciplinary approach, pulling together efforts from a variety of research commu-

nities. During the last few decades we have seen substantial advances in topical

areas such as statistical analysis, autonomic computing, machine learning and data

mining, to master the significance of massive data sets. However, the use of such

techniques in the context of communication networks has been investigated only

recently.

To capture relevant work-in-progress, in 2011 we started the IEEE ICDM

Workshop on Data Mining in Networks (now at its third edition, http://damnet.

reading.ac.uk/), to facilitate a rich exchange of ideas among computer scientists,

network experts and life scientists, who share a common interest in extracting

models and information from any kind of complex networks (both natural and man-

made). Encouraged by the outcomes of DaMNet we decided to create this Journal

Special Issue, which has a more specific focus on the application of data mining to

communication networks and addresses open issues in network control and

management.

Overall we received thirteen submissions, covering a wide range of topics,

theories, applications, analytical models and simulations. We started a rigorous

peer-review process that was not free from controversies and conflicting reviews.

We discovered how difficult it is to evaluate manuscripts that sit at the intersection
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of multiple disciplines. In fact, in quite a few cases we have had to allocate up to

five reviewers per manuscript, to cover all related areas and find the right balance

between divergent opinions. In the end, we selected five articles that, we hope, will

feed your curiosity and, at the same time, provide a snapshot of the current state-of-

play.

We start this special issue with a survey on the ‘‘Application of Bayesian

Networks for Autonomic Network Management’’, by A. Bashar, G. Parr, S.

McClean, B. Scotney, and D Nauck. The authors describe the key challenges in

modern network management and pinpoint the desired features to motivate the need

for new learning-based approaches. Finally, they give practical examples in the

context of admission control and traffic engineering.

The paper ‘‘A Novel Framework of Automated RRM for LTE SON’’, by M.I.

Tiwana, brings the value of data mining directly into LTE (the Long Term

Evolution telecommunication network), particularly for self-organization, self-

healing and traffic efficiency. The author shows how to derive the functional

relationship between the Key Performance Indicators and the Radio Resource

Management parameters and, then, use such prediction models to automate network

monitoring and load-balance the traffic.

The paper ‘‘Topology-aware Correlated Network Anomaly Event Detection and

Diagnosis’’, by P. Calyam, M. Dhanapalan, M. Sridharan, A. Krishnamurthy, and R.

Ramnath, adopts reinforcement learning principles to tackle the hard problem of

anomaly detection in multi-domain networks. Their scheme is demonstrated in the

context of network monitoring to detect and diagnose network-wide anomaly

events.

The paper ‘‘Network Load Prediction based on Big Data and the Utilization of

Self-organizing Maps’’, by A. Bantouna, G. Poulios, K. Tsagkaris, and P.

Demestichas, employs unsupervised learning principles to detect traffic patterns

and make predictions about the network load. This work suggests avenues to

enhance network management procedures through a clever use of disparate data that

is readily available to the network operator, while at the same time reducing the

amount of historical data that needs to be stored.

The paper ‘‘Cloning SIM Cards Usability Reduction in Mobile Networks’’, by

M.A. Al-Fayoumi and N.F. Shilbayeh, places the focus on security issues in the

context of mobile networks. The authors introduce a probabilistic model to facilitate

the detection of cloned SIM cards, to better address fraud in cellular networks.

We hope you will enjoy reading this special issue as much as we enjoyed putting

it together and that you find these articles inspiring and useful. Our utmost gratitude

goes to the anonymous reviewers for offering their time and expertise during two

reviewing rounds. Special appreciation goes to the editor in chief, Deep Medhi, and

the Springer staff for their valuable suggestions and help.
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