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Abstract
Advances in biological sciences have outpaced regulatory and legal frameworks for biosecurity. Simultaneously, there has 
been a convergence of scientific disciplines such as synthetic biology, data science, advanced computing and many other 
technologies, which all have applications in health. For example, advances in cybercrime methods have created ransomware 
attacks on hospitals, which can cripple health systems and threaten human life. New kinds of biological weapons which fall 
outside of traditional Cold War era thinking can be created synthetically using genetic code. These convergent trajectories 
are dramatically expanding the repertoire of methods which can be used for benefit or harm. We describe a new risk land-
scape for which there are few precedents, and where regulation and mitigation are a challenge. Rapidly evolving patterns of 
technology convergence and proliferation of dual-use risks expose inadequate societal preparedness. We outline examples 
in the areas of biological weapons, antimicrobial resistance, laboratory security and cybersecurity in health care. New chal-
lenges in health security such as precision harm in medicine can no longer be addressed within the isolated vertical silo of 
health, but require cross-disciplinary solutions from other fields. Nor can they cannot be managed effectively by individual 
countries. We outline the case for new cross-disciplinary approaches in risk analysis to an altered risk landscape.
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Advances in biological sciences have occurred at a faster 
rate than changes in regulatory and legal frameworks for 
biosecurity. An equally profound change is the convergence 
of concepts and methods from scientific disciplines that 
were previously distinct and siloed. Innovations in genom-
ics, synthetic biology, big data, computing science and 

many other technologies have applications in health and 
medicine. Equally important, these convergent trajectories 
are dramatically expanding the repertoire of dual-use tech-
nologies—those which can be harnessed for benefit or harm 
to humanity. Collectively, these trends are shaping a new 
landscape for systematic risk analysis, for which there are 
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few precedents or analytical tools. These technologies are 
increasingly available to hostile states and non-state terror-
ist groups. The rapidly evolving landscape of dual-use risks 
illustrates how societal preparedness for new challenges in 
health security can no longer be addressed within isolated 
vertical siloes. Nor can they cannot be managed effectively 
by individual countries. Well-recognised threats in the areas 
of biological weapons, surveillance for bioterrorism, labora-
tory security and antimicrobial resistance are discussed. We 
also highlight emerging new areas of threat in the intersec-
tion of health security and cybersecurity and enabling of pre-
cision harm through big data in medicine. Against this back-
drop, we outline below the need for new governance and risk 
analysis approaches that are global and cross-disciplinary.

1  New biological weapons of mass 
destruction

It has been possible since 2002 to create synthetic viruses 
in a laboratory, when researchers at the State University of 
New York at Stony Brook published the synthesis of the 
poliovirus in Science (Cello et al. 2002). There are now over 
140 private companies in synthetic biology (Global Engage 
2017), which are self-regulated with voluntary codes of con-
duct (Samuel et al. 2009). Whilst prior biosecurity efforts 
focused on the biological materials themselves and the inher-
ent challenges of securing and accounting for these materials 
within laboratories, genetic code can now be transmitted 
rapidly and used to create new or modified infectious patho-
gens (Kelle 2009). In the specific case of synthetic infec-
tious agents, the unique characteristic of transmissibility 
from person-to-person raises special concerns about health 
security. A virus manufactured in one location may spread 
worldwide and has a major population impact, thus requir-
ing a global risk mitigation approach. The global regulation 
of synthetic biology pertaining to communicable diseases 
is challenging, with many models proposed (Trump et al. 
2017). The TAPIC (Transparency, Accountability, Partici-
pation, Integrity and policy Capacity) framework provides 
a guide to good governance (Trump 2017), but there is no 
enforceable global governance system in place as yet. The 
many private synthetic biology companies worldwide remain 
self-regulated, with voluntary guidelines about reporting of 
suspicious orders. A case in point is smallpox, for which 
the genome is fully sequenced and publicly available. In a 
2017 report, the WHO (World Health Organization 2017d) 
concluded that destroying existing stocks of smallpox in the 
USA and Russia would serve no purpose because the virus 
can be created using synthetic biology. Whilst it is theoreti-
cally possible for smallpox to be synthesised in a laboratory, 
experts have believed this to be a complex task. However, 
in 2017, Canadian scientists synthetically created an extinct 

poxvirus, closely related to smallpox, for $100,000 in a 
laboratory using mail-ordered genetic sequences (Koblentz 
2017), illustrating the very real risk of synthetic smallpox 
emerging as the cause of a pandemic.

In addition to synthetic biology, viruses and bacteria can 
be engineered for enhanced pathogenicity. A revolutionary 
new precision tool for gene editing, clustered regularly inter-
spaced short palindromic repeats (CRISPR Cas9) associated 
nuclease Cas9, raises concerns about dual-use potential (Ran 
et al. 2013). Whilst CRISPR Cas9 offers the prospect of 
cures to major diseases, it also enables the precision design 
and construction of engineered microorganisms as poten-
tial weapons of mass destruction. In 2016, the US Director 
of National Intelligence rated CRISPR Cas9 as a leading 
weapon of mass destruction threat (MIT Technology Review 
2016). Yet global planning for bioterrorism preparedness 
is still largely framed by cold war concepts and is largely 
limited to scenarios involving agents such as smallpox and 
anthrax in a twentieth-century context. However, contempo-
rary biology presents an expanded threat spectrum with an 
unlimited array of possible engineered agents that transcend 
the scope of traditional concepts of biosecurity surveillance, 
preparedness and counter-measures. The convergence of 
security threats is illustrated by the use enabling technolo-
gies such as the dark web for trade in biological weapons and 
planning of bioterrorist attacks (MacIntyre 2015).

2  Challenges in detecting bioterrorism

A natural epidemic is one which arises in nature, without 
intervention by humans. Unnatural epidemics are those 
which are caused by human intervention and may be delib-
erate or accidental release of either naturally occurring or 
altered pathogens. Bioterrorism is the deliberate release 
of such pathogens to cause harm (Venkatesh and Memish 
2003). Bioterrorism differs from other forms of terrorism in 
that a bioweapon is microscopic and invisible, and release of 
a bioweapon is not always recognisable as a deliberate attack 
(MacIntyre and Engells 2016). All category A bioterrorism 
agents except smallpox also occur in nature. For example, 
anthrax occurs more frequently in nature (such as through 
humans handling infected animal carcasses) than as a bioter-
rorism attack (Fong and Alibek 2010).

Planning for bioterrorism is underpinned by the assump-
tion that attacks will be recognised as unnatural, but no pub-
lic health systems exist to differentiate the aetiology of epi-
demics. Tools such as the Grunow and Finke (2002) criteria 
are not well known in public health and have low sensitivity 
for detecting unnatural epidemics when tested against histor-
ical events (Chen et al. 2017; MacIntyre and Engells 2016). 
Public health agencies do not routinely use such tools and 
default to the assumption that they all epidemics are natural 
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(MacIntyre 2015). There has been an unprecedented increase 
in the frequency of serious global epidemic risks such as 
Ebola, avian influenza, MERS coronavirus and Zika virus 
in recent years (Sands et al. 2016). This cannot be explained 
solely by environmental and ecological factors, which have 
changed at a slower rate than the increase in emerging infec-
tions. In a recent analysis (Bui et al. 2017), we documented 
that the rate of emergence of new strains of influenza virus 
infecting humans is escalating at an unprecedented rate, 
thereby increasing the probability of a pandemic. Changes 
in climate, urbanisation and agricultural practices as well 
as improved global surveillance may have some role in this 
phenomenon, but have not changed at the same rapid rate 
as virus evolution. Whether some of these new outbreaks 
involve engineered agents is unknown and has not been pub-
licly analysed.

Historically, unnatural epidemics have not always been 
recognised at the time. For example, the Rajneesh salmo-
nella attack in Oregon in 1984 was not only undetected as a 
bioterrorist attack, but when a local politician suggested bio-
terrorism, he was ridiculed by public health officials (Mac-
Intyre 2015; Török et al. 1997). Operation Seaspray, which 
caused a serratia marcescens outbreak in San Francisco in 
1950, was not recognised at the time as an open-air test by 
the US military, which was later disclosed in 1976 (Wheat 
et al. 1951). The accidental anthrax release in Sverdlovsk, 
Soviet Union, 1979, was investigated by US experts, who 
initially incorrectly believed the Soviet explanation that it 
was a natural outbreak (The Atlantic 2016). There are many 
other examples of failure to correctly identify unnatural epi-
demics (Tucker and Zilinskas 2002).

At a time when genetic engineering and synthetic biol-
ogy contribute to increased risk of biological attacks, there 
is a need for new tools and risk analysis methods to rapidly 
identify unnatural epidemics. Yet the Grunow–Finke criteria 
despite low sensitivity (MacIntyre and Engells 2016) remain 
the best available tool. Other tools have been developed but 
are even less known and used than the Grunow–Finke cri-
teria (Chen et al. 2017). In addition to risk analysis tools, 
rapid surveillance methods are required to detect unnatural 
epidemic signals. New methods for data mining of open-
source unstructured data such as social media show promise 
for rapid epidemic intelligence (The Conversation 2016) but 
have not yet been utilised for biosecurity (Yan et al. 2017).

3  Laboratory security

Laboratory safety has been highlighted as a key area of con-
cern, with multiple breaches involving security sensitive 
pathogens in leading laboratories occurring in recent years 
(Science 2014). Research staff have the unique privilege 
of working with Biological Select Agents and Toxins and 

possibly the broader group of Valuable Biological Materi-
als (World Health Organization 2013), yet insider threat and 
laboratory accidents are known risks. A related issue is prac-
tical impacts of the emerging field of Biorisk Management 
in which the previously separate disciplines of biosafety and 
biosecurity are merged into a singular approach of Labora-
tory Biorisk Management (Cook-Deegan et al. 2005; Salerno 
and Gaudioso 2015) so as to achieve the mutual goal of 
keeping these materials safe and secure within those areas 
designated for use and storage. Several entities are propos-
ing this combined approach to enhance the risk manage-
ment process and produce safer laboratories and more secure 
practices for these materials (Association of Public Health 
Laboratories 2016).

A far too common situation at advanced biomedical 
research laboratories is a problematic relationship between 
the researchers and security staff. Those relationships must 
change to reflect a new reality—one in which the research 
scientist and the law enforcement official are considered 
members of the same team striving for a mutual goal. Those 
working in laboratories should monitor each other to cre-
ate a rigorous form of professional self-governance (Garrett 
2013). The implementation of that change will be strate-
gic, for it changes the focus from the substances (biological 
materials), which because these are alive can be freely found 
outside the laboratory and continue to defy accurate long-
term measurement, to a focus on the behaviours of those 
who work with these substances—biomedical research sci-
entists, public health officials, clinical laboratorians and oth-
ers (Aquino 2016).

Another threat is a new facet to the insider threat—the 
potential for radicalisation of health care workers and 
researchers, for violent extremists continue to defy pre-
cise categorisation or predictable profiles and to infiltrate 
research institutions (MacIntyre and Engells 2016). In the 
current age, we must move past our previous solutions 
dominated by guns, gates and guards and move to a new 
age in which enhanced personnel security practices through 
innovative uses of psychology and organisational dynam-
ics will enhance individual and small group accountability 
and produce a safer laboratory and community at large. Do-
it-yourself biology and biohacker labs fall outside of such 
systems of governance and are presently self-regulated, but 
the technology is easily accessible for terrorist groups to 
establish clandestine labs. No systems exist to detect such 
laboratories. 

4  Antimicrobial resistance

The risk of emerging infections is increasing, whilst our abil-
ity to treat infections with antibiotics is decreasing. Antibiot-
ics represent one of the major public health achievements 
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of the twentieth century, which together with vaccines are 
responsible for the dramatic reduction in morbidity and mor-
tality caused by infections. Whilst antimicrobial resistance 
is not new, its cascading global impact and threat to national 
and global security are considerable. Within a decade, anti-
microbial resistance, driven by prolific misuse in animals, 
humans and food production, and limited development of 
new antimicrobial options, will present a significant threat 
to humanity in the twenty-first century. A key solution is to 
judiciously use our remaining antibiotic options, yet even 
in relatively well-off Organisation for Economic Coopera-
tion and Development (OECD) nations, antibiotic misuse 
continues virtually unabated in both the human and veteri-
nary sectors (World Health Organization 2017b). The World 
Health Organization (2017b) and other key stakeholders 
have indicated the critical need for immediate global anti-
microbial optimisation, reduction in unnecessary usage, and 
the roll-out of stewardship across health and agriculture sec-
tors. For example, there has been a 40% global increase in 
use of last resort antimicrobials (carbapenems) over the last 
10 years, and both low-income countries and high-income 
countries are using substantially more antibiotics per capita 
than in previous decades (Review on Antimicrobial Resist-
ance 2016).

As with other infectious diseases threats, a global 
response to this threat is urgently required, with human 
movement across national borders, threatening antimicro-
bial viability, even in countries with active surveillance and 
control programmes. The vertical management of antibiotic 
use in the human and animal sectors as well as in agricul-
ture and food production must also be addressed in an inte-
grated way, as the volume of use is much higher in these 
other sectors. A key strategy, in terms of policy, will be the 
adoption of the One Health model for AMR supported by 
WHO (2017a), the EU, and the USA (Centers for Disease 
Control and Prevention 2017). Whilst policy and regulation 
have progressed considerably in health care environments, 
a parallel set of strategies will need to be implemented in 
farming, agriculture and veterinary medicine, which account 
for around 80% of antibiotic use (Food and Drug Adminis-
tration 2010). Thus far, strategies utilised across contexts 
have largely failed to set national targets to reduce antibiotic 
use in animal agriculture and nor mandate the collection 
of antibiotic usage data (Martin et al. 2015). Consumer-led 
strategies—for example, the marketing of antibiotic free 
products—are one such strategy that may be used to pro-
mote sustainable use of antibiotics in the non-health sector 
(Doyle et al. 2016). Increasing public awareness of the con-
nections between animal and human health—a cornerstone 
of the One Health approach—will be central to this strategy.

There is growing recognition of the costs and signifi-
cance of AMR. Multi-resistant organisms are emerging at 
much higher rates than seen previously, with urgent attention 

needed to mitigate a risk which is predicted in one report to 
be the greatest global burden of disease (Review on Anti-
microbial Resistance 2016). One recent estimate indicates 
that by 2050, infections from resistant bacteria may over-
take cancer as the leading cause of death in the world and 
cost US$100 trillion. This estimate has been questioned and 
likely an overestimate, but AMR nonetheless causes a sig-
nificant burden of disease (De Kraker et al. 2016). The world 
is in urgent need of new strategies in the human, animal, 
agricultural and food industries. This includes reviewing 
how we price/value antimicrobials, incentives for new anti-
microbial development and judicious use, and restrictions 
around use across sectors. In addition, serious AMR could 
be engineered and released as an act of bioterrorism, given 
the availability of technology such as CRISP Cas9 (MacIn-
tyre and Bui 2017). A longer-term model of population risk 
(versus immediate individual risk of often minor infection) 
is required to guide everyday use and mitigate this global 
threat.

5  Governance systems for a threat 
without borders

Whether a bioterrorist attack, pandemic or infections com-
plicated by AMR, the risk is increasing as outlined above. 
Infectious diseases do not respect international borders and 
can spread rapidly around the world. The continued growth 
in large urban areas, and megacities in particular, in which 
high population densities represent optimum conditions for 
spread of infection merits significant attention in biosecu-
rity. This risk is heightened for megacities in developing 
countries in which serious gaps exist in public health sur-
veillance for early detection of epidemic threats, together 
with inadequate critical infrastructure and other prepared-
ness resources. Prevention, mitigation and control of these 
threats, therefore, require efforts at local, national and global 
levels. Despite the call for a One Health approach (Rabinow-
itz et al. 2013), there is no suitable system for governing use 
of antimicrobials across human health, animal health and 
food production, and often no coordination of efforts across 
these sectors. Global legal and governance frameworks for 
pandemics and bioterrorism are critical, but there are gaps 
in some relevant regulations—the International Health 
Regulations (IHR) (World Health Organization 2017c), the 
Biological Weapons Convention (BWC) (United Nations 
Office for Disarmament Affairs 2016) and the Cartagena 
Protocol (Convention on Biological Diversity 2012). The 
IHR provides a framework for epidemic preparedness, but 
many countries do not have the resources to comply with 
them, and the IHR has not been fully revised since 2005 
(World Health Organization 2008). The BWC was revised in 
2016, but widely regarded as unenforceable and inadequate 
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in considering new technologies such as CRISPR Cas9 (Bul-
letin of the Atomic Scientists 2016). The Cartagena protocol 
was developed to address regulation of movements of living 
modified organisms (LMOs) resulting from biotechnology 
from one country to another, but has focused on ecology and 
biodiversity and has not been utilised for human biosecu-
rity. The TAPIC framework (Trump 2017) is a good start-
ing point for considering how existing regulations can be 
improved and enforced and how new ones could be devel-
oped globally.

6  Risk analysis methods for biosecurity

The key needs in risk analysis for biosecurity are timely 
surveillance and identification of biosecurity threats, risk 
analysis of impacts and differentiation of natural versus 
unnatural outbreaks. Traditional disease surveillance lacks 
the timeliness required for rapid detection of emerging and 
re-emerging pathogens. Current public health systems rely 
on validated data from sources health systems, such as hos-
pital and laboratory data, which are important for analysing 
trends over time, but do not meet rapid epidemic intelligence 
needs for early detection of epidemics (Yan et al. 2017). 
Epidemics, defined by a reproductive number greater than 
one (MacIntyre and Bui 2017), grow exponentially, so every 
day of delay in detection could substantially increase the 
morbidity and mortality burden.

Mathematical models, typically of the form of determinis-
tic systems of nonlinear differential equations, are often used 
to gain insight into the transmission dynamics and impact 
of natural and unnatural emerging and re-emerging infec-
tious diseases that threaten health security, such as disease 
pandemics (Nuno et al. 2007; Nuño et al. 2008; Sharomi 
et al. 2011) and the deliberate release of agents of bioterror-
ism, such as anthrax (Brookmeyer and Blades 2003; Mush-
ayabasa 2016; Pantha et al. 2016) and smallpox (Banks and 
Castillo-Chavez 2003; Del Valle et al. 2005; Kaplan et al. 
2003; Meltzer et al. 2001). These models, combined with 
robust health data analytics, computational and data visuali-
sation techniques and numerical simulations provide a real-
istic, rapid real-time assessment of threats to public health 
security. Furthermore, informing these models with data 
generated from modern diagnostic tools that are capable of 
detecting asymptomatic cases with high degree of sensitivity 
and specificity (such as peptide-based immune-signaturing 
or low-cost paper-based RNA sequencing) (Legutki et al. 
2014; Navalkar et al. 2014; Pardee et al. 2016; Stafford et al. 
2014), and using knowledge of prior bioterrorism attacks 
and natural disease outbreaks allow for a realistic proactive 
prediction of future threats before they are detected by the 
public health system. These approaches allow for a more 
proactive disease surveillance for human diseases as well 

as veterinary surveillance for zoonotic pathogens that can 
mutate and cause major burden in human populations. Other 
modelling paradigms, such as agents-based and other data-
driven statistical and stochastic modelling approaches (Hal-
loran et al. 2002; Hu et al. 2014; Kaplan et al. 2003; Nuño 
et al. 2008), are also being used for this purpose. A stochas-
tic approach to risk analysis allows model inputs to exhibit 
a degree of uncertainty. In contrast to deterministic models, 
the inputs follow various forms of probability distributions. 
Risk is computed by sampling these input distributions many 
times. Therefore, the outcome of a stochastic risk model is 
a distribution of risk—rather than a single value. The key 
advantage is that in addition to analysing outcomes, it allows 
for an analysis of the probability of these outcomes. It also 
allows for easy scenario analysis and sensitivity analysis. 
These can all assist decision-makers in taking intervention 
measures and allocating resources. One such example is 
a stochastic risk model (Hill et al. 2015) of zoonotic and 
pandemic influenzas, with a focus on human infection with 
avian influenza. However, there are few real-time models 
with applicability in operational public health, with most 
modelling occurring in academia without real-time appli-
cability for disease control (Heslop et al. 2017). End-users 
in the public health system do not have much knowledge 
or nor trust in modelling, and do not use it widely for dis-
ease control (Muscatello et al. 2017). Availability of simple, 
transparent tools that can assist with pressing questions such 
as surge capacity planning during the influenza season is 
what stakeholders value (Muscatello et al. 2017).

Although mathematical modelling has enjoyed wide-
spread popularity within the academic public health com-
munity in terms of using it to predict epidemics as well as to 
assess and propose effective containment strategies (Newall 
et al. 2007), the use of genetic data (despite its huge potential 
to provide much deeper insight) for predictive purposes has 
not yet become a mainstream tool in public health practice 
(Dudas et al. 2017). Virus phylogeography and phylodynam-
ics are methods developed to utilize viral DNA sequences 
to explore the evolution of pathogens by estimating their 
ancestry. These methods also show promise for public health 
surveillance, but are not as well developed or used in pub-
lic health practice. It has only been somewhat recent that 
more focus has been on combining descriptive phylogenetic 
approaches with other modelling methods that attempt to 
predict epidemics. Phylogenetic and phylogeographic analy-
ses can be combined with methods for epidemic modelling 
to analyse risk factors and predictors of risk in a geospatial 
and genetic context.

Geographic information systems (GIS) provide a fur-
ther platform for public health researchers to take a map 
of an area and add layers of information regarding demo-
graphics, disease prevalence and socio-economic status 
(Mondini and Chiaravalloti-Neto 2008; Rushton 2003). 
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When overlaying multiple types of information, relation-
ships and correlations can be discovered, adding analyti-
cal value beyond traditional descriptive approaches (Doku 
and Lim 2009). Patient data distributions and times-
tamps are significant factors in determining the specifics 
of an epidemic disease. Hence, GIS techniques such as 
emerging hot spot analysis and grouping analysis (Van 
Steenwinkel et al. 2011) allow for risk analysis of health-
related concerns as correlated to location. For example, 
emerging hot spot analysis (Wang et al. 2008) can help 
monitor changes and trends of an epidemic disease, such 
as identifying locations representing new or intensifying 
hot spots.

New risk analysis methods are required to flag epi-
demics for urgent intervention, as illustrated by the cata-
strophic consequences of inaction with the 2014 Ebola 
epidemic in West Africa (World Health Organization 
2015). We have shown that a simple risk prediction tool 
can be developed which identifies regions at high risk 
of severe outcomes of epidemics (Argisiri et al. 2017). 
Such a tool, which considers disease specific, geographic, 
political, social, situational and contextual factors, could 
be used to prioritise epidemic response in situations of 
limited resources and reduce the impact of serious events.

Finally, the vast quantities of publicly available, 
unstructured data such as news feeds, social media and 
other public information offer potential for rapid epidemic 
intelligence and early detection, but are not yet accepted 
in public health (Yan et al. 2017). Google, Twitter and 
other sources have shown early promise for rapid dis-
ease detection by using algorithms and natural language 
processing to detect signals for epidemics, but are still 
eschewed by traditional public health systems (Schmidt 
2012). Rapid epidemic intelligence tools based on social 
media and news feeds could supplement traditional health 
system based, validated surveillance systems by providing 
more timely signals for epidemics of concern (Yan et al. 
2017). We have shown that the Ebola epidemic of 2014 
could have been detected months earlier than it was using 
a novel Twitter-based tool (Yan et al. 2017).

In addition, risk analysis frameworks play an important 
role in biosecurity decision-making and policy. Using the 
approach of multiple criteria based upon emerging bio-
technologies such as synthetic biology, traditional risk 
assessment such as health and environmental data, and 
other characteristics such as the uncertainty, reversibil-
ity, manageability of risk and levels of public concern 
(Cummings and Kuzma 2017; Trump et al. 2017), can be 
integrated to provide evidence-based information to gov-
ernment, academia and non-governmental organisations. 
Such risk analysis methods could assist decision-makers 
to rank policy priorities and to improve the governance 
of biosecurity.

Whilst new risk analysis methods and tools are con-
tinually developed, many of the established methods for 
risk analysis of emerging infections are used separately 
and in different contexts. With increasing biothreats in 
society, these methods could be better integrated to add 
value improve the capacity to predict and mitigate risk.

7  Biosecurity and cybertechnology

Biosecurity is affected by cybersecurity concerns, but 
planning for biosecurity often fails to consider critical 
dependencies with information technology and comput-
ing. For example, mitigation and prevention of bioter-
rorism require surveillance for trade in bioweapons. The 
dark web offers terrorists a platform for trade in weapons, 
including bioweapons. Numerous dark web marketplaces 
such as Silk Road and Alphabay have been shut down by 
US law enforcement in recent years, but new ones con-
tinue to emerge (Business Insider Australia 2017). Whilst 
such market places are better known for trading in drugs 
and weapons, in 2015 a New York University student was 
arrested for attempting to purchase a category B bioterror-
ism agent, ricin, on the dark web (New York Post 2016). 
This highlights the need for integration of cybertechnol-
ogy as a tool in prevention and surveillance for bioter-
rorism. Surveillance for planned bioterrorism is not as 
well advanced in this realm as it is for traditional forms 
of terrorism. Law enforcement agencies employ surveil-
lance of the dark web and social media to detect chatter 
about planned terrorism, but the focus has been far less 
on bioterrorism. For example, surveillance for purchase 
of genetic code to create dangerous viruses failed to pick 
up the Canadian scientists who created an extinct poxvirus 
in the laboratory using mail-order DNA (Science 2017). 
The world first knew about this experiment only when the 
scientists announced it. Whilst this group was legitimate 
and not engaged in bioterrorism, the same methods for 
procurement which they used could well be used by ter-
rorist groups. Therefore, surveillance is required to detect 
such activity and prevent bioterror attacks.

8  Health security and cybersecurity

It was reported in 2017 that the unique health records of 
all Australians are available for sale on the dark web, a fact 
uncovered by a reporter, not by law enforcement or gov-
ernment, exposing authorities as completely unprepared 
(Bickers et al. 2017). Cyberattacks and cybertheft affect all 
facets of society, from banking and health to critical infra-
structure (The Age 2017). In many cases, the outcome of 
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a cyberattack is loss of money or assets. However, if criti-
cal infrastructure or health systems are attacked, human 
lives may be lost. For example, if the power grid of a city 
is compromised, this has many flow-on effects on health 
systems, such as loss of functioning of critical equipment 
in intensive care units or operating theatres, or even for 
home interventions that rely on power such as nebulisers 
or oxygen (Lee et al. 2016). Hospitals rely on generators 
as backup, but these can fail in the event of a disaster (Par-
son 2002; Sifferlin 2012). The escalation of ransomware 
attacks on hospitals, which are poorly prepared and easy 
targets, can bring whole health systems to standstill, as 
seen within the UK NHS and US hospitals (Deane-McK-
enna 2017; Gillett 2017; Landi 2017). The goal of most 
health systems is to achieve paperless operations, to which 
the electronic patient medical record is central. Yet the 
zeal for electronic health (E-health) has progressed with 
very little consideration of cybersecurity, leaving hospitals 
vulnerable to ransomware attacks (CBSNews 2016).

The aspiration of health systems towards the E-health 
record is driven by the desire to improve care, protect 
patient safety and reduce medical errors (Australian Digi-
tal Health Agency 2016). The E-health record (EHR) has 
also been embraced by researchers as a means to efficient 
health research through data linkage of large administra-
tive databases (Powell and Buchan 2005). For example, 
data linkage was used to show that CT scans are associ-
ated with childhood cancer (Mathews et al. 2013). Whilst 
big data allows new ways of conducting medical research, 
the risk of hacking of the EHR has not been adequately 
mitigated in health care. Education and training in hospital 
and health management does not routinely offer courses in 

cybersecurity, leaving health planners and hospital managers 
unaware of the risk and underprepared. Participants in the 
US federal Medicare EHR Incentive Program have to attest 
that they have a fundamental cyber security programme 
and have adopted certified EHR technology (The Office of 
the National Coordinator for Health Information Technol-
ogy 2015). Hospitals attesting Meaningful Use are legally 
bound to meet specific standards, including protection of the 
HER, and can be audited. However, even this system has not 
protected US hospitals from cyberattacks (CBSNews 2016), 
and many countries do not have any such safeguards.

9  A new era of precision harm

Precision medicine has revolutionized medicine, with the 
ability to tailor treatments for individuals by combining 
detailed medical, genetic and other patient information. 
This, however, also leads to the possibility of the same 
information being used to tailor “precision harm”. It is well 
recognised that individuals can be targeted by biological 
weapons (MacIntyre and Engells 2016), but convergence 
of technology opens new avenues for precision harm of 
individuals. The catastrophic hacking of the US Office of 
Personnel Management (OPM) in 2014 (Mukherjee 2017) 
exposed data on over 20 million US Federal employees. At 
the same time, Anthem Health, the largest provider of health 
insurance to these employees, was also hacked (Tuttle 2016). 
Data linkage would allow the perpetrators to access the 
sensitive personal medical information of employees, iden-
tify their medical vulnerabilities and plan targeted attacks, 
such as medication tampering or hacking of digital medical 

Fig. 1  Hypothetical illustration of the use of technology to create precision harm
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devices. The risks posed by hacking digital medical devices 
such as pacemakers and insulin pumps are also cause for 
concern (Francies 2017). This includes more extreme sce-
narios in which individuals with high political profiles or 
other strategic value could be assassinated by manipulation 
of their medical devices, tampering with their medication 
regimen or the design of microbial agents matched to their 
individual genetic profile. Former US Vice President Dick 
Cheney had his pacemaker wireless function disabled to mit-
igate such risk (Peterson 2016). If hostile states, organised 
crime groups or terrorist gain digital medical information 
on defence or security professionals, government officials 
or judges, it may become a more attractive option to more 
obvious methods for causing harm. Figure 1 illustrates the 
potential for precision harm targeting high profile individu-
als, enabled by convergence of technologies. In the example 
provided, a federal judge could be targeted in several differ-
ent ways, including biological weapons, hacking of digital 
medical devices, medication tampering, interference with 
scheduled medical procedures or use of toxins or immune 
modulators, once a roadmap for precision harm is created. 
This example could apply to linkage of data from the OPM 
and Anthem health hacks to create personalised medical pro-
file for federal employees. These examples illustrate the con-
vergence of cybersecurity and health security and the need 
for more integrated approaches to prevention and mitigation 
of emerging risks in health care.

10  New ways to address risk

In summary, we face rapid advances in science and technol-
ogy, a corresponding escalation of risk to biosecurity, and 
convergence of multiple security threats which have tradi-
tionally been addressed separately. The changing landscape 
in biothreats and convergence with other areas of security 
can no longer be addressed in the traditional narrow, health-
centric way. The solution requires a multidisciplinary, global 
approach to security, whilst meeting local government regu-
latory requirements. We need new methods to prevent, iden-
tify and mitigate threats to biosecurity, which require coop-
erative thinking across national and professional boundaries. 
Globally, health, law enforcement, defence and intelligence 
agencies will need to collaborate and pool their information 
and expertise. New risk analysis methods and surveillance 
tools need to be developed, and old methods may need to be 
used in new ways. This must be addressed in a coordinated 
global way to ensure risk is minimised.
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