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Abstract
In this article, we explore the long-term preservation implications of application 
programming interfaces (APIs) which govern access to data extracted from social 
media platforms. We begin by introducing the preservation problems that arise when 
APIs are the primary way to extract data from platforms, and how tensions fit with 
existing models of archives and digital repository development. We then define a 
range of possible types of API users motivated to access social media data from 
platforms and consider how these users relate to principles of digital preservation. 
We discuss how platforms’ policies and terms of service govern the set of possibili-
ties for access using these APIs and how the current access regime permits persistent 
problems for archivists who seek to provide access to collections of social media 
data. We conclude by surveying emerging models for access to social media data 
archives found in the USA, including community driven not-for-profit community 
archives, university research repositories, and early industry–academic partnerships 
with platforms. Given the important role these platforms occupy in capturing and 
reflecting our digital culture, we argue that archivists and memory workers should 
apply a platform perspective when confronting the rich problem space that social 
platforms and their APIs present for the possibilities of social media data archives, 
asserting their role as “developer stewards” in preserving culturally significant data 
from social media platforms.
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Introduction: social activity streams and APIs

In 2017, Clifford Lynch published a broad treatise on the challenges that algo-
rithmic-intensive systems pose for archivists and the near futures of digital pres-
ervation in networked environments. In this vibrant call to action, Lynch makes a 
point of connecting the preservation mandates of traditional professional archival 
duties with the haziness of what is to come for stewardship in a society under-
written by collections of data and driven by an impulse to collect:

“If archivists will not create, capture, curate the “Age of Algorithms,” then 
we must quickly figure out who will undertake this task, and how to get the 
fruits of their work into the custody and safety of our memory organiza-
tions for long-term preservation. Traditional archivists seem most comfort-
able dealing with the outcomes of the work of various types of document-
ers, rather than creating the testimony: this is a professional constraint that 
needs to be explicitly recognized, considered, and if appropriate clarified 
and affirmed if it is to be the case going forward” (Lynch 2017).

Application programming interfaces (hereafter, APIs) are both gateways to 
access data and artifacts in their own right of our algorithmically driven informa-
tion age. They are technologies of custody that enable the extraction and access 
to data. Our connected world is increasingly saturated with networked mobile 
computing devices that allow platform users to create data at tremendous rates 
that drive new markets, technologies, and social structures. Information policy, 
privacy, and law scholars have examined the functional sovereignty that these 
platforms now exert over society, democracy, and economies of scale by col-
lecting personal data, providing access for third parties, and repurposing it for 
algorithms, personalization, and advertising technology (Pasquale 2016). How-
ever, most of this work is concerned with access to data collections presently and 
near-term implications; it does not concern long-term preservation contexts or 
future archives of data extracted from platforms with APIs. As archival scholars 
concerned with the future of preservation and digital cultural memory, we are 
concerned that platform APIs—as access points and technologies of custody—
will have a significant impact on the abilities to preserve documentation from 
the algorithmic age and to create testimony about those impacts as Lynch has 
described because of their prohibitive control and access constraints to human 
activity data in the long term.

Since the early days of social media platforms, extracting data for secondary 
reuse, research, and auditing has been difficult for those interested in working 
with social media data. Social activity streams, as they are called now, are dif-
ficult to capture because of their content, context, and form (“Activity streams: 
specifications” 2019; Snell and Prodromou 2017a). As their name suggests, 
these streams of social media are not static documents. Social activity streams 
are frequently updated by platforms with features and algorithms, accumulating 
new elements of data containing many layers of context, multimedia objects, and 
engagement metadata. Often these social activity streams, in whole or in part, 
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remain locked into dynamic platforms with particular kinds of technical and legal 
gateways of access by way of extraction possibilities. Social platforms themselves 
identified this extraction “problem” as an opportunity to create a new marketplace 
in third-party data access to social media data by primarily providing access to 
user data (and metadata) through a range of APIs in the early 2010s (John and 
Nissenbaum 2019).

APIs allow third parties (known as “developers”) the ability to query and gain 
access to portions of social activity streams from user data created in using and 
experiencing social platforms. APIs specify the rules by which software talks to 
each other, articulating which elements can be queried, how frequently, and how the 
results appear. Different APIs allow for purpose-driven access and extraction. For 
example, a social network API would allow a dating app to use information about 
user profiles to match people for dates. A content publishing API would allow a 
newspaper to promote breaking news articles on a social network’s newsfeed, pro-
moting content directly to specific users. Or an advertising API could allow a small 
business to promote their new menu on a restaurant rating and review platform. 
While APIs are often hidden or unknown to social media users themselves, they are 
part of the software development ecology of the social network infrastructures that 
drive our experiences of numerous platforms and apps.

Presently, access to much of the social media data from platforms is governed 
through this API-driven gatekeeping model set up by platform owners to establish 
the rules by which all third parties accessing data must abide (Bruns 2019). These 
models, while unique to each platform, are rigid in their permissions and restric-
tions on API users, failing to make distinctions between different kinds of data bro-
kers such as developers who are researchers, journalists, or digital archivists. Not 
all API developer users have the same reasons or motivations for using them and 
accessing social media data, and not all API users are concerned with the long-term 
authentication, fixity, or reproducibility of results. The one-size-fits-all approach to 
developer access has increasingly become problematic for social platforms when 
providing access, measuring impact, and enforcing governance over developers’ col-
lections from APIs (Acker and Donovan 2019; Driscoll and Walker 2014). A series 
of gaps exists between the range of users that APIs are intended to serve, the account 
holders or creators that generate these data accessed in APIs, and third-party data 
brokers who use API extracted data in agreement with the platform’s aim to keep 
users engaged. Indeed, the problem of extracted social media data collections is not 
just a concern for researchers and scholarly institutional repositories. As intermedi-
aries between many kinds of users with different motivations, social platforms them-
selves grapple with issues of control over the records that users create, managing 
user data archives and the types of users who leverage them for data access (Glass-
man 2019).

Social platform APIs from Twitter, Facebook, Instagram, YouTube have not only 
changed the experience of the web for users who use and create social media, but 
also research methods in computational social science that allow researchers to cre-
ate new models of instrumentation to gather social media data (Bruns 2013; Bruns 
and Weller 2014; Hargittai and Sandvig 2015). Just as platforms have changed 
instrumentation and research methods for scholars studying behavior online, they 
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have impacted our ability to collect and access research data (Freelon 2018). Thus, 
APIs also create new preservation and access issues for digital archivists, research 
data managers, scholarly communication repositories, and digital curation initia-
tives. The ascendency of the API access over other data extraction techniques such 
as web scraping has led to new models of digital collection, accessioning, and pres-
ervation in research archives and web archiving (Littman et al. 2016).

Digital preservation techniques, policy, social, and technical constraints have 
always been shaped by our ability to access information and bring it into custody, 
for example with proprietary formats or unique playback hardware (e.g., Faniel 
and Yakel 2011; Hedstrom and Lampe 2001; Rimkus et al. 2014). The current API 
access regime of platforms that depend on large collections of aggregated user data 
for access and reuse of these collections is not typically managed or oriented toward 
archival principles (Glassman 2019). Few preservation perspectives or non-com-
mercial use cases have been subsumed into the development of platforms as part of 
their market strategies as for-profit corporations (Conway 2010; John and Nissen-
baum 2019). Despite these preservation and access barriers, as collections of social 
media data grow (internally or through extraction), platforms are rapidly becoming 
sites of post-custodial archives. In post-custodial theory of archives, the power of the 
archivist over records is ceded to the contexts where records originate and circulate, 
thereby reorienting the role of traditional archival institutions to that of a “partici-
pant” in a (re)allocation of power very much [sic] at odds with traditional praxis” 
(Kelleher 2017, p. 23). Archival scholars have argued that post-custodial approaches 
democratize custody, power, and agency over archives by prioritizing context, allow-
ing creators self-determination through the archival autonomy of asserting prove-
nance, ownership, context, and function of records creation (Cook 1994; Evans et al. 
2015). But platforms as data enablers and intermediaries that provide access through 
APIs can severely limit the archival autonomy of creators, researchers, digital stew-
ards, and archivists by stripping context from activity streams as they provide access 
to platform data.

Social media data collections from platform APIs are a new post-custodial chal-
lenge for archivists because they result in a proliferation of decontextualized social 
activity streams as records and evidence of user data (Walker 2017). Digital archi-
vists have commented on the drawbacks—there is a loss of context from the plat-
form itself, data can be disconnected from the communities that have created it, 
there is a focus on machine-readable structured text over dynamic or visual content, 
and an over-reliance on platforms to shape the scope and acquisition through devel-
opers’ APIs (Jules 2018; Littman 2019; Summers 2019). Another challenge is that 
while APIs present a means of access, there may be many different types of API 
users with different motivations for access who are all governed by the same terms 
of service.

Moreover, the design of social platform APIs follows changes in the platforms 
themselves for servicing users who create content and have knock-on effects that 
spread out into different areas of data access and reuse. While researchers, journal-
ists, and stewards can gain access to platform data through APIs, the conditions of 
access strip context in important technical, social, and moral ways. And so, accurate 
reproducibility is not just a problem for researchers using developers’ APIs; it poses 
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a threat to cultural memory stewards, such as archives and libraries, aiming to cap-
ture accurate slices of social media experiences from individuals, communities and 
filial groups, and society more broadly. Archivists, stewards, and repositories that 
collect social media data archives using APIs (as many now do) then regain some 
control as custodians of extracted social media data, but lose valuable context that 
the platform contains, arguably the rich context typically called for by post-custodial 
orientations. And further, the mechanism for which these data are harvested and col-
lected, the API, is itself constantly changing—little is known about the long-term 
impact and unintended consequences of API rollbacks, updates, or their ever-chang-
ing terms of service. If the extraction and decontextualization of social media data 
are one kind of technical challenge, the developers’ API that allows “one-size-fits-
all” access remains another, larger ontological challenge for archivists who make 
use of APIs to assemble these collections.

In this paper, we examine features of social media data from platforms and dis-
cuss their long-term preservation consequences by focusing on the current landscape 
of data access through APIs. We begin the next section by introducing the preserva-
tion problems that occur with user data extracted from developers’ APIs, and how 
these fit with existing models of archives and digital repository development. Then, 
we define and analyze the range of possible users concerned with extracting social 
media data from platforms. We make a distinction between platform users (such as 
account holders and creators of content) and API users, who may be platform users, 
but have API keys to make use of extracted data as “developers.” This is because 
users who have social media platform accounts and developers who use platform 
APIs have separate terms of service, rights, and responsibilities when using social 
media platforms and developer APIs. Then, we discuss how platforms govern possi-
bilities for access, and how the current access regime promotes persistent problems 
over stewarding personally identifying information, guaranteeing the reproducibility 
or fixity of content, and incredible amounts of energy use and resource consumption 
because of bottleneck redundancies. We finish by surveying early models for access 
to social media data archives, including community driven not-for-profit community 
archives, university research repositories, and early industry–academic partnerships 
primarily in the USA. We argue for applying a platform perspective in exploring the 
rich problem space that social platforms and their APIs present for efforts to collect 
social media data archives and manage them over the long term as digital cultural 
memory artifacts.

Persistent preservation problems

For decades, the digital preservation community has worked to develop stand-
ards, workflow, and infrastructure to manage a range of digital objects over time. 
These efforts, while vital for the future success of managing social media data, 
embody certain assumptions around digital preservation that do not neatly trans-
late to an environment replete with complex digital objects, proprietary platform-
specific standards, and dynamic content that is not discrete. These challenges can 
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be understood at three levels: the repository or infrastructure level, the format 
level, and the content workflow level.

Digital repositories are a vital element of infrastructure on the web and power 
research, learning, journalism, policy analysis, and the preservation of digital 
cultural heritage. These organizations are fundamentally concerned with build-
ing trust with users and demonstrating that the digital files on their servers are 
the same files that were created are the same ones deposited in the repository. 
One widely adopted standard for organizing the work of digital repositories is 
the Open Archival Information System (OAIS) model (CCSDS 2012). The model 
grew out of the work of the Consultative Committee for Space Data Systems 
(CCSDS) and initially focused on the requirements for stewarding data from 
large-scale, multi-site scientific research initiatives (Lee 2010). It has proved to 
be extremely influential and continues to shape much of current praxis around 
digital preservation for a wide range of objects, not only scientific research data.

A key element of the OAIS model, and of any digital repository that adheres 
to it, is the concept of fixity. This is the idea that a given file or digital object in 
a repository has not been altered since its deposit, and that the file can be com-
putationally verified to be what it purports to be. The importance of file fixity is 
also underscored in other digital preservation frameworks including the National 
Digital Stewardship Alliance (NDSA) Levels of Digital Preservation (Phillips 
et al. 2014). Digital preservation professionals use checksums to establish a cryp-
tographic hash for every file that enters a repository; these checksums can then be 
rerun periodically to verify if a file has been changed in any way. Through these 
checks and the ability to claim that the files in their care have not been altered 
since deposit, digital preservation professionals build trust with their users, con-
vincing them that they can be confident using the materials from a repository in 
whatever way they intend.

Platform data from social media sites that generate activity streams and allow 
for user engagement with multimedia and multitemporal content pose a challenge to 
the OAIS-based understanding of digital preservation. Activity streams are semantic 
descriptions of actions taken on a given website, social media platform, or piece of 
software (Snell and Prodromou 2017a), that is, an activity stream is a way to stand-
ardize the description of things people do in online spaces. For example, it offers 
a controlled vocabulary structured way to express an action on a platform such as 
“User X posted an update at time T.” An Activity Stream is a type of metadata asso-
ciated with digital environments that allows platforms to more consistently man-
age user data, but they can also be useful beyond short-term business needs. These 
types of digital objects do not neatly wrap themselves up into discrete files like 
PDFs, JPEG 2000s, or CSV data tables. The World Wide Web Consortium main-
tains an “Activity Streams” standard defining and describing a JSON-based method 
for describing a range of user actions which can be associated with related digital 
objects (Snell and Prodromou 2017b). While discrete surrogates such as these can 
stand alone and may include meaningful descriptive information, they fail to capture 
essential parts of platforms, as well as the platform APIs (particular versions or spe-
cific documentation), and are not as valuable over the long term once removed from 
their original context.



111

1 3

Archival Science (2020) 20:105–123 

The files that different social media sites generate when a platform content crea-
tor requests to download a copy of their data contain a lot of metadata in addition 
to the text of the posts (such as tweets, or status updates) themselves. For example, 
a creator can see how many retweets a given tweet has, or how many likes a photo-
graph on Facebook has, but these are only snapshots in time. If they revisit content 
on the platform after downloading an archive copy, the tweet or post may have a new 
number of engagements, reflecting ongoing activity on the platform (Acker 2018; 
Acker and Kriesberg 2017).

At the format level, preservation challenges for social media flow from the 
design of individual platforms and the business needs of the companies which oper-
ate them. While many platforms involve the creation and consumption of activity 
stream data, the standards around structuring data within a given network are driven 
by the business and organizational needs of the companies running these sites, not 
by their suitability for stewardship and long-term preservation beyond the life of the 
parent company (Helmond et  al. 2017). Platforms such as Facebook, Twitter, and 
Pinterest do not make their data interoperable because their competitive advantages 
over each other lie in their differences, not their similarities. Actions such as posts, 
likes, replies, reposts, and comments each have their own definition on each plat-
form and are reflected differently in the offline representations of content creators’ 
data (Bucher and Helmond 2018).

Because social media platforms are built from software developed by private 
companies, they are able to shape their content in whatever way their engineers 
decide (Brügger 2017; Rosenzweig 2001). This can result in extremely different rep-
resentations of social media data and significant challenges for digital preservation 
professionals seeking to document and manage an ever-increasing number of pro-
prietary data standards. For example, Facebook’s user data, when downloaded by 
an individual, are represented as a file directory with folders for photographs, posts, 
and other activities on the site. When accessing each of these types of downloaded 
data, users can view some interactions such as comments on photographs, but not 
others such as number of likes on a given post or photograph. See Figs. 1 and 2 for a 
visual representation of Facebook’s profile download.

The content level presents additional challenges to digital preservation of social 
media data. By content level, we mean the text, engagement data, and multimedia 
digital objects that comprise the heart of social media platforms. This content is 
highly personal and cannot simply be made available in a digital repository for sec-
ondary use. Recently, institutional review boards (IRBs) have begun paying atten-
tion to these data and treating it seriously, as a form of Personally Identifiable Infor-
mation (PII) (Considerations and recommendations concerning Internet research 
and human subjects research regulations, with revisions 2013). Furthermore, the 
General Data Protection Regulation (GDPR) in Europe suggests a more robust 
understanding of data protection and privacy of people’s social media data, both on 
platforms and off. While the GDPR speaks to many types of privacy and user rights 
online, one aspect of this is enshrined in Article 20: Data Portability. This article 
states “The data subject shall have the right to receive the personal data concern-
ing him or her…in a structured, commonly used and machine-readable format and 
have the right to transmit those data to another controller without hindrance from 
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Fig. 1  Screenshot from the profile archive of one of the authors’ personal Facebook profiles

Fig. 2  Screenshot of image captured from one of the authors’ personal Facebook profiles showing com-
ment from a friend but not number of likes
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the controller to which the personal data have been provided.” (European Parliament 
2016). Here, the assumption is that platforms can and should provide account hold-
ers with their personal data upon request in a format which is meaningful outside of 
the context of the original platform. Account holders exercising their rights to data 
portability under Article 20 may want to engage on a new social media site using 
their data or networks from an existing account; they may also want to transfer their 
data from a platform to a digital repository for long-term preservation. This article 
implies the need for a common standard for social media metadata, which could 
be utilized by the preservation community to build long-term stewardship environ-
ments for data from a range of social media platforms, mapped to the standard.

Finally, the End User License Agreements (EULAs) agreed to by users of social 
media sites may not allow for preservation and publication of certain kinds of plat-
form data outside the platforms themselves. In their Developer agreement and pol-
icy, in the section headed “Be a good partner to Twitter,” Twitter recently stipu-
lated that Tweet IDs, rather than tweets themselves, should be all that is published 
by researchers working with their data (Twitter 2018). This policy has affected the 
authentication, replicability, and verifiability of research data collected from Twitter 
and has, in some cases, pushed researchers out of compliance with the Developer 
Agreement. Recent work from Arkaitz Zubiaga demonstrates that retention of only 
Tweet IDs results in decreased availability of tweet content over time in research 
datasets, but that this does not affect overall interpretability for larger collections of 
tweets (Zubiaga 2018). However, for smaller and more targeted research collections 
created by either researchers, archivists, or repository managers, any loss of tweet 
content or associated media (i.e., images, video) represents a significant impact on 
the ability to authenticate or verify the contents of the collection because of missing 
data and/or metadata that cannot be verified or compared to historical platform data 
(Kerchner et al. 2016). While file formats, fixity, and portability of social media data 
continue to challenge archivists, leveraging APIs as a means of extraction confronts 
the potential that archivists have in asserting their role in creating documentation 
and exercising rescue functions when facing the vulnerability of culturally signifi-
cant digital information (Garrett and Waters 1996, pp. 22–23).

The impact of APIs on access

Access to social media data with APIs is governed by platforms and their terms of 
service agreements with their users. As with most information systems, there is a 
range of motivations for access and it is worth clarifying the types of users that par-
ticipate in social media platform ecologies, including APIs. Table 1 discusses these 
different users, as well as their conditions of access and motivations for using social 
activity stream data from platforms. We have characterized some of these various 
users and their conditions of access to API data based on observations from plat-
forms terms of service, social media collections research, and the landscape of API 
utilization. While there are many different types of users, this article is primarily 
concerned with the status of researchers, stewards, and institutional repositories as 
users who make use of developer privileges when extracting data from platform 
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APIs. However, it is worth noting that API services are framed within a for-profit 
ecology of account holders and primarily for data brokers who innovate within or 
outside of the platform. The majority of enterprise developers are selling advertise-
ments, innovating platform experiences, or gathering data for business analytics, 
while researchers, journalists, civil society organizations, government units are “sec-
ondary” developers in that they are not profit driven in access motivations. Here, it 
is worth drawing attention to the types of users that platforms serve, and the moti-
vating conditions that platforms have in providing access to user data because of 
their impacts on data management, and governance over future use and long-term 
access. We define four different types of users in Table 1.

This access environment, with different user groups pursuing sometimes diver-
gent goals on social media platforms, can be seen as a manifestation of post-custo-
dialism. The platforms continue to manage information generated by their account 
holders indefinitely, thereby distancing archival and practitioners from materials 
they seek to obtain for preservation purposes. Post-custodial theory articulates a 
recordkeeping and information management vision in which archival institutions do 

Table 1  Types of API users detailing the varying conditions of access and motivations to social media 
data

Types of API users Conditions of access and motivations

Account holders are content creators that use the 
social media platform

• Create user data for APIs
• Give developers permission to access and use 

personal information through the API
• Access the API to retrieve account data for per-

sonal digital archives
Developers are third-party data brokers who 

access user data to create new technologies or 
apps, to advertise content on the platform, or to 
build data profiles to develop technology outside 
of the platform

• Create tools, clients, and plugins on the platform
• Create advertising and promoted content to direct 

to users, contributing to filter bubbles
• Use the API to achieve some kind of business goal 

through the platform itself, platform development/
data enabler, and source

• Motivated by profit generation
Developer researchers are third parties who col-

lect data to investigate, collect evidence, and 
document social media phenomena, ranging 
from academics, journalists, civil society groups

• Access API to get more insights into how users 
communicate, read, consume content, and create 
social ties

• Collect and analyze API data to make claims, to 
inform decisions, to create new knowledge, to 
inform policy and regulation

• Access the API data to further understand the plat-
form, underlying algorithms, code, data structures, 
in order to reverse engineer the system itself

Developer stewards are web archives, commu-
nity archives, or institutional repositories who 
leverage APIs to collect social media data for 
preservation purposes and future use

• Produce stable, understandable facsimiles of 
platform content (get content off the platform for 
secondary use, research, preservation)

• Want to know about the platform, data structure, 
format, content, context, form

• Use the API for reliable, authentic data and to 
document actions and enforce accountability

• Intend to provide long-term access
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not possess records but rather provide management and oversight to records crea-
tors who retain control over materials (Bastian 2002; Ham 1981; Henry 1998). The 
conversation around the value of post-custodialism has long focused on electronic 
records, considering whether the proliferation of content types in digital environ-
ments necessitated a post-custodial approach or a recommitment to archival institu-
tions gaining custody over records within their purview (e.g., Cook 1994; Upward 
and McKemmish 1994; Duranti 1996; Ngoepe 2017). While post-custodial models 
have proved transformative for community archives (Henningham et al. 2017) or a 
necessity for institutions without financial means to manage digital records (Ngoepe 
2017), in social media contexts, the platforms themselves have not engaged with 
preservationists in order to ensure consistency and sustainability of social media 
data as digital information, the fastest growing form of digital cultural heritage.

Beginning in the early 2010s, methods for accessing social media data from 
developers’ APIs such as Facebook’s Open Graph API or Twitter’s Streaming API 
were heralded as a promising new model of data access and management for social 
platforms (e.g., Iskold 2010). By opening the social activity streams to develop-
ers, developers’ platform APIs would become a source of value and data capital for 
social media companies. For example, Facebook’s Open Graph platform became a 
forum for technologists, publishers, and developers innovating on social networks to 
build more tools and leverage the power of Facebook’s millions of users by creating 
new experiences within the platform.

This developers’ API model also allowed Facebook to become a new kind of ser-
vice provider for big data applications. As both enabler and source of social media 
data, platform APIs became the industry standard for forecasting new products, 
building tools, and interpreting the impact of social networks and the rise of mobile 
phones that are underwritten by the promise of constant data creation by users, 
increasing data collection by platforms, and more data access for second- and third-
party data brokers. However, even during Facebook’s Open Graph rollout in 2010, 
account holders immediately began to push back on the new terms of service and the 
platform’s definition of personally identifiable information (Kang 2010). Most com-
plaints involved the confusing ways that Facebook had tried to explain what data 
could be accessed when and by whom with a slew of different permissions, apps, 
and friend connections (Zuckerberg 2010). The backlash from individual account 
holders as users was initially more problematic for Facebook than the platform poli-
cies for developers collecting batches of user data. However, following the Cam-
bridge Analytica scandal, focus returned to the higher level policies and repercus-
sions of granting developers broad access to Facebook data and social graphs via the 
API (Cadwalladr and Graham-Harrison 2018; O’Sullivan 2018; Romm and Timberg 
2018; Weaver 2018).

There continue to be unintended consequences to this gatekeeping model of data 
management after user data have been accessed and collected because of the col-
lapsing of different types of developers into one group (typified by making money or 
targeting new users as measures of impact). A side effect of platforms’ efforts to 
guard against data breaches, disinformation, and malicious actors has been to roll 
back API access and as a result researchers’ ability to extract data for analysis suf-
fers. These limitations show the social and technical hurdles that researchers and 
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institutional stewards face when governed by the terms of service built for devel-
opers concerned with innovation, engineering, and ultimately profits. Social media 
platforms restrict broad access to their data to discourage bad actors or protect 
potential revenue streams, but in the process cut off other types of API-driven activi-
ties including data collection by archives and libraries as well as research. As such, 
the impacts of the developers’ API for social media data access are deep and wide 
for researchers, policy makers, and cultural institutions concerned with accurate 
documentation and evidence of social platforms as they become social infrastruc-
tures of public discourse, news, and information. There is tension here between 
access for research/innovation and access for user data protection. For example, the 
proposed solution to personal data breaches is to roll back access and increasingly 
remove PII (Personally Identifiable Information) from datasets. However, removing 
PII is increasingly a technical hurdle: We see that metadata are more identifying 
than the content itself (Perez et al. 2018). Capturing accurate social media collec-
tions for research and future access remains even harder when platforms are reactive 
and fixing an ongoing problem such as the spread of disinformation or computa-
tional propaganda; it creates problems for researcher communities in a variety of 
different ways concerned with documenting the experience or memory of users. The 
moral, technical and social challenges of documenting digital culture from social 
platforms continue to change. However, the reliance on APIs for access to social 
media data raises the stakes of gaining and maintaining access to social media data 
as social platforms themselves become post-custodial actors.

Existing initiatives to manage social media data

Challenges as profound as the ones we have articulated around digital preservation 
for social media data archives do not have one clear path forward toward a singular 
solution. But a series of projects and repositories exist which seek to help archivists 
and researchers manage social media data and ensure its ongoing preservation and 
access. Here we summarize four emerging models of access that exist leveraging 
APIs.

Social Feed Manager

Social Feed Manager is an open-source software tool developed by researchers and 
library staff at George Washington University to harvest social media data from plat-
forms including Twitter, Tumblr, and Sina Weibo (Social Feed Manager 2018). This 
tool enables digital preservationists to set up queries to run and collect data from 
platforms with APIs that allow for such access. Given its development by informa-
tion professionals working in a university library setting, the tool has a series of 
archival concepts built into it, including a mapping of archival lifecycle events such 
as records creation and appraisal onto social media digital objects (Littman et  al. 
2016). Social Feed Manager is currently available openly but developer support 
is limited  to George Washington University community members but has been a 
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model for similar initiatives. It complies with the Twitter Terms of Service and only 
publishes Tweet IDs for publicly available datasets, but has more flexibility on other 
platforms around the collection and retention of actual content.

Documenting the now project

The Documenting the Now Project (“DocNow”) emerged as a way to collect and 
preserve tweets related to Michael Brown’s death in Ferguson, Missouri, in 2014 
and has expanded to encompass a number of projects related to web archiving, social 
media, and norm setting around ethical practices for collection and preservation 
of social media data  for community archives projects. DocNow is a collaborative 
project funded by the Mellon Foundation to support collaborators at the University 
of California—Riverside, the University of Maryland, and Washington University 
in St Louis. Their catalog of Tweet ID datasets adheres to “Twitter’s terms of ser-
vice [which] don’t allow tweet datasets to be published on the web, but [do] allow 
tweet identifier datasets to be shared. This speaks to users’ rights as content creators, 
while also allowing researchers to share their data with others” (Documenting the 
Now 2019). DocNow continues to lead the archival community in theorizing and 
researching the ethical consideration of documenting social movements, communi-
ties, and users online (Jules, Summers and Mitchell 2018).

The inter‑university consortium for political and social research

The Inter-university Consortium for Political and Social Research (ICPSR), a data 
repository with significant experience curating and preserving a range of social sci-
ence data, is also in the process of developing a social media data archive (Hemp-
hill et al. 2018). This initiative will similarly reflect the terms of service (TOS) of 
existing platforms and, in the case of Twitter, only accept deposits in the form of 
Tweet IDs. This federated model will also include metadata enhancements to collec-
tions, providing additional descriptive context for the collections. While this system 
is still in development, its organizational home within one of the oldest research 
data repositories in the world signals that the social science research community is 
reckoning with the use of social media data as a valuable source for analysis and 
interpretation of society. To place collections of tweets and Facebook posts along-
side social research datasets such as the National Crime Victimization Survey dem-
onstrates the importance of social media data to the current practice of science.

Social Science One

Another model for providing access to social media data is that of Social Science 
One, a nonprofit enterprise bringing together academics and industry partners to pro-
vide access to private sector social media data for research purposes while allowing 
platform companies to maintain control of their data and ensure that personal infor-
mation about users can be protected (Social Science One 2018). This initiative was 
born out of a recognition that academia and industry have fundamentally different 
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perspectives on the value and use of social media data in research. The organiza-
tion has partnered with Facebook and will use a peer review-style process to screen 
proposals from researchers and provide access to privileged platform data (King 
and Persily 2018). Social Science One will use platform-developed APIs to grant 
researcher access, thereby protecting corporate interests through the propagation of 
new data streams. In this example, APIs beget APIs for access to social media data. 
The resulting situation leaves long-term preservation outside of platforms off the 
table, privileging access to industry-sanctioned partnerships over archival custodian-
ship of these digital records. This model solely relies on platforms’ invested inter-
est, timelines, staff resources, and funding constraints. For those users, researchers, 
and archivists concerned with accountability strategies for platforms and long-term 
access, we find this industry-driven model to be opaque and the least sustainable of 
the models that we have surveyed.

Additional examples of social media preservation demonstrate the limitations of 
some existing frameworks for managing digital objects and web archives. The Way-
back Machine, perhaps the largest and most well-known web archive, contains only 
sporadic coverage of social media sites in its large collection (Bohannon 2017). The 
Library of Congress Twitter Archive project attempted to collect and preserve every 
tweet posted, maintaining a version of this vast resource in a public institution with 
the goal of making its contents as available as possible (Zimmer 2015). However, 
scaling up the initiative as Twitter grew exponentially following the 2010 agree-
ment proved both technically and organizationally difficult. In 2017, the Library 
announced its plans to scale back Twitter acquisition and collect tweets “on a selec-
tive basis” (Osterberg 2017). This significant scaling back of Twitter preservation 
efforts indicates the degree of difficulty in collecting, describing, preserving, and 
providing access to this information. The Library was not able to take the project 
to its completion and has instead re-framed its social media preservation as another 
of its web archiving projects with a clearly defined scope and mission (Fondren and 
Menard 2018).

Conclusion: confronting the platformization of digital cultural 
memory

Here we have shown how social media platform APIs, in particular, are used to pro-
vide access to different kinds of users resulting from a new, post-custodial prob-
lem space of content that is locked into platforms. Platform APIs and their terms 
of service with developers include a big tent of users—ranging from data brokers, 
to social scientists, to software developers and technologists, to digital archivists 
(among many more). As a result, many of our emerging preservation models and 
stewardship challenges are tied to API-driven access regimes with one-size-fits-all 
approaches to user motivations for data collections. Not only are there new kinds 
access motivations as a result of API collection contexts, it is becoming obvious that 
platforms are increasingly becoming post-custodial data managers with different 
motivations, agency, and autonomy exerted over social media data collections than 
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the users who create and access platform content, or the stewards who may want to 
document, or preserve this digital culture.

The API as an artifact and an access point to the so-called age of algorithms 
remains understudied by archivists and cultural memory institutions. As we articu-
lated through our typology of users and motivations above, not all API users have 
the same reasons or motivations for accessing social media data, nor are they all con-
cerned with the long-term authentication, preservation and archival access. Whether 
they are open-source tools for collecting data from APIs, federated collections from 
researchers, or partnerships with platforms, each of these models of social media 
data archives relies on APIs as technologies of custody in gaining access to data 
and creating collections. The impact of developers’ APIs on the role of the archi-
vists as “developer stewards” continues to unfold as they assert a rescue function, 
attempting to produce stable, authentic facsimiles of platform content for digital 
preservation with tools that are known to strip valuable context. What remains to be 
worked out, and Lynch (2017) identifies this prescient problem precisely, is the work 
archivists (among all kinds of various concerned documenters and memory workers) 
must do in order to clarify commitments to preservation mandates when confronting 
the “platformization” of digital cultural memory (Nieborg and Poell 2018). In their 
early work on the memorialization practices of Facebook users, Acker and Brubaker 
(2014) argued that traditional archivists and users should take a “platform perspec-
tive” when confronting the access barriers to social media data archives. Drawing on 
Gillespie’s (2010) work on platforms as intermediaries, Acker and Brubaker argue 
that platforms represent “a tension of accountability and access between service pro-
viders and content creators, futures users, and […] archivists” (2014, p. 8). Identify-
ing these accountability tensions between profit-driven platforms and the ecology of 
users platforms serve illustrates how platform lock-in and API access impact social 
media data archives, and clarifying problems of archival persistence is an ongoing, 
professional, and ultimately moral challenge for cultural heritage institutions and 
professional archivists.

In this paper, we have introduced a number of emerging US-based models for 
preserving and providing access to social media data extracted from platforms with 
APIs. Despite these efforts, social media data archives will continue to be vulnerable 
to shifting developers’ Terms of Service for as long as all API users are subject to 
the same access and reuse policies. Early post-custodial theories of archives asserted 
visions where creators themselves would retain control over their own collections. 
However, with the rise of networked platforms and cloud storage, few individual 
creators assert meaningful control or even have access to the digital records, evi-
dence, and information they create and stored in such platforms. Instead, platforms 
govern control and access to this culturally significant digital information without 
ensuring long-term preservation or taking archival responsibilities. We argue that 
in API-driven access regimes, it is developers who can assert control and custody, 
building social media data collections through extraction using APIs. Given the real-
ities and challenges of the platformization of digital cultural memory, there is now a 
distributed responsibility for preservation between platform intermediaries, creators, 
and developers who use APIs to extract and access data. With a platform perspec-
tive toward accountability, the archival community should envision new models of 



120 Archival Science (2020) 20:105–123

1 3

meaningful control and custody over social media data. We must reorient theories of 
digital preservation and professional vision to account for these data-driven, algo-
rithmic-intensive platforms by asserting custody as developer stewards using APIs, 
for it is only through their active use that we can interpret, know, and critique their 
impact on the preservation of digital cultural memory.

Open Access This article is distributed under the terms of the Creative Commons Attribution 4.0 Interna-
tional License (http://creat iveco mmons .org/licen ses/by/4.0/), which permits unrestricted use, distribution, 
and reproduction in any medium, provided you give appropriate credit to the original author(s) and the 
source, provide a link to the Creative Commons license, and indicate if changes were made.
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