
        
    
        
            
            
                
            

            
        
    

        
    
        
            
            
                
            

            
        
    


        
    




        

        
    Skip to main content

    

    
    
        
            
                
                    
                        
                    
                
            
        


        
            
                
    
        Log in
    


            
        
    


    
        
            
                
                    
                        
                            
                        Menu
                    
                


                
                    
                        
                            Find a journal
                        
                    
                        
                            Publish with us
                        
                    
                        
                            Track your research
                        
                    
                


                
                    
                        
                            
                                
                                    
                                Search
                            
                        

                    
                    
                        
 
  
   
  Cart
 


                    
                

            

        
    




    
        
    
        
            
                
                    
    
        
            	
                        Home




	
                        International Journal of Information Security

	
                        Article

Optimal noise functions for location privacy on continuous regions


                    	Regular Contribution
	
                            Published: 28 June 2017
                        


                    	
                            Volume 17, pages 613–630, (2018)
                        
	
                            Cite this article
                        



                    
                        
                        
                    

                
                
                    
                        
                            
                            
                                
                                
                            
                            International Journal of Information Security
                        
                        
                            
                                Aims and scope
                                
                            
                        
                        
                            
                                Submit manuscript
                                
                            
                        
                    
                

            
        
    


        
            
                

                

                
                    
                        	Ehab ElSalamouny 
            ORCID: orcid.org/0000-0001-7538-47721,2 & 
	Sébastien Gambs3 


                        
    

                        
                            	
            
                
            516 Accesses

        
	
            
                
            4 Citations

        
	
                
                    
                6 Altmetric

            
	
            Explore all metrics 
                
            

        


                        

                        
    
    

    
    


                        
                    
                


                
                    Abstract
Users of location-based services are highly vulnerable to privacy risks since they need to disclose, at least partially, their locations to benefit from these services. One possibility to limit these risks is to obfuscate the location of a user by adding random noise drawn from a noise function. In this paper, we require the noise functions to satisfy a generic location privacy notion called \(\ell \)-privacy, which makes the position of the user in a given region \(\mathcal {X}\) relatively indistinguishable from other points in \(\mathcal {X}\). We also aim at minimizing the loss in the service utility due to such obfuscation. While existing optimization frameworks regard the region \(\mathcal {X}\) restrictively as a finite set of points, we consider the more realistic case in which the region is rather continuous with a nonzero area. In this situation, we demonstrate that circular noise functions are enough to satisfy \(\ell \)-privacy on \(\mathcal {X}\) and equivalently on the entire space without any penalty in the utility. Afterward, we describe a large parametric space of noise functions that satisfy \(\ell \)-privacy on \(\mathcal {X}\), and show that this space has always an optimal member, regardless of \(\ell \) and \(\mathcal {X}\). We also investigate the recent notion of \(\epsilon \)-geo-indistinguishability as an instance of \(\ell \)-privacy and prove in this case that with respect to any increasing loss function, the planar Laplace noise function is optimal for any region having a nonzero area.
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                    Notes
	Throughout this paper, we denote the space of points (i.e., locations) by \({\mathbb {R}}^2\), while the space of Euclidean vectors is represented by \({\mathbb {E}}^2\).


	Uniform \(\rho \)-tightness of a collection of distributions is a stronger version of “tightness” (cf., page 59 in [3]), which is not parametric on \(\rho \), and requires the probability masses to uniformly converge to zero outside any compact subset of \({\mathbb {E}}^2\).


	Since the distinguishability is unitless (as it is a ratio between two probabilities), the unit of \(\epsilon \) is the reciprocal of the distance unit (e.g., \(\textit{km}^{-1}\)) and its numerical value depends indeed on the chosen unit for the distance.
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