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Abstract

When cyber-physical systems (CPS) are connected to perform smart manufacturing, we have a cyber-physical production system
(CPPS). In such systems, CPS collaborate in an intelligent way to obtain and maintain the optimum of the manufacturing process,
handle disturbances and adapt to changing conditions. This work, based on a systematic literature review, shows current trends in
cyber-physical production systems with a special focus on the role of connectivity and control systems in production. We are
looking for the enablers of CPPS focusing on the current evolution of control systems in the smart factory of the future. As a
result, a conceptual framework as well as a CPPS control system architecture for the introduction and organisation of enablers for
CPPS is presented to support practitioners in the realisation of smart manufacturing control concepts.

Keywords Industry4.0 - Smart manufacturing - Cyber-physical systems - Cyber-physical production systems - Internet of things -

Systematic literature review

1 Introduction and motivation

The term Industry 4.0 may be understood as a new philoso-
phy, which addresses each instance of the value chain of a
product as a smart one, capable of making its own decisions
and from which is possible to retrieve valuable information
[1]. In particular, the manufacturing environment will be
aware of all of these instances through new connectivity so-
lutions based on the internet of things (IoT) and internet of
services (IoS) [2]. A higher availability of information will
make it possible to design resilient manufacturing systems,
which can adapt to market demand, delays in the logistic
chains and other disturbances to attain optimal values of the
desired key performance indicators (KPIs).

The trend of Industry 4.0 intends to populate traditional
shop floors with digitised systems capable of communicating
their process parameters to their environment, to send their
status and to express their availability for collaboration with
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other machines or workers. Comparable solutions of
networked sensors and actuators in industrial systems are not
new. However, the increase of the processing capacity of mod-
emn embedded systems (ES) on the market has changed their
focus to more than just processing and transmitting acquired
data. The focus on design of ES has shifted from handling
limited resources to an intimate interaction with physical pro-
cesses and other peers through communication systems [3].
To emphasise the qualitative change in ES, the term ‘cyber-
physical system’ has been introduced. Their processing capa-
bilities and their connectedness make them able to exchange
more structured information about their own impressions of
the environment (environment-awareness) and their self-state
(self-awareness) in order to make smart decisions autono-
mously. When objects in a manufacturing environment are
endowed with cyber-physical capabilities and are connected
to the same network, the possibilities for system automation
are extended beyond the limits of traditional feedback control
systems. In fact, in contrast to common stand-alone control
systems, it will be possible with Industry 4.0 to design a body
of collaborative autonomous CPS that regulates themselves,
thanks to the capacity of each single entity to retrieve infor-
mation from its peers and itself. This kind of control systems is
called a networked control system (NCS) [4]. These types of
networked systems are of crucial importance for the fourth
industrial revolution, which requires, among other things,
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the connectivity and networking of all elements involved in a
smart production system.

When integrated into a connected manufacturing environ-
ment, CPS replace the traditional automation pyramid and
combine the IoT and automation systems to merge two do-
mains that have been traditionally disjointed in industrial sys-
tems [5]. Specifically, we speak about two domains, the do-
main related to the processing of data to obtain valuable in-
formation (the information technology (IT) domain) and the
domain related to the support of physical value creation in the
manufacturing processes (the operation technology (OT) do-
main). This should be achieved through the integration of the
enterprise resource planning systems (ERP), manufacturing
execution systems (MES) and other software in a choreogra-
phy of systems (vertical data integration) which are aware of
the current state of each instance of the value chain (horizontal
data integration). Following this idea, CPS will become the
building block of the central entity of Industry 4.0, the smart
factory, which is essentially CPPS.

The aim of this paper is to investigate the conceptual
enablers of modern CPPS using a systematic literature
review (SLR) as a basis to analyse the actual state of
the art, to define future challenges and to develop an
architecture for CPPS. Unlike other available reviews of
Industry 4.0 [5-10], we addressed CPPS as a NCS and
we focused on the interplay between control systems
and IoT. Thanks to such a perspective, we provide an
original literature review focusing on the interaction of
the conceptual enabler of CPPS to show a global pic-
ture of the interaction between IT and OT in the factory
of the fourth industrial revolution. Thus, this paper
seeks to answer the following research questions:

RQ1: What is the actual state of the art of CPPS in the
present scientific literature?

RQ2: Which of the enablers needed to realise smart CPPS
and how can they be organised in CPPS framework?

RQ3: What are the future challenges that we need to be
prepared to face in the design of CPPS?

This article is organised as follows. In Section 2, we
examine the previous literature reviews on CPS in
manufacturing to justify our motivation and to define
the research gap. In Section 3, we describe our meth-
odological approach based on SLR methodology and
show the descriptive findings and a classification of
the identified conceptual enablers of CPPS. In
Section 4, we propose a framework and an architecture
for CPPS enablers to support practitioners in the intro-
duction of innovative manufacturing concepts and to
provide a structured overview of the existing concepts
and technologies. Finally, in Section 5, we investigate
future directions in the design and realisation of CPPS
before summarising the content of this research in
Section 6.
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2 Antecedents, contributions
and the research gap

In the first step, we started with an analysis of the existing
reviews on the application of CPS in general and in
manufacturing. We have identified and distinguished two
kinds of reviews (see Table 1): systematic literature review
and traditional conceptual review. In a systematic literature
review, inclusion and exclusion criteria are used to filter and
evaluate what papers should be analysed [14]. A traditional
conceptual review is based on the critical analysis of a selec-
tion of material. The purpose of such a review is to produce a
better understanding of a certain topic. On one hand, we have
systematic literature reviews [6—8]. On the other hand, we
have conceptual reviews [5, 9—11]. Both groups create a clas-
sification of the topics that facilitate the implementation of
CPS in industrial systems and address its current state.

The first group represents works using SLR methodology.
The authors in [8] propose a set of representative technologies
for smart manufacturing, which are CPS, cloud manufactur-
ing, big data, [oT, smart sensors, additive manufacturing, en-
ergy efficiency and virtual and augmented reality. The authors
in [6] used concepts related to CPS and manufacturing in their
literature review, like the 5C layer architecture of Lee et al.
[15] to classify the collected literature and to comment on the
relevant results and findings for each layer. The authors in [7]
structured their research using three research questions refer-
ring to which technologies are associated with Industry 4.0 in
the construction industry: ‘What is the current state of these
technologies?’, ‘Which technologies have already been
adopted?’ and ‘Which far-reaching implications do they
imply?’

The second group is based on traditional conceptual re-
views. The authors in [5, 9] explored the roots of CPPS in
the interplay between computer sciences, I'T and manufactur-
ing. In addition, the authors underlined the importance in com-
munication systems, where they focus on the qualitative dif-
ferentiation of data flows and architectural approaches, infra-
structure solutions and possibilities as service-oriented archi-
tectures, manufacturing service bus and plug-and-work tech-
nologies. Similarly, the authors in [11] examined the key as-
pects of industrial CPS and illustrated four European projects
dedicated to the implementation of CPPS (the European inno-
vation project SOCRADES, project GRACE, project IMC-
AESOP and project ARUM). The authors in [10] describe
their view on the drivers and initiatives for the implementation
of CPS in manufacturing systems as well as the barriers for
their realisation. They based on [16]’s study to identify the
aspects that characterise CPS and enumerate the drivers of
CPPS as the analysis of the systems of systems (SoS) [17],
I0T, cloud technologies and Industry 4.0. Finally, a view on
challenges and future research directions on CPPS was given,
where the main trends are self-organising systems, context-
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Table 1

Summary of findings of already existing literature review papers on CPPS

Reference Review

Authors, title and source

Focus of the literature review

type

[8] Systematic  Kang et al. (2016): Smart manufacturing: Past research, Proposition of a set of representing technologies for smart
literature present findings, and future directions. International Journal ~ manufacturing, which are CPS, cloud manufacturing, big
review of Precision Engineering and Manufacturing-Green data, IoT, smart sensors, additive manufacturing, energy

Technology, 3(1):111-128. efficiency and virtual and augmented reality.

[6] Systematic ~ Trappey et al. (2016): A review of technology standards and Use of the 5C layer architecture to classify the collected
literature patent portfolios for enabling cyber-physical systems in literature and comment the relevant results and findings for
review advanced manufacturing. IEEE Access, 4:7356-7382. each layer. The review gives a critical evaluation of

international standards and the intellectual property
contained in CPS patents.

[7] Systematic ~ Oesterreich and Teuteberg (2016): Understanding the Description of industry 4.0 technologies associated to
literature implications of digitisation and automation in the context of ~ construction industry. They identify the following clusters:
review industry 4.0: A triangulation approach and elements of a smart factory, simulation, modelling, digitalization, and

research agenda for the construction industry. Computers in ~ virtualization. The comprehensive systematic literature
Industry, 83:121-139. review is combined with a case study research.

9] Conceptual Monostori (2014): Cyber-physical production systems: Roots, Focus is on the interplay between computer science, IT and
literature expectations and challenges. Procedia CIRP, 17:9-13. manufacturing. Future challenges are in context-adaptive
review and autonomous systems, cooperative production systems,

prediction of dynamic systems, fusion of real and virtual
systems, human-machine symbiosis and robust scheduling.

[5] Conceptual Monostori et al. (2016): Cyber-physical systems in Special focus on real-time data and standardisation in
literature manufacturing. CIRP Annals - Manufacturing Technology, =~ communication within CPPS to enable plug-and-work
review 65(2):621-641. solutions.

[10] Conceptual Wang et al. (2015): Current status and advancement of Review on drivers, initiatives and barriers in the
literature cyber-physical systems in manufacturing. Journal of implementation of CPS in manufacturing. Future research
review Manufacturing Systems, 37(Part 2):517-527. challenges will be self-organising manufacturing systems,

context and situation aware control systems, symbiotic
human-robot collaboration and CPS methodologies.

[11] Conceptual Leitdo et al. (2016): Industrial automation based on Description of the following key aspects of industrial CPS in
literature cyber-physical systems technologies: Prototype four European projects dedicated to the implementation of
review implementations and challenges. Computers in Industry, CPPS: multi-agent systems, service-oriented-architecture

81:11-25. and cloud technologies.

[12] Conceptual Wang (2017): An overview of internet-enabled cloud-based  Latest advancement of internet-enabled cloud-based cyber
literature cyber manufacturing. Transactions of the Institute of manufacturing and new approaches for
review Measurement and Control, 39(4):388-397. hardware-in-the-loop real-time applications, including

cloud-based remote monitoring and control of industrial
robots, remote assembly in a cyber-physical environment,
and a cloud robotic system for energy-efficient operation.

[13] Conceptual Thoben et al. (2017): ‘Industrie 4.0’ and smart Overview of the Industrie 4.0 and smart manufacturing
literature manufacturing—a review of research issues and application ~ programs; analysis of the application potential of CPS
review examples. International Journal of Automation Technology,  starting from product design through production and

11(1):4-16.

logistics up to maintenance.

and situation-aware control, symbiotic human-robot collabo-
ration, security and the development of implementation
methods for CPS. The authors of the review in [12] include
case studies showing that an integrated cyber-physical system
consumes less internet traffic than traditional systems. The
authors of [13] analysed different application scenarios for
CPPS in the sense of cyber-physical logistics systems, safe
human robot interaction and video surveillance. They identi-
fied a need for future areas of a technical nature (standards,
data analytics, data security and quality, sensors and actua-
tors), of a methodological nature (reference models, visualisa-
tion, service/app marketplaces, requirements engineering) and

of a business nature (privacy, investment, servitised business
models).

In this work, we have a similar focus to the previous-
mentioned reviews. However, we have investigated the under-
lying conceptual enablers for the coordination and orchestra-
tion of the different emerging technologies that converge to
realise a CPPS. In fact, in the previous reviews, these technol-
ogy enablers are categorised under conceptual clusters with
such a granularity that makes a general view of the interaction
between each of them difficult. As a consequence, these clus-
ters appear separately and their combination inside a CPPS
remains obscure. It is our interest to contribute with this work
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by providing a global picture of the transition of information,
which includes the possibilities of smartness, modularity,
event-orientation and robustness of a smart factory, i.e. a
CPPS.

In this work, three fundamental types of layers are used to
explain the structure of CPS [18]: physical, platform and soft-
ware layer. The first and the second constitute the physical part
of the CPS. Meanwhile, the physical layer is related to the
physical world, which is subject to the interaction whit the
CPS (OT), and the platform layer constitutes the hardware
support of the software layer and communications. This dis-
tinction becomes fundamental in CPS due to the qualitative
different influences in the software layer between these two
layers. The software layer is where the virtual representation
lies and decision-making is done. However, these three layers
do not completely distinguish a CPS from an ES, so we desire
to further underline the qualitative transition from ES to CPS
focusing on the centrality of the intimate interaction between
the cyber and physical domains, and its possibility of sharing
information with other CPS’s. On the one hand, (i) we have a
low-level control system implemented in CPS and involving
the three layers. It requires an accurate digital representation of
the physical context of the CPS to retrieve a significant picture
of the complete situation and to apply the correct control ac-
tions to drive the physical context in accordance with the
desired behaviours. On the other hand, (ii) the quality is relat-
ed to the software and platform layer, and it not only expands
the horizon of the traditional stand-alone control systems, but
also introduces the challenge of addressing more complex
systems, translating information from heterogeneous systems
and conveying the right information where it is required.

3 Research method and descriptive findings

In this section, we will first describe the selected research
methodology using SLR as the review technique.
Afterwards, a descriptive sample overview shows and com-
ments on the quantitative findings of the collected literature.
We applied SLR in our study because it is based on a system-
atic, method-driven and replicable approach [19]. According
to [20], SLR is characterised by a scientific and transparent
process that aims to minimise bias through exhaustive litera-
ture searches and by providing an audit trail of the reviewer’s
procedures. Compared with other instruments, like co-citation
analysis, SLR takes into account every source beyond the
number of citations, which naturally are relatively low for
recently published works. As research on CPPS is relatively
new and an emerging field, this factor plays an important role
in the selection of the research methodology.

There are several studies on how to conduct a SLR (e.g.
[19, 21-23]). In our research, we applied the SLR approach as
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suggested by [22]. Based on this reference, we defined the
following four consecutive steps for our study:

» Step 1: Establishing the research objectives;

» Step 2: Defining the conceptual boundaries of the
research;

» Step 3: Setting out the data collection by defining the
inclusion/exclusion criteria;

» Step 4: Reporting the validation efforts.

3.1 Research objectives

The objectives of this research were deduced from the re-
search questions described in the introduction. Our aim is to
analyse the current knowledge and state of the art regarding
CPPS, with special emphasis on the enablers for smart
manufacturing control systems. In particular, we want to un-
derstand how these enablers can be categorised and what their
importance is regarding the implementation of networked
control systems in smart factories.

3.2 Conceptual boundaries

This research aims to analyse cyber-physical production sys-
tems. Thus, the setting of the conceptual boundaries was
based on the terms ‘cyber-physical’ combined with ‘produc-
tion system’. As a production process can be further
subdivided into manufacturing and assembly processes [24],
the terms ‘manufacturing system’ and ‘assembly system’ were
further considered to define the conceptual boundaries.

3.3 Inclusion and exclusion criteria

In addition to the conceptual boundaries, several search criteria,
in terms of database, search terms and publication period, were
defined. In particular, we used Scopus as the electronic database
for the keyword search, which we identified as being the most
relevant for publications in the engineering and manufacturing
area. A previous checking of other sources such as ISI Web of
Knowledge, Science Direct and Emerald did not show any ma-
jor changes in relation to adding to the sources. Therefore, we
decided to conduct the SLR with the Scopus database as it
represents the most relevant source for our purpose.

Table 2 shows the applied inclusion and exclusion criteria in
relation to the search query. As mentioned above, we used the
following search terms: ‘cyber-physical’, ‘cyberphysical’, ‘cy-
ber physical’ in combination (Boolean AND) with ‘production
system’, ‘manufacturing system’, and ‘assembly system’. The
sub-areas included all engineering fields as well as related fields.
We limited our search to published works with a starting year of
2012 and an end date of December 31st, 2017. A limitation to
English papers was only set because we intended to focus on
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Table 2 Search terms and search limitation
Limitation Criteria Count
Source Scopus —
Search in Article title, Abstract, Keywords —
Search terms and connections ‘Cyberphysical production system” OR ‘Cyber-physical production system’ 1280
OR ‘Cyber pphysical production system” OR ‘Cyberphysical manufacturing
system’ OR ‘Cyber-physical manufacturing system’ OR ‘Cyber physical
manufacturing system’ OR ‘Cyberphysical assembly system’ OR
‘Cyber-physical assembly system” OR ‘Cyber physical assembly system’
Time 2012-2017 1233
Source type Conference proceedings, journal contribution (excluding book chapters, books, 1035
editorials, short surveys, trade journals)
Language English 975
Screening First phase of coding: examination of title and abstract 310
Second phase of coding: examination of the whole paper 165

Count refers to the studies left after applying the search limitation

internally recognised work exclusively. Regarding the type of
publication, (i) journal contributions as well as (ii) conference
papers were included in the search as CPPS is an emergent topic
and thus highly relevant work could be published as a confer-
ence paper and not yet as a journal contribution.

3.4 Validation of the search results

The appropriateness of the identified literature references to
the aims of the study is crucial for every SLR. Often, the
search results treat the subject of the SLR study as only inci-
dental or superficial. To ensure the appropriateness of the
search results, we applied a relatively straightforward coding
scheme which evaluated the appropriateness of a search result
using a score of 1-3 (where 3 denotes high, 2 denotes medium
and 1 denotes low). The screening was carried out in two
phases. In the first phase, only the title and abstract were read.
In the second phase, the whole paper was examined. We cal-
culated an inter-rater reliability for each paper by evaluating
the difference in scoring. Where the three independent raters
came to the same conclusion, i.e. zero differences or the
highest inter-rater reliability, the papers were directly included
into the analysis. Papers where differences in the coding oc-
curred were excluded if a successive iteration did not result in
100% agreement between the three researchers.

3.5 Descriptive findings

In total, we analysed 975 papers of which 810 were scrapped
due to the screening as described in 3.4. The remaining 165
works represent a period from 2012 to 2017. Most of the
research occurred at conference proceedings (67%), while
publications in journals showed a lower value (33%) (see
Table 3). Such a high rate of conference papers indicates that

the field is in the developing stage and the results are begin-
ning to be settled at the journal level.

Table 4 illustrates the distribution of the journals, where jour-
nal level contributions were published. Most of works on jour-
nal level were published in At Automatisierungstechnik,
Computers in Industry, the Journal of Manufacturing Systems,
Production Engineering, CIRP Annals Manufacturing
Technology, the International Journal of Manufacturing
Research, Sensors, the Journal of Computing and Information
Science in Engineering, the International Journal of Computer
Integrated Manufacturing and the International Journal of
Modern Manufacturing Technologies, with the latter making
up 59.26% of the total journal publications.

Further analysis was conducted extracting the used key-
words in the identified papers. Figure 1 shows the frequency
distribution of the keywords with a frequency of ten or higher.
In total, 2.533 keyword nominations were analysed with
1.609 different keywords. The most important keywords have
been illustrated in Fig. 1 and represent 17% (423 nominations)
of the total used keywords.

3.6 Content analysis to identify enablers for smart
manufacturing control

Asitisrecognised in [1, 2, 5], the trend of Industry 4.0 and the
introduction of CPPS is a convergence of advanced

Table 3  Distribution of published works according to publication type
Source type Number Percent
Conference papers 111 0.67
Journal articles 54 0.33
Books and book series 0 0
Trade journals 0 0

@ Springer
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Table 4 Article source of

published journal contributions Journal Number Percent Cum. Percent

At Automatisierungstechnik 5 9.26 9,26

Computers in Industry 5 9.26 18,52

Journal of Manufacturing Systems 4 741 25,93

Production Engineering 4 741 33,33

CIRP Annals Manufacturing Technology 4 741 40,74

International Journal of Manufacturing Research 2 3.70 44,44

Sensors 2 3.70 48,15

Journal of Computing and Information Science in Engineering 2 3.70 51,85

International Journal of Computer Integrated Manufacturing 2 3.70 55,56

International Journal of Modern Manufacturing Technologies 2 3.70 59,26

Other 22 40.74 100,00
technologies in several fields, rather than a single innovation. smart factory. This characterisation is pervasive in CPPS
We want to search for general conceptual frameworks where literature, but it is not always clearly explained. In
the main concepts available in the collected literature may be manufacturing systems, these features were explored un-
classified with respect to an original lecture as we have previ- der the term holonic manufacturing systems (HMS), in-
ously explained. In order to be able to identify and classify the troduced in [34] and implemented in manufacturing in the
main enablers of smart manufacturing control, we have carried early 1990s [25]. A holon is an autonomous and cooper-
out a content analysis of the filtered papers. Based on this ative building block within a holonic system [35] (i.e. a
approach, we have identified the following six main clusters body of holons). The authors in [39] and [40] propose that

of enablers for CPPS, as shown in Table 5.

a network of holons is a constitutive element of a CPPS.

From the perspective of basic sciences, the field of artifi-

1. Multi-agent systems and holonic manufacturing: In the cial intelligence (Al) gave birth to the concept of multi-
first cluster, we want to investigate the meaning of ‘smart- agent systems (MAS), during the research of the same
ness’ and the ‘intelligent collaboration’ of CPS inside a features of holons in software systems. An agent may be

keyword frequency (number of nominations in the identified works)

100
90
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Fig. 1 Keyword frequency
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Table 5 Literature-based
classification of six clusters of No. Cluster Main relevant references #works
enablers for smart manufacturing
control 1 Multi-agent systems and holonic manufacturing [5, 25-40] 17

2 Integration and interoperability [11,41-77] 38

3 Data analysis, big data and machine learning [30, 33, 63, 78-92] 18

4 Cloud computing [10, 40, 54, 63, 91-110] 24

5 Human-machine interaction [111-139] 29

6 Cyber security [140-156] 17

defined as a system that is situated in an environment that
is capable of exerting autonomous actions in such an en-
vironment in order to meet its design objectives [27]. CPS
share the following characteristics with agents in a MAS
[26]: (i) they are self-aware and ambient-aware, (ii) they
react timely to ambient variations, (iii) they exhibit goal-
oriented behaviour, and (iv) they interact with their peers.
The authors like [5; 28-30] propose MAS technology as
the main enabler of smart collective behaviour in CPPS.
The authors in [38] confirm that agents and holons are
complementary concepts inside a CPPS. They propose a
CPS architecture that combines both paradigms, agents
and holons. With the aforementioned combination, it is
possible to identify CPS as holons or agents. We confirm
with our review that both holonic systems and multi-agent
systems are part of the same conceptual enabler of CPPS,
which provides the foundations to have flexible and
reconfigurable manufacturing systems composed by
CPS which are capable of negotiating and arriving at
agreements and to coordinate smart actions.

Integration and interoperability: Our second cluster is
related to the technical and architectural enablers,
which permit the sharing of information between dif-
ferent nodes inside a CPPS. This cluster addresses the
implementation of an IoT in a body of CPS to achieve
the pervasive availability of the information, address-
ing the issue of the interoperability of data represen-
tation between different systems, the network archi-
tectures and details on the communication infrastruc-
ture at the physical and logical level. The concept of
integration may be understood as the process of en-
suring that the interactions between entities in a sys-
tem are those necessary to achieve specific objectives
[41]. At this point, we introduce also the concept of
interoperability, which is referred to as the ability of
one system to process and use the information of an-
other system [55]. Further, we regard the problem of
the integration of CPS as a problem of interoperability
between digital systems. We have identified different
models of integration in literature: (i) vertical integra-
tion and (ii) horizontal integration. The need for ver-
tical integration can appear between the machine level
and a MES level [3]. The authors in [61] describe

another example of vertical integration, where mobile
robots are integrated for the determination of informa-
tion about the geometric location and volumetric in-
formation of parts. Horizontal integration means the
integration of information systems along a supply
and/or value chain [63, 64].

Data analysis: This cluster discusses how information
may be gathered from a CPPS and which knowledge
may be retrieved from it. The methods used to retrieve
information may be based on models, or not. Among the
model-based approaches, the simulation systems have ac-
quired importance in CPPS literature. Such model-based
or simulation approaches in CPPS are addressed in
[78—-80]. Authors in [81; 82; 84] propose a
mathematical-physical model to increase the quality of
production in the context of CPS. In [63, 83], the authors
exploit a simulation-based model of a CPPS to achieve
supply-demand matching. On the other hand, techniques
based on Al such as machine learning (ML) are a possi-
bility to analyse information in the absence of models.
ML algorithms in CPPS have been addressed in [87, 88]
using ML techniques for the automatic detection of anom-
alous and sub-optimal plant situations. Features like Al or
ML are of capital importance when analysing the large
amounts of unstructured and heterogeneous data pro-
duced by the pervasive availability of information in
CPPS. To deal with this, big data provides a family of
techniques for data collection and interpretation focused
on providing recommendations for decision-making. The
authors in [90; 91] present how the adoption of IoT in
manufacturing, considering sensory systems and mobile
devices will generate industrial big data. The authors in
[92] present the application of big data analytics to extract
the influence of the parameters of a CPPS on its behav-
iour. The authors in [91] describe the techniques used to
manage data volume and velocity during the data collec-
tion phase in a big data environment.

Cloud computing: Thanks to the availability of internet in
CPPS shop floors, it will be possible to retrieve informa-
tion and resources from remote third parties. Unlike the
cluster of integration and interoperability that addresses
connectivity in a wide sense, the cluster of cloud comput-
ing is specifically related to the technologies used for
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providing services remotely through the internet. The con-
cept of cloud manufacturing has evolved parallel to that of
Industry 4.0, with [91] proposing a new paradigm to or-
ganise manufacturing resources over networks [92] based
on new concepts in information and communication tech-
nologies (ICT) and the internet. Cloud may be understood
as a digital distributed platform providing easily usable
and accessible virtual resources such as hardware, data
analysis platforms and services [93]. In [98, 99], cloud
computing was identified as a key enabler of CPPS. It
can be considered as a gateway to integrate a body of
CPS into the horizontal value chain [100].

5. Human-machine interaction: In Industry 4.0, humans
play a central role in the production systems and pro-
cesses. In such an anthropocentric production system,
humans are in synergy with robots and other ma-
chines, which increases their capabilities through in-
teractive and supporting tasks. This category reviews
the main technologies which allow the integration of
humans into CPPS. To support humans, CPS need
human machine interaction (HMI) methods, as ex-
plored in [116, 117]. In their works, they describe
how HMI methods have evolved from indicator lights,
buttons and levers through to every day graphical user
interfaces (GUI), keyboards, mouse and touchscreens,
before arriving to the concept of multimodal inter-
faces [118], where the voice, hands, and entire body
become a communication channel. An example of
modern ways of HMI is automatic speech recognition
[119]. Another example is visual gesture control using
expressive and meaningful body motions [123, 128].
Further, we can have physical human-robot interac-
tion as, under the perspective of the multimodal inter-
face, physical contact may be used to create an inter-
action interface for CPS. Such a concept has been
extensively explored in robotics, in particular, the
field of collaborative robotics [134].

6. Cyber security: Due to the connectivity of CPPS with
worker, material, machines, IT systems and also exter-
nal systems, cyber security is a significant topic, in
today’s research of the factory of the future. In this
cluster, we collect several contributions regarding anal-
ysis and implementation of cyber security in CPPS. It
has been recognised in [140—-142] that the concept of
security takes a new dimension, when referring to CPS
and CPPS. The intrinsic heterogeneity of communica-
tion technologies and data exchanges in CPPS are a
fertile ground for weak links. In fact, it is recognised
in [143, 144] that one of the major drawbacks of
implementing ITC technologies in manufacturing is
the issue of cyber security. Several attacks in CPS have
been reported in [145—147] with negative conse-
quences and the associated economic costs.
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4 Development of a framework
for cyber-physical production systems

The interaction of the previously described conceptual clusters
is only possible thanks to connectivity. In fact, we retain the
cluster of integration and interoperability as the central pivot
that enables the interaction of the other conceptual clusters
through IoT. Given this importance, we designed a conceptual
framework for CPPS based on a three tier architecture [42, 66]
which consists of a logical subdivision of the nodes in the
network in three ‘tiers’, in accordance with their communica-
tion needs and functional characteristics (see Fig. 2). At the
lower level, we have the ‘edge tier’, which is in direct contact
with the physical world and performs lower level control
tasks. The ‘platform tier’ implements functional capabilities
to enable the operability of the hardware and to collect infor-
mation from all instances of the CPPS, providing high-level
analysis and intelligence about the overall system. The ‘enter-
prise tier’ implements the function of data analytics and high-
level decision-making. The three tier architecture proposes a
specific kind of network for each tier that is suitable for the
type of digital system lying on the tier. Every actor in a CPPS
involves nodes and, at the same time, a holon with a digital
part associated with each node. Each tier is characterised by
containing qualitatively different holons. At the edge tier, al-
most every holon has a physical part, i.e. a CPS that enables
the creation of physical value implementing OT. At the other
tiers, most of the holons have only a digital part implementing
IT for data processing, and to retrieve valuable information for
high-level decision-making.

CPPS are possible, thanks to the interplay between IoT and
control systems. In fact, regarding a control system as the one
necessary to decide which sequence of actions will drive a
system to the desired state, it is evident that IoT will improve
the quality of such decisions, thanks to the pervasive avail-
ability of information about the system and its environment.
Following this idea, the traditional role of centralised planning
and control systems is substituted by the emerging behaviour
of smart holons/agents because [oT allows to leave aside the
necessity of centralised monitoring and action planning sys-
tems. Moreover, loT will join systems at processes and field
control level (edge tier) with supervisory, business and man-
agement systems (platform and enterprise tiers) with a seam-
less and homogeneous communication infrastructure and with
plug and play capability. Such homogeneity makes it possible
to combine disparate digital systems to take control actions at
every instance of the value chain even remotely, taking into
account every single aspect of the complete systems.

The integration and interoperability cluster acts as an ab-
stract bus, which makes it possible to retrieve and share infor-
mation for every actor in the CPPS. Every cluster is attached
to this bus, so each one of their components can retrieve and
share information as a basis for smart behaviours. The
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Fig. 2 Framework of conceptual
enablers for CPPS
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conceptual cluster of multi-agent systems and holonic
manufacturing addresses the design and implementation of
the features that the software layer of every node requires to
achieve smart behaviour through the interaction which its
peers. Humans are a very specific kind of holon, which need
an interface layer to be integrated into the system. This is the
layer below the conceptual cluster of human-machine interac-
tion. The cloud appears as a special node that can partially
contain a tier or specific function of another layer performed
through the internet. At each digital instance, some kind of
data processing is performed. Big data and demanding data
processing is performed at the platform tier and enterprise tier.
Meanwhile, at the edge tier, only real-time data processing is
performed. Finally, the security layer is transversal to every
other layer.

Autonomous agents are only capable to gather local infor-
mation and have the ability to perform local actions. The IoT
components of the CPPS will provide a communication chan-
nel which allows the formation of intelligence, thanks to glob-
al communication capabilities. So, such a generation of a
smart production system is only possible, thanks to the inter-
play between control systems embodied into the MAS/HMS

Multi Agent Systems and
Holonic Manufacturing Systems

Integration and Interoperability

Human-Machine Interaction

Physical Integrations

{Cyber Security}

Cloud Computing
Data Analysis

Cyber Security

| 0@0

Digital Integrations

cluster and IoT. Meanwhile, MAS/HMS provide the theoret-
ical background to implement smart behaviours through con-
trol systems, and IoT provides a communication channel with
objects, which traditionally did not have communication ca-
pabilities. As an example, we could take a look to modern
screwing tools. Thanks to 10T, i.e. endowing such simple tools
with communication capabilities, it would be possible to mon-
itor their state of charge and to regulate speed, torque or power
consumption coordinating decisions in the whole production
system.

We can think that interaction between MAS/HMS and IoT
enables strategic-level decisions in comparison with the inter-
action between low-level control systems and IoT. Under such
a perspective, the architecture of CPPS control systems is
visualised in Fig. 3, where the interplay between control sys-
tems and IoT is represented. In that figure, a CPS represented
by three layers interacts with a physical process and with the
other nodes of the CPPS. Every CPS has an agent or a digital
holon running in its software layer together with other pro-
cesses the low-level control system. The agent acts as a super-
visory control which chooses what control logic must be im-
plemented to achieve the smart behaviour resulting from the
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Fig. 3 CPPS control system
architecture
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interaction with the other agents. On the one hand, the agent
shares highly structured data in order to solve a high-level Al
problem related to the coordination and orchestration of every
CPS in agreement with their capabilities and the global objec-
tives. On the other hand, the low-level control system ad-
dresses a more specific problem related to the physical part
of the CPS and its model, and shares simple data structures.
Following this order of ideas, we observe that the global con-
trol system of a CPS is composed of the agent and the low-
level control system, sharing information with its peers in the
CPPS network. We see the picture as a NCS implemented in
an IoT, where the different conceptual clusters interact to
achieve the objectives of the smart factory or CPPS. In fact,
the bus of the integration and interoperability clusters pene-
trates the three layers of the CPS, reflecting the characteristics
of'the OSI model. The same happens with the human-machine

@ Springer
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interaction cluster because the issues involve any user inter-
face (UI). The last two clusters (cloud computing and cyber
security) are intersected to represent that the human-machine
interaction may happen remotely. The data analysis cluster is
overlapped with the MAS and HMS cluster and the integra-
tion and interoperability layer to denote that the functions of
this cluster may be implemented locally by the agent or
remotely.

The framework in Fig. 2 and the control system architec-
ture of CPPS in Fig. 3 are intended to serve practitioners and
researchers in order to visualise the enablers for the implemen-
tation of smart manufacturing control in modern CPPS in a
clear and easy manner. Based on an extensive and detailed
literature research, the framework contains the basic enablers
that companies need for the implementation of modern and
smart factories and also shows the relations and dependencies
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between these individual enablers. In addition to physical in-
tegrations, protected digital integrations for the connectivity of
humans, machines and their environment are particularly im-
portant. The architecture illustrated in Fig. 3 provides practi-
tioners and researchers with a guideline for connecting the
individual elements of the CPPS through different layers, from
the physical layer to the platform layer to the software layer, in
order to implement smart manufacturing control in the sense
of orchestrating the entire CPPS.

5 Future directions of research
in cyber-physical production systems

CPPS is currently more of a desire than a reality. Several
challenges must be addressed. In particular, we want to under-
line that the conceptual cluster of cyber security may represent
a major obstacle in the development of CPPS. As commented
before, the possibility of performing cross-domain attacks
present a singular new challenge in which the complexity
and unpredictability should not be underestimated. A new
global approach to cyber security must integrate the dynamics
of the physical system and the electronic platform to expand
security at the hardware level as well as in the emergent dy-
namics. At the same time, traditional security systems must be
expanded to the new requirements of Industry 4.0.

The conceptual cluster of MAS and HSM, the natural het-
erogeneity of the three layers composing a single CPS, in-
volves an important level of complexity in determining how
the layers will interact. Moreover, the behaviour of a single
CPS will have an impact on the complexity, resulting in an
emergent behaviour from the interaction between the individ-
ual agents that expose a relevant complexity characteristic in
the non-linear system with high sensitivity to the boundary
conditions. Since the interactions are difficult to predict, new
models are necessary to understand and design smart CPPS,
so that they will not behave in an unpredictable way.

The challenge in the integration and interoperability and
cloud computing cluster will be to implement a NCS provid-
ing real-time communication to a body of heterogeneous CPS.
On the one hand, the natural presence of disparate software
layers behaves in a way that mandates the necessity of stan-
dard adoptions for assuring interoperability between the dif-
ferent devices. This fact imposes the challenge of developing
new standards capable of meeting the requirements from dif-
ferent stakeholders. On the other hand, the evolution of
fieldbus systems should address several issues regarding wire-
less communications, the implementation of safety-related
networks and the integration of CPS with the internet. This
will require new design principles to address the natural
boundaries of this cluster with the MAS and HSM cluster
and the resulting dynamic system.

In the cluster of data analytics, there are challenges related
to the methodologies for handling, retrieving and storing very
large amounts of data. The hardware for data storage may be
very expensive even if cloud solutions are available.
Regarding pattern recognition software solutions, they tend
to have a high cost even if the beneficiary does opt for open
source software. Even in such a case, the configuration and
maintenance of such software may be done by specialists.
Such solutions must become more accessible also for small-
and medium-sized enterprises. On the other hand, there is a
current need for developing computation models for
recognising patterns in situations where heterogeneous data
streams increase constantly, as in the case of data generated
by mobile phones. Privacy is another challenge in the ulterior
development of data analytics. In the case of big data, strict
measures must be taken to respect the ethical and legal re-
quirements of data collection to protect the privacy of the
providers of the data.

In the cluster of human-machine interaction, different chal-
lenges have to be considered. Supporting workers in rare and
not previously encountered situations requires adaptive Ul
that are capable to learn from their experience and predicting
possible developments of a given situation. The possible im-
plementation of Al techniques has opened up a completely
new field in the development of Ul. Multimodal UI are al-
ready an open field of research, where several possible
implementations have not been addressed. In particular, the
case of physical human robot interaction is a growing field of
research.

6 Conclusions

We have identified and proposed six conceptual clusters of
enablers to support the introduction and development of
CPPS. These enablers were proposed by underlying the im-
portance of feedback systems in CPS, which under aggrega-
tion behave in a way that demonstrates the necessity of inte-
grating loT with control systems. According to the findings of
this research, the following conceptual enablers for smart
manufacturing control systems were defined:

The (i) MAS and HMS cluster integrating the control sys-
tems of each CPS with the network of digital nodes inside the
CPPS, transforming the traditional automation pyramid into a
plateau of agents/holons that interact smartly to merge OT
with IT. The cluster of (ii) integration and interoperability acts
as an abstract bus, which connects every digital instance with
(iti) cloud computing and expands the level of connectivity
outside the boundaries of the CPPS. The cluster of (iv) data
analysis collects the different techniques required to transform
the raw data into meaningful information (big data into smart
data), which is made available in every system in the commu-
nication bus. The cluster of (v) human-machine interaction
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appeared as an important enabler for integrating the humans
inside the CPPS. Finally, the cluster of (vi) cyber security
addresses the IT and OT merge where data security is a pre-
requisite to protect the CPPS from cyberattacks.

Finally, we developed a framework of conceptual enablers
in CPPS as well as an architecture for the CPPS control sys-
tems. The proposed framework and the CPPS control system
architecture underline the importance of control systems and
reveal their interplay with [oT in a manufacturing system. As
seen in the literature review, most of the scientific literature
reports about individual and very specific problems in creating
and implementing CPPS, but mostly, they do not report about
the big picture of needed enablers for a successful implemen-
tation, which makes it difficult especially for practitioners to
start the right measures and strategies.

The findings of our research should therefore not only
serve as a basis for the further scientific development of
CPPS, but also give practitioners an overview, which enablers
should be considered in the implementation of smart factories
of the future, and especially CPPS.
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