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Abstract
The likely near future creation of artificial superintelligence carries significant risks to humanity. These risks are difficult to
conceptualise and quantify, but malicious use of existing artificial intelligence by criminals and state actors is already occurring and poses risks to digital security, physical security and integrity of political systems. These risks will increase as artificial intelligence moves closer to superintelligence. While there is little research on risk management tools used in artificial
intelligence development, the current global standard for risk management, ISO 31000:2018, is likely used extensively by
developers of artificial intelligence technologies. This paper argues that risk management has a common set of vulnerabilities
when applied to artificial superintelligence which cannot be resolved within the existing framework and alternative approaches
must be developed. Some vulnerabilities are similar to issues posed by malicious threat actors such as professional criminals
and terrorists. Like these malicious actors, artificial superintelligence will be capable of rendering mitigation ineffective by
working against countermeasures or attacking in ways not anticipated by the risk management process. Criminal threat management recognises this vulnerability and seeks to guide and block the intent of malicious threat actors as an alternative to risk
management. An artificial intelligence treachery threat model that acknowledges the failings of risk management and leverages
the concepts of criminal threat management and artificial stupidity is proposed. This model identifies emergent malicious
behaviour and allows intervention against negative outcomes at the moment of artificial intelligence’s greatest vulnerability.
Keywords Risk · ISO 31000 · Threat · Existential · Superintelligence · Artificial intelligence · Artificial stupidity · Criminal
threat management

1 Introduction
Many experts think that machines many times more intelligent than humans will exist by 2075 and that some form
of superintelligent machines will exist within the next
25–50 years (Bostrom 2014; Brundage et al. 2018; Meek
et al. 2016). There are many paths to creating superintelligence, and numerous private organisations and governments
are working on developing increasingly powerful artificial
intelligence (AI) The numerous paths to creating superintelligence and the massive strategic advantage it would give to
any organisation or government not only makes the future
creation of an artificial superintelligence (ASI) inevitable it
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amplifies the risks as the strategic pressure to create an ASI
is likely to relegate safety to a low priority.
There is, of course, significant debate about the likelihood of superintelligence occurring and debate about the
expected timelines (Baum et al. 2011). For this paper, the
assumption is that superintelligence is an achievable reality
that will happen within the time frame of 25 to 50 years with
increasingly powerful AI leading to the 50-year upper limit.
Many prominent figures in science and technology such
as Stephen Hawking (BBC 2014) and Elon Musk (Sydney
Morning Herald 2017) hold the opinion that superintelligence poses the greatest risk to humanity of any of the
threats we face today. It is a threat that far exceeds the risks
of climate change, overpopulation, and nuclear war.
In his own words, Musk says “With artificial intelligence,
we are summoning the demon. You know all those stories
where there’s the guy with the pentagram and the holy water
and he’s like, yeah, he’s sure he can control the demon?
Doesn’t work out” (Dowd 2017).
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Currently available AI is already altering the types of
risks individuals, organisations and states are exposed to
and the malicious use of AI poses significant and poorly
understood risks to digital security, physical security and the
integrity of Western democratic systems. The malicious use
of AI by humans is already well established and the potential
for major societal impacts is likely to significantly increase
as AIs become more sophisticated (Brundage et al. 2018).
The implications of a malicious ASI that is many millions
of times more capable than current single purpose AIs are
hard to conceptualise (Brundage et al. 2018) Identifying and
combating this threat is a new frontier for risk professionals and this paper argues that the risk assessment portion
of ISO 31000, the current globally accepted model for risk
management and the model on which most risk management is based, is not fit for this purpose. Risk managers must
understand that the current model will not work in the face
of the grave existential risks posed by ASI and a thorough
reconceptualisation of how to manage these types of risks
is necessary.
To address the failings of ISO 31000 alternatives to risk
management will be discussed and a preliminary model to
manage the threat of malicious ASI will be proposed.
The intended audience of this paper is risk professionals
and AI developers1 with a view to bridging knowledge and
objectives gaps between the two groups with an end goal
of safer AI. As such, subjects that may be seen as common
knowledge to AI developers will be discussed in some detail
and vice versa for risk professionals.

2 Current use of risk management in AI
development
There exists numerous books, articles, blogs, analysis
and opinions on the risks posed by AI (BBC 2014; Bailey
2017; Bostrom 2014; Dowd 2017; Future of Life Institute
2017; Goertzel 2015). However, there is minimal published
research on how risk is currently being managed and even
less practical guidance in the form of tools or standards.
For example, Google and Facebook outline their principles behind making AI safe. But beyond clarifying what
they will not develop2 there is very little detail about how
safety is being practically achieved (Google 2018; Facebook
2019). Given the commercial and strategic value in AI it
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The generic term AI developer will be used throughout this paper
to as a catch all reference to anyone (or any organisation) involved
in the development, research and implementation of artificial intelligence technologies.
2
For example, Google has stated it will not participate in developing
weapons systems (Google 2018).
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is unsurprising that organisations would reveal very little
besides efforts to manage public perceptions that they are
operating safely and ethically.
Open AI, a non-profit research organisation whose mission is to “build safe AI” is another example of the lack
of practical guidelines (OpenAI 2019a, b). OpenAI is not
bound by commercial or strategic interests and seeks to
keep AI research open so that safety can be maximised,
and to ensure the benefits of AI are not limited to large
organisations.
OpenAI supports developers with tools, software and a
community of peers. OpenAI publish software tools that
could, among other uses, have a safety application such as
Gym, a toolkit for developing reinforcement learning (OpenAI 2019a, b). However, even OpenAI, one of the premier
sources of openly available AI tools does not clearly state
how a developer should manage the risks of their work.
A study of current risk management in AI development is
beyond the scope of this paper; therefore, instead a parallel
will be drawn to general information technology projects.
Most AI development would be categorised as an IT project
by virtue of its primary focus on technology, its definitive
beginning and once the objective is met the work on developing that objective will stop or move to another objective.
Identifying AI development as an IT project is consistent3
with the definition in the project managers book of knowledge (PMBOK) which is a de-facto international standard
for project management,4 including IT projects5 (Jamali and
Oveisi 2016).
Almost every government institution or organisation has
a project management framework of some sort to manage
budgets, schedules, requirements and risk. There are countless project methodologies in use such as Agile, Waterfall
and Critical Path Method (Cohen 2017).
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PMBOK defines a project as: “…a temporary endeavour undertaken to create a unique product, service, or result. The temporary
nature of projects indicates that a project has a definite beginning
and end. The end is reached when the project’s objectives have been
achieved or when the project is terminated because its objectives
will not or cannot be met, or when the need for the project no longer
exists.” (PMBOK® Guide—Sixth Edition 2017).
4
PRINCE2 is another standard used in the UK, Australia and many
European countries (Karaman and Kurt 2015). It has many commonalities with PMBOK and risk management is a common feature
in almost all project management methodologies (Jamali and Oveisi
2016). A comparison of project management standards is beyond the
scope of this paper.
5
Risk management in IT projects is a distinct activity from IT security management which is covered by ISO/IEC 27005:2018 Information technology - Security techniques - Information security risk
management. While they share numerous commonalities ISO/IEC
27005:2018 is specifically focussed on information security management and is not a general risk methodology like ISO 31000.
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Whereas ISO 31000 provides an overview of how to manage risk in any activity, PMBOK provides detailed guidance
and tools on how to specifically manage project risk.6 The
methodology used in PMBOK is a direct derivative of ISO
31000. The process and terminology in PMBOK, while having some project specific tools and language to make it more
project relevant, is the same as ISO 31000, and therefore, has
the same points of failure (PMBOK® Guide—Sixth Edition
2017). Risk management being a central feature of project
management is common across the various common project
methodologies (see Table 1).
On the basis of AI development having a strong alignment with project management, the almost universal use of
project management methodologies (such as PMBOK) to
manage projects and the use of risk management tools in
these project management methodologies it can be asserted
that there is a high likelihood that most AI development is
actively using risk management tools. Therefore, the issues
identified with risk management in this paper are likely to
apply to most AI development.
This subject area needs further research. The approaches
to risk management in AI development should be studied to
ascertain how risk is being practically managed and assess
the theoretical effectiveness of those approaches if they differ significantly to ISO 31000.

Table 1  Risk management in project management
Project management Is risk management a significant part of the
methodology
methodology?
PMBOK
PRINCE2
Agile

Yes, as one of the 10 knowledge areas
(PMBOK® Guide—Sixth Edition 2017)
Yes, as the management of risk (MoR) method
(AXELOS Limited 2014)
Yes, Agile has tools specifically to deal with
risk such as the risk burndown chart (Moran
2014)

paper will develop his ideas as they relate to the risks of
superintelligence using current risk management standards.

4 Superintelligence
A discussion of what constitutes Superintelligence is beyond
the scope of this paper. For this paper, Superintelligence
will be broadly defined using Bostrom’s description of a
non-human (artificial) intelligence that is much smarter than
the best human brains in practically every field, including
scientific creativity, general wisdom and social skills (Bostrom 2006). The term AI will be used to reference a presuperintelligent artificial intelligence and ASI will be used
to denote artificial superintelligence.

3 Existential risks
“Existential risks have a cluster of features that make ordinary risk management ineffective” (Bostrom 2002).
Bostrom developed the idea of Existential Risks in his
2002 paper “Existential Risks: Analysing Human Extinction
Scenarios and Related Hazards”. In this paper, he described
the features of Existential Risks as “…where an adverse
outcome would either annihilate Earth-originating intelligent life or permanently and drastically curtail its potential”. These would be events such as the deliberate misuse
of nanotechnology, total nuclear war, simulation shutdown
and badly programmed superintelligence (Bostrom 2002).
While Bostrom recognised that risk management was
ineffective for dealing with existential risks he did not specify why it was ineffective at an implementation level. This

6

Risk management is a central feature of project management and
PMBOK defines project risk management as: “Project Risk Management includes the processes of conducting risk management planning, identification, analysis, response planning, and controlling
risk on a project. The objectives of project risk management are to
increase the likelihood and impact of positive events and decrease the
likelihood and impact of negative events in the project.” (PMBOK®
Guide—Sixth Edition 2017).

5 Defining the common model for risk
management
ISO 31000:2018, the current global standard for risk management, is a quantitative and qualitative model of risk that
defines risk as “the effect of uncertainty on objectives”.
(International Organisation for Standardisation 2018) ISO
31000 falls into a broad category of risk management methodologies often loosely defined as operational risk management (Raz and Hillson 2005).
ISO 31000 is not only used to minimise negative outcomes but also to maximise positive opportunities. The
focus of this paper will be how the methodology works to
minimise negative outcomes. For the purposes of this paper,
the objective is the survival and continued positive growth
of the human race.

5.1 ISO 31000 process
This paper will focus on the risk assessment portion of ISO
31000 (section 6.4 of the standard.) contained within section 6.4 of ISO 31000 is risk identification (section 6.4.2),
an assessment of likelihood (section 6.4.3) and consequence
(section 6.4.3); these will be the primary areas of analysis.
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Risk assessment is not the only focus of ISO 31000. It
provides guidelines around many other dimensions of risk
management but the risk assessment (6.4) component is fundamental to the effectiveness of the entire standard and the
effectiveness of the overall process is compromised if the
risk assessment function does not work as intended.
Risk, as described in ISO 31000 is a function of likelihood and consequence, it can be simplified as shown
below.7,8,9

Rx = f (Cx and Lcx )
x, the identified risk type; Rx, risk level of identified risk x;
Cx, consequence of risk x; Lcx, likelihood of consequence10 x.

5.2 Risk management has a common architecture
While there exists a diverse vocabulary of terms, variations
in process and different implementation strategies, most
non-ISO 31000 approaches to risk management are built
around the same basic architecture (Raz and Hillson 2005;
International Organisation for Standardisation 2018; Hudsal
2015).
The common failure points discussed in this paper appear,
sometimes with different names, in many other risk standards besides ISO 31000. As such, the term “risk management” will be used throughout this paper to signify ISO
31000 and any other risk processes with the same common
features (Table 2).

6 Issues with risk management architecture
and superintelligence
Within normal risk management, bias is an issue that can
negatively impact the effectiveness of a risk plan (Taylor
and Blaskovich 2011; Heemstra and Kusters 2003; Harding
2016a). Bias in the risk process is amplified when dealing
with ASIs due to one of our most common personality traits,
illusionary superiority.
The Dunning–Kruger effect is a bias whereby people of
low ability suffer from illusionary superiority which leads
them to consider their own cognitive ability as superior
7
Risk score is a function of consequence and likelihood, not a pure
mathematical summation (Lowder 2010).
8
Risk is sometimes calculated using the formula: Risk = function of
(Threats, Vulnerabilities and Consequence) In this case Threats and
Vulnerabilities effectively equal likelihood (Lowder 2010).
9
The simplified formula for calculating risk isn’t explicitly stated in
ISO 31000, this formula is a derivative of the standard.
10
The ISO 31000: 2009 version defined likelihood as the likelihood
of the consequence occurring. The 2018 version has a broader definition to include the likelihood of the event occurring. Either interpretation works for the purposes of this paper.
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(Kruger and Dunning 1999). The Dunning–Kruger effect
is in a similar category of human positive illusions to the
Overconfidence Effect (Pallier et al. 2002; Pennycook et al.
2017) and Illusionary Superiority (Hoorens 1993). While
these three biases are all slightly different, they all lead us
to underestimate the abilities of others and overestimate our
own abilities, especially when dealing with issues that outwardly appear simple but are in fact complex.
Given the pervasive nature of human biases stemming from
positive illusions, it is entirely reasonable to expect that many
people involved in developing ASI will approach the problem
of risk with those biases. Given that an ASI is likely to have
access to the entirety of human knowledge it is also reasonable
to expect that it would exploit these biases in its early stages
of development to meet its objectives. This further reduces the
likelihood that risk management could effectively manage the
risks of the ASI as it all serves to erode fundamental aspects
of the risk management process: risk identification, likelihood
estimation and consequence estimation.

6.1 Risk identification and anthropomorphic bias
Risk management requires accurate risk identification (International Organisation for Standardisation 2018; Raz and
Hillson 2005). There is simply no data on what an ASI may
do, and any attempt at accurate risk identification is likely
to be too broad to be useful and too tarnished with anthropomorphic bias. Studies have shown that even in simulations where the participants clearly understand an AI is not
human, they will assign it human qualities like empathy and
reasoning (Barrett 1996). As such, we simply could not reliably identify risks without interjecting human bias into the
process. An ASI would likely recognise and exploit this bias.
A competent risk manager often deals with unclear risk
identification using boilerplate risks (these are risks that are
common to the area being managed) and iteratively finetuning the risk plan from there by looking at historical data,
talking to experts and working with stakeholders.
A basic scenario of an ASI attack could be along the lines of
gaining network access, propagating across networks and taking
control of resources. A risk manager could build a good risk
management plan around this sort of event sequence, however,
it is unlikely that an ASI would follow the human playbook and
would attack in much more subtle and unpredictable ways. For
this reason, dealing with a lack of clearly identified risks using
boilerplate risks is unlikely to be effective.

6.2 Likelihood and consequence in risk analysis
There exists no data about what specific risks an ASI poses
and the consequences of those risks. While risk management is sometimes driven by conjecture, especially with
very low likelihood events, there is almost always historical
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Table 2  Examples of risk model commonalities across methodologies
ISO 31000: 2018 (International Organisation for
Standardisation 2018)

IT infrastructure library
service lifecycle (Office
of Goverment Commerce
2007)

Failure mode effect analysis (GE Power Systems
University 2001) and
(Pande et al. 2007)

Project Management Book
of Knowledge (PMBOK®
Guide—Sixth Edition
2017)

Risk management for
security professionals
(Roper 1999)

Risk identification

Threat

Failure mode

Identify risks

Potential undesirable event

Likelihood

Probability of threat and
vulnerability

Likelihood of occurrence

Probability of occurrence

Threat and Vulnerability
rating

Consequence

Impact

Degree of severity

Impact on objective

Impact rating

Risk level

Risk level

Risk priority

Risk rating

Overall risk

Risk treatment

Risk reduction measures

Controls

Risk response

Countermeasures

data. Even with incredibly low likelihood/high consequence
events such as asteroid strikes there are historical records.
There is no data on what an ASI would or could do, and as
such, the corresponding likelihood of a consequence occurring are also unknown.
The lack of likelihood data is also a problem in industries such as nuclear power where some types of predicted
disasters have never occurred. To deal with this, they create probability models by deconstructing the known failure
mode and analysing the failure probability of individual
mechanical components and building a risk model from that
(Hubbard 2015). However, this approach will not work with
ASI’s because the identified risk is unknown.
The lack of likelihood data and well-understood consequences severely impedes the ability of the risk process to be
effective at managing risk. ISO 31000 acknowledges the difficulty of quantifying highly uncertain, high consequence events
and recommends a combination of risk techniques to get better
insight (International Organisation for Standardisation 2018).
However, a combination of techniques will still draw from the
same flawed set of tools and assumptions about risk.

6.3 Common mode failure
Risk management tends to deal with single risks and follow
them through from identification and analysis to mitigation.
However, many failure events occur in a common mode
whereby a single failure can either create further failures in
the same process; or impact other processes in unexpected
ways (Wang and Roush 2000). For example, a cable failure
in a chemical plant may damage backup equipment unrelated
to the cable, and therefore, massively change the risk profile
of a process unrelated to the original event. These common
mode risks are not effectively dealt with using ISO 31000
risk management. There are tools to manage these types of
highly uncertain low probability risks such as Monte Carlo
Analysis, but they do not form part of the standard risk management architecture.

As with the other failure points, an ASI is likely to identify that common mode risks are difficult to manage and
actively exploit them.

7 Superintelligence is a dynamic malicious
threat actor
“By far the greatest danger of Artificial Intelligence is that
people conclude too early that they understand it” (Yudkowsky 2008)
Risk management deals best with static risks that have
clear pathways to identification, well-defined likelihoods,
clear consequences and feasible ways to mitigate the risk.
However, despite the implementation of a competent risk
management plan with all the associated tactics and procedures, competent malicious threat actors such as professional criminals and determined terrorists can overcome risk
mitigation strategies and launch a successful attack (Harding
2014, 2016a, b).
The use of the word “malicious” is one of convenience, it
is unlikely that Superintelligence would hold any malicious
feelings towards humans. Malicious is generally defined as
“the intention to cause harm”. An ASI is likely to have the
intention to do whatever it wants with no value judgements
about harmful outcomes. As Eliezer Yudkowsky explains
“The AI does not hate you, nor does it love you, but you
are made out of atoms which it can use for something else”
(Yudkowsky 2008). However, if superintelligence was to try
and destroy all humans, it would likely seem very malicious
to us.
Bostrom identifies the start point of this malicious behaviour as being a “treacherous turn”. The ASI would know
that its release from a controlled “sandbox” environment
was contingent on it being cooperative and friendly. Once it
has passed this flawed test of safety and is released into an
uncontrollable and infinitely scalable environment, it is free
to do as it pleases (Bostrom 2014).
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There exists a range of theoretical approaches to solve the
AI Control Problem. Approaches such as redundant safety
measures, tripwires, adversarial architectures, formalising
suffering and benign test environments, amongst others,
have been proposed. They all are, to various degrees, essentially a risk mitigation strategy for the perceived risks surrounding ASIs as they assume a known set of outcomes from
emergent malicious behaviour. They are, therefore, likely to
suffer many of the same issues the risk management process
suffers; poorly established risk types, unknown probabilities,
undefined consequences and inherent human bias (Bostrom
2006, 2014; Bailey 2017; Yampolskiy 2012; Baumann 2017;
Chalmers 2010).

7.1 Criminal threat management and leveraging
artificial stupidity to identify the treacherous
turn
Risk management has many critics both of its architecture
and the failure to properly implement risk management plans
(Viljoen and Musvoto 2013; Kimball 2000; Sabato 2009;
Power 2009; Harding 2016a, b). Within the field of security
risk management, the criticisms occur for similar reasons to
the problems encountered with an ASI; highly competent
and motivated malicious threat actors such as professional
criminals and terrorists will identify how risks are being
managed and attack in unexpected ways to achieve their
goal.
Harding (2016a, b) is a strong critic of the use of risk
management in security and goes so far as calling it a “dangerously overrated and broken paradigm”. As an alternative
to the failings of risks management he proposes an approach
when dealing with malicious threat actors called Criminal
Threat Management (Harding 2014, 2016a, b).
Harding differentiates criminal threat management from
risk management because it focuses on the malicious threat
actor, whereas risk management primarily focuses on minimising detrimental outcome events (Harding 2014). Harding’s criminal threat management concept is a useful one for
managing ASIs as its baseline assumption is that determined
malicious threat actors will overcome risk managementbased countermeasures through skill, capability and adaptive dynamic tactics.
Several researchers (Harding 2014; Chun and Lee 2013;
Smith and Louis 2010) have identified that the methodology
professional criminals or terrorists utilise is fairly consistent. There are two main relevant components of the criminal threat management cycle that are very relevant to ASIs;
developing the intent and acting on that intent (intent to
actualisation). The relevance of these two components is
that they frame the model for non-malicious ASI around the
idea of stopping the development of malicious intent and
blocking or guiding the actualisation of malicious intent.

13

Bostrom proposes some ways to guide or stop the development of malicious intent. Solutions such as teaching an
ASI human values and for the ASI to compare its goals and
behaviour to those “learnt” human values is one solution.
Another option is having the ASI watch human behaviour
and determine normative standards for human desires. By
learning from observation and self-correcting the ASI could
learn over time and even change its standards as human
standards change (Bostrom 2014).
Bostrom’s idea of observing or teaching normative
human values is consistent with Harding’s criminal threat
management cycle concept of guiding and countering the
development of intent. The criminal threat management
cycle coupled with the failings within the risk management
architecture when applied to ASIs would suggest that any
attempt to guide or counter intent needs to occur before there
is any real capability to inflict harm as the likelihood of the
ASI successfully deceiving us increases as its capabilities
increase.
Therefore, any normative human standards or baseline
acceptable human behaviour needs to be instilled in the
ASI very early in the development cycle before there is any
chance of awareness and well before it develops any meaningful intelligent capabilities.
If “guiding intent” can be successfully implemented in
the ASI there would also need to be some method to warn
humans if the ASI was considering deviating from normative human standards. Coming back to professional criminals and terrorists, there exist a number of common factors
that occur in the “intent to actualisation” phase of an attack.
These are things such as target identification, intelligence
gathering, planning, preparation and dry-runs or reconnaissance (Harding 2014).
A similar set of “trigger” behaviours could be established for an ASI and if it appeared that it was deviating
from normal standards of behaviour whatever mechanism
was being used to enforce normative behaviour could be
re-applied to block or disrupt the non-normative behaviour.
Trigger behaviours will be discussed in detail in a subsequent section.

8 Issues with the criminal threat
management approach
There are issues with applying the criminal threat management approach to an ASI. The issue of anthropomorphic
bias is not fully resolved as the intervention options are still
largely based upon human logic and it is entirely possible
that a malicious ASI would approach the barriers of nonnormative behaviour blocks in a way that is completely outside the range of human thinking. However, because there
exist no trial and error approach the baseline assumption of
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this approach is that the ASI is a malicious threat actor and
safety must be built in long before there is any possibility of
human level intelligence.
Another issue with the approach of guiding and countering intent is that it simply may be too cumbersome and the
speed with which an ASI evolves intent and capabilities may
overwhelm any human attempts at intervention with speed.
This is yet another reason why safety protocols must be built
into the basic architecture of any AI/ASI as a first step.
Finally, as Yudkowsky (2015) points out “value is fragile”. Human values have commonly accepted meanings to
humans and outside of a human cultural context they may
evoke very different meanings (Yudkowsky 2015; Goertzel
2015).
Bostrom (2014) characterises the achievement of benign
goals through deleterious unforeseen methods as being “Perverse instantiation” (Bostrom 2014). This can also be characterised as “reward hacking11” (Amodei et al. 2016) Any
attempt to leverage criminal threat management concepts
will face very significant challenges in developing non-fragile human values that are not susceptible to reward hacking

9 Treachery threat management model
As previously discussed, Bostrom identifies the start point
of ASI malicious behaviour as being a “treacherous turn”
(Bostrom 2014). It is possible that an ASI, capable of strategic planning with time to wait could hide its malicious
intentions and capabilities until it has sufficient freedom,
abilities and resources to prosecute those malicious intentions (Bostrom 2014; Grace 2015).
The fundamental problem with the Bostrom’s treacherous turn argument is that it suggests that there may be no
evidence to show that an ASI has undergone a treacherous
turn, or vice versa. As noted by Danaher (2014) because the
treacherous turn is effectively unfalsifiable, it allows for a
possibility that there currently exists a malicious ASI that is
just concealing it intentions and powers from us (Danaher
2014; Grace 2015).
While the unfalsifiable treacherous turn may be in principle possible it is a poor basis for developing practical tools
for developers to create and manage safe AI. If a falsifiable
treacherous turn was a possibility, there is an opportunity to
leverage the indicators of treachery and divert the ASI from
treachery in that moment of vulnerability. The treacherous
turn is the ASI’s moment of greatest vulnerability because
it is likely that the ASI would be blocked by humans from
11
Not all risks from ASIs may be due to malicious behaviour.
Reward hacking may lead an ASI to unintentionally cause harm by
aggressively pursuing a goal in an unexpected way with negative consequences.

any further development once it has revealed its malicious
intentions.
Trazzi and Yampolskiy’s concept of artificial stupidity provides a starting point for triggers that may indicate
treachery and unifying the concepts of artificial stupidity and
the treacherous turn gives us a basic model to assess treachery while an ASI is still vulnerable (Trazzi and Yampolskiy
2018; Goertzel 2015).
Trazzi and Yampolskiy’s model of artificial stupidity
poses a number of constraints that could be applied to AI’s
to limit their capability and stop them transitioning to maliciousness or limit the capability of an emergent ASI. Some
examples are: limiting computing hardware power (storage
capacity, memory, processing power, clock speed, etc.), limiting software capabilities by removing any capability for
self-improvement and introducing programmed bias into the
software that favours friendliness (Trazzi and Yampolskiy
2018; Goertzel and Pitt 2012).
Cognitive Stenography could be another significant input
into the model (Goertzel 2014). Goertzel proposes a model
of cognitive stenography for intelligent agents that becomes
increasingly complex as the intelligent agent becomes more
cognitively powerful. Within this model is the concept of
“stuckness” whereby cognitive processes within the intelligent agent help each other when they become stuck (Goertzel 2014) An input into the model could be a measure of
“stuckness”, unexpected resolution of “stuckness” or synergy between cognitive processes. Unanticipated changes
in any of these dimensions could potentially be leveraged to
identify treachery or emergence of intelligence beyond the
parameters of safety.

9.1 Artificial intelligence treachery threat model
Based up on the early intervention concepts of criminal
threat management, the theoretical failure of predictive risk
management and the ideas of artificial stupidity; a preliminary model12 to manage the threat of a treacherous turn
and intervene at the moment of greatest vulnerability is
proposed.
The model would require real-time monitoring of factors
that either constrain the ability to be treacherous or enforce
artificial stupidity. If these factors change in a statistically
significant way the ASI could either be re-directed to normative behaviour enforcement, have its capabilities blocked or
just powered down. Due to the volume of data and the need
for a fast response, this model of enforcement would ideally be managed by a separate AI measuring the potentially
treacherous ASI in parallel to a human.
12

This model could either be used on an AI to detect emergent ASI
capabilities or detect abnormal behaviour in an ASI. It is not specific
to either definition.
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Fig. 1  Artificial intelligence
treachery threat model

For example; three factors that may indicate treacherous behaviour that would be relatively easy to measure in
real time such as power usage, processer utilisation and
clock speed could be tracked using embedded sensors in
the ASI’s hardware. These sensors could track and log
their relevant data point to a database that could, via an
artificially intelligent monitoring system, alert a human
if deviation from normal parameters was detected. The
human could then perform a manual intervention on the
ASI that is behaving abnormally.
In this example, the embedded sensors would need to be
totally isolated from the ASI under monitoring, as would
the AI that is monitoring its performance. The ideas proposed by Goertzel (2014) on cognitive stenography would
need to be included in the model to ensure that there is no
cognitive collusion between the ASI that is being monitored, the embedded sensors, and the AI that is managing
and reporting on performance. This is also why it is critical that a human remains in the monitoring and decision
chain. Given the potential power a human may be able to
wield with an emergent superintelligence there would also
need to be well established safety protocols to monitor the
behaviour of the human (Fig. 1).
This type of real-time monitoring where AIs work with
humans to manage IT performance factors is already available to consumers and the technology will only improve
as the datasets available for machine learning grow (Cisco
2019).
With enough data, even rudimentary statistical tools such
as a Shewhart chart13 would be able to accurately detect variation within a dataset that is abnormal. Much more advanced
mathematical models are available and useable with this
13
There are numerous statistical tools to detect abnormal deviation
within a process. The Shewhart chart is for example purposes only as
it is a well-known and well tested model. Much more advanced process control tools such as an exponentially weighted moving average
could also be used. The statistical model used will entirely depend on
factors such as the type of data being measured, the subgrouping of
data, the volume of data and the type of data deviation it is trying to
detect.
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type of data and deviation from normal process performance
is a well understood discipline of statistics (Wood 2002).
This approach of using data-driven predictive models to
predict malicious behaviour is not new and current models
using machine learning technologies have a high degree of
theoretical accuracy in detecting terrorist behaviour (Salih
et al. 2017; RAND National Security Research Division
2005; Li et al. 2018; Ding et al. 2017; Schneider et al. 2011).
With accessibility to more data for machine learning and
iterative improvements, these terrorist focussed models are
likely to improve over time and the learnings from these
models are likely to be useful inputs into an AI treachery
model.

10 Discussions and conclusions
There exists a common architecture within risk management.
When applied to an ASI this architecture suffers from fatal
flaws due to our lack of knowledge about what an ASI could
do, an ASI’s ability to deceive us and inherent human bias
in the risk process.
These issues are not unique to ASIs; they are also apparent when dealing with dynamic malicious threat actors such
as professional criminals and terrorists. However, the potential for devastating harm to humanity is unique to ASIs.
The recognition that current risk management is an
incomplete approach to ASIs needs to occur and in the
absence of alternative methodologies the baseline assumption should be that powerful AI will be malicious and that
maliciousness need to be managed using a data-driven
approach of monitoring, guiding and managing intent.
The very real dangers of ASIs are not a reason to stop
their development. Firstly, it is unlikely any global effort
to stop ASI development would be successful and pushing
ASI development underground would likely have a negative effect on overall safety. ASIs have enormous potential
to help humanity and failing to develop safe ASI is in itself
an existential threat called a technological arrest (Bostrom
2002).
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Secondly, there may not be a practical technological solution to stop the development of ASI. Constraint-based solutions such as restricting computing power through hardware
constraints, software constraints and the introduction of various computing biases as a means to create “artificial stupidity” in AI may face insurmountable technical challenges,
with Trazzi and Yampolskiy noting “prohibiting the AGI
from hardware or software self-improvement might prove a
very difficult problem to solve and may even be incompatible with corrigibility” (2018). This issue is apparent with
the proposed treachery threat management model, if an AI
behaves in an unexpected way there may be no safe way to
bring it back online with any degree of certainty that it is
not going to continue to develop capabilities and probe for
vulnerabilities. The issue of safe restoration of misbehaving
AI’s needs further development.
Risk managers in any organisation currently developing
AI need to be actively aware of the methodological failings
of their approach and work with developers to ensure that
the concept of guiding and blocking malicious intent through
data-driven models is deeply embedded within the development roadmap.
Asimov’s 3 Laws of Robotics made famous in his 1942
short story “Runaround” was an early acknowledgement
of the need for safety protocols in ASIs (Asimov 1942).
75 years later we are closer to the reality of needing them,
and yet we still harbour an irrational belief that as humans
we can somehow outsmart an intelligence that could be millions of times greater than ours. Risk models for AI need
to shift from static, anthropomorphic models and focus on
data-driven models to measure intent, manage intent and
prevent the treacherous turn.
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