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A b s t r a c t .  On-line tools for parallel and distributed programs require 
a facility to observe and possibly manipulate the programs' run-time 
behavior, a so called monitoring system. Currently, most tools use pro- 
prietary monitoring techniques that are incompatible to each other and 
usually apply only to specific target platforms. The On-line Monitoring 
Interface Specification (OMIS) is the first specification of a universal in- 
terface between different tools and a monitoring system, thus enabling 
interoperable, portable and uniform tool environments. The paper gives 
an introduction into the basic concepts of OMIS and presents the design 
and implementation of an OMIS compliant monitoring system (OCM). 

1 I n t r o d u c t i o n  

The development and maintenance of parallel programs is inherently more ex- 
pensive than that  of sequential programs. This is par t ly  due to the lack of widely 
available, powerful tools supporting test and production phases of those pro- 
grams, e.g. performance analyzers, debuggers, or load balancers. Wha t  these 
tools have in common is their need for a module tha t  enables them to observe 
and possibly manipulate  the parallel application, a so called monitoring module.  
Usually every tool includes a monitoring module that  is specifically adapted  to 
its needs. Since these modules typically use exclusive low level interfaces to the 
operating system and possibly the underlying hardware, these layers tend to be 
incompatible to each other. As a result, it is impossible to connect two or more 
tools to a running application at the same time. Even worse, if you want to use 
two different tools, one after the other, you often have to re-compile, re-link, or 
otherwise re-process the application. 

In this paper we will describe the design and implementat ion of a universally 
usable on-line monitoring infrastructure that  is general enough to support  a 
wide variety of tools and their interoperability. We will first describe existing 
approaches, analyze the requirements for a general monitoring interface, then 
introduce our approach and finally describe our implementat ion.  

* This work is partly funded by Deutsche Forschungsgemeinscha/t, Special Research 
Grant SFB 342, Subproject A1. 
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2 S t a t e  o f  t h e  A r t  

Existing tools can be classified into interactive vs. automatic, observing vs. ma- 
nipulating, and on-line vs. off-line tools. Taking a look at existing tools for par- 
allel and distributed programming, one can state that: 

- there are more off-line tools than on-line tools, 
- most tools are only available on one or very few platforms, 
- different on-line tools can typically not be applied concurrently, 
- there are no generally available integrated tool environments. 

There are several reasons for this. First, developing on-line monitoring sys- 
tems is complex and expensive. Second, these systems are typically difficult 
to port from one platform to another. And third, they are usually specifically 
adapted and restricted to the tools that sit on top of them and require in- 
compatible modifications to the application. Nevertheless, very powerful on-line 
tools have been developed. Two that are especially interesting concerning their 
monitoring parts will be mentioned here. 

In the area of debugging tools, p2d2 by Cheng and Hood [6] is an important 
representative. Different from most earlier approaches, p2d2 clearly separates 
the platform specific on-line monitoring system from portable parts of the tool 
itself. To accomplish this, a client-server approach is used [7]. The p2d2 server 
contains all platform specific parts, whereas the client consists of the portable 
user interface. Client and server communicate via a specified protocol. Cheng and 
Hood encourage platform vendors to implement debugger servers that comply 
with the p2d2 protocol. Users could then use an existing p2d2 debugger client 
to debug applications on different machines. 

Taking a look at performance analysis tools, the ambitious Paradyn project 
by Miller and Hollingsworth [10] clearly deserves a closer look. Paradyn utilizes 
the exceptional technique of dynamic instrumentation [5], where code snippets 
performing performance analysis tasks are dynamically inserted into and re- 
moved from the running process's code. The interface between the tool and the 
dynamic instrumentation library dyninst is clearly defined and published [3]. On 
the higher level, Paradyn uses the so called W3-model to automatically deter- 
mine performance bottlenecks [4, 10]. The W3-model in particular profits from 
dyninst because intrusion can be kept low by removing unnecessary instrumen- 
tation. 

The above tools are two of the very few that define an explicit interface 
between the monitoring system and the tool itself. By clearly defining this in- 
terface it becomes possible to separate the development of the tool from that 
of the on-line monitoring system. In addition, porting the tool becomes much 
easier, thus improving the availability of tools. Unfortunately, p2d2 and Paradyn 
both target only a single class of tools: p2d2 is limited to debugging, whereas 
Paradyn/dyninst is concentrated on performance analysis. It is impossible to 
build new tools or interoperable tools with either of these environments. OMIS, 
on the other hand, is designed with that primary goal in mind. 
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3 T h e  O M I S  A p p r o a c h  

One key idea in OMIS (On-line Monitoring Interface Specification) [9] is to define 
a standardized interface between the tools and the on-line monitoring system. 
This is comparable to p2d2 and Paradyn/dyninst .  Our approach however is much 
more general as we do not concentrate on a single class of tools. OMIS supports 
a wide variety of on-line tools, including centralized, decentralized, automatic, 
interactive, observing, and manipulating tools (off-line tools can be implemented 
by a tiny on-line module writing trace files). 

The tools we initially had in mind were those in THE TOOL-SET [12], de- 
veloped at LRR-TUM: VISTOP (program flow visualization), PATOP (perfor- 
mance analysis) [2], DETOP (debugging) [11], CoCheck (checkpointing/process 
migration), LoMan (load balancing), Codex (controlled deterministic execution), 
and Viper (computational steering). But we do not only want to support classical 
stand-alone tools. OMIS is intended to also support interoperable tools (two or 
more tools applied at the same time), e.g. a performance analyzer covering and 
measuring the dynamic load balancing and process migration as well. Another 
example is a debugger interoperating with a checkpointing system and a deter- 
ministic execution unit, thus enabling the user to start debugging sessions from 
checkpoints of long lasting program runs. OMIS will also allow to build uniform 
tool environments. It will thus become possible to develop portable development 
environments for parallel and distributed programming. 

In order to achieve all of the above, the monitoring system has to be pro- 
grammable. OMIS supports this by specifying so called event/action-relations. 
An event/action-relation consists of a (possibly empty) event definition and a 
list of actions, where the event specification defines a condition for the actions to 
be invoked. Every time the event occurs, the actions are executed (in ease of an 
empty event, they are executed immediately). The OMIS core already provides 
a rich set of events and actions. In addition to this, there are user defined events. 

The main interface between the tool and the monitoring system consists of 
only a single function. To this function, requests from the tool are specified as 
event/action-relations in a machine independent string representation. In order 
to minimize intrusion, requests can be quickly disabled and re-enabled when e.g. 
a measurement is unnecessary for a while. When it is no longer needed, the whole 
request can be deleted from the monitoring system. Depending on how often the 
corresponding event occurs and what flags were specified, a single request can 
result in 0...n replies while it is active. 

Every tool that connects to an OMIS compliant monitor is able to define 
its own view of the observed system. This is done by explicitly attaching to the 
nodes and processes of interest. Different tools can thus have different views, 
and are only informed about events, taking place within their observed system. 
This is especially useful in non-exclusively used target environments. 

While not being object oriented in the usual sense, objects form an important  
part of the interface. OMIS represents processes, threads, nodes, requests etc. 
as objects, which are identified by so called tokens. To improve scalability, all 
events and actions can operate on object sets. The objects are automatically lo- 



176 

calized within the observed (distributed) system and the requests are distributed 
according to the objects' locations (location transparency). OMIS also automati- 
cally converts object tokens where appropriate. For example, a process token can 
be converted into the token of the node where this process is currently located. 

Although the above concepts are very powerful if wisely applied, there always 
remain situations where they do not suffice to support some specific environment. 
To overcome this, OMIS employs another concept: extendibility. Two types of 
extensions are defined: Tool extensions (e.g. for distributed tools) introduce new 
actions into the monitoring system, whereas monitor extensions can introduce 
new events, actions and objects. One monitor extension is, for example, the PVM 
extension. It introduces message buffers, barrier objects and services (events and 
actions) related to the PVM programming model. 

A detailed description of the current version of OMIS can be found in [9] and 
on the OMIS home page in the WWW 1. 

4 D e s i g n  o f  a n  O M I S  C o m p l i a n t  M o n i t o r i n g  S y s t e m  

Starting from the OMIS specification, we have done a first implementation of 
an OMIS compliant monitoring system, called OCM. In contrast to OMIS it- 
self, which is not oriented towards specific programming libraries or hardware 
platforms, the OCM currently targets PVM applications on networks of UNIX 
workstations. However, we also plan to extend this implementation to MPI and 
NT workstations. 

Goals of the OCM project. The implementation of the OCM serves three major 
goals. First, it will be used as an implementation platform for the ongoing tool 
developments at LRR-TUM, and also at other institutes. E.g. the MTA SZTAKI 
Research Institute of the Hungarian Academy of Science will use the OCM to 
monitor programs designed with the GRADE graphical programming environ- 
ment[8]. 2 The second goal is to validate the concepts and interfaces specified by 
OMIS and to gain experience guiding further refinements of the specification. 
Finally, the OCM also serves as a reference for other implementors that want 
to develop an OMIS compliant monitoring system. Therefore, the OCM will be 
made available under the terms of the GNU license. 

Global structure of OCM. Since the current target platform for the OCM is a 
distributed system where virtually all of the relevant information can only be 
retrieved locally on each node, the monitoring system must itself be distributed. 
Thus, we need one or more local monitoring components on each node. We de- 
cided to have one additional process per node, which is automatically started 
when a tool issues the first service request concerning that node. An alternative 
would be to completely integrate the monitoring system into the programming 

1 http://wwwbode, in.formatik.tu-muenchen.de/-omis 
2 Funded by the German/Hungarian intergovernmental project GRADE-OMIS, con- 

tract UNG-053-96. 
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libraries used by the monitored application, as it is done with many  trace collec- 
tors. However, we need an independent process, since an OMIS compliant  mon- 
itoring system must  be able to autonomously react on events, independently of 
the application's state. In addition, the monitoring support  offered by the UNIX 
operating system requires the use of a separate process. 

A principal decision has been to design these monitor  processes as indepen- 
dent local servers that  do not need any knowledge on global states or the other 
moni tor  processes. Thus, each monitor  process offers a server interface tha t  is 
very similar to the OMIS interface, with the exception that  it only accepts re- 
quests that  can be handled completely locally. 

However, since OMIS allows to issue requests that  relate to multiple nodes, 
we need an additional component in the OCM. This component,  called Node 
Distribution Unit (NDU), has to analyze each request issued by a tool and must  
split it into pieces that  can be processed locally on the affected nodes. E.g. a 
tool may  issue the request : t h r e a d _ s t o p  [p_l,p_2] 3 in order to stop all threads 
in the processes identified by the tokens p_l and p_2. In this case, the NDU 
must  determine the node executing process p_l and the node executing p_2. If  
these nodes are different, the request must  be split into two separate requests, 
i.e. : t h r e a d _ s t o p [ p _ l ]  and : t h r ead_s top [p_2 ] ,  which are sent to the proper 
nodes. In addition, the NDU must  also assemble the partial  answers it receives 
from the local monitor  processes into a global reply sent to the tool. 

In order to keep our first implementat ion of the OCM manageable,  the NDU 
is currently implemented as a single central process. Thus, a typical scenario of 
the OCM looks as in Figure 1. The figure also shows that  the NDU contains a 
request parser that  transforms the requests specified by the tools into a prepro- 
cessed binary da ta  structure that  can be handled efficiently by all other parts  of 
the monitoring system. 

The communicat ion between all of these components is handled by a small 
communicat ion layer offering non-blocking send and interrupt-driven receive op- 
erations. We need interrupt-driven receives (or related techniques like Active 
Messages) to avoid blocking of the moni tor  processes. It  would result in the 
inability to t imely react on occurrences of other impor tant  events. A polling 
scheme using non-blocking receive operations is not feasible, because it consumes 
too much CPU t ime and thus leads to an unacceptable probe effect. In the cur- 
rent version of the OCM, the communicat ion layer is based on PVM. However, 
we are working on an independent layer based on sockets, which is necessary for 
the MPI  port.  As is indicated in Figure 1, tools are linked against a l ibrary tha t  
implements the procedural interface defined by OMIS and t ransparent ly  handles 
the connection to the NDU and the necessary message passing. 

Structure of the local monitor. The local monitor  process operates in an event 
driven fashion. This means that  the process is normally blocked in a system call 
(either wa i t  or p o l l ,  depending on whether we use p t r a c e  o r / p r o c  for process 

3 The leading colon in the request is the separator between event definition and action 
list. Since the event definition is empty, the action must be executed immediately. 
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Fig. 1. Coarse Structure of the OCM 

control), which returns when an event in one of the monitored processes has 
been detected by the operating system. In addition, the call is interrupted when 
a message arrives. After the monitor process has been unblocked, it analyzes the 
exact kind of event that  has occurred and executes the list of actions that  are 
associated with that  event. If the event happens to be the arrival of a service 
request, the associated action causes the request to be received and analyzed. 
In the case of an unconditional request (i.e. a request with an empty event 
definition), it is executed and the results are sent back. When a conditional 
request is received, the monitor process dynamically inserts or activates the 
necessary instrumentation of the target system and stores the request's action 
list, so it can be executed later when the event occurs. 

Unfortunately, this relatively easy execution scheme is insufficient due to effi- 
ciency constraints. For example, assume that  a performance analysis tool wants 
to measure the time process p_l spends in pvra_send calls. The tool could then 
issue the following requests: 

thread_has_started_lib_call ( [p_l], "pvm_send" ) : pa_t imer-start (t i_l ) 
thread_has_ended_l ib_call ( [p_l], "pvm_send" ) : pa_t liner_stop (t i_l ) 
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Thus, a timer is started when pvra_send is called by p_l 4 and is stopped again 
when the call returns. If event detection and action execution are only performed 
in the monitor process, we introduce an overhead of at least four context switches 
for each library call, which renders performance analysis useless. 

Thus, the OCM must be able both to detect certain events within the context 
of the triggering application process and to execute simple actions directly in 
that  process, thereby removing the need for context switching. To achieve this, 
the monitored processes must be linked against instrumented libraries, i.e. ex- 
tended versions of standard programming libraries that  include additional parts 
of the monitoring system. In order to tell the monitoring parts in these libraries 
what they shall do, we use a shared memory segment that  stores information 
on which events to monitor and which actions to execute. Note that  actions in 
the application processes should not return results (except in the case of errors), 
since this would again result in context switches. Rather they update data  stored 
in the shared memory segment (e.g. the timer value in the above example), which 
are read by actions executed in the monitor process upon request from a tool. 

With this extension, the final structure as shown in Figure 1 results. Note 
that  the OCM does not require that each monitored application process is linked 
with an instrumented library. However, if it is not, some events and actions may 
not be available for this process. 

5 Project Status and Future  Work  

A first implementation of the OCM, as it is described in Section 4, has already 
been finished. It is currently supporting PVM 3.3.x and PVM 3.4 on networks 
of workstations running Solaris, Linux, and Irix. However, some of the services 
defined by OMIS still need to be implemented. In order to test the OCM, the 
TOOL-SET debugger has been adapted and is already operational. 

Our current work includes the specification of an interface allowing extensions 
of OMIS compliant monitoring systems to be built independently of the individ- 
ual implementation of these monitoring systems. This interface is supported by 
a stub generator that eases the programming of new events and actions. 

Future work will focus on adapting the OCM to the MPI implementation 
mpich, and on porting it to the operating system Windows NT. In addition, 
we will use the OCM as the basis for providing interoperable tools within TIlE 
TOOL-SET project[12]. Finally, as a more long term goal, we will implement 
the OCM also for distributed shared memory systems, both based on hardware 
support (SCI coupled cluster of PCs using a hardware monitoring module [1]) 
and pure software implementations. 

4 More exactly: when pyre_send is called by any thread in process p_1. However, since 
PVM is not multi-threaded, there is only one thread in the process. 
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