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A b s t r a c t .  One measure to provide anonymity for the users of a commu- 
nication network axe mixes whose usage was proposed in several appli- 
cations recently. However, in practice such concepts axe not widely used. 
One reason may be that the payment for providers, who commercially 
offer such mix-mediated anonymity service, has not been considered yet. 
We present detailed protocols for payment schemes that allow anony- 
mous, secure payment of a mix-mediated anonymity service. The schemes 
aim to achieve confidentiality and integrity for all the user, the provider 
and the bank. 

1 I n t r o d u c t i o n  

In the last decade, the discussion about  anonymity and privacy has become 
more and more important.  One requirement that  should be supported in secure 
communication systems is anonymous communication, i.e. to keep secret who is 
in contact with whom at which time and, maybe, from which location. 

The subject mat ter  of this paper is "mixes" - one anonymity concept. Firstly 
introduced by Chaum in 1981 for anonymous e-mail transfer [1], the usage of 
mixes was proposed in several other applications recently. [2], [3], [4], [5], [6], 
and [7], for example, suggest their usage for providing anonymity in telecommu- 
nication networks, mobile communication systems and the internet. 

By mixes, sender and recipient anonymity as well as the protection of the 
communication relation can be achieved. That  means, sender and recipient of 
a message cannot be correlated. Though the mix concept allows that  lines are 
tapped; and all but one of the mixes passed may be corrupted. A mix is called 
"corrupted" if it tells an attacker the correlation of an incoming and the corre- 
sponding forwarded message. 

We distinguish between two networks that  must be operated independently: 
one providing the communication service A/cs and the other providing the ano- 
nymity service A/As. To achieve anonymity, we extend A/cs by A/~4s. Thus, if 
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Alice (.4) wants to communicate with Bob (B), she includes routing information 
for the usage of HAs in her message ml and sends it to N'c8, which then forwards 
it among others to N'As. After processing the message, HAs sends the resulting 
message back to N'c8 together with other messages. Thus, the provider of N'cs 
cannot correlate .4 and • (assuming there is enough traffic in the anonymity 
network). Moreover, if the attacking model of mixes holds, i.e. all lines can be 
tapped but at least one mix is trustworthy, then even the mix providers of AlAs 
are not able to correlate anything. 

m 2  . . . . . . . . .  m l  , . . I g 3  

13 ~ ? ~ -  N c s  ~-- ?.,?~,?e ~ AlAs 

For both networks, payment has to be supplied. The payment of communication 
services is generally supported nowadays. In this paper, we focus therefore on the 
additional needed payment for the mix-mediated anonymity network that must 
be operated by different providers as of the communication network. To solve this 
problem for mixes is even more tricky, since one important requirement on mixes 
is their independent construction as well as their availability and operation by 
independent providers. Thus, this paper give answers to the following question: 

How can a user pay for the usage of an anonymity service without re- 
vealing his anonymity against all (including the providers of the mixes 
in N.as)? 

First ideas to achieve payment of anonymous communication were discussed in 
[8]. We revise some of these and present further results. 

Section 2 continues the short overview about the mix network and discusses 
suitable payment schemes for this anonymity service. Section 3 describes an 
interactive micro-payment scheme that applies "tick payment" to transfer small 
amounts of payment. Several payment protocols are described in general. The 
two most efficient approaches will be applied to the mix concept. Section 4 shows 
the protocols in detail. Some concerns on attacks and efficiency are discussed in 
Section 5. The protocols between users, bank and providers to allow secure, 
anonymous payment are outlined in Section 6. Finally, Section 7 concludes and 
gives an outlook. 

2 S u i t a b l e  P a y m e n t  S c h e m e s  

f o r  a M i x - M e d i a t e d  A n o n y m i t y  S e r v i c e  

2.1 R e q u i r e m e n t s  o n  M i x e s  

A mix is a network node with cryptographic facilities that hides the relations 
between communicating users. Mixes can be linked to mix chains. Due to the 
functionality of a mix, an attacker is not able to trace messages through the mix 
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network: The mix changes the appearance of the messages by using a suitable 
cryptosystem. Correlation by the message length is avoided if a length-preserving 
scheme is used for encryption. Time correlation is avoided as the mix collects all 
messages in its buffer and re-orders them before they are forwarded. This way, 
incoming and forwarded messages of a mix are not linkable. 

For the purpose of this paper we assume the existence of Arcs. For the 
anonymity network AlAs the following assumptions are made: The mixes f14~ 
of a mix chain .~PICk, that a message passes, have independent providers PM.. 
That means 

Vk ~ 3i, j  �9 ( M , , M  3 6 MCk) ~ (/)M, # P ~ , )  (1) 

whereby a mix chain ,44C comprises m mixes with (~) being the concatenation 
of all used mixes. 

m 

Vk �9 MC~ ~ Nas  A MC~ = ( ~  M~ (2) 

A message consists of several message blocks j.  For sending it through the mix 
chain each message block Nlj has to be prepared according to Formula 3. 

N(m+l)j := Cm+l(Nj) 
Nij :---- ci (rij, Ai+I, i(i+l)j) (i -= 1, . . . ,  m) (3) 

where Nj is the message block j for the recipient whose address is Am+l, and 
Nij is the message block j for mix AJi with address Ai that is encrypted with 
the mix' public key ci. 

One can visualize this encryption process as follows: If Alice wants to send 
a postcard to Bob, she encloses it in an envelope such that only Bob is able to 
read the content. Additionally she encloses this envelope successively into further 
envelopes, whereby everyone carries the address of another post office, i.e. a mix 
address. Like that none of the post offices is in the position to link Alice and 
Bob. 

Let us come back to the subject. Each covering, which is put around the 
original message must contain random bits rij. Otherwise an eavesdropper could 
easily correlate messages as a mix works deterministic. He needs to encrypt only 
the output with the mix' public key and, following, to compare the result with 
all messages that arrived before at this mix. 

Note: We suggest the usage of a length-preserving scheme. That means all 
blocks have the same size. More details on this scheme can be found in [1]. 
Additionally, [9] and [10] give a good introduction to mixes. 

2.2 Discuss ion of  Suitable  Payment  Schemes 

Each mix provider must be paid for passing messages. There are two ways: (a) 
A mix provider is directly paid. (b) Only one mix provider of the mix chain is 
paid. In the latter, there must exist a general agreement (like for international 
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telephone calls). For example the money received could be distributed among all 
mixes according to the number of messages each mix has processed. 

There are several ways of payment: a message can be pre-paid, post-paid or 
paid immediately (pay-now). Note: In the following section, we focus only on the 
protocols between user and mix provider. The charging process, which involves 
the bank, will be discussed in Section 6. 

The problem with these schemes is that  either the user, who paid in advance, 
has to trust that  the mix will really process his message, or the mix, that  already 
processed the message, has to trust  tha t  the user will subsequently pay for the 
service. And last but not least, if an anonymous pay-now system for on-line 
payment is used, then real-time communication cannot be guaranteed at all 
(due to the calculation t ime for on-line verifiction of the payment).  

Since we want to keep the advantage of one party over the other as small as 
possible, we propose an interactive micro-payment scheme that  will be discussed 
in the following section. 

3 T h e  I n t e r a c t i v e  M i c r o - p a y m e n t  S c h e m e  

3.1 T h e  Bas ic  I d e a  

Instead of paying the full service 

�9 a message is split in small blocks, and 
�9 each block is paid when processed. 

By "paying when processed" we understand that  the merchant receives the ap- 
propriate amount and immediately performs the service (to allow real-time com- 
munication). Section 6 will describe why the merchant can trust  that  encashment 
of the received money is possible later. Using this scheme, neither merchant nor 
customer is much ahead of the other party. 

The scheme is a micro-payment scheme since only small amounts of money, 
in the following called ticks, will be transferred. It is interactive because pay- 
ment will be included in the actual message and dropped at the mix according 
to the payment strategy. The interactive micro-payment scheme combines two 
approaches: the concept of mixes and tick payment. 

3.2 T i c k  P a y m e n t  

Originally, ticks were used for authentication [11]. In 1995, Pederson investigated 
tick payment [12] as an efficient way of payment.  We apply this principle to the 
concept of mixes. Since a tick means that  only some additional bits are added 
to the message block, it want be much of a burden to the performance of mixes. 

The principle of tick payment  is based on a one-way function. This one- 
way function is a length-preserving permutat ion f but, nevertheless, called hash 
function in the following. At the beginning a random number a is chosen. The 
hash function is applied n times to a. These results in hash values 
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fl= f(a), f2 = f(fl), ..., fn = f(fn-l) : f(f(f(...f(a)))) (4) 

where each hash value fn-~ is named a tick t~ (with i : 0 , . . . ,  n - 1). 
Ticks can be easily used for paying in small amounts. For example between a 

customer, i.e. a user, and a merchant,  i.e. a mix, to pay for anonymous transferred 
information. 

3.3 G e n e r a t i o n  o f  a Cheque 

The user creates a digital cheque that  includes f~  generated according to For- 
mula 4. Other parameters a cheque should contain are a cheque identifier to 
recognize the ticks that  belong to this cheque, the amount-per-tick value, the 
address of the user's bank for encashment of the cheque, the recipient of the 
cheque (i.e. the mix' address), and the signature of the user. 

This cheque is transferred to and stored at a mix that  was chosen by the user. 
Now, the user sends a tick with each message block. Note, at most n message 
blocks can be sent and paid. 

user mix 
send cheque(/n)  

g e n e r a t e  cheque > s t o r e  fn 
s e n d  ml ~1 

sends first block �9 if f ( t l )  = fn then 
fo rward  ml and 
s t o r e / n - l ( =  t l)  

As a general rule, the mix stores a hash value f~-3+1. If it receives the next 
tick tj,  it applies the publicly known hash function f and compares this result 
with the stored hash value. If they are equal, the mix has received the correct 
payment.  

s e n d  m j  ,tj  
sends following blocks , i f  f( t j)  = fr~-j+l t h e n  

forward mj and 

store fn-~(= tj) 

The mix provider can encash the cheque whenever it is wished. He only has 
to send the cheque and the last tick received to the bank. Since the bank has 
supplied the money for generating the value of this cheque, encashment will be 
no problem (see Section 6 for details on that).  

3.4 Different Approaches 

There  are two aspects to consider: 

1. When does the mix provider receive payment,  i.e. before or after performing 
his service (the delivery of a message block)? 

2. When is the tick sent, i.e. has the sender or the recipient triggered the 
payment? 
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Delivery af ter  Paymen t .  If the sender triggers the payment (Pl.a), she in- 
cludes the digital cheque ch and the first tick tl in the first block of the message. 

Protocol PI: 

( a ) r m l ,ch, t l  rnl > A/'~s - g (b) A m~,~h,~.(t~) c.(t~) 
., N ~ s  , g  

t l  
< 

m l  

m j  ,t o rnj m j  ,CB (t~ ) CB (to) 

t i  

m s 

The mix network stores the cheque and forwards the first message block rnl. 
The following blocks include only the appropriate tick for each message block 
mj .  Thus the anonymity service is immediately paid for, further steps are not 
necessary. 

If the recipient triggers the payment (Pl.b), the first block of the message 
includes the cheque and the first tick. All ticks must be encrypted with the 
public key CB of the recipient such that the mix is not able to get the payment 
before the recipient has sent back a decrypted tick. The mix stores the cheque 
and keeps the message block. Then it sends the encrypted tick to the recipient of 
the message to indicate that a message will be sent after receiving the decrypted 
tick. Hence, the recipient decrypts the tick and sends it back to the mix network. 
After receiving this tick, the mix will send the message block. 

The following blocks are handled in exactly the same way. However, if the 
recipient triggers the payment, two additional steps for the transfer of each 
message block are needed. 

P a y m e n t  af ter  Delivery. If the sender triggers the payment (P2.a), she sends 
the first message block together with the cheque. The mix network stores the 
cheque and sends the message block to the recipient. After that the recipient 
sends an ok to the sender of the message. Hence, the sender can be sure that her 
message block has arrived, i.e. she has a guarantee of message delivery. She then 
sends the tick to the mix network. For the following blocks, payment is triggered 
by the sender in the same way. 

Protocol P2: 

ml~ch ,cB( t l )  m l~cB( t l )  
- A;~s  - g (b) A NAs 

ok t~ 

t l  

t3 

m s m j  ,CB (t j )  

ok t j  ,< 

, / 3  

To improve efficiency, tj could always be sent together with the following message 
block m j+l. Nevertheless, using this approach the delay by the mix network slows 
down the data rate. 
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If the recipient triggers the payment (P2.b), the ticks must be encrypted as 
well. The cheque is included in the first message block. After receiving a block, 
the recipient sends back the decrypted tick to the mix network. In practice this 
happens by encrypting it again. The sender does not get an acknowledgement 
whether the recipient has got the message blocks. But  the mixes will be interested 
in sending the messages to the recipient to get their payment. This protocol is 
more efficient than (P2a). 

3.5 Remarks 

In Section 3.4 we pointed out which measure is a burden to the performance of 
the system. In summary, the following should be preferred: If the main goal is 
to achieve efficiency, one should use the protocol for "delivery after payment" 
where the sender triggers the payment. If one wants to assure that  the addressee 
has really received his message, then the protocol for payment after delivery 
should be considered. This protocol will still allow an efficient implementation 
when the recipient triggers the payment.  

In Section 2.2, we mentioned two ways of payment.  We will now discuss 
which is applicable for the preferred payment schemes. In case (a) of Sect.2.2, 
if each provider is directly paid, a digital cheque must be included for each mix 
of the chain. The problem with that:  If a mix continuously receives ticks, it 
can correlate these ticks and identify the communication relation. Thus, this 
protocol should only be applied for special services where all users of a mix 
chain simultaneously send messages (and ticks). I.e. they behave in the same 
manner and, therefore, belong to the same anonymity group. But this cannot be 
demanded for all kinds of services. One example where this can be applied are 
connection-oriented services. For example communication with Real-Time Mixes 
[13] via ISDN: All users of a local exchange belong to one anonymity group and 
synchronously establish channels for data  transfer (sending dummy traffic if no 
real data  are to be transmitted).  

However, if all participants have to behave in the same manner, then more 
efficient measures for payment can be applied such as a flat-rate scheme. Thus, 
we will focus on case (b) of Sect.2.2 where the problem described above is not 
really a problem as long as the mix that  receives the cheque is either the first 
or the last mix of the chain. This is due to the fact that ,  according to the mix 
scheme, these mixes may know sender or recipient anyway. 

In the following section we will describe detailed protocols for "delivery after 
payment" with the first mix receiving the cheque and "payment after delivery" 
with the last mix receiving the cheque. 

4 D e t a i l e d  P r o t o c o l s  

4.1 Delivery after Payment 

For protocols with delivery after payment,  the first mix is used for accepting the 
payment tha t  the sender will trigger. Since it is not necessary to pass the cheque 
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and the ticks through the whole mix network, the extending of the message 
length can be limited: Only the message N U prepared for the first mix must be 
extended for each message block j .  After passing this mix, the additional data 
are removed. The sender generates her message as follows: 

first message block 

N ( m + l ) l  :~-~ Cm+l(N1) 
N i l  : --  c~(ri l ,  A i + l ,  N ( i + I ) I )  (5) 
Nil  := cl(rll,A2,N21, cha, t l )  

following message blocks 

N(m+l)j := Cm+l(Nj) 
Nij := ci (rij, Ai+l, N(i+I)j) (6) 
Nlj := ci(rlj,A2,N2j, ida, t3) ) 

She then sends the first block Nl l  it to the first mix according to Formula 5. 

Cl (rl l  ,AM 2 ,Y21, chA, tl ) N21 N(m+l)l 
A ~ M1 > . . .  > B 

The cheque chA contains an identifier ida as well as additional parameters (com- 
pare with Section 3.3). The mix stores cheque and tick and, at the same time, 
performs its service, i.e. forwards N21. Thus, tl is the payment  for the first 
block. According to Formula 6, every following message block also contains a 
tick. Moreover, it contains the identifier idA to assign tj to the appropriate 
cheque. 

Cl (rlj  ,AM 2 ,N~j, idA, tj ) N2~ N(ra +x)j 
A ~ M1 > . . .  ) B 

The mix can check the correctness of the tick as described in Section 3.2 while 
passing the processed message to the next address. Thus, the mix can be sure 
that  it will get the payment for its service. 

Note: Another possibility to assign a tick to the cheque is tha t  the mix could 
calculate the predecessor of every received tick by applying the hash function to 
it. Then it could search for the appropriate cheque according to the calculated 
value (compare 3.3). 

4.2 Payment  after Delivery 

As motivated in Section 3.5, to improve the efficiency the recipient should trigger 
the payment for payment-after-delivery protocols and, therefore, the last mix is 
used for handling the payment.  
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The sender generates his message as follows: 

N(m+l)l := 
N m l  := 
N i l  := 

N ( m + l ) j  :...~ 
N m j  := 
Nij := 

Though the sender does not get 

Cm+l (N1, tl) 
am (rml, Am+l, N(m+l)l, chA)  
c i ( r i l ,  A~+I, N(i+1)1) 

(7) 
cm-t- l (Nj ,  idA,  t j )  

Ci ( r m j ,  Am+i, N ( m + l ) j )  
c i ( r i j ,  A~+I, g ( i + l ) j )  

an acknowledge message from the recipient, the 
guarantee of message receipt is indirectly achieved: The mix network will send 
t h e  message blocks to the recipient to get the payment for its service in exchange. 
Here, the user is ahead of the mix chain provider. 

A Nll cm (rml ,Am+l ,N(m+l)l, chA) Cm-~l (N1, tl) 
�9 �9 �9 J ~ m -  1 ~ M m  ~ B 

Nevertheless, this advantage is kept small: The next message block is not sent 
before the mix has received and successfully checked the tick for the previous 
message block. Therefore, the provider can only be defrauded of one tick. 

N13 cm (rm5 ,Am+l ,N(m+l)j) Cm+l (N 3 , idA, tj) 
A " . . .  M m - 1  > M m  < )~ B 

cm(idA,tj) 

Note: In this protocol, we use identifiers such that the mix knows what cheques 
the ticks are referring to. The recipient must encrypt tick and identifier, too, 
when triggering the payment. Otherwise, an eavesdropper could easily link the 
payment data. 

5 D i s c u s s i o n  on  A t t a c k s  a n d  E f f i c i e n c y  

5 . 1  D i s c u s s i o n  o f  P o s s i b l e  A t t a c k s  

This section discusses the possibilities of attacks on anonymity. There are two 
questions we want to answer: 

- Are there possibilities for attacks by others to prevent either the correct 
payment or the service? 

- Are there possibilities for attacks by one of the participating parties to de- 
fraud the other party? 

To the first concern, the mix could deny its service. Denial-of-service attacks 
are a problem in general. For example an attacker could try to jam the protocol 
by intercepting either messages or ticks. To recognize this, additional measures 
are needed such that the users can check the correct work of the mixes and 
stop the transmission of ticks if necessary. For example, mixes could make a 
commitment of the processing of all messages arriving in future, which then is 
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checkable by the users (see [14] for a detailed discussion on the approach to 
commitment schemes). 

To keep the anonymity of the users, the cheques only include pseudonyms 
instead of real user information. A pseudonym is a unique name and cannot be 
connected to the real user identity. But there is one remaining threat for the 
users of an anonymity service where cheque payment is applied: The cheques are 
used for many times. So at least the providers are able to collect information 
about the users even though only under pseudonyms. However, with additional 
information beyond the anonymity system, the providers could be able to derive 
information about the real users. We minimized this problem allowing payment 
transactions only by the first or the last mix of a chain. Here are two more 
possibilities for avoiding this problem. 

At first, the cheques could include not too large amounts. Thus the mixes 
can only collect information about the limited number of user transactions. It is 
the responsibility of the users to limit this information. 

The other possibility is that a person uses several cheques. A mix provider 
does then not know what cheques, represented by different pseudonyms, belong 
to the same person. Thus, linking users and the information yielded by the 
cheques becomes more difficult. However, this variant is limited by the capability 
of the mixes: If the mix system is to serve a large number of users, the number 
of possible cheques for each user is inversely proportional. 

Last but not least, charging protocols are needed to assure a correct payment. 
The usage of tamper proof hardware is the approach that we prefer. Section 6 
describes in detail how the forging of cheques can be prevented by this. 

The discussed problems show that the only usage of anonymous payment 
protocols is not sufficient to allow anonymous payment. We must also consider 
the boundary conditions of the system that provides anonymity. 

5.2 E x t e n t i o n  of  the Message Length by Payment Data 

Depending on who triggers the payment, payment data are included in either 
the outer- or the innermost shell of a message block (compare with Formulae 5, 
6 and 7 in Section 4). The traffic load is not really extended if length-preserving 
schemes are used. Instead, payment data shorten the available space for real user 
data. Due to this fact an additional message block may be needed. Since a tick 
is just a small addition to the protocol, this increasing of the traffic load may be 
negligible. 

5.3 Using Hybrid Encrypting Schemes to Improve the Efficiency 

The introduced protocols are based on asymmetric encryption schemes. For im- 
proving the efficiency, the usage of hybrid schemes is to be preferred. 

Such mix schemes that are also length preserving schemes use symmetric 
encryption for the main part of the message, which allows much faster en- and 
decryption. The message is split into the real message and a header that includes 
address information. The mix handles these two parts separately. 
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The user has to prepare the address part first. Afterwards he encrypts the 
message with the generated secret keys. I.e. the first block for each mix is en- 
crypted with its public key. It contains a secret key kij for a symmetric cryp- 
tosystem that is then used to encrypt the remaining part of the message. Thus, 
only one block must be encrypted or decrypted with an asymmetric cryptosys- 
tem. All other blocks, the remaining part of the header and the real message are 
then processed using the symmetric cryptosystem. 

Formula 8 shows the generation of the address part. 

Rcm+l~j := [e~] 
R,j := [c~(kij, Ai+l),  k~j(Rr (i = m , . . . ,  1) 

In summary, hybrid cryptosystems improve the efficiency of our protocols. 

(s) 

6 Charging:  P r o t o c o l s  b e t w e e n  Users ,  N e t w o r k  and B a n k  

6.1 General  

Former sections discuss the protocols between users and service providers. They 
are necessary to transmit the payment data to the providers. In this section 
we also consider the protocol between provider and bank for the encashment of 
cheques according to [15]. 

In general, there are two possible protocols for encashment at the bank: on- 
line and off-line. If an on-line protocol is used, the mix does not perform its 
service, i.e. the transmission of the appropriate message, before it has received 
the credit entry from the bank. Thus, it can be sure that it really will get the 
payment from the users. Also, double-spending detection is possible that way. 
But there is an important disadvantage: The encashment request of the mix 
for all message blocks slows down the message transfer. This is for real-time 
communication not applicable. 

The other possibility is to use an off-line protocol. The mix immediately per- 
forms its service, i.e. it sends the message to the next mix node or the recipient. 
Afterwards it sends an encashment request to the bank. Thus, this protocol does 
not slow down the message transfer. That is why we have chosen this variant for 
payment in mix-mediated anonymity communications. 

But another problem occurs: The mix cannot be sure whether it really will get 
the payment for its service. To avoid this, we investigated the usage of tamper 
proof hardware, which will be discussed in the following section. This device 
also prevents double spending. Therefore, an on-line double spending detection 
is unnecessary. 

6.2 Us ing  a Tamper P r o o f  Hardware Device  

To generate the necessary cheques for the providers, every user owns a tamper 
proof hardware device (TPH). For details about building and using a TPH we 
refer to [16]. The task of the TPH is to achieve trustworthiness for all in the 
payment process, i.e. the users, the bank and the providers. 



324 Elke Franz and Anja Jerichow 

That means: 

- for the bank: 

�9 It is not possible that users overdraw their accounts while creating cheques. 
�9 The bank is able to recognize cheques that one of its customers created 

with a TPH. Only these cheques will be accepted. 

- for the users: 

�9 The billing on their accounts will be correctly performed. 
�9 The made out cheques are valid. 
�9 The user anonymity is kept against both the provider and the bank. 

- for the providers: 

�9 They can recognize whether the cheques are valid. 
�9 They know that cheques, generated with a TPH, will be accepted by the 

bank and that they will get the correct amount for them. 
�9 The cheques are not usable by others. 

The requirements on the TPH can be derived from these points: 

- The tamper proof and the correct functionality of the TPH must be guar- 
anteed. 

- To keep user anonymity, the identity of the users must not be recognizable 
from the cheques (untraceability). Moreover, the non-correlation of different 
cheques must be guaranteed. 

- To avoid the usage of forged cheques, there must be ways to decide whether 
a cheque was created with a TPH. This must be possible for both the bank 
and the provider. 

- The bank must be able to test the correct identity of the provider who wants 
to cash a cheque. 

6.3 Sketching the Charging Process 

Every user owns two accounts. One is the real user account at the bank, the 
other one is an account tha t  is managed by the TPH.  The former is designated 
as bank account, the la t ter  as T P H  account. The T P H  account is used to make 
out cheques. For enabling the T P H  to generate cheques, it must be loaded. 
Loading means to transfer  money from the bank account to the T P H  account. 
The T P H  is used for communication between the user and the bank as well 
as between the user and the provider. Due to the design of the TPH,  i.e. it 
consists of a user-managed and a bank-managed par t  to perform user and bank 
transactions, bank and user are t amper  proved against each other (compare 
with the wallet-observer concept in [17]). Thus,  if the necessary functions for the 
charging process are performed by the TPH,  all parties can be sure about the 
correct execution. 

First, the user must  load the TPH.  This happens to be an on-line process 
between bank and user, but, in fact, it is independent from using the mix- 
mediated service. Loading the T P H  means to withdraw money from the real 
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user account. Thus, the user selects the amount that he wants to withdraw. If 
there is enough money on the bank account, the amount is transferred to the 
TPH where it is deposited to the TPH account. Now the cheques can be created 
off-line. If the TPH account is empty, the TPH must be loaded again. 

Second, if the user wants to send a cheque, it has to be generated. Thus, the 
TPH makes out this cheque as described in Section 3.2. The maximum amount 
of the cheque can be calculated from the number of ticks and the amount per 
tick. Therefore, the TPH is also responsible for generating the ticks. 

Now the cheque can be used for payment of anonymous communication. For 
enabling the providers and the bank to test the correctness of a cheque, the 
included data must be signed by the bank. This procedure is also performed 
off-line in the TPH as the correct withdrawal from the bank account is already 
done and the TPH allows only cheques in the range of the balance of the TPH 
account. 

As mentioned in Section 6.2, user anonymity must also be kept against the 
bank. The TPH is responsible that the bank does not have a possibility to trace 
the cheques. For this reason it uses blind signatures [18]. I.e. the cheques will be 
blinded before they are signed by the bank transaction part of the TPH. The 
sign key of the bank is stored in this part of the TPH. Therefore, the signing 
can also be performed off-line. Then the cheques are sent to the providers. They 
can test their correctness by checking the bank signature. If the providers have 
also received the ticks for the cheques, they can cash them at the bank. 

On the other hand, the bank must test that the provider who sent the cheque 
was the intended recipient of the cheque. This can be easily performed: The 
cheque could include the public key of the provider as sign for the recipient. 
The bank could use a challenge-response protocol to check the identity of the 
providers: It sends a random number to the provider. The provider must encrypt 
this number with its private key. The result is sent back to the bank that tries 
to decrypt it with the public key included in the cheque. If the bank has also 
successfully tested its own signature included in the cheque, it can be sure that 
this cheque is correct, and the money is paid to the provider. Thus, both the 
bank and the providers can trust the payment anonymous performed by the 
users. 

7 S u m m a r y  a n d  O u t l o o k  

In this paper, we introduced different protocols for payment of an anonymity 
service provided by mixes. To keep the advantage of one party over the other 
as small as possible, we suggested the usage of an interactive micro-payment 
scheme that combines the anonymity scheme "mixes" and tick payment. There 
exits no implementation of this approach but the application to existing systems 
like onion routing [19] and mixmaster [2] should be feasible. 

In our protocols, we assumed that the sender has to pay for the anonymity 
service and, therefore, used encryption schemes that maintain the anonymity 
of the sender. However, the recipient can maintain his anonymity too by us- 
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ing mixes. However, the application of the protocols to this case seems to be 
straightforward. 

The protocols suggested allow payment before and after delivery. We ex- 
plained the protocols for asymmetric encrypting schemes. The application to 
the more efficient hybrid encrypting schemes was sketched and should be feasi- 
ble. 

Hash functions without trapdoor are the basis for the described protocols. 
Whether trapdoor hash functions are suitable and perhaps more efficient for 
payment of the mix providers, must also be investigated in future. 

We pointed out possible threats to estimate the achieved anonymity of the 
protocols. We can summarize that it makes sense just to focus on the mix net- 
work. The discussion of boundary conditions, especially the relations between 
users, network and providers, must be considered as well to allow secure anony- 
mous payment. 

When the message transfer is not complete, there are problems for both, the 
user and the provider. Additional functions or protocols steps are necessary to 
guarantee the security and the fairness of the payment. These extensions and, 
moreover, possible risks if payment is triggered by the recipient is another point 
to be further discussed. 

Another open question is how to solve the sharing of payment between the 
sender and the recipient. Attacks, regarding the sharing, are of special interest. 
On one hand, the users must not pay less than the agreed amount of money. On 
the other hand, it must be avoided that the providers can get more money than 
necessary. 

In summary, though there are still topics for further investigation, this paper 
has shown that payment does not necessary break anonymity. 

We want to thank Guntram Wicke, Prof. Dr. Andreas Pfitzmann and Andreas 
Graubner for many helpful discussions. 
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