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Abstract: In recent years, following the development of space commutation, space information has become a critical part 
in space information network and will play a very significant role in winning future information war. A space information 
network with characteristics such as complex structure, special communication requirement, long delay, dependence on remote 
maintenance, and fragile ecological environment contains enormous security risks. Therefore, ensuring space information 
network safety is important. Intrusion-detection model as an important part of a network security system becomes a hot issue 
in space network security. We propose an intrusion-detection method that integrates anomaly with misuse, which supports 
automatic updates from a remote ground, and design a distributed intrusion-detection model of space information network.
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1  Introduction

Space information network uses communication 
satellites as relay stations and supports network 
interconnection of inter-satellite links and information 
communication[1]. Characteristics such as complex 
structure, special communication requirement, long 
delay, dependence on remote maintenance, and 
fragile ecological environment, when present, mean 
that the space information network has serious safety 

concerns. Therefore, ensuring safety of the space 
information network as much as possible is a key 
issue[2-4]. 

Intrusion detection[5-7] is a method of detecting 
behavior or activity that violates the security policy 
or endangers the safety of a system by examining the 
audit data in the operating system or the information 
of network packets. Intrusion detection includes 
anomaly and misuse detections. Anomaly detection[8,9] 
determines whether the behavior characteristics of 
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a system or users are abnormal based on modeling 
the statistical characteristics. The key features 
involve automatically producing rules of packets, 
detecting unknown attacks, high false positive and 
false negative rates, and high cost in terms of time. 
Misuse detection[10,11] searches for attack behavior 
that attempts to use these system faults based on the 
knowledge base of the intrusion-detection system 
established by the information collection of the 
intrusion attack and system fault. The key features 
involve artificially producing rules of attack, little 
use for new attacks, low false positive and high false 
negative rates, and low cost in terms of time. These 
two methods have their own advantages and can 
compensate for the weaknesses of each other.

Some research studies on intrusion-detection 
system are conducted at present, which combines 

�����
���
���	���������	�
����������������&?'\&+?[12] 
and MAIDS[13]. Studies prove that these intrusion-
detection systems have good properties. However, 
in terms of space information network, more studies 
remain to be desired. In the present paper, according 
to the characteristics of space information network 
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an intrusion-detection system that integrates anomaly 
detection with misuse detection for space information 
network.

2  Design of intrusion-detection 

method

2.1  Anomaly detection based on connection 
relationships between satellites or satellites 
and ground

Many links in the space information network are 
under complex environment and are easily disturbed 
or destroyed. Physical damage is a type of physical 
attacks aimed at the physical transmission media 

and infrastructure. Link interference is an attack that 
creates electronic jamming to the links based on 
discovering the format of the satellite measurement 
signal and transport format to render a satellite 
unavailable or create interruption to a link.

Whether the connection relationship is normal 
or not, we can detect if the system is attacked or 
not to some degree. Therefore, we can develop a 
warning model based on the connection information 
and predict the abnormality of the satellite links 
by detecting the differences between the actual 
information and the reference model. Of course, in 
some special situation, this method may cause false 
alarm. However, these false alarms can be easily 
eliminated by the personnel or by the satellite control 
center.

2.2  Anomaly detection based on transmission 
�	����������

A space information network contains certain features 
such as limited computing power, limited energy, 
and high transmission delay. Hackers usually take 
advantage of these features to create transmission 
abnormality and to consume computing power and 
bandwidth.

The DDoS (Distributed Denial-of-Service), which 
makes a system consumes many resources and even 
breakdown, is an act in which a system is denied to 
serve its legitimate users and destroys normal system 
operation. DDoS can be divided into two types, 
namely, service overload and information flow. A 
large amount of service requests increases the loads of 
target nodes of the CPU and makes the target system 
consume a large amount of resources to respond to 
these requests. DDoS causes higher transmission 
delay, and in an extreme case, can make interrupt the 
service. 

According to the anomaly detection of the 
transmission delay and flow, a system can detect a 
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security warning for DDoS. This method may cause 
false alarm in some situations. However, in this 
condition, only the local links suffer abnormalities 
in terms of flow and transmission delays, although 
DDoS might create more effects. Therefore, we can 
reduce the false warning rate by joint inspection of 
the alarm data from multiple testing subjects.

2.3  Anomaly detection based on authentication 
header

Limited computing power and communication resources 
require us that when intrusions and attacks are 
detected, we should reduce the resource cost as much 
as possible. When transferring packets between 
satellites, we usually include much information in the 
protocol packet head, which can provide easy attack 
detection.

Because the attacks can be detected by the header 
information, we can extract and detect the related 
record in a packet header, perform a statistical analysis 
and make comparison with the expected value, and 
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2.4  Misuse detection based on malicious code

Malicious code is a typical information attack that can 
control a satellite system by embedding a deliberate 
malicious code in the operating system of a satellite-
based computer. Malicious code attacks usually insert 
attack codes using disguise or attack injection. After 
entering the target system, the attack code elevates 
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monitoring the network. Once the attack code obtains 
permission, it would hide in the target system for 
a long time and wait for a chance to steal sensitive 
information. In addition, the malicious code searches 
for a chance to secretly send the stolen sensitive 
information to remote attackers. 

Misuse warning is a method of launching advanced 

warning using the characteristics of the attack code. 
This warning method can detect known means of 
attack and has become an important warning method 
against malicious codes. However, this warning method 
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detect a new malicious code.

2.5  Anomaly detection based on the number 
of connection failure in unit time

In a space information network, because of the introduc- 
tion of security authentication system, hackers would 
resort to some actions to penetrate the system, obtain 
illegal permission, and steal or distort the data. In other 
words, similar to almost all attacks, penetrating the 
system and gaining illegal permission are essential 
prerequisites for attacks.

Brute force is widely used in attacking a system. 
By guessing the user identification and safety 
certificate, hackers try all possible passwords in 
attempting to log into the system. In addition, 
dictionary attack is also possible. This type of attack, 
which has high efficiency and high success rate, 
requires more technical knowledge. It requires that 
the hackers know some authentication methods and 
possess a comprehensive password set.

Almost all attack methods demonstrate the same 
feature in which the hackers cannot be sure in 
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must keep on trying and update their guesses based 
on the feedback information. Therefore, connection 
failure repeatedly occurs in the system. The number of 
connection failures in the anomaly detection in terms 
of unit time can help the system raise an intrusion 
warning and protect the system security to some 
extent. The detection method that we choose allows 
the security warning module to collect statistics of 
the number of connection failures in terms of the unit 
time and considers a threshold as a reference. Once 
the statistical value exceeds the threshold, the system 
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would send alert information to the security operation 
center. The security operation center uses the alert 
information to perform a comprehensive analysis and 
determines the attack behavior, sources, and targets.

2.6  Anomaly detection based on transferring 
link state information

Because of the mobility and periodicity of the satellite 
nodes in a space network, a space information 
network should choose a suitable routing algorithm 
to achieve effective communication. Attacks based 
on transferring link information are achieved by 
modifying the routing table of a satellite transferring 
link. This type of attack mainly includes packet-
drop and route-spoofing attacks. Packet-drop attack 
is a method in which hackers use the weakness 
of the routing algorithm to control the satellite 
nodes to discard routing information, which can 
make the transmission links invalid and affect 
the communication efficiency of the whole space 
network. The routing-spoofing attack uses the 
weakness of the routing algorithms in analyzing the 
communication cost. Hackers disguise themselves 
as satellite nodes to send route updates. Therefore, 
other satellite nodes may mistakenly believe that the 
attacked node is the best path to send information to 
the target address, and packets are then sent to the 
hackers. 

For this type of attack, making a statistical analysis 
of the transferring link information in unit time using 
the alert warning module deployed at the satellite 
nodes should be adopted as a corresponding intrusion-
detection method. If the differences between the 
transferring link information and the normal model 
are too large to accept, then the detection module 
sends alert information to the security operation 
center. The security operation center determines the 
source and effect of the attacks by comprehensive 
analysis.

3  Design of intrusion-detection 

system

Owing to the long-distance distributed structure 
with long distance of a space information network, 
the intrusion-detection system is composed of an 
intrusion-detection agent and an intrusion-detection 
processing module.

3.1  Intrusion-detection agent

The diagram of the functional component of an 
intrusion-detection agent is shown in Fig.1. 

Figure 1  Functional component diagram of the intrusion-

detection agent

PacketCaptureModule: This module is used to 
collect and analyze satellite network packets.

AnomalyDetectModule: This module uses anomaly-
detection technology to analyze the satellite network 
data flow, discover exceptional events, or collect 
suspicious data. This module offers services for 
combined intrusion detection. 

MisuseDetectModule: This module uses pattern-
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matching technique to detect satellite network 
packets, discover intrusion event, and send alert data. 

AlertSendModule: This module is used to send alert 
data to the intrusion-detection processing module in 
the security operation center.

UpdateRuleModule: This module is used to update 
the intrusion-detection rules.

RespondModule: This module is used to handle 
malicious attacks in a variety of ways, such as 
blocking or isolation, but not every attack can be 
handled by this method.

IdhandleModule: This module is used to classify 
and handle the alert information and then sends the 
result to the RespondModule.

RuleDeployModule: This module is used to 
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then stores these rules in the intrusion-detection rule 
database.

3.2  Intrusion-detection processing module

The diagram of the functional component of the 
intrusion-detection processing module is shown in 
Fig.2.

Figure 2  Functional component diagram of the intrusion-

detection processing module

IDEngineModule: Functions as security agents.
CoIDModule: This module is used to synthesize 

the alert data from the intrusion detection of different 
security agents to identify the satellite nodes or links 
that are attacked.

AuditModule: This module is used to save alert 
data to the alert database. 

RuleDataBase: Includes the intrusion-detection 
rules of the security agent and combined detection 
modules. It includes the following:

1) Transmission link information rule base: Under a 
safe and reliable condition, it gathers the transmission 
link information and creates a transmission link 
information rule base to detect abnormal behavior 
based on the transmission link information such as 
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2) Connection fail rule base: Under a safe and 
reliable condition, it counts the number of failed 
connections in terms of unit time and defines the 
threshold of the network connection failure rule to 
detect abnormal behavior based on the number of 
connection failures in unit time, such as brute force 
and dictionary attacks.

3) Connection information rule base: Under a 
safe and reliable condition, it gathers connection 
information from the space information network, such 
as connection relationships and time, and then creates 
connection information rules to detect abnormal 
behavior based on the connection information such as 
physical damage.

4) Malicious code rule base: According to the 
analysis of the malicious code, it summarizes its 
characteristics and then builds a malicious code rule 
base. 

5) Telegram information rule base: Under a safe 
and reliable condition, it gathers field information 
of the message headers and set up a telegram 
information rule base to detect abnormal behavior 
based on the packet information, such as fragment, 
replay, and ping-of-death attacks.
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6) Flow information rule base: Under a safe and 
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in unit time to create a flow information rule base 
to detect abnormal behavior based on the flow 
information, such as DDoS and network scanning.

3.3  Design of anomaly-detection structure 
based on protocol header information

For the anomaly detection based on telegram 
information, this paper shows the detailed design and 
the process in Fig.3.

Figure 3  Process of the anomaly detection based on 

protocol header information

DataPretreatmentModule: Before the protocol 
analysis, we preprocess the packets to ensure their 
protocol type, i.e., decoding the packet, to protect the 
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attacks. 

CheckingRulesModule: This is related to the 
protocol rule base and mainly performs the following 
two functions. First, it compares the information 

of the protocol fields with the protocol standards, 
discovers and discards the illegal packets, and then 
sends an alert to the alert response module. 

AnalysisAndProcessingModule: This module 
analyzes and processes the data received from the 
CheckingRulesModule.

PatternMatchingModule: This module compares 
the data obtained from the analysis and processing 
module with the rules from the attack characteristics 
rules base and determines the suspicious data.

AlertResponseModule: This module is aimed 
at alert information and performs measures by 
combining the active and passive responses. On 
the one hand, according to the severity of the 
intrusion behavior, we adjust the whole system, take 
appropriate actions, discard illegal information, and 
record the detailed log. On the other hand, we send 
alert to the intrusion-detection processing module and 
allow it to perform further data mining for these alert 
data.

With regard to the anomaly-detection structure 
based on the protocol header information, we make a 
detailed design of its detection module. According to 
the characteristics of the space information network, 
we propose an improved anomaly-detection model 
based on protocol analysis. This model combines 
pattern matching with the protocol analysis, increases 
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the system resources. 

4  Conclusion

Space information network, as a support component 
of space technologies, has been widely studied. 
Further, intrusion detection, as an important feature 
of safety protection technologies, is also a hot issue in 
space security. In this work, we design a distributed 
intrusion-detection model according to the long-
distance distributed structure of a space information 
network. Because of the limitation in the computing 
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power and energy supply of the satellite nodes, we 
should guarantee a low-overhead requirement for 
every node intrusion-detection module. The alert data 
should be preprocessed, and redundant information 
must be eliminated to reduce communication 
overhead. Simultaneously, on the basis of remote 
maintenance, updating of the intrusion-detection rules 
should be remotely processed.
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