
Chapter 5
Conclusions

Compressed sensing has drawn remarkable attention because of its appealing
compress-while-sampling property. Nonetheless, its noteworthy properties as
privacy-preserving framework are among its lesser known aspects. This book enlight-
ened this latter perspective by summarizing state-of-the-art results of CS as a cryp-
tosystem and CS as a privacy-preserving embedding.

In Chap.3 we showed that if the sensing matrix is considered to be a secret key,
then CS can be equipped with some secrecy notions and act as a weak though effi-
cient private-key cryptosystem. In more detail, a CS cryptosystem will always leak,
at least, the energy of the plaintext unless additional methods are taken into account.
Moreover, we showed that the use of structured or non-Gaussian sensing matrices
decreases the secrecy of the whole system by increasing the amount of information
which is leaked through the measurements. This is the case of practical systemsmak-
ing use of circulant, Bernoulli or quantized sensing matrices for which only a weaker
notion of security can be provided. As a matter of fact, in order to consider CS cryp-
tosystems a viable and effective alternative to standard private-key cryptosystems,
the existing gap between practical systems and theoretical secrecy results has to be
closed. In this regard, the characterization of the secrecy of cryptosystems making
use of finite precision sensing matrices is still an open problem. This problem, has
so far only been experimentally addressed in the case of quantized Gaussian sensing
matrices, and further investigation is needed.

In Chap.4 we presented signal embeddings and discussed how they can be used to
solve inference problems with some privacy constraints. In particular, embeddings
can be used to hide the signal content from a third party while still allowing this
party to process them, e.g., for template detection or nearest neighbor search tasks.
We discussed that this is possible thanks to the secrecy of the sensing matrix and
the statistical properties of the embedded signals. Moreover, we also analyzed how
certain embedding constructions allow to hide relationships between pairs of signals
by conveniently distorting the geometry of the space.
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