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The development of autonomous vehicles currently focuses on the functionality of vehicle
guidance systems.1 Numerous demonstrations of experimental vehicles have shown their
impressive capabilities—listed here with the most recent named first. For example, the
drive on the Bertha-Benz route undertaken by the Karlsruhe Institute for Technology and
Daimler AG [69], the Stadtpilot project of the Technische Universität Braunschweig
[41, 60], activities of Google Inc. [13, 59], the BRAiVE Research Institute and the VIAC
Project of the VisLab Institute of the University of Parma [4, 8], the research activities of
the Collaborative Research Centre 28 of the German Research Foundation (DFG) [31, 55,
57] and the results of the DARPA Urban Challenge [51–53]. If the experimental vehicles
were driving in traffic on public roads, a safety driver2 was always in the vehicle to
monitor the technical system. This person had to intervene if a technical defect occurred
meaning that the current situation was beyond the capabilities of the vehicle or if another
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1A vehicle guidance system is a technical system that steers the vehicle without human
intervention. Unlike driver assistance systems, no monitoring by a human driver is necessary. The
system, consisting of the vehicle and vehicle guidance system, forms an “autonomous vehicle”. The
meaning of the term “driving robot” is very similar to that of the vehicle guidance system. However
it is frequently understood as a mechatronic system, which operates a vehicle like a human (see
http://www.uni-ulm.de/in/mrm/forschung/mechatronik/kognitiver-fahrroboter.html). To avoid con-
fusing the two, the term “driving robot” will not be used in this article.
2The article will use the terms “driver” and “safety driver” to indicate human drivers and safety
drivers.
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event necessitated this. This necessary monitoring of the technical system means that the
indicated test drives on public roads are classified as semi-automated according to [20].
However, the aim of future vehicle guidance systems with higher levels of automation is
to operate the systems independently in all situations without human monitoring.

Therefore, in the development of vehicle guidance systems, a safety concept is required
that covers the various steps of the development process, such as the specification, design,
development and the functional tests. In addition safety functions that can attain or attempt
to sustain a so-called safe state are required in the system.

23.1 Safe State

The use of the term safe state is often ambiguous. Safety is a relative concept and depends
on the individual perception of the observer. According to the ISO 26262 standard, an
operating mode of a system or an arrangement of systems can be regarded as safe when
there is no unreasonable risk (see “safe state”, ISO 26262, Part I, 1.102 [30]). This means
that a safe state is only present when the current and future risk is below a threshold
accepted in society (see “unreasonable risk”, ISO 26262, Part I, 1.136 [30]). This
threshold is to be regarded as a value of what is not acceptable in a specific context
according to social, moral or ethical considerations (see ISO 26262, Part I, 1.136 [30]).
Risk is to be understood as a combination of the probability of occurrence and the severity
of the personal injury (see “risk” and “harm”, ISO 26262, Part I, 1.99 and 1.56).

This definition allows us to understand a safe state as a state where risk from the system
is reasonable. The frequently used term risk-minimized condition (e.g. in [20]) can be
misunderstood as this does not place the risk in relation to an accepted risk and does not
specify whether the system that is being operated with minimum risk is also safe.

The essential challenge when using the term safe state, in the sense of a condition with
an acceptable level of risk for passengers and other road users, is the identification of a
threshold under which the risk level is acceptable. When operating an automated vehicle,
the level of acceptable risk depends on the current situation of the vehicle. The situation
includes the following, according to [21] and [43]:

– All stationary and dynamic objects relevant to a driving decision
– The intention of the dynamic objects including the autonomous vehicle
– The pertinent legal conditions
– The mission of the autonomous vehicle
– The current power capability of the autonomous vehicle.

Therefore, for an autonomous vehicle, the current risk must be continuously deter-
mined on the basis of the current situation and a comparison of the risk with the threshold
value that is regarded as still just about acceptable. In the sense of the ISO 26262 standard,
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this means that the likelihood of personal injury and the severity of the injuries must be
determined for every situation and all ways in which the situation can develop and the
courses of action that present a reasonable and acceptable level of risk must be identified.
The author is currently not aware of a technical solution for this problem.

23.1.1 Safe State in Driver’s Assistance Systems Used
in Series-Production Vehicles

In the case of driver’s assistance systems, the driver monitors the technical system and has
to pay close attention to the traffic situation. The driver is supported when driving. The
current Mercedes-Benz p Class models are available with a system called “DISTRONIC
PLUS with Steering Assist and Stop&Go Pilot”. This system supports the driver in
guiding the vehicle both laterally as well as longitudinally [49]. The driver still needs to
follow events on the road, and the steering assist system deactivates after a specified time
if the driver takes his hands off the steering wheel:

If the Steering Assist with Stop&Go Pilot detects that the driver has taken his hands off the
steering wheel during the journey, depending on the driving situation, the steering wheel
inertia sensor, the environment detected and the speed, the driver is warned in the instrument
cluster. If the driver does not respond, a warning tone is sounded and the steering assist is
deactivated. (Translated [49])

For this reason, the system is to be regarded as semi-automated according to the
standards laid out in [20] or as partial automation according to [48]. The longitudinal
guidance can also switch off and cede control to the driver with a corresponding signal as
soon as technical faults develop or—depending on the way the system is set—if specific
threshold values such as a minimum speed are no longer met [62].

Hörwick and Siedersberger [25] presents a safety concept for semi-automated and
highly automated driver assistance systems. However, the terms are again used differently
here. In [25], fully automated DAS (FA-DAS) actually means semi-automated according
to [20], as the driver has to monitor lateral and longitudinal motion. Autonomous DAS
(A-DAS) in [25] has the same meaning as fully automated according to [20], as the driver
does not need to constantly monitor the system and the system can attain a safe state on its
own. According to [24], a safe state is attained by stopping at a nonhazardous location. As
the focus is on a system for automated driving in traffic jams on the freeway up to 60 km/h
(approx. 37 mph), stopping on a lane until a human takes over control appears as a safe
state. The relative speeds are assumed to be low due to the traffic jam [24, 25].

A study on the potential of automated driving on freeways comes to the same con-
clusion [45]. This was drawn up as part of the development of an accident assistance
system that can stop a vehicle (safe state) in the event of the driver losing consciousness or
not being able to guide the vehicle for other reasons [32, 45]. Such a system is also
presented in [37]. The safety requirements here are higher than those for a traffic jam
assistance system, as the vehicle is not supposed to simply stop but leave flowing traffic
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and come to a standstill on the shoulder. In addition the system was designed for normal
freeway traffic and not for traffic jams, meaning the very high relative speeds can come
into play. This means that the requirements of the system are very high in terms of
reliability and environment/situation recognition, as other drivers/vehicles must be
observed when changing lanes onto the shoulder [45]. Redundant sensors that cover at
least the areas in front, to the rear and in countries that drive on the right, to the right side
of the vehicle are required here. The benefits of such emergency assistance systems are
still present even if the system is not fully available due to technical defects. A vehicle that
is out of control on the freeway is more dangerous than a vehicle moving slowly or at a
standstill that is indicating in a suitable manner—even if switching lanes to the shoulder is
not possible [32, 37].

In summary, it is possible to say that, if a driver is present in the vehicle, driver
assistance systems can attain a safe state by handing control to the driver or by braking to
a standstill. The emergency assistance systems mentioned here can attempt to reach the
shoulder, however the requirements for this are relatively high. Even with systems with
higher levels of automation, handing over control to a driver who may be in the vehicle
and braking to a standstill comprise possible ways in which a safe state can be attained.

23.1.2 Safe State in Experimental Autonomous Vehicles

The following projects focus on autonomous vehicles on all types of roads and in all
environments. The developed systems should be able to take on the task of driving
completely and no longer require humans for monitoring purposes. There are only a few
publications on safety functions and safety concepts of the various projects. This could be
because it is relatively simple to deploy a human to monitor the vehicle and therefore not
to make use of comprehensive safety systems and also because the functional safety of the
systems for autonomous operation has not yet received the attention this field deserves.
The projects taken into consideration are listed chronologically and the levels of
automation according to [20] and the safety mechanisms used are highlighted.

The projects from the 1950s to the 1990s focused solely on the functional aspects of
automatic vehicle guidance, such as the first attempts to link infrastructure and the vehicle
in the General Motors Research Labs. This project involved implanting magnets in the
road surface that the vehicle could detect. The driver was required to maintain a constant
vigilance over the road traffic and the system [17]. In the 1970s and ’80s in Japan research
was conducted in the field of vehicle automation with the recognition of driving lanes with
imaging cameras. Again, the system was constantly monitored by the driver [58]. The
same applies for the research conducted in the 90s, for example the experiment No hands
across America 1995 of the Carnegie Mellon University [50, 56]. In this case only the
lateral guidance of the vehicle was automated. In terms of research in Europe, a test drive
conducted by the University of the Federal Armed Forces from Munich to Odense with
the VaMoRs-P experimental vehicle (again in 1995) must be mentioned. During this trip,

476 A. Reschka



the lateral and longitudinal guidance was conducted automatically and supervised by the
driver. In addition, the automatic lane changes were initiated by the driver [36]. The
ARGO experimental vehicle of the VisLab Institute of the University of Parma achieved a
long-distance record in 1998. The level of automation covered not only lateral and lon-
gitudinal guidance but also lane changes initiated by the monitoring driver [7]. All of the
named projects are to be classified as semi-automated according to [20]. The safe state
was achieved by handing vehicle control to a monitoring driver or restored by inter-
ventions by the monitoring driver. A comprehensive overview of the developments of the
1990s can be found in Dickmanns’s work [14]. The focus here is on camera-based image
processing.

The Autonomes Fahren (Autonomous Driving) project in Lower Saxony in 1998 also
examined the development of autonomous vehicles. Binfet-Kull et al. [6] describes a
safety concept that involves various methods that are feasible and logical parts of today’s
systems. Table 23.1 lists error codes, the meaning of which and resulting actions could be
executed by the vehicle in order to attain a safe state. The selected categorization is also
possible in terms of the definitions of [20]. A detailed discussion of the actions will be
given in the context of the respective safe states for the use cases in Chap. 2.

In the DARPA Urban Challenge, all participating autonomous vehicles without drivers
were operated on an enclosed military base. The safety concept was prescribed by
DARPA and included an option for immediately stopping a vehicle via remote control and
by means of an emergency switch on the outside of the vehicle [2]. The safety concept of
the CarOLO team of the Technische Universität Braunschweig used the time after the
emergency stop to conduct self-rectification actions [19, 22, 44]. This allowed
the autonomous vehicle to restart faulty components of the vehicle guidance system [2].
The other teams also followed a similar approach in the final of the Urban Challenge
[51–53].

Table 23.1 Error codes from [6]

Error
code

Meaning Action

F0 “OK!” No action

F1 “Maintenance
required”

Take account of necessary maintenance

F2 “Return home” Return to maintenance/service station with reduced speed

F3 “Safe parking” Stop at the next available parking space

F4 “Immediate
stop”

Stop the vehicle immediately at the side of the road without
endangering other road users

F5 “Emergency
stop”

Immediate, controlled braking to a standstill with steering
function, if possible

F6 “Emergency
braking”

Immediate stopping of the vehicle by activating the brakes

23 Safety Concept for Autonomous Vehicles 477

http://dx.doi.org/10.1007/978-3-662-48847-8_2


Emergency stopping via remote control as a last resort to attain a safe state was only
possible because the vehicles were driving in a secured area, followed by observation
vehicles. The other road users were either vehicles driven by professional drivers or other
autonomous vehicles. A test involving vehicles with the capabilities of the experimental
vehicles involved on public roads would have been too dangerous.

The Stadtpilot project of the Technische Universität Braunschweig has demonstrated
semi-autonomous vehicles on public roads since 2010 [41, 60]. The research of this
project focuses on fully-automated operation of the experimental vehicle—Leonie.
However, when driving on public roads a safety driver has to monitor traffic and intervene
before dangerous situations can arise.

The vehicle guidance system transfers control of the vehicle to the safety driver if it
reaches the limits of the system’s abilities or if system faults occur. As no other safety
actions may be performed on public roads, the safe state is to transfer control to the driver.
As the system is partially capable of determining its own performance, for example the
quality of localization, other actions are then also possible. For example stopping at the
side of the road or even on the current driving lane is feasible, continuing travel with
greater distances to the vehicles ahead and with reduced speed is also possible, however,
this has only been tested on test tracks [46, 47].

Stanford University and the Volkswagen Electronic Research Lab 2010 demonstrated
automated driving with the Junior 3 experimental vehicle [35, 54]. The design of the
experimental vehicle is similar to that of Leonie from the Stadtpilot project. Automated
driving functions are controlled by silver switches. These facilitate a connection between
the vehicle guidance system and the actuators of the vehicle. In the fail-safe state, these
switches are open and there is no connection between the vehicle guidance system and the
vehicle. This means that control is in the hands of the necessary safety drivers. One special
feature is the valet parking function of the vehicle that can be used without a safety driver
in a closed-off area. For safety purposes the vehicle has a so-called e-stop function that
was used in a similar way to the one in the DARPA Urban Challenge. The vehicle
guidance system is monitored by a health monitor that detects malfunctions of software
modules and triggers self-rectification functions. In addition the vehicle is capable of
operating the brakes and stopping independently. The stationary vehicle thereby attains
the safe state via the e-stop and the safety system.

In 2012, the VisLab Institute of the University of Parma demonstrated semi-automated
driving on public roads in a partially closed-off area with the BRAiVE experimental
vehicle. On parts of the circuit there were no drivers in the driver’s seat and only the front
passenger could intervene with an emergency stop button. An e-stop function was also
integrated [8, 23].

After the DARPA Urban Challenge, work continued at Carnegie Mellon University on
the BOSS experimental vehicle and an approach for monitoring and reconfiguration in
real-time was developed and published [33]. This approach, called SAFER, uses redundant
software components that are usually switched to stand-by in normal operation and they
can be activated as required. This makes it possible to switch a defective component to a
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redundant solution within a very short time. As no hardware monitoring takes place, no
sensors and actuators are monitored, which means the approach can be used to supplement
hardware redundancy methods.

The last example of current autonomous vehicles development projects is the Self
Driving Car project of Google Inc. As a first step of this project, vehicles approaching a
stage in which they are ready for series production were equipped with sensors and
operated on public roads in Nevada and California [13, 59]. Even though there is only
sparse information on the technology used in vehicles, use without safety drivers does not
seem possible at present. As described in [13], there are numerous situations that make too
many demands on the performance of the system. The safe state of these vehicles also
means the driver taking control. In 2014 a prototype was presented without operating
elements for the driver and therefore can certainly be classified according to [20] as fully
automated, as there are no possibilities for overriding the controls. However, this vehicle
has not been used on public roads to date.

23.1.3 Summary

As the projects described show, there is currently no comprehensive safety concept that
covers all requirements of vehicles without safety drivers on public roads. However, some
of the projects have demonstrated powerful safety functions that cover the different sit-
uations and events on the streets. If one assumes that in future the safe state is to attain the
specifications of the “ADOPTED REGULATION OF THE DEPARTMENT OF MOTOR
VEHICLES” section 16.2 (d) from Nevada, an autonomous vehicle must be capable of
leaving the traffic flow at any time during the journey and stopping at the side of the road
or on the shoulder [39]. This would require a lane change which in turn would depend on
reliably functioning environment perception, decision-making and their implementation.
Simply to stop as performed in some of the projects along with handing control of the
vehicle to the safety driver, is not sufficient. The use of a combination of the preset vehicle
safety function approaches seems therefore to be necessary—probably other safety
measures need to be taken in order to attain a higher level of reliability [39].

23.2 Safety Concepts in Use in Series-Production in Other
Disciplines

In addition to autonomous vehicles and driver assistance systems, functional safety also
plays an important role in other technological areas. The following section details safety
concepts from other disciplines and examines their suitability for autonomous vehicles.
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23.2.1 Track Vehicles

Track vehicles have been operated automatically for several years already. On public
transport vehicles, a train driver is present in most cases to monitor the function of the
systems [66]. Unlike the autonomous vehicles under consideration here, safety functions
are frequently integrated in the infrastructure, for example track usage is coordinated in
centralized control centers and the monitoring components are integrated in the tracks.
The control systems have the task of avoiding collisions by ensuring the track sections are
only ever occupied by one train. This is implemented by sensors and systems (wayside
centric), such as axle counters at the entrance and exit of a section of track [42]. If a
section is occupied, the signals are switched accordingly to prevent another train entering.
The avoidance of collisions is therefore primarily a logistical problem particular to traffic
operation technology. The mechanical lateral guidance without any degree of freedom on
rail vehicles reduces the complexity of the situations and the number of options for action.
Put simply, it all comes down to trains driving along free sections of track at a suitable
speed to avoid derailing. Monitoring the track in front of the train is not possible with
surround sensors due to the long stopping distances. However trains and carriages have
emergency stop functions that can be triggered by passengers and train drivers and even
externally on driverless trains.

On driverless trains, the speed of the journey is regulated automatically and in addition
to monitoring track occupancy by the infrastructure, the systems also have on-board
mechanisms (vehicle-centric). Communication between the control center and the vehicle
is performed via wireless technology in exactly the same way as communication between
platforms and driverless underground trains. Here, a redundant door monitoring system on
the platform and in the train can be used to prevent hazards arising from closing doors.
The communication-based train control (CBTC) has become a standard that is used in
numerous railway systems all over the world [42].

Such an automatic train driving system is used in the RUBIN underground system in
Nuremberg. Traffic on the track is a mix of driverless trains and trains with drivers.3 An
essential component of the safety concept is the monitoring of the doors [38]. Components
of the automatic train protection systems (ATP) and automatic train operation (ATO) are
used; these are divided between stationary and on-board components. With ATP the speed
is kept below existing limits and safety stops and emergency stops are triggered. The
system must therefore fulfill the requirements of safety integrity level 4 (highest safety
level) according to the European standard IEC50128:2011 [29]. The necessary hardware
and software is inexpensive in relation to the comparatively high costs of track vehicles
compared with road vehicles.

3Information on the RUBIN project of Siemens AG: http://www.siemens.com/innovation/en/
publikationen/publications_pof/pof_spring_2008/tailored_solutions/fahrerlose_ubahn.htm.
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23.2.2 Purely Electrical Control of Actuators (X-by-Wire)

On autonomous vehicles the actuators are triggered and controlled by means of electrical
signals. Gas, brakes, steering and special functions are controlled by controllers. The
X-by-Wire technology is not yet completely available in series-production vehicles. The
electronic gas pedal, the electromechanical steering and the electrohydraulic brake system
have been around for several years. However the steering and brakes still have a
mechanical/hydraulic linkage that is mostly permanent and only available as a fallback in
seldom cases if the electrical system fails.4 The driver can thereby control the vehicle even
without the electronic systems.

For autonomous vehicles, the actuators must therefore have several redundant control
circuits, as is the case in airplanes, for example. Both communications systems between
operating elements, control devices and actuators as well as operating elements, control
devices and actuators (including the energy supply) are installed multiple times so that in
the event of a fault, the redundant systems can be used [3]. In [67], a threefold redundant
control system for a Boeing 777 passenger airplane is presented. Each safety-relevant
component of the airplane control system is implemented in three different ways to
implement a high level of availability of the controls to the pilots or the autopilot. Due to
the criticality of vehicle piloting, in addition to the autopilots on passenger planes, it is
mandatory to have two human pilots [15].

The architecture used in airplanes and also the hardware and software used for
implementing this would appear to also be suitable for use in vehicles. In airplanes, the
high costs of such redundant systems are not so significant when looked at in relation to
the high overall costs of the vehicle. For road vehicles, an analogous use of three-fold
redundant systems would entail three times the investment in development and three times
the amount of hardware compared to today’s systems in vehicles. It remains to be seen
whether threefold redundancy of the systems is really necessary in vehicles.

In air traffic, the flight paths are assigned by a central air traffic control center and the
autopilots keep to these prescribed routes. Therefore an autopilot in an airplane can be
compared with a semi-automated driver’s assistance system, as the pilots have the duty of
monitoring the system. On unmanned airplanes, the monitoring by the pilot is omitted and
the requirements of the airplane guidance systems are greater. Risks are reduced by using
flight paths that only fly over sparsely populated areas. As there are no persons on board,
crashing into an empty field is a possibility as nobody will be injured [34].

4In 2012, the vehicle manufacturer Nissan presented a steering system that created a mechanical
connection via a coupling in the event of a fault: http://www.newsroom.nissan-europe.com/de/de-de/
Media/Media.aspx?mediaid=97910.
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23.2.3 Robotics

Mobile robots can pose a danger to themselves and their surroundings due to collisions
with objects, persons and other living creatures and by overlooking ledges, ditches, steps,
etc. [1, 10, 18]. Automated manipulators that are either used on stationary or mobile
platforms can endanger people by moving their joints and colliding with the humans or by
injuring them with the tools they are using. Therefore, for both the mobile robot and the
manipulators, the safe state is the stopping of all manipulators in their current position or a
standstill [5]. In most cases the following applies: the faster this happens, the lesser the
danger that arises for the robot and its environment. Exceptions to this are tools and
manipulators such as hands and grabbers that can apply pressure. Stopping the actuators
could result in a pressure that can lead to injuries and damage. If a robot is used for
complex activities, injuries and damage could occur that are not directly caused by the
motion of the robot, but by the consequences of its actions. For example fires may be
started if an ironing robot suddenly stopped moving or if hazardous goods were being
transported by a mobile robot [64].

In [64, 65], a safety-orientated architecture for robot control systems is presented that
contains a safety layer. This is intended to always transfer the robot to a safe state. The
safe states depend on the functions the robots are to fulfill. These can vary greatly and
therefore in [64, 65] safety policies are suggested that contain a hierarchical rule structure
that enables the safe operation of a robot. It is conceivable that a robot can find an
unexpected solution—depending on its degree of autonomy and its inherent capabilities—
and this can result in dangerous situations. As described in [9], this can occur with the
frequently used subsumption architecture. In relation to autonomous vehicles, this means
that driving decisions can be taken according to different criteria such as traffic law,
efficient driving style and comfort, but a collision avoidance system that can take action as
the higher level authority would have to be active at all times.

23.2.4 Power Station Technology

Atomic power stations are largely regarded as a particular risk, as faults can lead to
significant environmental damage. The control and regulation systems used there must
therefore fulfill the highest safety requirements in order to enable operation even after
natural catastrophes, terror attacks or internal technical faults. As immediate shut-down is
not possible with atomic power stations, and the combustion elements remain active and
require cooling even after their deployment in the reactor, many redundant systems are
required, particularly for cooling.

The safety of an atomic power station largely depends on the complete and fault-free
specification and development of the control and monitoring systems. Integrating the
entirety of the possible situations and events plays an important role, as it is especially
chain reactions and multiple faults that can lead to hazards. For example, the Fukushima
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Daiichi atomic power station in Fukushima, Japan was in a fail-safe condition after the
earthquake and all safety systems were correctly automatically activated. However, after
the tsunami wave hit, parts of the redundant safety systems were damaged, in particular
the emergency power units. With hindsight, we can say that the error was not in the failure
of the safety functions, but instead lay in the incorrect specifications [63].

Therefore, for autonomous vehicles it can be said that the numerous events and
combinations of events and error sources must be taken into account in the specifications
stage. Possibly this will require a standardization of the requirements, comparable with
that for atomic power stations. When they are developed, safety plays an essential role in
the design phase and is the focus of the development process (safety by design, [26]).

23.3 Safe States in the Use Cases

One important criterion in the operation of an autonomous vehicle is whether there are
passengers on board or not. For example, when choosing a parking space, it is not
necessary to take the safe exit of passengers from the vehicle into account, however the
safety of other road users cannot be forgotten. In addition comfort plays no role, meaning
that a different driving style is possible in which comfort can be neglected. However, if
passengers are on board, the vehicle guidance system must take over the tasks of a human
driver. This also includes monitoring the passengers, for example if they are wearing their
safety belts and are sitting on the passengers’ seats or if they are acting in a dangerous
manner. Collisions with other road users can occur at any time and therefore passive
safety mechanisms such as safety belts and airbags are also necessary in autonomous
vehicles. The same applies to the securing of loads, especially hazardous goods.

The following section will investigate the four use cases defined for the project and
examine the respective properties of the safe states.

23.3.1 Use Case 1: Interstate Pilot Using Driver
for Extended Availability

By restricting use to freeways, the number of possible and probable situations is lower
than compared to use in urban traffic. The safety driver is basically present as a fallback
and is able to take control at any time and whenever he or she regards this as necessary.
The vehicle is in a safe state in the following situations:

1. The vehicle is standing still. A stationary vehicle poses no active or immediate danger
(see [6, 27]). However, the safety of passengers and other road users depends on the
location of the vehicle:

– Lane on a freeway: Due to the presence of a safety driver, continuing the journey
with manual control is very probably possible. If continuing the journey with
manual control is no longer possible, a stationary vehicle on a lane on a freeway
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can become a dangerous situation as defined in error codes F5 and F6 in [6] (see
Table 23.1). On the one hand the vehicle could be overlooked or seen too late, on
the other hand because the passengers may have to leave the vehicle. Another
danger can arise if the automated vehicle blocks a path for emergency vehicles in a
traffic jam. If driving under manual control is no longer possible, the safety driver is
obliged to secure the vehicle in accordance with the pertinent legal requirements,
e.g. according to §15 StVO (German highway code) [11].

– Shoulders on a freeway or the curbside of a freeway where there is no shoulder,
parking lot emergency stop bay or other similar location: If an automated vehicle is
stranded on the shoulder of a freeway, at the curbside or another similar location, it
may be possible that the safety driver can continue driving under manual control or
he needs to secure the vehicle in accordance with the pertinent legal requirements
(see error codes F2, F3 and F4 in [6]).

2. The vehicle drives on a lane at either prescribed distance or at a greater distance due to
the vehicle’s performance to other road users and at least at the minimum prescribed
speed, respectively the highest permitted speed or the highest possible speed the
performance of the vehicle permits. The vehicle is aware of its own performance and
can therefore detect the limits of the system independently.

3. The vehicle guidance system reacts with an action (see Sect. 23.5) to an event (see
Sect. 23.4) to reduce the current risk. In this way a safe state should be attained or
maintained—for example, by handing over control to the safety driver.

23.3.2 Use Case 2: Autonomous Valet Parking

In this use case the maximum speed of the vehicle is only low [approx. 30 km/h (approx.
19 mph)]. This means that the resulting energy that would be required to brake in the
event of an emergency is considerably lower than the 50 km/h (approx. 31 mph) that is
permitted in urban areas in Germany. Transferring control to a safety driver is not possible
in this use case as the vehicle can be operated without a driver. The safety of passengers
plays no role as no passengers are on board when the vehicle is driving. The intended
route must be planned so that the vehicle does not drive on any roads that the vehicle does
not have command of, for example streets with level crossings.

The vehicle is in a safe operational state in the following situations:

1. The vehicle is at a standstill: The location of the stopped vehicle is relevant as the
vehicle could be a dangerous obstacle for other vehicles and block emergency vehicles
and emergency escape paths. Securing the stopped vehicle is more difficult because no
human is on board to take over this task. It would appear that only the lighting on the
vehicle can be used to secure it. In many countries there are special regulations on
securing broken-down vehicles, for example a warning triangle that has to be set up
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several meters behind the vehicle. It is hard to imagine that this could be performed by
an autonomous vehicle. Therefore, one or more persons must be responsible for this.
The vehicle must either be constantly monitored or request help independently in the
event that it is forced to stop.

2. The vehicle is driving on a lane on the road as described in use case 1. However it is
not possible to transfer control to a safety driver as there is none on board. There is a
possibility of stopping the vehicle and attaining a safe state in this way. It is also
conceivable that in the event of a fault, control of the vehicle is transferred to a remote
operator who then drives the vehicle to a safe location by means of remote control.

3. The vehicle drives through a crossing or roundabout or turns off. If the vehicle has
command of the situation and the traffic priority rules applicable to the situation, these
maneuvers are safe. If the vehicle reaches the limits of the system, it can continue
driving at a reduced speed while signaling to the other road users.

4. The vehicle is on a parking lot. The low relative speeds and the comparatively low
levels of traffic mean that the requirements are lower here and the operating risk is also
lower.

The greatest challenge is the lack of a safety driver. In the case of events that increase
the risk, it is not possible to transfer control to a safety driver and a standstill can have
hidden risks in many situations as the vehicle cannot be moved immediately under manual
control. One solution could be the remote operator. This requires a communications
channel to the vehicle for reporting problems and for the remote control of the vehicle. If
stopping is required, this must be signaled accordingly to the other road users. Securing
the vehicle by the safety driver is not possible in this case.

Blocking emergency vehicle access and emergency escape paths on single-lane roads
and access points for emergency vehicles in front of buildings and other facilities is a
special case. Blockages can mean the emergency rescue actions are delayed or compli-
cated. On the one hand this is illegal, on the other it is a major ethical consideration. The
author is not aware of any investigations that show the frequency that such situations
occur. Therefore it is not possible to state whether this case needs to be explicitly taken
into consideration or not. Non-automated vehicles can also break down, however it is
simpler for the driver of the vehicle to drive or push the vehicle out of the way in a quick
and uncomplicated manner.

23.3.3 Use Case 3: Full Automation Using Driver
for Extended Availability

The safety and risks of this use case are very similar to a combination of use cases 1 and 2.
The presence of a safety driver means it is possible to hand over control. The driver can
also secure the vehicle should it break down.
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The necessary driving maneuvers and situations are the same as this in use cases 1 and
2. In addition, the vehicle is also used on interstate connections. The maximum speed in
this use case is restricted to 240 km/h (approx. 149 mph). This means that practically
every speed is feasible, however the maximum speed must always be selected so that it is
within the performance capability of the vehicle guidance system and the risk is corre-
spondingly reduced.

In terms of the safe state, the same conditions apply as in use cases 1 and 2.

23.3.4 Use Case 4: Vehicle on Demand

In terms of (safety) technology, this use case is the most challenging. The vehicle must be
capable of handling every situation that a human might have to handle. The risk has to lie
below a threshold of risk that is reasonable for the passengers and other road users. Both
driving maneuvers and the conditions for the safe state can be taken from use cases 1, 2
and 3, taking into account that there is no safety driver.

The vehicle is in a safe state in the following conditions:

1. The vehicle is standing still as in use cases 1, 2 and 3. In each situation the vehicle
requires external help. In addition to potential passengers, other persons are involved
who have to be informed of the state of the vehicle and respond to vehicle problems.

2. The vehicle is driving on a traffic lane as in use cases 1, 2 and 3. While driving, the
vehicle must be independently capable of maintaining or attaining a safe state.

Due to availability on demand and the universal usability, the vehicle on demand must
be capable of handling all traffic situations. The safety-relevant events that require a
reaction from the vehicle are examined in greater detail in the next section.

23.3.5 Summary

Examining the four use cases has shown that the greatest challenges for the safe state are
posed by high relative speeds, the lack of a safety driver and blocking of emergency
vehicle access routes and emergency escape paths. Examining these aspects allows the
safety requirements for the vehicle to be derived:

– An autonomous vehicle must be aware of its current performance capabilities.
– An autonomous vehicle must be aware of its current functional limits in relation to the

current situation.
– An autonomous vehicle must always be operated in a condition in which the level of

risk is reasonable for the passengers and other road users.
– A vehicle that is standing on the shoulder or by the curbside and is not blocking traffic

is in a safe state.
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– A vehicle that is standing on a traffic lane is only in a safe state if all of the following
conditions are met:

• The relative speed to other road users is below a maximum still to be defined.
• The stationary vehicle is not blocking emergency vehicle access routes or emer-

gency escape paths.
• A safety driver or remote operator can remove the vehicle from this location within

a short time.
• A safety driver can secure the vehicle.

– A vehicle moving with a high level of risk or one that has come to a standstill at a
dangerous location must be capable of sending an emergency signal and requesting
help.

23.4 Safety-Relevant Events

Various events can occur in road traffic that affect the risk in the current situation and in
the future development of the situation. On the one hand, technical defects and faults in
the vehicle guidance system reduce its performance capacity and on the other hand
changes to environmental conditions, situations that overtax the vehicle guidance system,
incorrect behavior of other road users and acts of force majeure all increase the require-
ments of the vehicle guidance system. In particular a combination of reduced capabilities
and the increased demands can lead to higher levels of risk.

Defects and technical faults on the vehicle and in the vehicle guidance system can
occur suddenly and are therefore very difficult to foresee. In addition to mechanical
defects on the vehicle, defects and development errors in the vehicle guidance system can
result in a reduced performance capacity (see [16]). Adverse light and weather conditions
increase the requirements of the durability of the sensors used to detect the surroundings.
In addition, adverse weather conditions lead to worse road conditions. These directly
affect driving dynamics. Due to the complexity of road traffic and the endless quantity of
possible situations, it is probable that not all situations will be taken into account when
developing a vehicle guidance system. If the vehicle encounters a situation that cannot be
resolved with the existing software, this has a direct influence on the risk level.

Recognizing the ability of the vehicle and the limits of the system is a great challenge
in such situations. The behavior of other road users does not always conform to the rules
and it may occur that they behave in a dangerous manner. In some situations, operation of
an automated vehicle can never be safe because other road users act in a dangerous
manner. It is conceivable that this may even occur deliberately if an automated vehicle is
recognized as such. Force majeure can also pose a higher risk to operation, for example
due to earthquakes or flash flooding or solar bursts that result in interference to the
systems used such as a global satellite navigation system or vehicle-to-vehicle
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communication [12]. Such events are not taken into consideration when developing
driving assistance systems in accordance with ISO 26262 [30]. How they will be handled
in autonomous vehicles remains open [61].

23.5 Measures for Reducing Risk Levels

Assuming that an autonomous vehicle is always to be operated with an acceptable level of
risk and at the same time should have as wide a functional scope as possible, actions are to
be performed as a reaction to safety-relevant events that reduce the risk to an acceptable
level or retain this level and simultaneously enable a higher scope of functionality. A re-
duction of driving speed, an increase in distance to the vehicles in the vicinity,
safety-optimized planning of driving maneuvers, prohibition of certain driving maneuvers,
and the execution of safety maneuvers are all possible. The underlying principle of
graceful degradation comes from the field of biology and was presented in [40]. In [68],
among other things, there is an overview of the applications of graceful degradation in
aerospace technology, power station technology and other research areas. If errors occur
in one system or if resources are limited, the vital processes are maintained and other less
important processes are scaled back or ended. For example, if the field of vision is
restricted, the speed of the vehicle can be reduced. However, in certain conditions, even
the execution of these actions cannot reduce the risk to an acceptable level, meaning that
stopping the vehicle becomes necessary [25, 46], or if this is too risky, leaving the traffic
flow.

With graceful degradation, it is not only necessary to attain or maintain a safe state but
also to improve performance by using mechanisms for self-repair and reconfiguration. In
technical systems restarting components is a widely-used measure for restoring perfor-
mance [22, 44]. Restarting needs time and, depending on the system structure, it can occur
that restarting a component also means restarting or at least re-initialization of other
components. Therefore safety-critical components often have (diverse) redundant designs
(see [3, 28]).

In addition to redundancy there is also the possibility of restoring functionality for
individual components. Sensors and actuators can be re-calibrated to improve their
measured values or set-points can be implemented depending on the current situation.
Reconfiguration mechanisms can be used for the overall system that enable safe operation
even after risk-increasing events [33].

Recognizing risky situations is a challenge. External events must be detected and
correctly interpreted by the environmental monitoring system. Technical faults on the
vehicle and in the vehicle guidance system must also be detected. A driver uses his or her
senses to observe warning and monitoring lamps and notices changes in the vehicle, for
example due to technical defects. An autonomous vehicle must therefore integrate sensors
and functions that detect faults and errors and determine the future performance level and
possible scope of function on the basis of the severity of these faults and errors. The
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complexity to be expected of a vehicle with a vehicle guidance system will lead to a large
number of measured values. As a result, a self-representation of the vehicle will be created
that will be used to create an evaluation of the current risk that depends on the situation
and the performance capability. The so-called safety actions are performed on the basis of
this evaluation [46].

23.6 Anticipation of Degradation Situations

Due to the highly dynamic nature of road traffic and the properties of electric and elec-
tronic systems, safety-relevant events can occur in a fraction of a second and therefore
require a fast response from the system. However, it is better if situations in which high
levels of risk are present can be foreseen or at least taken into consideration when
planning driving maneuvers. Anticipatory driving by humans can be implemented in an
even more wide-ranging manner in a vehicle guidance system as the monitoring and
application of numerous measured values is performed directly from the vehicle.

All of the collected measured value data must be monitored and stored to predict how
situations will develop. The broad scope of the data analysis could allow incipient errors
to be detected. Even detecting difficulties a few tenths of a second before the event can
lead to a safer reaction. A necessary braking maneuver that has been detected and trig-
gered 0.3 s earlier can shorten the stopping distance by 4.2 m at a speed of 50 km/h
(approx. 31 mph).

Communications with the infrastructure and other vehicles yields further potential for
increasing safety. The sooner information on hazards is available, for example road
surface damage, dirt and ice, traffic jams ahead or emergency brake maneuvers of vehicles
ahead on the road, the sooner a response to these can be initiated.

23.7 Dilemmas

In some cases, a chain of events can lead to a situation that cannot be resolved without
personal injuries. When faced with a dilemma, an automated vehicle must select a possible
course of action, which even though it will result in personal injuries, will cause the
minimum amount of damage. Material damage and road traffic law infringements are also
possible, however these have lower priority. The number of passengers on board and the
type and dynamics of other road users must be taken into account in the evaluation of
possible uncertainties. Communication with other road users is particularly important here
and can help to resolve such situations with the minimum amount of personal injuries.5

55 The DFG priority program “Kooperativ interagierende Fahrzeuge” [Cooperatively Interactive
Vehicles] will research this field in the coming years: http://www.dfg.de/foerderung/info_
wissenschaft/info_wissenschaft_14_34/.
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A detailed ethical discussion of dilemmas can be found in Chap. 4 of this book. Therefore,
the following section will solely focus on the technical aspects of dilemma situations.

Figure 23.1 shows two situations. The first can be resolved without a collision. The
second can lead to a dilemma. At the start of the first situation, the vehicle is driving on a
road lane and other vehicles are parked by the side of the road. Unexpectedly a person,
who is barely discernible, steps between the parked cars and onto the road. The vehicle
can respond in several different ways to avoid a collision with the pedestrian. Option 1:
The vehicle can brake and stop before hitting the pedestrian. Option 2: The vehicle can
switch to the neighboring road lane and thus avoid a collision. However, this requires
crossing a continuous line between the road lanes. This would infringe road traffic law.

Fig. 23.1 Example of two situations that could cause a dilemma. Image rights: Copyright off the
Author
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In the second situation a vehicle is driving in the oncoming direction on the second
road lane. If one assumes that a braking maneuver will no longer prevent a collision with
the pedestrian, the autonomous vehicle is facing a dilemma:

Colliding with the pedestrian could result in serious injuries to the pedestrian (option 2).
Switching to the neighboring lane will result in a collision with the oncoming vehicle and
possibly also result in injuries to the pedestrian (option 3). A collision with the parked
vehicles to reduce the vehicle’s own speed is also feasible (option 4), however it would
remain highly uncertain as to whether the pedestrian would emerge uninjured from the
situation. In such situations the decision-taking software within the vehicle guidance
system will have to be programmed with ethical principles.

Vehicle-to-vehicle communication between the autonomous and oncoming vehicle
could solve at least this problem. The two vehicles could find a solution together. The
oncoming vehicle could switch to the edge of the lane so that the autonomous vehicle can
pass between the oncoming vehicle and the pedestrian without a collision occurring
(option 5). Both vehicles would infringe road traffic law in this situation as both must
cross a continuous line.

However, operation without communications with other road users and the infras-
tructure must also be possible as it is unlikely that these communication options will be
available everywhere and for all road users.

Vehicle guidance must therefore be possible with the on-board sensors. This on-board
autonomous operation (see [36]) makes the highest requirements of the vehicle guidance
system on the one hand and on the other hand is also currently the only possible option for
use in road traffic. This restricts options, especially in situations involving danger and
dilemmas and increases the uncertainty in perceiving situations. Signalization to other
road users is only possible in an optical and acoustic manner.

23.8 Summary

In the current state of development of driving assistance systems and related research and
development areas, there are a wide variety of methods that could and possibly must be
used in the development of autonomous vehicles. The wide range of technology means
that these systems affect different areas of the development process and the system to be
developed and also that they can contribute to the safety of autonomous vehicles.

First a metric must be found with which the operating risk of autonomous vehicles can
be evaluated and then a generally acceptable risk threshold must be defined. The proce-
dure used in power station development for determining the safety requirements and
integrating functional safety in the overall system could be useful in this area.

In terms of the functional safety of the regulation of actuators, examples form aero-
nautics and aerospace and partially rail travel can be used in the current research and
development of vehicle technology. Multiple, diverse redundancy is one of the most
promising means. The same applies for software components for situation analysis,
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decision-making and motion planning. Until now only the field of robotics has been faced
with similarly complex situations. However, the level of risk there is mostly lower.

One of the biggest challenges is the reliability and dependability of environment
perception systems that also include self-perception and situation perception. Due to the
infinite quantity of possible situations, as far as the author is aware, it has not yet been
possible to implement complex applications—as described in the use cases—in a safe
manner. This will also require hardware, software and functional redundancies, for
example in the composition of the sensors for perceiving the immediate environment.

A safety driver is still required in research projects for autonomous vehicles. This
person monitors the system and can either take action directly or use remote emergency
stop functions or an emergency stop switch. The research projects considered currently
focus heavily on functions and less on their functional safety.

The safety of autonomous vehicles is one of the basic challenges of future research.
The development of the technology not only requires the resolution of technical problems,
but also legal and social problems. A large proportion of these will be discussed and
examined in the later chapters of this book.
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