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Abstract. We introduce the concept of universal signature aggregators.
In a universal signature aggregator system, a third party, using a set of
common reference parameters, can aggregate a collection of signatures
produced from any set of signing algorithms (subject to a chosen length
constraint) into one short signature whose length is independent of the
number of signatures aggregated. In prior aggregation works, signatures
can only be aggregated if all signers use the same signing algorithm
(e.g., BLS) and shared parameters. A universal aggregator can aggre-
gate across schemes even in various algebraic settings (e.g., BLS, RSA,
ECDSA), thus creating novel opportunities for compressing authentica-
tion overhead. It is especially compelling that existing public key infras-
tructures can be used and that the signers do not have to alter their
behavior to enable aggregation of their signatures.

We provide multiple constructions and proofs of universal signature
aggregators based on indistinguishability obfuscation and other support-
ing primitives. We detail our techniques as well as the tradeoffs in features
and security of our solutions.

1 Introduction

An aggregate signature system, as introduced by Boneh, Gentry, Lynn and
Shacham [13], allows a party to bundle a set of signatures together into a single
short cryptographic signature. Aggregate signatures are motivated by applica-
tions where one needs to simultaneously verify several signatures from differ-
ent users on different messages in environments with communication or storage
resource constraints. For example, Boneh et al. [13] proposed applying aggregate
signatures to Secure BGP [34] path authentication; later this idea was empiri-
cally evaluated by Zhao et al. [45].

S. Hohenberger—Supported by the National Science Foundation CNS-1228443 and
CNS-1414023; the Defense Advanced Research Projects Agency (DARPA) and the
Air Force Research Laboratory (AFRL) under contract FA8750-11-C-0080, the Office
of Naval Research under contract N00014-14-1-0333, and a Microsoft Faculty Fel-
lowship.
B. Waters—Supported by NSF CNS-1228599 and CNS-1414082, DARPA through
the U.S. Office of Naval Research under Contract N00014-11-1-0382, a Google Fac-
ulty Research Award, an Alfred P. Sloan Fellowship, a Microsoft Faculty Fellowship,
and a Packard Foundation Fellowship.

c© International Association for Cryptologic Research 2015
E. Oswald and M. Fischlin (Eds.): EUROCRYPT 2015, Part II, LNCS 9057, pp. 3–34, 2015.
DOI: 10.1007/978-3-662-46803-6 1



4 S. Hohenberger et al.

Over the past several years many solutions to aggregate signatures [1,5,11,
13,18,20,22,31,36,37,39,43] have been proposed that have explored tradeoffs
regarding computational cost, security models, features (e.g. identity-based),
limitations (e.g. sequential signing), and cryptographic assumptions. However,
all of these constructions have one thing in common in that they require all
signers to adopt a common signature system and shared parameters.

In practice, the common scheme and parameter requirements can be a large
barrier to adoption. Existing users will already have established signing keys
and algorithms which are entrenched in an existing public key infrastructure.
The overhead of changing and re-certifying one’s public keys may very well
overwhelm the perceived benefit of creating signatures that can be aggregated
by a third party. Indeed the original signer might not even be incentivized to
allow aggregation in the first place when the benefits fall to the aggregating party
or verifier of the signatures. Furthermore, even if a user moved from one signature
system to an aggregate signature system, all previously created signatures would
be unaggregatable.1

Universal Signature Aggregators. We introduce the concept of universal signa-
ture aggregators. In a universal signature aggregator system, a third party, using
a set of common reference parameters, can aggregate a collection of signatures
produced from any set of signing algorithms (subject to a chosen length con-
straint) into one short signature whose length is independent of the number
of signatures aggregated. A verifier can use the common parameters to verify
the aggregate signature. The system will be secure in the sense that it is hard
to produce an aggregate signature on a verification algorithm, verification key,
message tuple, (Verify,VK,m), unless the holder of the corresponding secret key
produced a signature on m. Signers in the system need not do anything special
to allow aggregation; indeed they could be unaware of the existence of such a
system.

Our central challenge is to create a way to compress many signatures of
varying types into one short object. Prior solutions required all signatures to
reside in a common (often bilinear) group, where it was possible to leverage
homomorphic properties of the group structure. Here we are afforded no such
luxury as signatures will reside in different groups or even be based on a scheme
with no algebraic structure.

Our approach will be to overcome these limitations by applying the tool of
program obfuscation. At the highest level, a trusted setup routine will produce
a pair of a global signature verification key for a universal signature aggregator
and a shared obfuscated program. The job of the obfuscated program will be
to take as input tuples of the form (Verify,VK,m, σ) that respectively represent
verification algorithm, verification key, message and signature 4-tuples. The pro-
gram will first verify using algorithm Verify and key VK that σ is a signature
on m. If this check passes, it will produce a signature using a master secret key
1 Integrating “special property”cryptography into existing keys is relatively unex-

plored, but has been considered in ring signatures [9] and deniable encryption [44].
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on the message Msg = (Verify,VK,m) — essentially transforming the arbitrary
signature into one of an aggregatable form.

At first glance it might appear that obfuscation provides an open and close
solution to our problem. Indeed, if we heuristically model the obfuscated pro-
gram as an oracle to the program, the analysis is relatively straightforward.
However, as noted by Hada [27] such a definition is impossible to achieve for
any functionality. Our goal is to create probably secure constructions under a
realizable definition of obfuscation — ideally indistinguishability obfuscation.

Achieving provable security under indistinguishability obfuscation (and with-
out knowledge assumptions 2) presents significant challenges. The primary tech-
nical challenge is how to design a construction and corresponding reduction that
can extract a forgery on an arbitrary input signature scheme from an attacker
that forges on the aggregate. We emphasize that without an oracle interface
or knowledge assumption a reduction is not afforded the opportunity to simply
“look at” the input signatures.

Universally Aggregating Unique Signatures. We begin by exploring how to uni-
versally aggregate unique signatures — a unique signature system [25] is one
where there is at most one signature that will verify per message. Notably, RSA
based full domain hash [6,7] are unique signatures that form the basis of the
widely deployed PKCS#1 standard [33]. As evidence of the wide scale deploy-
ment, Heninger et al. [28] performed an Internet-wide scan of machines respond-
ing on the TLS and SSH ports for IPv4 space and reported 3.9 million distinct
RSA keys compared to only 1.9 thousand DSA keys.

Our construction will be parameterized by four polynomial functions over the
security parameter: �ver(λ), �vk(λ),�msg(λ), �sig(λ). These respectively represent
a bound on the size of verification circuits, verification keys, length of messages
signed and size of signatures that are aggregated. While we are interested in
signatures of arbitrary length messages, in practice almost all signature schemes
will apply the “hash and sign” paradigm where a longer message is first hashed
down to a fixed size hash value (dependent on the security parameter). The core
signature scheme then signs this value.

In our first construction (Sect. 4), the UniversalSetup first chooses an RSA
modulus N and exponent e ← Z

∗
φ(N). Next, it chooses a puncturable PRF [15,

16,35,44] key K for a function F that takes inputs of the form (Verify,VK,m) ∈
{0, 1}�ver × {0, 1}�vk × {0, 1}�msg (i.e., 3-tuples representing a verification circuit,
verification key and message). The puncturable PRF will output into ZN .

Finally, the setup will publish (indistinguishability) obfuscations of two pro-
grams. The first isTransformN,K . This program takes as input a 4-tupleVerify,VK,
m,σ. It thencomputesVerify(VK,m, σ),whichverifies thesignatureunderthealgo-
rithm. If the signature verifies, the program outputs F (K,Verify,VK,m) ∈ ZN .
This is a “transformed signature” where the obfuscated program maps the original
2 A different direction is to attempt to build universal aggregation from succinct argu-

ments of knowledge (SNARKs)[10]. We aim to achieve our goals without applying
knowledge assumptions.
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signature into one overZN . The secondprogram isTransform-ImageN,K,e. On input
(Verify,VK,m), it computes F (K,Verify,VK,m)e (mod N).

One can now aggregate a sequence of signatures (Verifyi,VKi,mi, σi) by
transforming each one as3 si = TransformN,K(Verifyi,VKi,mi, σi) and then
aggregating into one element of ZN as σagg =

∏
i si. To verify an aggregate

signature, σagg, on (Verifyi,VKi,mi) compute ti = Transform-ImageN,K(Verifyi,

VKi, mi) and test whether σe
agg

?=
∏

i ti. 4 Essentially the Transform program
maps an arbitrary signature to an RSA FullDomain hash type signature on the
“message” (Verifyi,VKi,mi).

We prove selective security where the attacker declares before seeing the
public parameters a message m∗ that they will forge on.5 Our security argument
is centered around an alternative program Transform-Reject which is programmed
to behave the same as Transform except on input y = (Verify∗,VK∗,m∗) on which
it always outputs ⊥ even if it is given a valid signature on m∗. It also uses a
PRF key that is punctured at y.

Security follows from two primary arguments about the program. We first
establish that if an attack algorithm, Att, is successful when given Transform, it
must be almost as successful when given Transform-Reject; otherwise, the under-
lying unique signature scheme is broken. Suppose that there is an attacker, Att,
with a non-negligible difference in advantage between these two games, then we
can build a reduction algorithm that extracts the unique signature on m∗ in a
bit by bit fashion. The reduction algorithm runs as the challenger in the aggre-
gate signature game and receives a challenge verification key from the challenger
in the standard signature security game. It runs to the point in the security
game where the input public key and parameters are established and saves the
state of the game (including the state of Att). Then for each bit of the signa-
ture it performs the following process multiple times.6 It runs a third program
TransformAlty,j . This program runs as Transform, but rejects if the j-th bit of
the input signature is 1. For each j, it runs the experiment multiple times with
fresh randomness. If the measured advantage of the attacker drops when using
TransformAlty,j then it guesses that the j-th bit of the signature is 1; otherwise it
guesses that it is 0. It compiles all of these guesses together to output a forgery.
(The amount of rewinding needed depends on the difference in advantage. In
addition, our actual analysis addresses other technical details.)

3 We slightly abuse notation in the introduction for ease of exposition by using the
names Transform and Transform-Image to refer both to the obfuscated and unobfus-
cated forms of the program. In the main body, we are careful about these distinctions.

4 We require in verification that no 3-tuples are repeated. I.e., for all i �= j,
(Verifyi, VKi, mi, ) �= (Verifyj , VKj , mj).

5 The usual complexity leveraging arguments for adaptive security can be applied here
if we are willing to make sub-exponential hardness assumptions.

6 In a nutshell, uniqueness is necessary in this construction, because, among other
things, our proof extracts the signature bit-by-bit, and so we don’t want the signature
to “change” during the extraction process.
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Since signatures are unique, the program TransformAlty,j is functionally equiv-
alent to Transform if the j-th bit of the unique signature on m∗ is 0 and thus
by indistinguishability obfuscation the attacker’s advantage should be negligibly
close in these two cases. Similarly, TransformAlty,j is functionally equivalent to
Transform-Reject if the j-th signature bit is 1 and again by indistinguishability
obfuscation the advantage should be close to that of Transform-Reject.

After we have established that the advantage when given Transform-Reject is
close to that of Transform, we show that an attacker that can win when given
Transform-Reject will either break indistinguishability obfuscation, the punctured
PRF’s security or the RSA assumption and roughly follows [32] using punctured
programming [44] techniques. The main proof innovation is combining a rewind-
ing argument with indistinguishability obfuscation to extract a unique signature.

We show a variation of this idea in the full version [30] that is a universal
aggregator of unique signatures, but where we avoid using the RSA assump-
tion. (Indistinguishability obfuscation and punctured PRFs are still used.) The
tradeoff is that there is an a priori bound n on the number of signatures that
can be aggregated. In the construction, the parameters will grow polynomially
with n, but the size of the signatures is independent of n. We conjecture that in
our main construction the RSA-type transformed signature can be replaced by
a BLS [14] type signature (as in [32]), but do not formally show this.

Universal Aggregation of Arbitrary Signatures Using VBB Obfuscation. While
covering unique signatures achieves progress, we want to push toward our central
goal of aggregating arbitrary signatures. Our next step is to show that a tweak to
the previous construction gives us a universal aggregator of arbitrary signatures
under a specific virtual black box (VBB) assumption. This appears in Sect. 5.

It might first seem that a solution proven under a VBB assumption is not
better than the oracle heuristic outlined earlier. However, achieving a VBB proof
provides both a sounder justification and is more technically challenging than
the oracle heuristic. First, modeling an obfuscated program as an oracle is a
heuristic — a piece of code is clearly a different object than an oracle. In contrast,
a VBB assumption could be true for many functionalities even though there
exists certain functionalities for which it cannot hold [3].7

Proving our construction secure under a VBB definition presents an inter-
esting technical barrier. A natural proof methodology is to first say that an
obfuscator for a given circuit cannot be more successful than a simulator with
oracle access to the same circuit using VBB. And then making further hybrid
security arguments leveraging the fact that the simulator has oracle access. The
7 An iO obfuscator can serve as a candidate for whatever functionalities are possible

to VBB obfuscate via the “best possible” obfuscation argument of Goldwasser and
Rothblum [26]. So if the functionalities we consider could be VBB obfuscated, any
iO candidate for them would suffice, e.g., [21]. However, there does not exist any
clean conjecture of what functionalities can be VBB obfuscated. Recent works [2,17]
suggest that most “natural” functionalities can be VBB obfuscated; however, it is
currently unknown how to turn this intuition into a precise statement.
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primary problem with this strategy is that while the universal aggregator secu-
rity game gives the attacker access to a signing oracle, there is no place to “put”
this signing oracle when applying the VBB security game.

We overcome this obstacle by introducing a new technique that we call “oracle
assimilation” which we believe might be of independent interest. In our construc-
tion, the Transform-VBB program behaves in almost the same way as Transform
before except an extra mode bit is added to the input. If this mode bit b is set
to 1, it indicates normal input and the Transform-VBB program operates roughly
as described above. If the mode bit is set to 0, it indicates query input and the
program outputs a rejecting ⊥ on all inputs of this type. The query type input
is only used in the proof and not in the construction.

Our proof of security proceeds by a sequence of games. In the initial security
game, all query inputs output a rejecting ⊥. The proof (in a couple of steps) then
moves to a game where the query inputs will take a form of (a,m) and output a
signature on m under the challenge input secret signing key if PRG(a) = α for
some value α chosen by the game, but hidden from the attacker. We can argue
this change is indiscernable to the attacker by obfuscator and pseudorandom
generator security. At this point the security game will use the query interface
of the obfuscated program to answer signing queries and we can say that the
signing oracle was “assimilated” into the obfuscated program. Next, we can use
VBB security to argue that there must exist a simulator with oracle access to
the program that outputs 1 with probability close to the same probability that
the attacker wins. Now that the input signing algorithm is accessed by an oracle
we can use its security to argue that the game is indistinguishable from when
the circuit refuses to transform on m∗, the challenge message.8 Finally, we use
VBB again to reason about the attack algorithm’s advantage when given this
second circuit that will not transform on m∗. From here, the proof follows as in
the unique signature case.

Stepping back, the main innovation for this proof is to use punctured pro-
gramming techniques to subliminally assimilate the signing oracle for one scheme
into the obfuscated program, then use the VBB interface to execute the proof.
We expect that this technique will be useful in other contexts. One interesting
view is that we could apply either this VBB argument for arbitrary signatures or
the previous iO argument for unique signatures to this single construction. So a
user with any signature scheme would get VBB based security and if a user had
a unique signature scheme, she would get the added benefit of iO based security.

Aggregating Arbitrary Signatures Using Indistinguishability Obfuscation. Finally,
we return to our goal of aggregating arbitrary signatures using indistinguishabil-
ity obfuscation. Our primary challenge again is how to extract an input forgery
from the attacker in a proof. The previous two methods used the structure of a
unique signature and an oracle interface, neither of which is available to us now.
8 The proof in the main body proves selective security; however, we show how a

minor transformation of the construction using admissible hash functions [12] gives
adaptive security in the full version [30].
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We overview the main solution ideas and our proof approach. At a high level,
we devise a means for being able to extract and check the validity of a single
signature (from the aggregate) of our choice in the proof without the adversary
being able to know which one we are “looking at”. Thus, we build our confidence
in the validity of all the signatures by being able to check any given one of them.
We call this an “enforce all by one” technique.

To do this, we first use additively (or singly) homomorphic encryption to
combine the encryptions of several signatures together into one object t. Then
we will have an obfuscated program generate a PRF-type signature component
s on a message representing ciphertext tag t along with tuples {Verifyi,VKi,mi}
if the input contains valid signatures on each message. The output aggregate
signature is σagg = (t, s). Although the homomorphic ciphertext t will not be
large enough to contain all of the input signatures, in the proof it can be used to
remember one of the input signatures and thus provide us with an opportunity
to extract a forgery on the input signature. The difficulty is in using iO to ensure
that an attacker can only output a verifying σagg = (t, s) on a ciphertext “tag”
t that contains a proper forgery in the proof.

Diving in further, the setup algorithm will be parameterized by a polynominal
n(·) that gives an a-priori bound on the number of signatures that can be verified.
The size of the parameters will grow polynomially with n, but the signature
size will be independent of it. The setup algorithm will output n ciphertexts
{counti ← HE.enc(pk, 0)}i=1,...n each of which is an encryption of 0.

The universal aggregation algorithm takes input {Verifyi,VKi,mi, σi}. It
then computes t = Σicounti ·σi. Next it will input t and the tuples {Verifyi,VKi,
mi, σi} to an obfuscated program AggSign which will evaluate and output a punc-
tured PRF on t and {Verifyi,VKi,mi} if the input signatures verify. (We will
return shortly to where the obfuscated program comes from.)

We use a sequence of hybrids proof, where the first step of the hybrid is to
guess an index j (incurring a 1/n loss) where the forgery occurs. Next, we change
countj to be an encryption of 1. This causes an honestly computed value t to be
an encryption of the j-th signature that we will eventually use for extraction.

The challenge at this point is to come up with a formulation of the program
AggSign for which we can prove security using indistinguishability arguments.
We provide two approaches. In the first one (see Sect. 6), we allow AggSign to
be created by a Universal Sampler (also called a Universal Parameters Scheme)
as defined by Hofheinz et al. [29]. A Universal Sampler is allowed to adaptively
sample from an arbitrary (efficiently computable) distribution. In this case we
sample from an obfuscation of the AggSignt program that is parameterized to
only work with a given tag value t. As noted in [29], Universal Samplers are
realizable in the random oracle model from indistinguishability obfuscation. So
this solution will exist in the random oracle model as well. An advantage of
Universal Samplers is that they can define the AggSignt program adaptively.

We propose a second variation of this solution in [30] that does not need
the random oracle heuristic. Instead, it applies complexity leveraging requiring
sub-exponential hardness of some underlying computational assumptions.
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1.1 Summary of Our Results

Our results are summarized in the following table. The first column labels the
construction. The remaining columns indicate: type of signatures that can be
aggregated, selective or adaptive security, standard or random oracle model
proofs, whether the aggregator is bounded or not, and finally, the cryptographic
assumptions used in the security proof. In our assumptions, we prefix them
with “subexp” to indicate if sub-exponential hardness is required for complex-
ity leveraging. Since PRFs, PRGs, and (selectively-secure) puncturable PRFs
are constructible from one-way functions, we list OWF as the assumption. UPS
stands for a universal parameters scheme [29] (implied by iO in the random
oracle model), HE stands for singly homomorphic encryption, iO stands for
indistinguishability obfuscation, and VBB stands for virtual black-box obfus-
cation, where we assume that VBB holds only for a certain limited family of
circuits.

Construction Type Selective/
Adaptive

RO Bounded
Aggregator

Assumptions

Sect. 4 Unique Selective No No iO, RSA, OWF

Sect. 5 Arbitrary Selective9 No No iO, RSA, VBB, OWF

Sect. 6 Arbitrary Adaptive Yes Yes iO, UPS, HE, OWF

Full version [30] Arbitrary Selective No Yes subexp-iO, HE,
subexp-OWF

Organization. In Sect. 2, we provide background material. In Sect. 3, we give our
security definition of universal signature aggregators. In Sect. 4, we show our first
construction, based on indistinguishability obfuscation. Section 5 contains our
construction based on VBB obfuscation. In Sect. 6, we describe a construction
on indistinguishability obfuscation, but in the random oracle model. A variety
of alternate constructions are included in the full version [30].

In all of our constructions, we prove security via a sequence of games argu-
ment. Our core proof ideas are mostly captured in the hybrid structure itself.
For space reasons, we chose to include the hybrids here and defer the supporting
claims to the full version [30].

2 Preliminaries

2.1 Notations

For any set X , x ← X denotes a uniformly random element drawn from X .
Given integers �ckt, �inp, �out, let C[�ckt, �inp, �out] denote the set of circuits that
can be represented using �ckt bits, take �inp bits as input, and output �out bits.

9 In [30], we modify this construction to achieve adaptive security without any addi-
tional assumptions.
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2.2 Admissible Hash Functions

We recall the notion of admissible hash functions due to Boneh and Boyen [12].
Here we state a simplified definition from [32].

Definition 1. Let l, n and θ be efficiently computable univariate polynomials,
h : {0, 1}l(λ) → {0, 1}n(λ) be an efficiently computable function, and AdmSample
a PPT algorithm that takes as input 1λ and an integer q, and outputs u ∈
{0, 1,⊥}n(λ). For any u ∈ {0, 1,⊥}n(λ), define Pu : {0, 1}l(λ) → {0, 1} as follows:
Pu(x) = 0 if for all 1 ≤ j ≤ n(λ), h(x)j �= uj, else Pu(x) = 1 (where uj denotes
the jth bit of u).

We say that (h,AdmSample) is θ-admissible if the following condition holds:
For any efficiently computable polynomial Q, for all x1, . . . , xQ(λ) and x∗ ∈

{0, 1}l(λ), where x∗ /∈ {xi}i,

Pr[(∀i ≤ Q(λ), Pu(xi) = 1) ∧ Pu(x∗) = 0] ≥ 1
θ(Q(λ))

where the probability is taken over u ← AdmSample(1λ, Q(λ)).

Theorem 1 (Admissible Hash Function Family [12], simplified proof
in [20]). For any efficiently computable polynomial l, there exist efficiently
computable polynomials n, θ such that there exist θ-admissible function families
mapping l bits to n bits.

2.3 Signature Schemes

A signature scheme S with message space M(λ), signature key space SK(λ) and
verification key space VK(λ) consists of the standard algorithms: key generation
Gen(1λ) → (VK,SK), signing Sign(SK,m) → σ and verification Verify(VK,m, σ)
→ {0, 1}. It is said to be correct if: For all λ ∈ N, (SK,VK) ← Gen(1λ), messages
m ∈ M(λ), it holds that Verify(VK,m,Sign(SK,m)) = 1.

Security [24] is based on a game between an adversary A and a challenger.
(Setup Phase) Challenger chooses (SK,VK) ← Gen(1λ). (Signing Phase)
A sends signature query mi ∈ M and receives σi ← Sign(SK,mi). (Forgery
Phase) A outputs a message m and signature σ. A wins if m was not queried
during the Signing Phase and Verify(VK,m, σ) = 1. Let AdvA(λ) = Pr[A wins].

Definition 2 (Signature Security [24]). A signature scheme S=(Gen,Sign,
Verify) is existentially unforgeable under a chosen message attack if for all PPT
adversaries A, AdvA(λ) is negligible in λ.

Definition 3 (Unique Signatures [25]). A signature scheme S = (Gen,Sign,
Verify) is said to be unique if for all tuples (VK,m, σ1, σ2), either

σ1 = σ2 or Verify(VK,m, σ1) = 0 or Verify(VK,m, σ2) = 0.

In this work, we will be considering signature schemes where the messages,
signatures and verification keys have bounded length, and the verification algo-
rithm is deterministic. In practice, most signature schemes use a collision resis-
tant hash function to compress an arbitrary length message to bounded length.
We will be dealing with these ‘post-hash’ messages.
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Definition 4 ((�vk, �msg, �sig)-bounded length signature scheme). Let �vk,
�msg and �sig be fixed polynomials. A signature scheme S = (Gen,Sign,Verify)
is said to be (�vk, �msg, �sig)-bounded length if all verification keys output by
Gen(1λ) have length at most �vk(λ), Sign takes as input messages of length at
most �msg(λ) and outputs signatures of length bounded by �sig(λ).

Since the verification keys, messages and signatures have bounded length, we
can view Verify as a circuit with three inputs- verification key VK, message m
and signature σ. We assume every circuit can be represented as a binary string.

Definition 5 ((�ver, �vk, �msg, �sig)-length qualified signature scheme). Let
�ver, �vk, �msg, �sig be fixed polynomials. A (�vk, �msg, �sig)-bounded length signa-
ture scheme S = (Gen,Sign,Verify) is said to be (�ver, �vk, �msg, �sig)-length
qualified if the verification circuit Verify and signing circuit Sign can be repre-
sented as a binary string of length at most �ver(λ) bits.

Abusing notation, we say that a tuple (Verify,VK,m, σ) is a (�ver, �vk, �msg,
�sig)-length qualified tuple if Verify is a circuit that can be represented using
�ver(λ) bits, and VK,m, σ are of length at most �vk(λ), �msg(λ) and �sig(λ)
respectively. Similarly, a tuple (Verify, VK, m) is (�ver, �vk, �msg)-length qualified
if Verify, VK and m have length at most �ver(λ), �vk(λ) and �vk(λ) respectively.

2.4 Additively Homomorphic Encryption

In this work, we will be using encryption schemes which allow us to perform
additive operations on ciphertexts. Many encryptions schemes [8,19,23,38,40,41]
have the ‘additive homomorphism’ property. We will now define the syntax and
security definition for an additively homomorphic encryption scheme.

Let p be a prime10. An additively homomorphic encryption scheme HE with
message space Fp and ciphertext space CHE consists of the standard algorithms:
HE.setup(1λ) → (pk, sk), HE.enc(pk,m) → ct, HE.dec(sk, ct) → element in Fp or
⊥, HE.add(pk, ct1, ct2) → ct.

For simplicity of notation, we will represent HE.add(pk, ct1, ct2) as ct1 + ct2.

Correctness. Let p be any prime and q any polynomial in λ. For any λ ∈ N,
(pk, sk) ← HE.setup(1λ), q messages m1, . . . ,mq ∈ Fp, the following must hold:

HE.dec(sk,HE.enc(m1) + . . . + HE.enc(mq)) = m1 + . . . + mq.

Given an encryption ct of message m ∈ Fp and a plaintext a ∈ Fp, HE.add
can compute an encryption of m ·a efficiently. Let a · ct represent this operation.

For space reasons, we omit the usual IND-CPA security game.
10 The prime p is a property of the encryption scheme.
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2.5 Obfuscation

We recall the definition of indistinguishability obfuscation from [21,44].

Definition 6. (Indistinguishability Obfuscation) Let C = {Cλ}λ∈N be a family
of polynomial-size circuits. Let iO be a uniform PPT algorithm that takes as
input the security parameter λ, a circuit C ∈ Cλ and outputs a circuit C ′. iO is
called an indistinguishability obfuscator for a circuit class {Cλ} if it satisfies the
following conditions:

– (Preserving Functionality) For all security parameters λ ∈ N, for all C ∈ Cλ,
for all inputs x, we have that C ′(x) = C(x) where C ′ ← iO(1λ, C).

– (Indistinguishability of Obfuscation) For any (not necessarily uniform) PPT
distinguisher B = (Samp,D), there exists a negligible function negl(·) such
that the following holds: if for all security parameters λ ∈ N,Pr[∀x,C0(x) =
C1(x) : (C0;C1;σ) ← Samp(1λ)] > 1 − negl(λ), then

| Pr[D(σ, iO(1λ, C0)) = 1 : (C0;C1;σ) ← Samp(1λ)]−
Pr[D(σ, iO(1λ, C1)) = 1 : (C0;C1;σ) ← Samp(1λ)]| ≤ negl(λ).

In a recent work, [21] showed how indistinguishability obfuscators can be con-
structed for the circuit class P/poly. We remark that (Samp,D) are two algo-
rithms that pass state, which can be viewed equivalently as a single stateful
algorithm B. In our proofs we employ the latter approach, although here we
state the definition as it appears in prior work.

A stronger notion of obfuscation is called virtual black box obfuscation [4].

Definition 7 (Virtual Black-Box Obfuscator). Let C = {Cλ}λ∈N be a fam-
ily of polynomial-size circuits. Let O be a PPT algorithm that takes as input the
security parameter λ, a circuit C ∈ Cλ and outputs a circuit C ′. O is called a
virtual black-box obfuscator for a circuit class {Cλ}λ∈N if it satisfies the following:

– (Preserving Functionality) For all security parameters λ ∈ N, for all C ∈ Cλ,
for all inputs x, we have that C ′(x) = C(x) where C ′ ← O(1λ, C).

– (Virtual Black-Box) For every (non-uniform) PPT algorithm A, there exists
a PPT simulator S such that, for all C ∈ Cλ,

Pr[A(O(1λ, C)) = 1] − Pr[SC(1λ, 1|C|) = 1] ≤ negl(λ)

For simplicity of notation, we will drop the dependence of iO and O on 1λ.

2.6 Puncturable Pseudorandom Functions

The notion of constrained PRFs was introduced in [15,16,35]. Punctured PRFs,
first termed by [44] are a special class of constrained PRFs.

A PRF F : K × X → Y is a puncturable pseudorandom function if there is
an additional key space Kp and three polynomial time algorithms F.setup, F.eval
and F.puncture as follows:
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– F.setup(1λ) is a randomized algorithm that takes the security parameter λ
as input and outputs a description of the key space K, the punctured key
space Kp and the PRF F .

– F.puncture(K,x) is a randomized algorithm that takes as input a PRF key
K ∈ K and x ∈ X , and outputs a key K{x} ∈ Kp.

– F.eval(K{x}, x′) is a deterministic algorithm that takes as input a punc-
tured key K{x} ∈ Kp and x′ ∈ X . Let K ∈ K, x ∈ X and K{x} ←
F.puncture(K,x). For correctness, we need the following property:

F.eval(K{x}, x′) =

{
F (K,x′) if x �= x′

⊥ otherwise

In this work, we only need selectively secure puncturable PRFs. The selective
security game between the challenger and the adversary A consists of:

Challenge Phase. A sends a challenge x∗ ∈ X . The challenger chooses uniformly
at random a PRF key K ← K and a bit b ← {0, 1}. It computes K{x∗} ←
F.puncture(K,x∗). If b = 0, the challenger sets y = F (K,x∗), else y ← Y. It
sends K{x∗}, y to A.

Guess. A outputs a guess b′ of b.

A wins if b = b′. The advantage of A is defined to be AdvF
A(λ) = Pr[A wins].

Definition 8. The PRF F is a selectively secure puncturable PRF if for all
probabilistic polynomial time adversaries A, AdvF

A(λ) is negligible in λ.

2.7 Universal Parameters

In a recent work, Hofheinz et al. [29] introduced the notion of universal param-
eters. A universal parameters scheme U , parameterized by polynomials �ckt, �inp
and �out, consists of algorithms UniversalGen and InduceGen defined below.

– UniversalGen(1λ) takes as input the security parameter λ and outputs the
universal parameters U .

– InduceGen(U, d) takes as input the universal parameters U and a circuit d of
size at most �ckt bits. The circuit d takes as input �inp bits and outputs �out
bits. As described in the security property, these �out bits output ‘look’ like
the �out bits output by circuit d on uniformly random input.

In this work, we will be using a universal parameter scheme that is adap-
tively secure in the random oracle model. In order to define adaptive security for
universal parameters, let us first define the notion of an admissible adversary A.

An admissible adversary A is defined to be an efficient interactive Turing
Machine that outputs one bit, with the following input/output behavior:

– A takes as input security parameter λ and a universal parameter U .
– A can send a random oracle query (RO, x), and receives the output of the

random oracle on input x.
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– A can send a message of the form (params, d) where d ∈ C[�ckt, �inp, �out].
Upon sending this message, A must honestly compute pd = InduceGen(U, d),
making use of any additional random oracle queries, and A appends (d, pd)
to an auxiliary tape.

Let SimUGen and SimRO be PPT algorithms. Consider two experiments:
RealA(1λ):

1. The random oracle RO is implemented by assigning random outputs to each
unique query made to RO.

2. U ← UniversalGenRO(1λ).
3. A(1λ, U) is executed, where every message of the form (RO, x) receives the

response RO(x).
4. Upon termination of A, the output of the experiment is the final output of

the execution of A.

IdealASimUGen,SimRO(1λ):

1. A truly random function F that maps �ckt bits to �out bits is implemented
by assigning random �out-bit outputs to each unique query made to F .
Throughout this experiment, a Parameters Oracle O is implemented as fol-
lows: On input d, where d ∈ C[�ckt, �inp, �out], O outputs d(F (d)).

2. (U, τ) ← SimUGen(1λ). Here, SimUGen can make arbitrary queries to the
Parameters Oracle O.

3. A(1λ, U) and SimRO(τ) begin simultaneous execution.
- Whenever A sends a message of the form (RO, x), this is forwarded to
SimRO, which produces a response to be sent back to A.

- SimRO can make any number of queries to the Parameter Oracle O.
- Finally, after A sends any message of the form (params, d), the auxiliary

tape of A is examined until an entry of the form (d, pd) is added to it. At
this point, if pd is not equal to d(F (d)), then experiment aborts, resulting
in an Honest Parameter Violation.

4. Upon termination of A, the output of the experiment is the final output of
the execution of A.

Definition 9. A universal parameters scheme U = (UniversalGen, InduceGen),
parameterized by polynomials �ckt, �inp and �out, is said to be adaptively secure
in the random oracle model if there exist PPT algorithms SimUGen and SimRO
such that for all PPT adversaries A, the following hold:

Pr[IdealASimUGen,SimRO(1λ) aborts ] = 0.11

|Pr[RealA(1λ) = 1] − Pr[IdealASimUGen,SimRO(1λ) = 1]| ≤ negl(λ)

Hofheinz et al. [29] construct a universal parameters scheme that is adaptively
secure in the random oracle model assuming an indistinguishability obfuscator,
a selectively secure puncturable PRF and an injective one way function.
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2.8 RSA Assumption

Assumption 1 (RSA [42]) Let λ be the security parameter. Let N = pq be
the RSA modulus, where p, q are randomly chosen, distinct, λ-bit primes. Let e be
a randomly chosen positive integer less than and relatively prime to φ(N) = (p−
1)(q − 1) and y ← ZN . For any PPT algorithm A, Pr[x ← A(N, e, y)and xe =
y] ≤ negl(λ).

3 Universal Signature Aggregators

In this section, we define the notion of universal signature aggregators. Let �ver,
�vk, �msg, �sig be polynomials. Given any security parameter λ, �ver(λ) represents
a bound on the size of verification circuits, �vk(λ) represents a bound on the size
of verification key, �msg(λ) is a bound on the length of messages signed and
�sig(λ) is a bound on the size of signatures. For simplicity of notation, we will
drop the dependence on λ when the context is clear.

A universal signature aggregator (�ver, �vk, �msg, �sig)-UniversalSigAgg consists
of three algorithms UniversalSetup, UniversalAgg and UniversalVerify defined as:

– UniversalSetup(1λ) is a randomized algorithm that takes as input security
parameter λ and outputs public parameters PP.

– UniversalAgg(PP,{(Verifyi,VKi,mi, σi)}t
i=1) is a deterministic algorithm that

takes as input security parameter λ, public parameters PP and t tuples
(Verifyi,VKi,mi, σi) (for some arbitrary t) where each tuple is (�ver, �vk,
�msg, �sig)-length qualified. It outputs an aggregate signature σagg whose
length is polynomial in λ, but independent of t.

– UniversalVerify(PP, {(Verifyi,VKi,mi)}t
i=1, σagg) is a deterministic algorithm

that takes as input security parameter λ, public parameters PP, t tuples
(Verifyi,VKi,mi) that are (�ver, �vk, �msg)-length qualified, and an aggre-
gated signature σagg. It outputs either 0 or 1.

For our constructions, we will assume that all verification circuits have �ver
bit representation, all verification keys have length �vk, all messages signed have
length �msg and the corresponding signatures have length �sig.

Correctness. Let {(Verifyi,VKi,mi, σi)}t
i=1 be any t distinct tuples that are

(�ver, �vk, �msg, �sig)-length qualified and for all i ≤ t, Verifyi(VKi,mi, σi) =
1. For all λ ∈ N, PP ← UniversalSetup(1λ) and σagg ← UniversalAgg(1λ, PP,
{(Verifyi,VKi,mi, σi)}i), UniversalVerify(PP, {(Verifyi,VKi,mi)}i, σagg) = 1.

3.1 Security of Universal Signature Aggregators

We turn to the formal security definition for universal signature aggregators.
Let S = (S.Gen,S.Sign,S.Verify) be a secure (�ver, �vk, �msg, �sig)-length

qualified signature scheme. Consider the following security game between an
adversary A and the challenger.

ExpA,S(λ):
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– Setup Phase Challenger chooses (SK,VK) ← S.Gen(1λ), computes PP ←
UniversalSetup(1λ) and sends PP,VK to A.

– Signing Phase A sends signing query xi, and receives σi ← S.Sign(SK, xi).
– Forgery A finally outputs t tuples (Verifyi,VKi,mi) and an aggregated

forgery σagg.

A wins if there exists i∗ ∈ [t] such that Verifyi∗ = S.Verify, VKi∗ = VK,
message mi∗ was not queried during the signing phase and UniversalVerify(PP,
{(Verifyi,VKi,mi)}, σagg) = 1. Let AdvA,S(λ) = Pr[A wins ExpA,S(λ)].

Definition 10. Let S be a (�ver, �vk, �msg, �sig)- length qualified secure signature
scheme. A universal signature aggregator (�ver, �vk, �msg, �sig)-UniversalSigAgg is
secure with respect to scheme S if for all PPT adversaries A, AdvA,S(λ) is
negligible in λ.

We can also define a weaker selective notion where the adversary A chooses the
message m corresponding to (S.Verify,VK) before receiving the public parameters
PP. More formally, the selective experiment ExpselA,S(λ) is defined as:

ExpselA,S(λ):

– A sends a message m to the challenger.
– Setup Phase Challenger computes (SK,VK) ← S.Gen(1λ) and PP ←

UniversalSetup(1λ) and sends PP,VK to A.
– Signing Phase A sends signing query xi �= m, and gets σi ← S.Sign(SK, xi).
– Forgery A finally outputs t tuples (Verifyi,VKi,mi) and an aggregated

forgery σagg.

A wins if there exists an i∗ ∈ [t] such that Verifyi∗ = S.Verify, VKi∗ = VK,
mi∗ = m andUniversalVerify(PP, {(Verifyi,VKi,mi)}, σagg) = 1. LetAdvselA,S(λ) =
Pr[A wins ExpselA,S(λ)].

Definition 11. Let S be a (�ver, �vk, �msg, �sig)- length qualified secure signature
scheme. A universal signature aggregator (�ver, �vk, �msg,�sig)- UniversalSigAgg
is selectively secure with respect to scheme S if for all PPT adversaries A,
AdvselA,S(λ) is negligible in λ.

In certain situations, it may be possible that the number of signatures to
be aggregated is known in advance. In such a scenario, we can use bounded
universal signature aggregators (defined below).

Definition 12. An n-bounded universal signature aggregator scheme (�ver, �vk,
�msg, �sig)-UniversalSigAgg = (UniversalSetup, UniversalAgg, UniversalVerify) is a
universal signature aggregator in which UniversalSetup takes an additional input
1n. The public parameters output by UniversalSetup have size bounded by some
polynomial in λ and n. However, the aggregated signature has size bounded by a
polynomial in λ, but is independent of n.
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4 Universally Aggregating Unique Signatures

We will now describe our scheme (�ver, �vk, �msg, �sig)-UniversalSigAgg. Let iO be
a secure indistinguishability obfuscation scheme, F a puncturable PRF with key
space K, punctured key space Kp, domain X = {0, 1}�ver × {0, 1}�vk × {0, 1}�msg

and range Y = Z
∗
N for some randomly chosen RSA modulus N , and algo-

rithms F.setup, F.puncture, F.eval. Our scheme consists of the three algorithms
UniversalSetup, UniversalAgg and UniversalVerify.

UniversalSetup(1λ) UniversalSetup chooses an RSA modulus N and e ← Z
∗
φ(N).

Next, it chooses a PRF key K ← F.setup(1λ) and computes obfuscations of the
programs TransformN,K

12 and Transform-ImageN,K,e
13 defined below. It sets the

public parameters PP = (iO(TransformN,K), iO(Transform-ImageN,K,e), N, e).

TransformN,K :

Inputs: Verify′ ∈ {0, 1}�ver , VK′ ∈ {0, 1}�vk , m′ ∈ {0, 1}�msg , σ′ ∈ {0, 1}�sig .

Constants : RSA modulus N ∈ N, K ∈ K.

if Verify′(VK′,m′, σ′) = 0 then
Output ⊥.

else
Output F (K,Verify′||VK′||m′).

end if

Transform-ImageN,K,e :

Inputs: Verify′ ∈ {0, 1}�ver , VK′ ∈ {0, 1}�vk , m′ ∈ {0, 1}�msg .
Constants : RSA modulus N ∈ N, K ∈ K, e ∈ Zφ(N).

Let w = F (K,Verify′||VK′||m′). Output we (mod N).

UniversalAgg(PP, {(Verifyi,VKi,Mi, σi)}n
i=1): Let PP = (P1, P2, N, e). It first

checks if the n tuples are distinct. If not, it outputs ⊥. Else, it computes ti =
P1(Verifyi,VKi,mi, σi) for each i ≤ n. If ti =⊥ for some i, then UniversalAgg
outputs ⊥, else it outputs σagg =

∏
i ti (mod N).

UniversalVerify(PP, {(Verifyi,VKi,Mi)}n
i=1, σagg): Let PP = (P1, P2, N, e). It

first checks if all n tuples are distinct. If not, it outputs 0. Else, it computes,
for all i ≤ n, si = P2(Verifyi,VKi,mi). If (

∏
i si) = σe

agg (mod N), it outputs 1,
else 0.
12 Padded to be of the same size as TransformAlt and Transform-Reject.
13 Padded to be of the same size as Transform-Image-1.
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Correctness: Let {(Verifyi,VKi,mi, σi)}n
i=1 be n tuples such that they are all

distinct and Verifyi(VKi,mi, σi) = 1 for all i ≤ n. Fix any λ ∈ N, PP ←
UniversalSetup(1λ), (σagg) ← UniversalAgg(PP, {(Verifyi,VKi,mi, σi)}). Then,

σe
agg =(

∏
Transform(Verifyi,VKi,mi, σi))e (mod N)

=(
∏

F (K,Verifyi||VKi||mi))e (mod N)

=(
∏

F (K,Verifyi||VKi||mi)e) (mod N)

=(
∏

Transform-ImageN,K,e(Verifyi,VKi,mi)) (mod N)

Also, note that the size of the aggregated signature (σagg ∈ Z
∗
N ) depends only

on the security parameter λ, but not on the number of signatures aggregated.

4.1 Proof of Security

In this subsection, we will show that our construction from Sect. 4 is selectively
secure with respect to secure unique signature schemes.

Theorem 2. Assuming iO is a secure indistinguishability obfuscator, F is a
selectively secure puncturable PRF and RSA is secure, for all (�ver, �vk, �msg, �sig)-
length qualified secure unique signatures S, the universal signature aggregator
(�ver, �vk, �msg, �sig)-UniversalSigAgg is selectively secure with respect to S.

Let S = (S.Gen,S.Sign,S.Verify) be a secure (�ver, �vk, �msg, �sig)-length qual-
ified unique signature scheme, and Att a PPT adversary. To prove this theorem,
we define a sequence of experiments Game 0-Game 3, where Game 0 = ExpselAtt,S .

Sequence of Games

Game 0: This game corresponds to ExpselAtt,S . The adversary Att first sends mes-
sage m, and then receives the verification key and public parameters for the
aggregator. Next, Att makes signing queries, and finally submits the forgery.

1. Att sends message m.
2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z

∗
φ(N),

K ← F.setup(1λ) and setPP= (iO(TransformN,K), iO(Transform-ImageN,K,e),
N, e). Send PP, VK to Att.

3. For each sign query xi �= m, run σi ← S.Sign(SK, xi) and send σi to Att.
4. Att sends forgery σagg and n tuples {(Verifyi, VKi, mi)}. Att wins if ∃i∗ ∈ [n]

such that Verifyi∗ = S.Verify, VKi∗ = VK and mi∗ = m and UniversalVerify(
PP, {(Verifyi, VKi, mi) }, σagg) = 1.

Game 1: This game is like the previous one, except that the program Transform is
replaced by Transform-Reject14 which outputs ⊥ if the input tuple is (S.Verify,VK,
m,σ). Also, it uses a PRF key punctured at y = S.Verify||VK||m.
14 Padded appropriately to be of the same size as Transform and TransformAlt.
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2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z
∗
φ(N),

K ← F.setup(1λ).
Set y = S.Verify||VK||m, compute punctured key K{y} ← F.puncture(K, y)
and PP = (iO(Transform-Rejecty,N,K{y}), iO(Transform-ImageN,K,e), N, e).
Send PP, VK to Att.

Transform-Rejecty,N,K{y} :

Inputs: Verify′ ∈ {0, 1}�ver , VK′ ∈ {0, 1}�vk , m′ ∈ {0, 1}�msg , σ′ ∈ {0, 1}�sig .

Constants : y ∈ {0, 1}�ver × {0, 1}�vk × {0, 1}�msg , RSA modulus N ∈ N,

K{y} ∈ Kp.

if Verify′(VK′,m′, σ′) = 0 then output ⊥.
else if Verify′||VK′||m′ = y then output ⊥.
else output F.eval(K{y},Verify′||VK′||m′).
end if

Game 2: This game is like previous one, except that the program Transform-Image
is replaced by Transform-Image-115. It uses a PRF key punctured at y =
S.Verify||VK||m. For input y, it outputs a hardwired constant z. In this game,
z is set to be F (K, y)e.

2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z
∗
φ(N)

and K ← F.setup(1λ).
Set y = S.Verify||VK||m. Compute K{y} ← F.puncture(K, y), w = F (K, y),
z = we (mod N).
Set PP = (iO(Transform-Rejecty,N,K{y}), iO(Transform-Image-1y,N,K{y},z,e),
N , e) and send PP, VK to Att.

Transform-Image-1y,N,K{y},z,e :

Inputs: Verify′ ∈ {0, 1}�ver ,VK′ ∈ {0, 1}�vk ,m′ ∈ {0, 1}�msg .
Constants: y ∈ {0, 1}�ver × {0, 1}�vk × {0, 1}�msg , RSA modulus
N ∈ N, K{y} ∈ Kp, z ∈ Z

∗
N , e ∈ Z

∗
φ(N).

if Verify′||VK′||m′ = y then output z.
else

Let w = F.eval(K{y},Verify′||VK′||m′).
Output we.

end if

15 Padded appropriately to be of the same size as Transform-Image.
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Game 3: In this game, the challenger chooses z at random.

2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z
∗
φ(N)

and K ← F.setup(1λ).
Set y = S.Verify||VK||m. Compute K{y} ← F.puncture(K, y) and z ← Z

∗
N .

Set PP = (iO(Transform-Rejecty,N,K{y}), iO(Transform-Image-1y,N,K{y},z,e),
N, e) and send PP, VK to Att.

Analysis. Let Advj
Att denote the advantage of adversary Att in Game j. We will

state the claims here; the proofs can be found in the full version [30].

Lemma 1. Assuming iO is a secure indistinguishability obfuscator and S is a
secure (�ver, �vk, �msg, �sig)-length qualified unique signature scheme, for any PPT
adversary Att, Adv0Att − Adv1Att ≤ negl(λ).

Claim 1. Assuming iO is a secure indistinguishability obfuscator, for any PPT
adversary Att, Adv1Att − Adv2Att ≤ negl(λ).

Claim 2. Assuming F is a selectively secure puncturable PRF, for any PPT
adversary Att, Adv2Att − Adv3Att ≤ negl(λ).

Claim 3. Assuming RSA is secure, for any PPT adversary Att, Adv3Att≤negl(λ).

Using the above claims, it follows that any PPT adversary has negligible
advantage in Game 0, assuming iO is a secure indistinguishability obfuscator, F is
a selectively secure puncturable PRF and the RSA assumption holds. Therefore,
the construction in Sect. 4 is selectively secure with respect to all secure unique
signature schemes.

5 Universal Aggregation of Arbitrary Signatures Using
VBB Obfuscation

In this section, we will describe our construction based on virtual black box
obfuscation. The construction is similar to the one in Sect. 4, the only difference
being in program Transform-VBB, which now takes some additional inputs and
has additional constants hardwired. The additional inputs/constants are used
for “oracle assimilation” (see Sect. 1 for a discussion on this technical issue).

We assume signing algorithms (corresponding to schemes whose signatures
need to be aggregated) use at most �rnd random bits to compute signatures,
for some polynomial �rnd. We use a pseudorandom generator PRG : {0, 1}� ←
{0, 1}2� (where � is some polynomial in λ), a (standard) PRF F̃ with key space
K̃, domain X̃ and range Ỹ = {0, 1}�rnd and a puncturable PRF F as in Sect. 4.
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Transform-VBBN,K :

Inputs: b ∈ {0, 1}, a ∈ {0, 1}�,Verify′ ∈ {0, 1}�ver , VK′ ∈ {0, 1}�vk ,
m′ ∈ {0, 1}�msg , σ′ ∈ {0, 1}�sig .
Constants : RSA modulus N ∈ N, K ∈ K.

if b = 0 then
Output ⊥.

else if Verify′(VK′,m′, σ′) = 0 then
Output ⊥.

else
Output F (K,Verify′||VK′||m′).

end if
Our universal signature aggregator consists of the three algorithms:

UniversalSetup, UniversalAgg and UniversalVerify described below.

UniversalSetup(1λ). UniversalSetup first chooses random primes p, q ∈ Θ(2λ), sets
the RSA modulus N = pq. It chooses e ← Z

∗
φ(N), PRF key K ← F.setup(1λ)

as in Sect. 4. It computes obfuscations of the programs Transform-VBBN,K
16

and Transform-ImageN,K,e
17, where Transform-VBBN,K is defined below, while

Transform-ImageN,K,e is the same as in Sect. 4. It sets the public parameters to
be PP = (O(Transform-VBBN,K), O(Transform-ImageN,K,e), N , e).

UniversalAgg(PP, {(Verifyi,VKi,Mi, σi)}n
i=1): Let PP = (P1, P2, N, e). It first

checks that all the n tuples are distinct. If not, it outputs ⊥. Else, it computes
ti = P1(1, 0�,Verifyi,VKi,mi, σi) 18 for each i ≤ n. If ti =⊥ for some i, then
UniversalAgg outputs ⊥, else it outputs σagg =

∏
i ti (mod N).

UniversalVerify(PP, {(Verifyi,VKi,Mi)}n
i=1, σagg): Let PP = (P1, P2, N, e). It

first checks that the n tuples are distinct. If not, it outputs 0. Else, it com-
putes for i ≤ n, si = P2(Verifyi,VKi,mi). If (

∏
i si) = σe

agg (mod N), it outputs
1, else 0.

5.1 Proof of Security

We will now prove that the construction in Sect. 5 is selectively secure with
respect to all secure signature schemes. The proof involves a sequence of inter-
mediate hybrid experiments, which are described below.

Theorem 3. Assuming O is a secure virtual black-box obfuscator for a class of
circuits C (defined in [30]), F is a selectively secure puncturable PRF, F̃ is a
secure PRF, PRG is a secure pseudorandom generator and RSA is secure, for all
(�ver, �vk, �msg, �sig)-length qualified signature schemes S, the universal signature
aggregator (�ver, �vk, �msg, �sig)-UniversalSigAgg is selectively secure w.r.t. S.
16 Padded appropriately to be of the same size as Transform-VBB-1, Transform-VBB-2,

Transform-VBB-3 defined later in this section.
17 Padded appropriately to be of the same size as Transform-Image-1 as in Sect. 4.
18 The input a = 0� will not be used by the program, since the mode b = 1.
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It may appear odd that the above theorem statement includes assumptions on
primitives (e.g., PRG and the standard PRF) which are not used in the protocol
itself. However, re-writing the theorem statement to omit these assumptions
would require a different proof from the one we are now able to provide.

Sequence of Games

Game 0: This game corresponds to ExpselAtt,S .

1. Att sends message m.
2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z

∗
φ(N),

K ← F.setup(1λ).SetPP= (O(Transform-VBBN,K),O(Transform-ImageN,K,e),
N , e). Send PP, VK to Att.

3. For each signing query xi �= m, compute σi ← S.Sign(SK, xi) and send σi to
Att.

4. Att sends forgery σagg and n tuples {(Verifyi, VKi, mi)}. Att wins if ∃i∗ ∈ [n]
such that Verifyi∗ = S.Verify, VKi∗ = VK and mi∗ = m and UniversalVerify(
PP, {(Verifyi, VKi, mi) }, σagg) = 1.

Game 1: In this game, the challenger uses pseudorandomly generated strings as
randomness for the signature queries.

2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z
∗
φ(N),

K ← F.setup(1λ). Choose standard PRF key K̃ ← F̃ .setup(1λ). Set PP =
(O(Transform-VBBN,K),O(Transform-ImageN,K,e), N, e). Send PP, VK to
Att.

3. For each signing query xi �= m, choose r ← {0, 1}�sig , compute ri = F (K̃, r),
σi = S.Sign(SK, xi; ri) and send σi to Att.

Game 2: In this game, the challenger uses the program Transform-VBB-1 instead
of Transform-VBB. Unlike Transform-VBB, Transform-VBB-1 uses the input a
to check if PRG(a) is equal to the hardwired α. If the ‘mode’ bit is 0 and
PRG(a) = α, then the program outputs the verification key VK and a signature
on the desired message.

2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z
∗
φ(N),

K ← F.setup(1λ). Choose PRF key K̃ ← F̃ .setup(1λ), α ← {0, 1}2�. Let
Transform-VBB-119 be the circuit defined below.
Set PP =(O(Transform-VBB-1N,K,α,SK,K̃), O(Transform-ImageN,K,e), N, e).
Send PP, VK to Att.

19 Padded appropriately to be of the same size as Transform-VBB, Transform-VBB-2
and Transform-VBB-3.
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Transform-VBB-1N,K,α,SK,K̃ :

Inputs: b ∈ {0, 1}, a ∈ {0, 1}�,Verify′ ∈ {0, 1}�ver , VK′ ∈ {0, 1}�vk ,
m′ ∈ {0, 1}�msg , σ′ ∈ {0, 1}�sig .
Constants : RSA modulus N ∈ N, K ∈ K,
α ∈ {0, 1}2�, SK ∈ SK, K̃ ∈ K̃.

if b = 0 then
if PRG(a) �= α then output ⊥.
else output (VK,S.Sign(SK,m′; F̃ (K̃, σ′))).
end if

else if Verify′(VK′,m′, σ′) = 0 then output ⊥.
else output F (K,Verify′||VK′||m′).
end if

Game 3: Now, α is a pseudorandom string; i.e. α = PRG(a), where a ← {0, 1}�.

2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z
∗
φ(N),

K ← F.setup(1λ). Choose a ← {0, 1}� and set α = PRG(a). Choose PRF
key K̃ ← F̃ .setup(1λ). Set PP =(O(Transform-VBB-1N,K,α,SK,K̃),
O(Transform-ImageN,K,e), N, e). Send PP, VK to Att.

Transform-VBB-2y,N,K,α,SK,K̃ :

Inputs: b ∈ {0, 1}, a ∈ {0, 1}�,Verify′ ∈ {0, 1}�ver , VK′ ∈ {0, 1}�vk ,
m′ ∈ {0, 1}�msg , σ′ ∈ {0, 1}�sig .
Constants : y ∈ {0, 1}�ver × {0, 1}�vk × {0, 1}�msg ,RSA modulus
N ∈ N, K ∈ K, α ∈ {0, 1}2�, SK ∈ SK, K̃ ∈ K̃.

if b = 0 then
if PRG(a) �= α then output ⊥.
else output (VK,S.Sign(SK,m′; F̃ (K̃, σ′))).
end if

else if Verify′(VK′,m′, σ′) = 0 then output ⊥.
else if Verify′||VK′||m′ = y then output ⊥.
else output F (K,Verify′||VK′||m′).
end if

Game 4: This experiment is similar to the previous one, except that the chal-
lenger uses Transform-VBB-2 instead of Transform-VBB-1.

2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z
∗
φ(N),

K ← F.setup(1λ). Choose a ← {0, 1}� and set α = PRG(a). Choose K̃ ←
F̃ .setup(1λ). Let Transform-VBB-220 be the circuit defined below.

20 Padded appropriately to be of the same size as Transform-VBB, Transform-VBB-1
and Transform-VBB-3.
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Set y = S.Verify||VK||m, parametersPP=(O(Transform-VBB-2y,N,K,α,SK,K̃),
O(Transform-ImageN,K,e), N, e). Send PP, VK to Att.

Game 5: In this experiment, the challenger uses a key punctured at y instead
of the master PRF key.

2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z
∗
φ(N),

K ← F.setup(1λ). Choose a ← {0, 1}� and set α = PRG(a). Choose K̃ ←
F̃ .setup(1λ). Set y = S.Verify||VK||m,
compute K{y} ←F.puncture(K, y) and z = F (K, y)e. LetTransform-VBB-321

be the circuit defined next, while Transform-Image-122,e) is the same as
Sect. 4.1 Set PP =(O(Transform-VBB-3y,N,K{y},α,SK,K̃),

O(Transform-Image-1y,N,K{y},z,e). Send PP, VK to Att.

Transform-VBB-3y,N,K{y},α,SK,K̃ :

Inputs: b ∈ {0, 1}, a ∈ {0, 1}�,Verify′ ∈ {0, 1}�ver , VK′ ∈ {0, 1}�vk ,
m′ ∈ {0, 1}�msg , σ′ ∈ {0, 1}�sig .
Constants : y ∈ {0, 1}�ver ×{0, 1}�vk ×{0, 1}�msg , RSA modulus N ∈ N,
K{y} ∈ Kp, α ∈ {0, 1}2�, SK ∈ SK, K̃ ∈ K̃.

if b = 0 then
if PRG(a) �= α then output ⊥.
else output (VK,S.Sign(SK,m′; F̃ (K̃, σ′))).
end if

else if Verify′(VK′,m′, σ′) = 0 then output ⊥.
else if Verify′||VK′||m′ = y then output ⊥.
else output F.eval(K{y},Verify′||VK′||m′).
end if

Game 6: Here the challenger chooses a uniformly random z ← Z
∗
N .

2. Compute (SK,VK) ← S.Gen(1λ). Choose an RSA modulus N , e ← Z
∗
φ(N),

K ← F.setup(1λ). Choose a ← {0, 1}� and set α = PRG(a). Choose K̃ ←
F̃ .setup(1λ). Set y = S.Verify||VK||m, compute K{y} ← F.puncture(K, y)
and z ← Z

∗
N . Set PP =(O(Transform-VBB-3y,N,K{y},α,SK,K̃),

O(Transform-Image-1y,N,K{y},z,e),e). Send PP, VK to Att.

Analysis. We will now show that if a PPT adversary has non negligible advan-
tage in Game i, then it has non-negligible advantage in the next game. Some of
the proofs are very similar to the corresponding ones in Sect. 4.1, and hence we
21 Padded appropriately to be of the same size as Transform-VBB, Transform-VBB-1

and Transform-VBB-2.
22 Padded appropriately to be of the same size as Transform-Image-1.
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skip them in this section. Due to limited space, the remaining proofs, including
those using the technique of “oracle assimilation”, are given in [30]).

Let Advj
Att denote the advantage of adversary Att in Game j.

Claim 4. Assuming F̃ is a secure PRF, for any PPT adversary Att, Adv0Att −
Adv1Att ≤ negl(λ).

Claim 5. Assuming O is a secure indistinguishability obfuscator, for any PPT
adversary Att, Adv1Att − Adv2Att ≤ negl(λ).

Claim 6. Assuming PRG is a secure pseudorandom generator, for any PPT
adversary Att, Adv2Att − Adv3Att ≤ negl(λ).

Lemma 2. Assuming O is a secure virtual black box obfuscator for a class of
circuits C (defined in [30]), F̃ is a secure pseudorandom function, PRG is a
secure pseudorandom generator and S is a (�ver, �vk, �msg, �sig)-length qualified
secure signature scheme, Adv3Att − Adv4Att ≤ negl(λ).

Claim 7. Assuming O is a secure indistinguishability obfuscator, for any PPT
adversary Att, Adv4Att − Adv5Att ≤ negl(λ).

Claim 8. Assuming F is a selectively secure puncturable PRF, for any PPT
adversary Att, Adv5Att − Adv6Att ≤ negl(λ).

Claim 9. Assuming RSA is secure, for any PPT adversaryAtt,Adv6Att ≤ negl(λ).

The proof of these last three claims are similar to the corresponding proofs
of claims in the previous section.

Using the above claims, we can conclude that any PPT adversary has at
most negligible advantage in Game 0, assuming O is a secure virtual black-box
obfuscator for circuit family C, F is a selectively secure puncturable PRF, F̃ is
a secure (standard) PRF, PRG is a secure pseudorandom generator, and RSA is
secure. Therefore, the construction described in Sect. 5 is selectively secure with
respect to all secure length-qualified signature schemes.

6 Universal Aggregation of Arbitrary Signatures from iO
in the Random Oracle Model

Next, we describe our n-bounded scheme (�ver, �vk, �msg, �sig)-UniversalSigAgg.
By n-bounded, we mean that at most n signatures can be aggregated.

We will use a secure (�ckt, �inp, �out) universal parameters scheme U =
(UniversalGen, InduceGen) (where the parameters �ckt, �inp and �out will be spec-
ified later), an additively homomorphic encryption scheme (HE.setup,HE.enc,
HE.dec,HE.add) with message space Fp for some prime p > 2�sig and cipher-
text space CHE. We will assume each ct ∈ CHE can be represented using �ct bits.
Finally, we will also use a one-way function f : {0, 1}� → {0, 1}2� and a secure
indistinguishability obfuscator iO.

Our construction consists of three algorithms UniversalSetup, UniversalAgg
and UniversalVerify described as follows.
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UniversalSetup(1λ, 1n). Let (pk, sk) ← HE.setup(1λ). It computes n ciphertexts
cti ← HE.enc(pk, 0) and U ← UniversalGen(1λ). It sets the public parameters
PP = (pk, ct1, . . . , ctn, U). Let us assume PP can be represented using �pp bits.

AggSetupt,PP,{Verifyi,VKi,mi}i
:

Inputs: Security parameter 1λ, r ∈ {0, 1}�inp .
Constants: t ∈ CHE, PP = (pk, ct1, . . . , ctn, U) ∈ {0, 1}�pp ,
{Verifyi,VKi,mi}i ∈ ({0, 1}�ver × {0, 1}�vk × {0, 1}�msg)n.

1. Choose s ← {0, 1}� using r.
2. Compute Cagg ← iO(AggSigns,t,PP,{Verifyi,VKi,mi}i

), where
AggSign is the circuit described below.

AggSigns,t,PP,{Verifyi,VKi,mi}i
:

Inputs: σ1, . . . , σn, where σi ∈ {0, 1}�sig .
Constants: s ∈ {0, 1}�, t ∈ CHE, PP = (pk, ct1, . . . , ctn, U),
{Verifyi,VKi,mi}i.

if ∃i such that Verifyi(VKi,mi, σi) = 0 then
Output ⊥.

end if
if t �= σ1 · ct1 + . . . + σn · ctn then

Output ⊥.
end if
Output s.

3. Compute s̃ = f(s).
4. Output (Cagg, s̃).

UniversalAgg(PP = (pk, ct1, . . . , ctn, U), {Verifyi,VKi,Mi, σi}n
i=1). We will view

each signature σi as an integer in [0, 2�sig − 1].
The universal aggregator first checks if all n tuples are distinct. If not, it

outputs ⊥. Else, it computes t = σ1 · ct1 + . . . + σn · ctn.23

Let AggSetup be the (randomized) algorithm (defined above) that takes as
input security parameter λ, and outputs a program Cagg and s̃ ∈ {0, 1}2�. It uses
�inp bits of randomness and outputs �out bits. Let C-AggSetupt,PP,{Verifyi,VKi,mi}i

∈ {0, 1}�ckt be the canonical description of AggSetupt,PP,{Verifyi,VKi,mi}i
. We will

23 Recall we are using an additively homomorphic encryption scheme. For simplicity of
notation, we use ct1+ct2 to represent HE.add(PP, ct1, ct2). Also, we can use the addi-
tive homomorphism property to perform multiplications with plaintext elements. If
σ ∈ Fp is a plaintext and ct is a ciphertext, then σ · ct represents the multiplication,
which can be computed using HE.add.
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assume that given C-AggSetupt,PP,{Verifyi,VKi,mi}i
, one can efficiently extract the

hardwired constants t, PP and the n tuples {Verifyi,VKi,mi}i.
Let C̃ = C-AggSetupt,PP,{Verifyi,VKi,mi}i

. The aggregator algorithm first com-
putes (Cagg, s̃) = InduceGen(U, C̃). Next, it computes s = Cagg(σ1, . . . , σn) and
outputs σagg = (t, s).

UniversalVerify(PP = (pk, ct1, . . . , ctn, U), {Verifyi,VKi,Mi}n
i=1, σagg = (t, s′)).

The verification algorithm first checks if all n tuples are distinct. If not, it out-
puts 0. Else, let C-AggSetup be the canonical description of AggSetup as defined
above. It computes (Cagg, s̃) = InduceGen(U, C-AggSetupt,PP,{Verifyi,VKi,mi}i

). If
s̃ = f(s′), output 1, else output 0.

Correctness follows from the fact that InduceGen is a deterministic algorithm.

6.1 Proof of Security

Theorem 4. Assuming iO is a secure indistinguishability obfuscator,
(UniversalGen, InduceGen) is a secure universal parameters scheme in the random
oracle model, HE is a secure additively homomorphic encryption scheme and f
is a secure one-way function, for all (�ver, �vk, �msg, �sig)-length qualified secure
signature schemes S, the bounded universal signature aggregator described in
Section 6 is adaptively secure in the random oracle model with respect to S.

We first describe a sequence of intermediate experiments Game 0, . . . ,Game 5,
where Game 0 is the adaptive security game in random oracle model. From
Game 3 onwards, the challenger starts simulating the universal parameters and
the responses to random oracle queries. In order to do so, the challenger imple-
ments a parameter oracle O, and the simulation algorithms are allowed to make
random oracle queries to O. Let us assume the simulator algorithms SimUGen
and SimRO makes at most qpar calls to the Parameters Oracle.

Sequence of Games

Game 0: In this game, the challenger first sends PP,VK to the adversary Att.
Att then makes polynomially many signature and random oracle queries. Finally,
Att outputs forgery σagg and n tuples {Verifyi,VKi,mi}i.

1. Choose (SK,VK) ← S.Gen(1λ), (pk, sk) ← HE.setup(1λ) and
U ← UniversalGen(1λ). Compute cti ← HE.enc(pk, 0) for all i ∈ [n] and set
PP = (pk, ct1, . . . , ctn, U). Send PP,VK to Att.

2. For each signature query xi, compute σi = S.Sign(SK, xi), send σi to Att.
3. For each random oracle query yi, check if yi has already been queried.

If yes, let (yi, αi) be the tuple corresponding to yi. Send αi to Att.
If not, choose αi ← {0, 1}�RO , send αi to Att and add (yi, αi) to table.

4. Finally, Att sends a forgery σagg = (t∗, s∗) and n tuples {Verifyi,VKi,mi}i.
Att wins if
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(a) ∃i∗ such that Verifyi∗ = S.Verify and VKi∗ = VK,
(b) mi∗ was not queried during the signing phase,
(c) f(s∗) = s̃ and InduceGen(U, C-AggSetupt∗,PP,{Verifyi,VKi,mi}i

) = (C, s̃).

Game 1: This game is exactly similar to the previous one, except that the chal-
lenger guesses a position i∗ ∈ [n], and the attacker wins only if the forgery
verifies, and the i∗th tuple corresponds to S.Verify,VK.

1. Choose i∗ ← [n]. Choose (SK,VK) ← S.Gen(1λ), (pk, sk) ← HE.setup(1λ)
and U ← UniversalGen(1λ). Compute cti ← HE.enc(pk, 0) and set PP =
(pk, ct1, . . . , ctn, U). Send PP,VK to Att.

4. Att wins if
(a) Verifyi∗ = S.Verify and VKi∗ = VK,
(b) mi∗ was not queried during the signing phase,
(c) f(s∗) = s̃ and InduceGen(U, C-AggSetupt∗,PP,{Verifyi,VKi,mi}i

) = (C, s̃).

Game 2: In this game, the challenger modifies the public parameters PP. Instead
of outputting n encryptions of 0, the challenger outputs an encryption of 1 at
position i∗.

1. Choose i∗ ← [n]. Choose (SK,VK) ← S.Gen(1λ), (pk, sk) ← HE.setup(1λ)
and U ← UniversalGen(1λ).
Compute cti ← HE.enc(pk, 0) for all i ∈ [n], i �= i∗. Let cti∗ ← HE.enc(pk, 1).
Set PP = (pk, ct1, . . . , ctn, U). Send PP,VK to Att.

Game 3. In this game, the challenger ‘simulates’ both the universal parame-
ters U and the responses to random oracle queries. Let SimUGen and SimRO
be the simulation algorithms corresponding to the universal parameters scheme
(UniversalGen, InduceGen). The challenger also implements the Parameters Ora-
cle O. O takes as input a circuit d ∈ C[�ckt, �inp, �out]. If d has already been
queried, O returns the same response. Else, it chooses r ← {0, 1}�inp , out-
puts d(r), and adds (d, d(r)) to its table T . Though the parameters oracle O
is described in the Setup Phase, it is used in all the later phases as well.

1. Choose i∗ ← [n]. Choose (SK,VK) ← S.Gen(1λ), (pk, sk) ← HE.setup(1λ).
Compute U ← SimUGen(1λ) and ciphertexts cti ← HE.enc(pk, 0) for all i ∈
[n], i �= i∗. Let cti∗ ← HE.enc(pk, 1). Set PP = (pk, ct1, . . . , ctn, U).
Implement the Parameters Oracle O as follows.

- Maintain a table T . Initially, T is empty.
- For the ith query d ∈ C[�ckt, �inp, �out], check if T contains an entry for d.
- If T contains an entry of the form (d, δ), output δ.
- Else choose r ← {0, 1}�inp and output d(r). Add (d, d(r)) to T .

Send PP,VK to Att.
4. For each random oracle query yi, output SimRO(yi).
5. Finally, Att sends a forgery σagg and n tuples {Verifyi,VKi,mi}i.

Let O-Queriesi denote the set of first i queries to O. Att wins if
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(a) Verifyi∗ = S.Verify and VKi∗ = VK,
(b) mi∗ was not queried during the signing phase,
(c) f(s∗) = s̃ and O(C-AggSetupt∗,PP,{Verifyi,VKi,mi}i

) = (C, s̃).

Recall from Section 6 that C-AggSetupt,PP,{Verifyi,VKi,mi} ∈ {0, 1}�ckt allows
efficient extraction of t, PP and (Verifyi,VKi,mi) for all i ≤ n. Without loss of
generality, we can assume that if Att outputs σagg = (t∗, s∗) as forgery, along with
n tuples {Verifyi,VKi,mi}i, then the circuit C-AggSetupt∗,PP,{Verifyi,VKi,mi}i

was
sent as query to the Parameters Oracle O. We will now define games Game 4-j-a
and Game 4-j-b for j ≤ qpar. Let us first define some notations. Given a canonical
circuit C-AggSetupt,PP,{Verifyi,VKi,mi}i

, call it (i∗, sk)-rejecting if Verifyi∗(VKi∗ ,
mi∗ , HE.dec(sk, t)) = 0. Let Reject-ckt be a circuit of size same as AggSign that
outputs ⊥ for all inputs.

Game 4-j-a

1. Choose i∗ ← [n].
Choose (SK,VK) ← S.Gen(1λ), (pk, sk) ← HE.setup(1λ).
Compute U ← SimUGen(1λ).
Compute cti ← HE.enc(pk, 0) for all i ∈ [n], i �= i∗. Let cti∗ ← HE.enc(pk, 1).
Set PP = (pk, ct1, . . . , ctn, U).
Implement the Parameters Oracle O as follows.

- Maintain a table T . Initially, T is empty.
- For the ith query d ∈ C[�ckt, �inp, �out], check if T contains an entry

corresponding to d.
- If T contains an entry of the form (d, δ), output δ.
- Else if i ≤ j and d = C-AggSetupt,PP,{Verifyi,VKi,mi} is (i∗, sk)-rejecting,

output iO(Reject-ckt) and f(s) for s ← {0, 1}�.
- Else, choose r ← {0, 1}�inp and output d(r). Add (d, d(r)) to T .

Send PP,VK to Att.

Game 4-j-b

5. Finally, Att sends a forgery σagg = (t∗, s∗) and n tuples {Verifyi,VKi,mi}i.
Att wins if
(a) Verifyi∗ = S.Verify and VKi∗ = VK,
(b) mi∗ was not queried during the signing phase,
(c) (C-AggSetupt∗,PP,{Verifyi,VKi,mi} is not (i∗, sk)-rejecting) or

(C-AggSetupt∗,PP,{Verifyi,VKi,mi} /∈ O-Queriesj),
(d) f(s∗) = s̃ and O(C-AggSetupt∗,PP,{Verifyi,VKi,mi}i

) = (C, s̃).

Game 5. This game is exactly Game 4-qpar-b.

5. Finally, Att sends a forgery σagg = (t∗, s∗) and n tuples {Verifyi,VKi,mi}i.
Att wins if
(a) Verifyi∗ = S.Verify and VKi∗ = VK,
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(b) mi∗ was not queried during the signing phase,
(c) S.Verify(VK,mi∗ ,HE.dec(sk, t∗)) = 1,
(d) f(s∗) = s̃ and O(C-AggSetupt∗,PP,{Verifyi,VKi,mi}i

) = (C, s̃).

Analysis. Let Advj
Att denote the advantage of Att in Game j. Due to space

constraints, we state the claims here and the proofs can be found in [30].

Claim 10. For any adversary Att, Adv1Att = Adv0Att/n.

Claim 11. Assuming (HE.setup,HE.enc,HE.dec) is a secure additively homo-
morphic encryption scheme, for any PPT adversary Att, Adv1Att − Adv2Att ≤
negl(λ).

Claim 12. Assuming (UniversalGen, InduceGen) is a secure (�ckt, �inp, �out) uni-
versal parameters scheme, for any PPT adversary Att, Adv2Att−Adv3Att ≤ negl(λ).

Claim 13. Assuming iO is a secure indistinguishability obfuscator, for any j ≤
qpar, for any PPT adversary Att, Adv4-(j−1)-b

Att − Adv4-j-aAtt ≤ negl(λ).

Claim 14. Assuming f is a secure one way function, for any j ≤ qpar, for any
PPT adversary Att, Adv4-j-aAtt − Adv4-j-bAtt ≤ negl(λ).

Claim 15. Assuming S is a (�ver, �vk, �msg, �sig)-length qualified secure signa-
ture scheme, for any adversary Att, Adv5Att ≤ negl(λ).

Using the above claims, it follows that any PPT adversary has negligible
advantage in Game 0, assuming the universal parameters scheme is secure, HE
is a secure additively homomorphic encryption scheme and f is a secure one-way
function. Therefore, the universal signature aggregator in Section 6 is adaptively
secure (in the random oracle model) w.r.t. all secure signature schemes.
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