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Abstract. Zero-correlation linear cryptanalysis is based on the linear
approximations with correlation exactly zero, which essentially generalizes the integral property, and has already been applied to several
block ciphers — among others, yielding best known attacks to date on
round-reduced TEA and CAST-256 as published in FSE’12 and ASIACRYPT’12, respectively.
In this paper, we use the FFT (Fast Fourier Transform) technique
to speed up the zero-correlation cryptanalysis. First, this allows us to
improve upon the state-of-the-art cryptanalysis for the ISO/IEC standard and CRYPTREC-portfolio cipher Camellia. Namely, we present
zero-correlation attacks on 11-round Camellia-128 and 12-round Camellia192 with F L/F L−1 and whitening key starting from the ﬁrst round,
which is an improvement in the number of attacked rounds in both cases.
Moreover, we provide multidimensional zero-correlation cryptanalysis of
14-round CLEFIA-192 and 15-round CLEFIA-256 that are attacks on
the highest numbers of rounds in the classical single-key setting, respectively, with improvements in memory complexity.
Keywords: Block cipher · Zero-correlation cryptanalysis
tidimesional linear cryptanalysis · Camellia · CLEFIA
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Introduction

Zero-correlation linear cryptanalysis proposed by Bogdanov and Rijmen in [2]
has its theoretical foundation in the availability of numerous key-independent
unbiased linear approximations with correlation zero for many ciphers. (If p is
the probability for a linear approximation to hold, its correlation is deﬁned as
c = 2p − 1). Though the initial distinguisher of [2] had some limitations in terms
of data complexity, they were overcome in the FSE’12 paper [3], where the existence of multiple linear approximations with correlation zero in target ciphers
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was used to propose a more data-eﬃcient distinguisher. This resulted in improved
attacks on reduced-round TEA and XTEA. The zero-correlation attack on 21
(resp. 23) rounds of TEA remains the attack breaking most rounds of TEA in
the single secret-key setting. In a follow-up work at ASIACRYPT’12 [4], zerocorrelation cryptanalysis was shown to apply to CAST-256 and to break the
highest number of rounds here as well. Moreover, fundamental links of integral
cryptanalysis to zero-correlation cryptanalysis have been revealed. Namely, integrals (similar to saturation or multiset distinguishers) have been demonstrated
to be essentially a special case of the zero-correlation property. On top of that,
a multidimensional distinguisher has been constructed for the zero-correlation
property, which removed the unnecessary independency assumptions on the distinguishing side.
While the question of coping with the data requirements of zero-correlation
distinguishers has been studied in detail, the key recovery techniques used so far
on top of those statistical distinguishers remain quite rudimentary. To attack
as many rounds as possible, the attackers choose to span the zero-correlation
property over a high number of rounds, which usually yields a decrease in the
number of zero-correlation linear approximations available. Moreover, for the
same reason, the cryptanalysts tend to partially encrypt/decrypt over as many
rounds as possible, which gives a high number of (sub)key bits that need to be
guessed. Now, in a cryptanalytic eﬀort based on correlation zero, one has to
evaluate the sample correlation of all linear approximations (usually, a rather
low number) for all plaintext-ciphertext pairs (usually, a signiﬁcantly higher
number) and all key guesses (which can be very high). In terms of computational
complexity, this is the bottle neck of zero-correlation attacks so far. And this is
exactly the point where the Discrete Fast Fourier Transform comes in handy.
Contributions. The contributions of this paper are three-fold:
Zero-correlation cryptanalysis with FFT: We use Discrete Fast Fourier Transform — that has been previosly used in linear cryptanalysis in [7] — to improve
the time complexity of zero-correlation attacks. It relies on eliminating the
redundant computations from the partial encryption/decryption in the course
of zero-correlation key recovery. For that, an auxiliary {−1, 1}-matrix with a
level-circulant structure is deﬁned such that the evaluation of the sample correlation can be done by matrix-vector multiplication for diﬀerent keys. By making
use of this special structure, the matrix-vector multiplication can be computed
eﬃciently with FFT. This technique is described in Sect. 3.
Improved cryptanalysis of Camellia: We apply this FFT technique to the
block cipher Camellia and obtain an improvement in the number of attacked
rounds for Camellia-128 and Camellia-192.
Camellia is a block cipher jointly proposed by Mitsubishi and NTT in 2000 [1].
It was adopted as international standard by ISO/IEC [8]. Camellia is a
CRYPTREC-recommended cipher for Japanese e-Government applications and
is a part of the NESSIE project portfolio. It has a 128-bit block and supports
a variable key size. The number of rounds depends on the key size: 18 rounds
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for 128-bit keys, 24 rounds for 192-bit keys, and 24 rounds for 256-bit keys.
The basic Feistel structure is used and a logical keyed transformation layer
F L/F L−1 is applied every six rounds.
Camellia has received a great deal of attention from cryptanalysts with
dozens of attacks on reduced-round variants published alone in the recent years.
However, to be able to claim more attacked rounds, most of the existing attacks
do not consider F L/F L−1 and whitening key. Moreover, some of them only
include F L/F L−1 but no whitening keys. As opposed to that, in this paper,
we only discuss attacks on Camellia with F L/F L−1 and whitening key starting
from the first round. Rather recently, some attacks on reduced-round Camellia
with F L/F L−1 and whitening key have been introduced [6,11,12]. In this setting, the best attack on Camellia-128 is the impossible diﬀerential attack on 10
rounds [11]. A similar attack can break 11 rounds of Camellia-192 [11].
Table 1. Summary of attacks on Camellia with F L/F L−1 and whitening key
Key

Attack Type

Rounds

Data

Time (Ens.)

Memory (Bytes)

Source

128

Imp. Diﬀ
ZC. FFT
Imp. Diﬀ
Imp. Diﬀ
Imp. Diﬀ
ZC. FFT

10
11
10
10
11
12

2113.8 CPs
2125.3 KPs
2121.0 CPs
2118.7 CPs
2114.6 CPs
2125.7 KPs

2120.0
2125.8
2175.3
2130.4
2184.0
2188.8

284.8
2112.0
2155.2
2135.0
2141.6
2112.0

[11]
Sect. 4.2
[6]
[9]
[11]
Sect. 4.3

192

CPs: Chosen Plaintexts, KPs: Known Plaintexts

In this paper, with the FFT zero-correlation technique, we propose an attack
on 11 rounds of Camellia-128. Moreover, we propose an FFT zero-correlation
attack on 12-round Camellia-192, while previously only 11 rounds could be
attacked. The attacks are given in Sect. 4. Our improvements upon the state-ofthe-art cryptanalysis for Camellia are summarized in Table 1.
Improved cryptanalysis of CLEFIA: Multidimensional zero-correlation
attacks on 14-round CLEFIA-192 and 15-round CLEFIA-256 with better memory complexities than the currently best published cryptanalysis are reported,
while the time and data complexities are almost identical, featuring a rather
high data complexity though.
CLEFIA is a block cipher proposed in 2007 by Sony Corporation [15] and has
been adopted as ISO/IEC international standard in lightweight cryptography.
The block size is 128 bits and the key size is 128, 192, or 256 bits. The numbers
of rounds for CLEFIA-128, CLEFIA-192 and CLEFIA-256 are 18, 22 and 26,
respectively. Despite CLEFIA’s relatively recent publication, the cryptanalysts
have been active attacking it [10,17–20] with the best attack to date being the
improbable diﬀerential cryptanalysis that can break 14-round CLEFIA-192 and
15-round CLEFIA-256 [16].
With the multidimensional zero-correlation cryptanalysis, we can attack 14round CLEFIA-192 and 15-round CLEFIA-256 with signiﬁcantly reduced

Zero-Correlation Linear Cryptanalysis with FFT

309

Table 2. Summary of attacks on CLEFIA
Key size Attack type
192

256

Rounds Data

Imp. Diﬀ
13
Imp. Diﬀ
13
Imp. Diﬀ
13
Imp. Diﬀ
13
Integral
13
Imp. Diﬀ
13
Improbable
14
Multidim. ZC 14
Imp. Diﬀ
14
Imp. Diﬀ
14
Imp. Diﬀ
14
Imp. Diﬀ
14
Integral
14
Imp. Diﬀ
14
Improbable
15
Multidim. ZC 15

2111.8 CPs
2116.6 CPs
2108.6 CPs
2108.6 CPs
2113 CPs
2119.8 CPs
2127.0 CPs
2127.5 KPs
2112.3 CPs
2117.0 CPs
2109.0 CPs
2109.0 CPs
2113 CPs
2120.3 CPs
2127.4 CPs
2127.5 KPs

Time (Ens.) Memory (Bytes) Source
2155
2171
2179
2171
2180.5
2146
2183.2
2180.2
2220
2236
2244
2236
2244.5
2212
2247.5
2244.2

2116
2101
2113
2109
N/A
2120
2127.0
2115
2117
2121
2113
2113
N/A
2121
2127.4
2115

[18]
[18]
[18]
[18]
[10]
[17]
[16]
Sect. 5.3
[18]
[18]
[18]
[18]
[10]
[17]
[16]
Sect. 5.4

CPs: Chosen Plaintexts, KPs: Known Plaintexts

memory complexities, while keeping the time and data complexities virtually
unchanged. The results are given in Sect. 5 and are outlined in Table 2.
Organization of the Paper. The remainder of this paper is organized as
follows. Section 2 recalls the techniques of zero-correlation linear cryptanalysis.
Section 3 describes how to use Fast Fourier Transform in zero-correlation linear cryptanalysis. Section 4 derives the zero-correlation linear cryptanalysis with
FFT of 11-round Camellia-128 and 12-round Camellia-192. Section 5 reports the
multidimensional zero-correlation linear cryptanalysis of 14-round CLEFIA-192
and 15-round CLEFIA-256. We conclude in Section 6.

2

Preliminaries

In this section, we brieﬂy recall what zero-correlation linear approximations
are (Subsect. 2.1) and how they can be used to build distinguishers for block
ciphers with multiple zero-correlation approximations (Subsect. 2.2) and a multidimensional approach (Subsect. 2.3). This summarizes the state-of-the-art of
zero-correlation cryptanalysis.
2.1

Basics of Zero-Correlation Linear Cryptanalysis

Consider an n-bit block cipher fK with key K. Let P denote a plaintext which is
mapped to a ciphertext C under key K, C = fK (P ) [2]. If ΓP and ΓC are nonzero
plaintext and ciphertext linear masks of n bits each, we denote by ΓP → ΓC the

310

A. Bogdanov et al.

linear approximation ΓPT ·P ⊕ΓCT ·C = 0. Here, ΓAT ·A denotes the multiplication
of the transposed bit vector ΓA by a column bit vector A over F2 . The linear
approximation ΓP → ΓC has probability
pΓP ,ΓC = Prn {ΓPT · P ⊕ ΓCT · C = 0}.
P ∈F2

The value cΓP ,ΓC = 2pΓP ,ΓC − 1 is called the correlation of linear approximation
ΓP → ΓC . Note that pΓP ,ΓC = 1/2 is equivalent to zero correlation cΓP ,ΓC = 0.
Given a distinguisher of zero-correlation linear approximation(s) over a part
of the cipher (detailed upon in the next two subsections), the basic key recovery
can be done with a technique similar to that of Matsui’s Algorithm 2 [14], partially encrypting/decrypting from the plantext/ciphertext up to the boundaries
of the property. This is the key recovery approach used in all zero-correlation
attacks so far. In this paper, we aim to improve upon this by using an FFT
technique to reduce the computational complexity of attacks.
2.2

Zero-Correlation Linear Cryptanalysis with Multiple Linear
Approximations

Let the number of available zero-correlation linear approximations for an n-bit
block cipher be denoted by  [3]. Let the number of required known plaintexts
be N . For each of the  given linear approximations, the adversary computes
the number Ti of times that linear approximation i is fulﬁlled on N plaintexts
and ciphertexts, i ∈ {1, . . . , }. Each Ti suggests an empirical correlation value
ĉi = 2 TNi − 1. Then, the adversary evaluates the statistic:



ĉ2i =

i=1

2
 

Ti
2 −1 .
N
i=1


Under a statistical independency assumption, the value i=1 ĉ2i for the right
key approximately follows a normal distribution with mean μ0 = N and standard
√

deviation σ0 = N2 while for the wrong key the distribution is approximately
a normal distribution with mean μ1 = N + 2n and standard deviation σ1 =
√
2
N

√

+ 2n2 .
If we denote the probability of false positives and the probability of false
negatives to distinguish between a wrong key and a right key as β1 and β0 ,
respectively, and we consider the decision threshold τ = μ0 + σ0 z1−β0 = μ1 −
σ1 z1−β1 (z1−β0 and z1−β1 are the quantiles of the standard normal distribution),
then the number of known plaintexts N should be approximately:
N≈

2n (z1−β0 + z1−β1 )

.
/2 − z1−β1

(1)
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Multidimensional Zero-Correlation Linear Cryptanalysis

Now we treat the zero-correlation linear approximations available as a linear
space spanned by m base zero-correlation linear approximations such that all
 = 2m − 1 non-zero linear combinations of them have zero correlation [4]. For
each of the 2m data values z ∈ Fm
2 , the attacker initializes a counter V [z], z =
0, 1, 2, . . . , 2m − 1, to value zero. Then, for each distinct plaintext, the attacker
computes the corresponding data value in Fm
2 by evaluating the m basis linear
approximations and increments the counter V [z] of this data value by one. Then
the attacker computes the statistic T :
T =

m
2
−1

i=0

(V [z] − N 2−m )2
.
N 2−m (1 − 2−m )

The statistic T for the right key guess follows a χ2 -distribution with mean μ0 =
2
 n
n
2 −N
2
and
variance
σ
=
2(
−
1)
, while for the wrong key guess
( − 1) 22n−N
0
−1
2n −1
it follows a χ2 -distribution with mean μ1 =  − 1 and variance σ12 = 2( − 1).
If we denote the probability of false positives and the probability of false
negatives to distinguish between a wrong key and a right key as β1 and β0 ,
respectively, and we consider the decision threshold τ = μ0 + σ0 z1−β0 = μ1 −
σ1 z1−β1 , then the number of known plaintexts N should be about
N≈

(2n − 1)(z1−β0 + z1−β1 )

+ 1.
( − 1)/2 + z1−β0

(2)

Note that in both (1) and (2), the number of approximations used is the
same and equals . While in the ﬁrst case we take those individually, the multidimensional treatment considers them as a linear space spanned by m base
approximations.

3

Fast Fourier Transform for Zero Correlation

In this section, we describe an FFT-based technique of computational complexity reduction for zero-correlation cryptanalysis. It relies on eliminating the
redundant computations from the partial encryption/decryption in the course of
zero-correlation linear cryptanalysis. Let χP → χD be the linear approximation
for the ﬁrst R − 1 rounds of an R-round block cipher fK .
After partial decryption of the last round, the linear approximation to be
evaluated becomes: χTP · P ⊕ χTD · S −1 (C ⊕ K), where S −1 (·) represents a partial
decryption of the last round for the k bits of C and K that inﬂuence the value
of χTD · D.
We deﬁne the 2k × 2k matrix M as follows:
T

M (C, K) = (−1)χD ·S

−1

(C⊕K)

, for all C, K ∈ {0, . . . , 2k − 1}.
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Then, the bias of the linear approximation can be evaluated as the matrix vector
product M · x. As shown in [7], the matrix M has a level-circulant structure and,
consequently, this matrix-vector product can be computed eﬃciently using the
Fast Walsh-Hadamard Transform (equivalent to a k-dimensional Fast Fourier
Transform) with O(3k · 2k ) time complexity. The level-circulant structure results
from the XOR between the ciphertext and the key guess. Therefore, the matrix
can be expressed as a function of C ⊕ K. The detail of computing matrix-vector
product with FFT is shown in Appendix A of the full version of this paper [5].
The objective of using FFT is to compute the correlation for diﬀerent subkey guesses with matrix-vector multiplications. The key recovery part in zerocorrelation linear cryptanalysis can be done with the similar method utilized by
Matsui’s Algorithm 2 [14], as shown in [3]. Since the zero correlation attack with
multiple linear approximations computes the statistic which reveals correlation
directly, we can use the FFT speed-up to improve the computational complexity
as described above.

4

Zero-Correlation Cryptanalysis of Camellia with FFT

Camellia is a block cipher jointly proposed by Mitsubishi and NTT in 2000
[1] which has been approved for use by ISO/IEC. It features the basic Feistel
structure. The block size is 128 bits and the key size is variable. The number of
rounds depends on the key size, i.e., 18 rounds for 128-bit key and 24 rounds for
192/256-bit key. Every six rounds, a logical keyed transformation layer F L/F L−1
is applied and the round function uses a SPN structure, including the XOR
operation with the round subkey, the nonlinear transformation consisting of
eight parallel S-boxes (8 × 8) and the linear permutation P . The cipher also
uses input and output key whitening. Encryption process and key schedule are
illustrated in Appendix B of the full version of this paper [5].
4.1

Zero-Correlation Linear Approximations for 7-Round Camellia

In this subsection, some zero-correlation linear approximations for 7-round
Camellia with F L/F L−1 are derived. First, we will introduce some properties
for F L/F L−1 of Camellia.
Property 1. If the input mask of F L is IM = (0|0|0|0|0|0|0|i), then the output mask of F L is OM = (?|0|0|?|?|0|0|?), where ‘?’ is an unknown value, see
Fig. 1(a).
Property 2. For the output mask of F L−1 is OM = (0|0|0|0|0|0|0|i), then the
input mask of F L−1 is IM = (?|0|0|?|?|0|0|?), where ‘?’ is an unknown value,
see Fig. 1(b).
With these properties, we can derive zero-correlation linear approximations
for 7-round Camellia.

Zero-Correlation Linear Cryptanalysis with FFT

313

Fig. 1. Property of F L/F L−1

Fig. 2. 4 + 3 rounds

Fig. 3. 3 + 4 rounds

Property 3. For 7-round Camellia consisting of (F |F |F |F |F L/F L−1 |F |F |F ) as
in Fig. 2 or (F |F |F |F L/F L−1 |F |F |F |F ) as in Fig. 3, if the input mask of the ﬁrst
round is (b|0|0|b|0|b|b|b, 0|0|0|0|0|0|0|0) and the output mask of the last round is
(0|0|0|0|0|0|0|0, h|0|0|h|0|h|h|h), then the correlation of the linear approximations
is zero, where b, h ∈ F82 , b = 0, h = 0.
The proofs of Property 1, Property 2 and Property 3 are given in Appendix C
of the full version of this paper [5].
4.2

Key Recovery for 11-Round Camellia-128

Using the FFT technique, we can attack 11-round Camellia-128 with F L/F L−1
and whitening key starting from the ﬁrst round by placing the zero-correlation
linear approximations of 7-round (4 + 3) Camellia in rounds 3–9 as demonstrated in Fig. 3. This is clariﬁed in Fig. 4(a). Note that in Fig. 4(a), the byte
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values to be computed are denoted as ‘∗’ while the bytes denoted as ‘0’ do not
require computation.
In the following, we will use some notations. P i1 ,i2 ,... , C i1 ,i2 ,... and K i1 ,i2 ,...
denote the concatenation of i1 -th, i2 -th,. . . bytes of the plaintext word, ciphertext
word or subkey word respectively. S j denotes the output of the j-th S-box,
Fr denotes the round function for the r-th round and Frl is a function and it
computes the l-th output byte of the round function for the r-th round. We
denote K0 = k w1 ⊕ k1 , K1 = k w2 ⊕ k2 , K2 = k w3 ⊕ k10 , and K3 = k w4 ⊕ k11 ,
where k1 , k2 , k10 and k11 are 64-bit subkeys for round 1, 2, 10 and 11, respectively,
and k wi , 1 ≤ i ≤ 4 is the 64-bit whitening subkey.

Fig. 4. Attacks on 11-round Camellia-128 and 12-round Camellia-192

In our attack, we guess the subkey and evaluate the linear approximation
10
(b|0|0|b|0|b|b|b) · XL3 ⊕ (h|0|0|h|0|h|h|h) · XR
= 0 with
1,4,6,7
8
u = bT · PL8 ⊕ hT · CR
⊕ αT · PL1,4,6,7 ⊕ β T · CR
1,4,5,6,7
1,4,5,6,7
T
8
8
8
8
⊕b · S [PR ⊕ K1 ⊕ F1 (PL
⊕ K0
)]
1,4,5,6,7
8
⊕hT · S 8 [CL8 ⊕ K28 ⊕ F11
(CR
⊕ K31,4,5,6,7 )] = 0,

where α = (b, b, b, b), β = (h, h, h, h), b and h are non-zero bytes. In order to take
the full advantage of the FFT technique to reduce the time complexity, we transform
u to v by XORing αT · K01,4,6,7 ⊕ β T · K31,4,6,7 :
1,4,6,7
8
⊕ αT · (PL1,4,6,7 ⊕ K01,4,6,7 ) ⊕ β T · (CR
⊕ K31,4,6,7
v = bT · PL8 ⊕ hT · CR
⊕bT · S 8 [PR8 ⊕ K18 ⊕ F18 (PL1,4,5,6,7 ⊕ K01,4,5,6,7 )]
1,4,5,6,7
8
(CR
⊕ K31,4,5,6,7 )].
⊕hT · S 8 [CL8 ⊕ K28 ⊕ F11

(3)

Obviously, the absolute of correlation of the linear approximation u = 0 equals to
that of the linear approximation v = 0, so our attack is equivalent to evaluating the

Zero-Correlation Linear Cryptanalysis with FFT

315

correlation of the linear approximation v = 0. As described in Sect. 3, the correlation
of the linear approximation v = 0 can be evaluated as the matrix vector product where
the matrix is:
1,4,5,6,7
, K01,4,5,6,7 |K18 |K28 |K31,4,5,6,7 ) = (−1)v .
M (PL1,4,5,6,7 |PR8 |CL8 |CR

(4)

To reduce the time complexity, we choose 214 linear approximations where h
takes all possible non-zero values while b only takes all non-zero values for the
six least signiﬁcant bits and zero value for the two most signiﬁcant bits. Then
the attack is performed as follows:
1. Allocate the vector of counters Cκ of the experimental correlation for every
subkey candidate κ = (K01,4,5,6,7 |K18 |K28 |K31,4,5,6,7 ).
1,4,5,6,7,8
),
2. For each of the 2110 values of i = (PL1,4,5,6,7 |PL8 [1, 2, 3, 4, 5, 6]|PR8 |CL8 |CR
110
8
counters x, where PL [1, 2, 3, 4, 5, 6] is the six least sigdeﬁne a vector of 2
niﬁcant bits of PL8 .
3. For each of N plaintext-ciphertext pairs, extract the 110-bit value
1,4,5,6,7,8
i = (PL1,4,5,6,7 |PL8 [1, 2, 3, 4, 5, 6]|PR8 |CL8 |CR
)

and increment the counter xi according to the value of i.
4. For each of the 214 linear approximations
(a) Perform the data counting phase
1,4,5,6,7
), deﬁne a
i. For each of the 296 values of j = (PL1,4,5,6,7 |PR8 |CL8 |CR
vector of 296 counters y.
ii. For each of the 2110 values of i = (PL1,4,5,6,7 |PL8 [1, 2, 3, 4, 5, 6]|PR8 |CL8 |
1,4,5,6,7,8
1,4,5,6,7
), extract 96-bit value j = (PL1,4,5,6,7 |PR8 |CL8 |CR
) and
CR
add xi to or subtract xi from the counter yj according to the parity
8
.
of bT · PL8 ⊕ hT · CR
(b) Perform the key counting phase
i. Compute the ﬁrst column of M using (3) and (4). As M is a 96-level
circulant matrix, this information is suﬃcient to deﬁne M completely
(requires 296 operations).
ii. Evaluate the vector = M · y (requires 3 · 96 · 296 operations).
iii. Let C = C + ( /N )2 .
5. If Cκ < τ , then the corresponding κ is a possible subkey candidate and all
master keys are tested exhaustively.
After Step 4, we obtain 296 counters Cκ which are the sum of squares of
correlations for 214 linear approximations under each κ. The correct subkey is
then selected
from the candidates with Cκ less than the threshold τ = σ0 ·z1−β0 +
√
μ0 = N2 · z1−β0 + N .
If we set β0 = 2−2.7 and β1 = 2−96 , we get z1−β0 ≈ 1 and z1−β1 ≈ 11.3. Since
the block size n = 128 and we have  = 214 linear approximations, according
to Eq. (1) the number of known plaintext-ciphertext pairs N should be about
2125.3 .

316

A. Bogdanov et al.

In Step 5, only about 296 · 2−96 = 1 guess is expected to survive for the
96-bit target subkey. According to the key schedule of Camellia (e.g. outlined
in Appendix B of the full version of this paper [5]), the recovered 96-bit subkey
K01,4,5,6,7 , K18 , K28 and K31,4,5,6,7 can be expressed in kA and kL as follows,
K01,4,5,6,7
K18
K28
K31,4,5,6,7

= [k w1 ⊕ k1 ]1,4,5,6,7
= [k w2 ⊕ k2 ]8
= [k w3 ⊕ k10 ]8
= [k w4 ⊕ k11 ]1,4,5,6,7

= [(kL )L ⊕ (kA )L ]1,4,5,6,7 ,
= [(kL )R ⊕ (kA )R ]8 ,
= [(kA ≪ 111)L ⊕ (kL ≪ 60)R ]8 ,
= [(kA ≪ 111)R ⊕ (kA ≪ 60)L ]1,4,5,6,7 .

(5)

One can see that K31,4,5,6,7 is only related to 61 bits of kA . So we ﬁrst guess these
61 bits of kA and compute K31,4,5,6,7 . Then only about 261 · 2−40 = 221 values for
61-bit kA will survive. Second, we guess the other 67 bits of kA . Then the master
key kL could be computed with four 1-round Camellia encryptions using (6) as
proposed in [13]:
R
L
R
R
L
R
kL
= FC−1
(kA
⊕ FC4 (kA
)) ⊕ kA
⊕ FC3 (kA
⊕ FC4 (kA
)),
2

(6)

L
R
L
R
kL
= FC−1
(kA
⊕ FC3 (kA
⊕ FC4 (kA
))),
1

where Ci , 1 ≤ i ≤ 4 is the constant value used in the key schedule. The complex4
≈ 286.5 11-round Camellia encryptions.
ity of this procedure is about 221 · 267 · 11
The complexities for Step 3, Step 4(a), Step 4(b) and Step 5 are 2125.3 memory
accesses, 2124 memory accesses, 214 · 4 · 96 · 296 = 2118.6 11-round encryptions,
286.5 11-round encryptions, respectively. If we assume that one time of memory
access is equivalent to one 11-round Camellia encryption, then the total time
complexity is about 2125.8 encryptions. The memory requirements are about
2112 bytes.
All in all, the data complexity is about 2125.3 known plaintexts, the time complexity is about 2125.8 encryptions and the memory requirements are 2112 bytes.
4.3

Key Recovery for 12-Round Camellia-192

Now we will use the 7-round zero-correlation linear approximations of type (3+4)
as given in Fig. 3 to attack 12-round Camellia-192 starting from the ﬁrst round.
By placing these 7-round zero-correlation linear approximations in rounds 4 to
10, we can attack Camellia-192 from round 1 to round 12. This is illustrated in
Fig. 4(b).
First, we guess the 64-bit subkey of the ﬁrst round K0 and then we proceed
with the steps similar as those in the attack on 11-round Camellia-128. Hence,
we have to guess 160-bit subkey:
K01,2,3,4,5,6,7,8 = [k w1 ⊕ k1 ]1,2,3,4,5,6,7,8 = [(kL )L ⊕ (kB )L ]1,2,3,4,5,6,7,8 ,
K11,4,5,6,7
K38
K41,4,5,6,7

= [k

w4

⊕ k12 ]

(8)

K28 = [k w1 ⊕ k3 ]8 = [(kL )L ⊕ (kR ≪ 15)L ]8 ,

(9)

w3

⊕ k2 ]

1,4,5,6,7

= [(kL )R ⊕ (kB )R ]

(7)

,

= [k

= [k

w2

1,4,5,6,7

⊕ k11 ] = [(kB ≪ 111)L ⊕ (kA ≪ 45)L ] ,

1,4,5,6,7

8

8

= [(kB ≪ 111)R ⊕ (kA ≪ 45)R ]

1,4,5,6,7

.

(10)
(11)
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Note that in this attack we set β0 = 2−2.7 and β1 = 2−160 , we get z1−β0 ≈ 1
and z1−β1 ≈ 14.7. Since the block size n = 128 and we have  = 214 linear
approximations, then N should be about ≈ 2125.7 from (1). Similar to the attack
on 11-round Camellia-128, only about 2160 · 2−160 = 1 guess for the 160-bit
target subkey is expected to survive. The complexity of these steps is about
264 · 2124.8 = 2188.8 12-round Camellia encryptions since the attack on 12-round
Camellia-192 is basically the same as the attack on 11-round Camellia-128 except
that we have to guess the extra 64-bit K01,2,3,4,5,6,7,8 .
To recover the master key consisting of 128-bit kL and 64-bit (kR )L , we

according to key schedule. We compute the
ﬁrst guess 128-bit kB , compute kB
value of (kL )L according to (7). Then we get (kR ≪ 15)8L with (9), guess 56-bit
1,2,3,4,5,6,7

and compute kA = kB
⊕ kR . Now we get the value of kA
(kR ≪ 15)L
and kB according to the key schedule. Using (10, 11), we ﬁlter out 2−48 values of
kA and kB . After this step, there are about 2128 · 256 · 2−48 = 2136 possible values
for kA , kB and kR . kL can be computed with a cost of four 1-round Camellia
encryptions for each of 2136 values of kA , kB and kR . With (8), we ﬁlter out
2−40 wrong candidates. Then we have 296 right key candidates at this time. By
verifying with one plaintext-ciphertext pair, only the right key will remain. The
dominant time complexity of the above procedure lies in the computation of
1,2,3,4,5,6,7
, which is about
kA after guessing 128-bit kB and 56-bit (kR ≪ 15)L
2184 XORs of two 128-bit values. Compared to 2188.8 12-round Camellia-192
encryptions, this time complexity is negligible.
Thus, the data complexity is 2125.7 known plaintexts, the memory requirements are about 2112 bytes, and the time complexity is 2188.8 encryptions.

5

Multidimensional Zero-Correlation Cryptanalysis
of CLEFIA

CLEFIA is a block cipher proposed in 2007 by Sony Corporation [15] and has
been adopted as one of the ISO/IEC international standards in lightweight cryptography. The block size is 128-bit and the key size could be 128, 192 or 256 bits.
Accordingly, they are denoted as CLEFIA-128, CLEFIA-192 and CLEFIA-256
and the number of rounds for them are 18, 22 and 26, respectively. CLEFIA
employs a four-branch generalized Feistel structure with two parallel F functions (F0 , F1 ). The 128-bit ciphertext (C0 |C1 |C2 |C3 ) is generated from 128-bit
plaintext (P0 |P1 |P2 |P3 ) along with 2r 32-bit subkey keys (RK0 , . . . , RK2r−1 ) and
four 32-bit whitening keys (W K0 , W K1 , W K2 , W K3 ), where r is the total round
number. Here we denote a 128-bit value as concatenation of four 32-bit words.
The encryption process and key schedule of CLEFIA are shown in Appendix D
of the full version of this paper [5].
There are two types of round functions consisting of subkey XOR, S-boxes
and the linear transformation, where the linear transformations for them are
deﬁned as M0 and M1 , respectively:
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⎛

⎛
⎞
⎞
0x1 0x2 0x4 0x6
0x1 0x8 0x2 0xa
⎜ 0x2 0x1 0x6 0x4 ⎟
⎜ 0x8 0x1 0xa 0x2 ⎟
⎜
⎟
⎟
M0 = ⎜
⎝ 0x4 0x6 0x1 0x2 ⎠ and M1 = ⎝ 0x2 0xa 0x1 0x8 ⎠ .
0x6 0x4 0x2 0x1
0xa 0x2 0x8 0x1
5.1

Zero-Correlation Linear Approximations of 9-Round CLEFIA

In [2], zero-correlation linear approximations of 9-round CLEFIA have been
given. If the input mask is (a, 0, 0, 0) and the output mask is (0, 0, 0, a), then
the correlation of the linear approximations is zero. The details of the zerocorrelation linear approximations of 9-round CLEFIA are shown in Fig. 5.

Fig. 5. Zero-correlation linear approximations of 9-Round CLEFIA

5.2

Multidimensional Zero-Correlation Cryptanalysis of 14-Round
CLEFIA-192 and 15-Round CLEFIA-256

For the zero-correlation linear approximations of 9-round CLEFIA (a, 0, 0, 0)
−→ 9r(0, 0, 0, a), if we take all non-zero values for a, then there are so many
guessed subkey bits involved in the key recovery process that the time complexity
will be greater than exhaustive search. Therefore, in order to reduce the number
of guessed subkey bits, we only use the linear approximations where a satisﬁes
the following condition:
(x, 0, 0, 0), (0, x, 0, 0), (0, 0, x, 0) or (0, 0, 0, x) −→ M1 a, x ∈ F82 , x = 0, a ∈ F32
2 , a = 0,
(y0 , y1 , y2 , y3 ) −→ M0 a, yi ∈ F82 , 0 ≤ i ≤ 3, yi = 0.

We will use the above four groups of a in our attack and there are 255 such
linear approximations for each group discovered in our test. In the following, we
use ag , 0 ≤ g ≤ 3 to denote the four groups where only the g-th byte’s input mask
of M1 is nonzero in ag , e.g. (x, 0, 0, 0) ∈ a0 and (0, 0, x, 0) ∈ a2 . In this way, if
the output mask of the round function F1 is a, then the input mask of the linear
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Fig. 7. Attack on 15-round CLEFIA-256

transformation M1 of this round function is (x, 0, 0, 0), (0, x, 0, 0), (0, 0, x, 0) or
(0, 0, 0, x). In this way, there is only one active S-box in F1 round function in
the 1st and 13th rounds, only one subkey byte is required to be guessed instead
of four subkey bytes. Four groups of ag will be used one by one to sieve wrong
subkeys. The right subkey candidates are those survived after the ﬁlteration by
four groups of a.
5.3

Key Recovery for 14-Round CLEFIA-192

We put the zero-correlation linear approximations of 9-round CLEFIA in rounds
4–12 and attack 14-round CLEFIA-192 starting from the ﬁrst round, see Fig. 6.
Assume that N known plaintexts are used, the partial encryption and decryption using the partial sum technique are proceeded as in Table 3. Note that Xjr
denotes the j-th branch of the r-th round, the number in square bracket denotes
the byte of a 32-bit word, e.g. P2 [g], 0 ≤ g ≤ 3 is the g-th byte of 32-bit P2 . Y and
Z are the intermediate states in the third round shown in Fig. 6. In Table 3, the
second column stands for the subkey bytes that have to be guessed in each step,
the third column denotes the time complexity of corresponding step measured in
1/4 round encryption. In each step, we save the values of the intermediate state
xi,g , 1 ≤ i ≤ 7, 0 ≤ g ≤ 3, during the encryption and decryption process and
these are shown in column “Computed States”. For each possible value of xi,g ,
the counter (partial sum) Vi,g [xi,g ] will record how many plaintext-ciphertext
pairs can produce the corresponding intermediate state xi,g . The counter size
for each xi,g is shown in the last column.
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Table 3. Partial encryption and decryption on 14-round CLEFIA-192

Step Guess Complexity
I
II
III
IV
V
VI
VII

K5
K0
K2
K3 [0]
K3 [1]
K3 [2]
K3 [3]

4 · N · 232
4 · 2112 · 264
4 · 280 · 296
4 · 256 · 2104
4 · 256 · 2112
4 · 256 · 2120
4 · 256 · 2128

Computed states
x1,g
x2,g
x3,g
x4,g
x5,g
x6,g
x7,g

=
=
=
=
=
=
=

(P0 |P1 |P2 |(M1−1 (P3 ⊕ C2 ))[g]|X113 [g])
(X01 |P2 |(M1−1 (P3 ⊕ C2 ))[g]|X113 [g])
(X02 |P2 [g]|(M1−1 (P3 ⊕ C2 ))[g]|X113 [g])
(X02 [1, 2, 3]|Z[0]|P2 [g]|(M1−1 (P3 ⊕ C2 ))[g]|X113 [g])
(X02 [2, 3]|Z[1, 0]|P2 [g]|(M1−1 (P3 ⊕ C2 ))[g]|X113 [g])
(X02 [3]|Z[0, 1, 2]|P2 [g]|(M1−1 (P3 ⊕ C2 ))[g]|X113 [g])
(P2 [g]|(M1−1 (Y ⊕ P3 ⊕ C2 ))[g]|X113 [g])

Counter-size
V1,g
V2,g
V3,g
V4,g
V5,g
V6,g
V7,g

− 2112
− 280
− 256
− 256
− 256
− 256
− 224

Since we are going to use four groups ag , 0 ≤ g ≤ 3, each step in Table 3 has
to be parallelly proceeded for each ag . To be more clear, we explain the ﬁrst two
steps in Table 3 in detail. In Step I, we allocate four 16-bit counters V1,g [x1,g ] and
initialize these counters to zero. We then guess 32-bit K5 and partially decrypt
N ciphertexts to compute x1,g , and increment the corresponding counters. In
Step II, we allocate four 48-bit counters V2,g [x2,g ] and initialize them to zero.
We then guess 32-bit K0 and partially encrypt x1,g to compute x2,g and add the
corresponding V1,g to V2,g .
Key Recovery. We set β0 = 2−4.6 and β1 = 2−48 , then z1−β0 ≈ 1.7, z1−β1 =
7.8. Since n = 128 and  = 255, then according to (2), the data complexity N is
about 2127.5 . To recover the master key, we perform the following steps.
(A) Partial encryption and decryption for 2127.5 plaintext-ciphertext pairs as
speciﬁed by Step I∼VII in Table 3. After Step VII, we get counters V7,0 [x7,0 ],
V7,1 [x7,1 ], V7,2 [x7,2 ] and V7,3 [x7,3 ].
(B) Wrong subkeys ﬁlteration with a0 as speciﬁed in Algorithm 1. There are
16 new guessed subkey bits involved in this step, and thus about 2128+16 ·
2−48 = 296 values for guessed 144-bit subkey will survive after this step.
(C) Wrong subkeys ﬁlteration with a1 as speciﬁed in Algorithm 1. After this
step, 296+16 · 2−48 = 264 values for guessed 160-bit subkey will survive.
(D) Wrong subkeys ﬁlteration with a2 as speciﬁed in Algorithm 1. 264+16 ·2−48 =
232 values for guessed 176-bit subkey are expected to survive after this step.
(E) Wrong subkeys ﬁlteration with a3 as speciﬁed in Algorithm 1. Only 232+16 ·
2−48 = 1 value for guessed 192-bit subkey is supposed to remain.
(F) According to the key schedule of CLEFIA-192, we can recover the master
key from this unique 192-bit subkey.
The dominant time complexity in Step (A) lies in Step VII, which is about
1
4·256 ·2128 · 14 · 14
≈ 2180.2 14-round CLEFIA-192 encryptions. The time complexity
1
≈ 2155.2 14-round CLEFIAof Step (B) is about (2128+8 ·224 +2128+16 ·216 )· 14 · 14
192 encryptions. The time complexity of Step (C) is about (296+8 · 224 + 296+16 ·
1
≈ 2123.2 14-round CLEFIA-192 encryptions. The time complexity of
216 ) · 14 · 14
Step (D) and (E) is negligible.
For the time complexity of Step (F), we need to consider the key schedule
of CLEFIA-192. The six subkeys guessed, Ki , 0 ≤ i ≤ 5 are RK0 , RK1 , RK2 ⊕
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Algorithm 1. Filter out wrong subkeys with ag
1: Allocate 128-bit counter V8,g for 16-bit x8,g = ((M1−1 (Y ⊕ X21 ⊕ C2 ))[g]|X113 [g])
and initialize to zero
2: Guess 8-bit K1 [g], compute x8,g with x7,g , then V8,g [x8,g ]+ = V7,g [x7,g ]
3: Allocate 128-bit counter V9,g for 8-bit x9,g = ((M1−1 (Y ⊕ X21 ⊕ X312 ))[g]) and
initialize to zero
4: Guess 8-bit K4 [g], compute x9,g with x8,g , then V9,g [x9,g ]+ = V8,g [x8,g ]
5: Allocate 128-bit counter Vg [z] for 8-bit z and initialize to zero
{z is the concatenation of evaluations of 8 basis zero-correlation masks}
6: Compute z from x9,g with 8 basis zero-correlation masks, then Vg [z]+ = V9,g [x9,g ]
2
 8 −1  Vg [z]
1
7: Compute T = N · 28 · 2z=0
−
8
N
2
8: if T < τ then
9:
Guessed subkey values are possible right subkey candidates
10: end if

W K0 , RK4 , RK25 ⊕W K2 and RK26 , respectively. According to the key schedule
in Appendix D of the full version of this paper [5], RK0 , RK1 and RK26 is only
related with the intermediate key value L. Then after Step (E), we obtained
96-bit L since there is only one value for the 192-bit subkey left. To recover the
192-bit key K from the key schedule, we guess other 160-bit L and compute
K with cost equivalent to 20 one-round CLEFIA encryptions. K could then be
veriﬁed with at most two plaintext-ciphertext pairs. The complexity to recover
the master key from the 192-bit subkey we obtained after Step (E) is 2160 · 20
14 +
2160 + 2160−128 ≈ 2161.3 14-round CLEFIA-192 encryptions.
All in all, the time complexity of our attack on 14-round CLEFIA-192 is
about 2180.2 14-round CLEFIA-192 encryptions, the data complexity is 2127.5
known plaintexts and the memory requirements are about 2115 bytes to store
the counters in Step I.
5.4

Key Recovery for 15-Round CLEFIA-256

We also place the zero-correlation linear approximations of 9-round CLEFIA in
rounds 4 to 12 and attack 15-round CLEFIA-256 starting from the ﬁrst round,
see Fig. 7.
For the attack on 15-round CLEFIA-256, we need to guess 32-bit K6 and 32bit K7 and decrypt N pairs of texts to get (X014 , X114 , X214 , X314 ). The remaining
procedure is similar as the attack on 14-round CLEFIA-192, where we still set
β0 = 2−4.6 and β1 = 2−48 .
The time complexity from Step (A) to Step (E) for the attack on 15-round
CLEFIA-256 is about 264 times of the time complexity in the corresponding
step for the attack on 14-round CLEFIA-192. So the total complexity for Step
(A)∼(E) is about 2180.2 · 264 ≈ 2244.2 15-round CLEFIA-256 encryptions.
For the time complexity of Step (F), the key schedule of CLEFIA-256 should
be considered. The guessed eight subkeys, Ki , 0 ≤ i ≤ 7 are RK0 , RK1 , RK2 ⊕
W K0 , RK4 , RK25 , RK26 ⊕ W K3 , RK28 and RK29 , respectively. From the key
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schedule of Appendix D of the full version of this paper [5], the guessed subkey
RK0 , RK1 and RK25 are only related with the intermediate key value L. Then
after Step (E), we obtained 264 values for 96-bit L since there are 264 guesses for
the 256-bit subkey left. To recover the 256-bit key K, we guess other 160-bit L
and compute K with cost equivalent to 20 one-round CLEFIA encryptions. K
could then be veriﬁed with at most two plaintext-ciphertext pairs. The complexity to recover the master key from the 256-bit subkey we obtained after Step (E)
64 160
+ 264 · 2160 · 2−128 ≈ 2185.2 15-round CLEFIA-256
is about 264 · 2160 · 20
15 + 2 · 2
encryptions.
All in all, the time complexity of our attack on 15-round CLEFIA-256 is
about 2244.2 15-round CLEFIA-256 encryptions, the data complexity is 2127.5
known plaintexts and the memory requirements are about 2115 bytes to store
the counters in Step I.

6

Conclusion

In this paper, we use the Discrete Fast Fourier Transform to enhance zerocorrelation linear cryptanalysis by a faster key recovery. We improve upon the
state-of-the-art cryptanalysis for Camellia and CLEFIA by breaking more rounds
for Camellia-128 and Camellia-192 than was possible previously as well as by
reducing time and memory complexities for CLEFIA-192 and CLEFIA-256.
It is our hope that the FFT zero correlation cryptanalysis will lead to a
reevaluation of security level for further ciphers as well.
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