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Abstract. The introduction of e-Health applications has not only
brought benefits, but also raised serious concerns regarding security and
privacy of health data. The increasing demands of accessing health data,
highlighted critical questions and challenges concerning the confiden-
tiality of electronic patient records and the efficiency of accessing these
records. Therefore, the aim of this paper is to provide secure and effi-
cient access to electronic patient records. In this paper, we propose a
novel protocol called the Linkable Anonymous Access protocol (LAA).
We formally verify and analyse the protocol against security properties
such as secrecy and authentication using the Casper/FDR2 verification
tool. In addition, we have implemented the protocol using the Java tech-
nology to evaluate its performance. Our formal security analysis and
performance evaluation proved that the LAA protocol supports secure
access to electronic patient records without compromising performance.

1 Introduction

Information security and privacy in the e-health domain are issues of grow-
ing concern. The adoption of electronic patient records, increased regulation,
provider consolidation and the increasing need for information exchange between
patients, providers and payers, all lead towards the need for a better information
security and privacy [1].

The exponential growth of the Internet and electronic health brings not only
benefits, but also risks. Numerous attacks pose a real challenge to different as-
pects of security techniques. Among these security techniques, security protocols
play a significant role. They use cryptographic primitives as building blocks to
achieve security goals such as authentication, confidentiality and integrity [2].

In [3], we have proposed a new method called 3LI2Pv2 method to support
controlled access to electronic patient records (EPRs) with three levels of identity
privacy reservations. In the method, we have identified three levels of patient
identity privacy protection:
* Level-1 (L1)- Linkable access: At this level, multiple data objects of the same
patient can be linked, and this set of objects can be linked to the patient’s
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identity. L1 access should be limited to L1 users, i.e. users with linkable access
privilege.
* Level-2 (L2)- Linkable anonymous access: At this level, multiple data objects
of the same patient can be linked, but this set of objects cannot be linked to
the patient’s identity. L2 access should be limited to L1/L2 users, i.e. users with
linkable anonymous access privilege.
* Level-3 (L3)- Anonymous access: At this level, multiple data objects of the
same patient cannot be linked, nor the patient’s identity be exposed. L3 access
should be limited to L1/L2/L3 users, i.e. users with anonymous access privilege.

The 3LI2Pv2 method relied of cryptographic primitives to meet its goals. We
have informally analysed the 3LI2Pv2 method against some security properties,
and the result was positive. For future work, we suggested to include the design
of the access protocol for the three levels. Therefore, in this paper, we introduce
a secure and robust protocol for the Level-2 (Linkable anonymous access).

By and large, security protocols have been modelled and verified using infor-
mal verification tools. As a result, it is now very common that security protocols,
which were previously proposed have found to be vulnerable later on. For exam-
ple, the Needham-Schroeder public key protocol [4] succeeded in the informal
analysis, but failed in the formal verification [5]. To address this problem, formal
methods have been widely used to specify security protocols and verify security
properties, such as confidentiality, authentication and non-repudiation, to ensure
correctness [6].

In this paper, a formal method, Casper/FDR2 verification tool [7] [8], is used
to model and verify the LAA protocol. Casper/FDR2 has proven to be suc-
cessful for modelling and verifying several security protocols; it has been used
to verify authentication, secrecy, and other security properties [9] [10]. Accord-
ingly, we consider it also suitable for the verification of the LAA protocol. The
Casper/FDR2 model checker is used to verify the security properties of the proto-
cols. If the protocols do not fulfil the specified security properties, then the FDR2
checker shows a counterexample which represents the cause against vulnerability.
After completing the formal verification of the protocol using Casper/FDR2, we
implement the protocol using the Java technology [11] to test it against perfor-
mance. JAVA is selected because it supports a set of standard security primitives
such as the hash function SHA-256 [12], the symmetric cryptographic algorithm
AES [13] and the asymmetric cryptographic algorithm RSA [14].

This paper is organized as follows; In Section 2, we introduce common secu-
rity threats. In section 3, we describe, model and verify the LAA protocol. In
addition, we set the security goals that the LAA protocol should fulfil. Then, we
present the result of the verification. In Section 4, we present the implementation
and performance evaluation of the LAA protocol. In Section 5, we conclude the
paper and discuss future work.

2 Common Security Threats

Access to electronic patient records is subject to diverse types of security threats
and attacks. In this paper, we will exclude threats of environmental origin such
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as fire or accidental ones such as user errors or software malfunction. The threats
that we will consider are, confidentiality threats, integrity threats and authenti-
cation threats.

2.1 Confidentiality Threats

In this type of threat, an intruder may gain access to sensitive information. The
attack consists in eavesdropping the communication links, without interfering
with the transmissions, or in inspecting data stored in the system. Examples
of this type of threat are Man in the middle attack, replay attack, credential
forgery and impersonation.

2.2 Integrity Threats

In this type of threat, an intruder may alter the information exchanged between
entities. The attack consists in interfering with the transmissions, so that the
recipient receives data, which are different from those sent by the originator. An
example of this type of threat is data tampering.

2.3 Authentication Threats

In this type of threat, an intruder may prepare false data and deceive the recip-
ient into believing that they come from a different originator (which the recipi-
ent takes as the authentic originator). The attack consists in forging the part of
the data where the originator is identified (usually in the identity credentials).
An example of this type of threat is spoofing. Repudiation is also a variant of
this type of threats that consists in denying authorship or the contents of data
previously sent.

3 Formal Verification and Security Analysis of the
Linkable Anonymous Access (LAA) Protocol

In this section, we first describe and model the LAA security protocol with
Casper. Then, we introduce some important security requirements that the LAA
protocol should fulfil. Finally, we verify the protocol using the FDR2 model
checker, discuss the verification result of the protocol and analyse its security
requirements.

3.1 The LAA Protocol Description

The purpose of the LAA protocol is to link multiple data objects of the same
patient managed by a heath service provider (HSP), but this set of objects
cannot be linked to the patient’s real identity (e.g. NHS number). This type of
access should be granted to users with higher privileges (L1 and L2 users) such
as general practices (GPs) and specialist who need such information to proceed
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Table 1. The LAA Protocol Notation and Meaning

Notation Meaning
a An identifier of an initiator/client
b An identifier of a responder/server
ca An identifier of a certification authority
nx A random nonce of x
cr A challenge response
PKx A public key of x
SKx A secret Key of x
ts A time Stamp (an expiration time)
h A hash function
msg A message of data request
certa A PK-certificate of a generated by ca
attr-certa An attribute certificate of a generated by ca
veri1 An integrity verification of certa
ps3intral2 An L3 pseudonym Type-III
sigb A signature of b
integrity1, integrity2 Used in attr-certa integrity verification

with the patient’s treatment. Until now, no research has been conducted to
analyse the vulnerability of the LAA protocol using a formal verification tool.
Table 1 shows the basic notation of the LAA protocol. Figure 1 shows message
sequences of the LAA protocol.

The communication channel in the LAA protocol, is based on the Secure
Socket Layer (SSL) protocol [15] to ensure security for data transmission. For
protocol analysis using Casper/FDR2, we assume the following.
- The underlying cryptographic algorithms used in SSL’s public key and sym-
metric key ciphers are secure.
- All parties unconditionally trust the certification authority. The certification
authority certifies the public key for clients.
- All parties unconditionally trust the attribute authority who issues the at-
tribute certificates for clients.
- Patients’ records have already been de-identified.

In the LAA protocol, ca is the certification authority who issues public-key
(PK) certificates to legitimate users. Server, b is the health service provider
(HSP) who provides patient data to the requesting client a, the initiator.

The PK-certificate includes two parts, {a, Pk(a), l2, ts} and {h(a, Pk(a),
l2, ts}{SK(ca)}. The first part, contains information about the client, such as,
identity a, public key of a PK(a), group membership l2 and timestamp ts. The
second part, is the signature of the ca. ca signs subject a, public key of a, PK(a),
a groupmembership l2 and timestamp ts using its own private key SK(ca), which
is only known to the ca. Since it is encrypted with the private key of ca, any
other user cannot spoof it. It provides confidence of certificate’s information to a
participant. The certificate can only be decrypted by the public key of ca, which
is known to client a and HSP b. The following describes the message sequence
of the LAA protocol depicted in Figure 1.

Message 1: ca issues and sends the PK-certificate, certa, to client a in order to
authenticate client a and distribute PK(a) safely.
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Fig. 1. The LAA protocol description

Message 2: b issues and sends the attribute certificate, attr-certa, to a. This
certificate includes the issuer name (b), the client name (a), an L3 pseudonym
(ps3intral2), a timestamp (ts) and the issuer’s signature on the certificate (sigb).
The L3 pseudonym (ps3intral2), contains another pseudonym (ps2), a recovery
token (w), issuer name (b) and the request (All) which indicates all objects of a
patient managed by this HSP b.

Message 3: Client a sends his/her nonce (na) and a message containing the
requested data encrypted with the shared symmetric key.

Message 4: a sends his/her PK-certificate (certa) to b. This certificates contains
veri1 and veri2. The variable veri1 contains the plain content of the certificate.
The variable veri2 contains the deciphered b’s signature on the certificate. Using
veri1 and veri2 allows checking the integrity of the certificate. HSP b then
validates the ca’s public on the certificate and verifies the certificate’s integrity.

Message 5: HSP b sends to client a the challenge response cr1, which contains
the random nonces (na, nb) and his/her identity b, encrypted with a’s public
key. Client a checks if cr1 is decryptable by SK(a) and contains the right nonce
na. This step is essential to allow client a to authenticate verifier b.

Message 6: Client a sends to b the challenge response cr2, which contains nb
and a. Recipient b checks if cr2 is decryptable by SK(b) and contains the right
nonce nb. This step is essential to allow b to authenticate a. Also, in this step,
b checks a’s group membership to ensure that s/he belongs to the right group
and legitimate for this type of access.

Message 7: After successful authentication, a sends to b his attr-cert to check
his authorisation. HSP b then checks the correctness of the certificate. It com-
pletes this by verifying the signature on the certificate and checks a’s access
credentials. That is to ensure that the certificate contains the right type of L3
pseudonym (ps3intral2). After that, it verifies the integrity of the lower-level
pseudonym (ps2) to ensure that it has not been altered during transmission.
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Message 8: Finally, after successful authorisation, b forwards to a the requested
patient’s data objects indexed with the right pseudonym and encrypted with the
shared secret key.

3.2 Modelling the LAA Protocol Using Casper

Based on the LAA protocol’s notation in Table 1, we model the LAA protocol
in Casper script as shown in Figure 2.

Fig. 2. The LAA protocol modelling using Casper

3.3 LAA Protocol Goals

In this section, we identify the LAA protocol security goals or properties.

(P1) Data Confidentiality: Confidentiality is a vital requirement that pro-
vides secrecy and privacy in e-health applications. An unauthorised party or an
intruder should not be able to learn anything about any communication between
two entities by observing or even tampering the communication lines.
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(P2) Integrity Protection: A strong integrity mechanism should be deployed
to protect against data tampering. The LAA protocol should detect any unau-
thorised alteration to data being transmitted between authorised entities.

(P3) Mutual Authentication: Or two-way authentication, refers to both en-
tities of the protocol should authenticate each other to allow secure exchange of
data between them.

(P4) Certificate Manipulation Protection: It should be guaranteed that
certificates (i.e., PK-certificates) presented in the protocol by entities are valid
and have not been corrupted or modified during transmission.

(P5) Credential Forgery Protection: It should be assured that users’ creden-
tials are not stolen or forged. This is because it can lead to elevation of privileges
attack. That is when a user with limited privileges assumes the identity of a user
with higher privileges to gain access to patient confidential data.

(P6) Data Freshness: There should be a proof that nonces, generated during
protocols, are fresh and the integrity of the session key is preserved. Both entities
should also have undeniable proof that the other party is in possession of a valid
session key. Any previous compromised key should be easily detected, and the
protocol run should terminate.

(P7) Anonymous Linkability: A user with L2 access credentials should be
able to link multiple de-identified or anonymous objects of the same patient
managed by an HSP but should not be able to link them to the patient’s real
identity.

3.4 Verification Result and Security Analysis of the LAA Protocol

The result of the verification using Casper/FDR2 tool confirms that the LAA
protocol has fulfilled l the security properties identified in Section 3.3. The result
of the verification is shown in Figure 3.

(P1) Data Confidentiality: was fulfilled by deploying cryptographic tech-
niques such as symmetric cryptoystem, asymmetric cryptoystem, and hash
functions.

(P2) Integrity Protection: was achieved by using digital signatures and hash
functions that can detect any data modification during transmission.

(P3) Mutual Authentication: was met by integrating the challenge response
protocol.

(P4) Certificate Manipulation Protection: was abided by including a times-
tamp in the certificate, which can spot any manipulation or sniffing.

(P5) Credential Forgery Protection: was met by adding the credential
holder’s identity in both types of certificates, the PK-certificate and the
attribute certificate. So by checking that both certificates contain the same
credential holder identity, we can detect any forgery.
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Fig. 3. Verification result of the LAA protocol using Casper/FDR2

(P6) Data Freshness: was achieved by including a freshly random nonce with
the transmitted data.

(P7) Anonymous Linkability: was fulfilled by integrating the L3 pseudonym-
TypeIII in the user’s access credential. This allows linkable anonymous access
to patient data as it contains a lower-level pseudonym that can be used to link
all the patient’s objects.

4 Implementation and Performance Evaluation

This section illustrates the implementation and performance evaluation of the
LAA security protocol.

Performance is measured by two metrics, minimising access delay and min-
imising server computation time. An access delay is the time elapsed from
submitting an access request until the time the response is obtained. A server
computation time is the time required for the server to complete the necessary
operations from receiving the request until the response to the request is sent.
Both metrics should be kept as low as possible.
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To extract the access delay and server computational time resulted from the
LAA protocol, we have measured the time taken to execute the protocol under
two scenarios.
- The first scenario is called the L3 Scenario. In this scenario, we run the protocol
without applying any extra security layer to the protocol. This scenario is the
Level-3 access, which has been described in the introduction section.
- The second scenario is called the L2 Scenario. In this scenario, we run the
protocol with applying our additional security solution.

The measurements are taken for 10 execution rounds for each scenario, and
the averages are calculated. The results are depicted in Figure 4.

4.1 Implementation Hardware and Software

To implement the LAA protocol, we have used a desktop computer running
Windows 8 with a 2.30 GHz Intel Core i3 and 8GB of RAM. The software used
to implement the LAA protocol is JAVA 2 Platform, Standard Edition (J2SE).

4.2 Performance Evaluation Result and Analysis

Figure 4 shows that the time (Access delay) taken to execute the LAA protocol
(L2 Scenario) is 111 milliseconds, which is approximately 30% more than the
time taken in L3 Scenario, which is 85 milliseconds. The server computation
time in L2 Scenario is 107 milliseconds, which is approximately 33% more than
that in L3 Scenario, which is 81 milliseconds.

Fig. 4. Performance evaluation result of the LAA protocol

The extra cost in the L2 Scenario is caused by the following reasons.
- The extra communications between the client and the verifier.
- The extra computations in signature verifications by both the client and the
verifier.
- The extra computation in the attribute certificate verification by the verifier.
- The extra computation in checking the timestamp in the attribute certificate.
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- The extra computation in validating the pseudonym, PS3intral2 in the
attribute certificate.
- The extra integrity check of the lower-level pseudonym (PS2) included in
PS3intral2.

5 Conclusion

The focus of this paper was on two important aspects. The first aspect is de-
signing a robust protocol to facilitate secure access to patient electronic records.
The second aspect is providing an efficient access to electronic patient records.

The first aspect was achieved by relying on the formal verification tool,
Casper/FDR2. The result of the verification showed that the protocol has ful-
filled important security requirements. We have incorporated SSL protocol,
which allowed communication channels to be confidentiality, integrity and au-
thentication protected. Our protocol offers a wide range of significant features.
It supports linkable anonymous access to patient data by deploying important
cryptographic techniques. It ensures confidentiality of patient sensitive data. It
supports data freshness by making use of timestamp and random nonces. It pro-
tects from certificate manipulation and credential forgery. Mutual authentication
is also supported to obtain unforgeable proof of the participants in the protocol.

The second aspect was achieved by implementing the LAA protocol using
the Java technology to evaluate its performance. The result from the protocol
implementation showed that we had successfully balanced between security and
performance. This is because the increase in performance was linear with the
increase of security layer. In other words, the analysis proved that our LAA
protocol is secure and efficient. For future work, we aim to extend the analysis
of the LAA protocol to other security e-health protocols, considering security
and performance as essential criteria.
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