
 

A. Petrosino, L. Maddalena, P. Pala (Eds.): ICIAP 2013 Workshops, LNCS 8158, pp. 86–94, 2013. 
© Springer-Verlag Berlin Heidelberg 2013 

Learning Strategies for Knowledge-Base Updating 
in Online Signature Verification Systems 

Giuseppe Pirlo1, Donato Impedovo2, and Donato Barbuzzi1 

1 Department of Computer Science, University of Bari, Bari, Italy 
{giuseppe.pirlo,donato.barbuzzi}@uniba.it 

2 Department of Electrical and Electronic Engineering, Polytechnic of Bari, Bari, Italy 
impedovo@deemail.poliba.it 

Abstract. Updating of reference information is a crucial task for automatic sig-
nature verification. In fact, signature characteristics vary in time and whatever 
approach is considered the effectiveness of a signature verification system 
strongly depends on the extent to which reference information is able to model 
the changeable characteristics of users’ signatures. This paper addresses the 
problem of knowledge-base updating in multi-expert signature verification sys-
tems and introduces a new strategy which exploits the collective behavior of 
classifiers to select the most profitable samples for knowledge-base updating. 
The experimental tests, carried out using the SUSig database, demonstrate the 
effectiveness of the new strategy.  
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1 Introduction 

Biometrics is an emerging field of research and technology that involves the recogni-
tion of individuals through their physical or behavioural traits. Examples of physical 
attributes are fingerprints, facial features, the iris, DNA, etc. Some behavioural char-
acteristics are the signature, the voice and keystroke dynamics, among others [1, 2, 3]. 

A biometric system can either verify or identify. In verification mode, it authenti-
cates the person’s identity on the basis of his/her claimed identity. Instead, in identifi-
cation mode, it establishes the person’s identity (among those enrolled in a database) 
without the subjects having to claim their identity [4, 5]. 

Signature verification occupies a very special place in biometrics. A signature is a 
biometric trait generated by a complex process originating in the signer’s brain as a 
motor control “program”, implemented through the neuromuscular system and left on 
the writing surface by a handwriting device [6, 7]. The three main phases of automatic 
signature verification are: data acquisition and preprocessing, feature extraction and 
classification [3]. During enrolment phase, the input signatures are processed and 
their personal features are extracted and stored into knowledge base. During the clas-
sification phase, personal features extracted from an inputted signature are compared 
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against the information in the knowledge base, in order to judge the authenticity of the 
inputted signature [8]. 

Recently, it has been observed that the verification accuracy can be also improved 
combining multiple experts. The idea is not to rely on a single decision making 
scheme but to use several designs (experts) for decision making [9, 10]. In fact, the 
collective behavior of a set of classifiers can convey more information that those of 
each classifier of the set, and this information can be exploited for classification aims 
[11, 12]. When multiple experts are considered, the collective behavior of the set of 
individual experts can be exploited to dynamically update the knowledge-base of the 
system, according to suitable feed-back based strategies. In fact, a handwritten signa-
tures is the result of a complex process depending on the psychophysical state of the 
signer and the conditions under which the signature apposition process occurs. There-
fore, although complex theories have been proposed to model the psychophysical 
mechanisms underlying handwriting [6, 7], ink-depository processes [13] and regional 
distribution of information [14, 15, 16], signature verification still remains an open 
challenge since a signature is judge to be genuine or a forgery only on the basis of a 
few reference specimens.  

This paper proposes, as Figure 1 shows, the selection of the valuable samples use-
ful to update the knowledge-base of all experts of the set, correctly recognized by the 
multi-expert system.  

 

Fig. 1. Feedback in the Multi-Expert Parallel System 

Tests have been performed on the task of automatic signature verification, on the 
SUSig database by considering different types of features. Two different combination 
techniques (Majority Vote, Weighted Majority vote) have been used at abstract level.  
The results demonstrate that the proposed strategy is effective in terms of reduction of 
the false rejection rate (FRR) of genuine signatures and of the false acceptance rate 
(FAR) of forgery signatures. 

The paper is organized as follows: Section 2 presents the background of retraining 
rules and the different feedback-based strategies. Operating conditions and results are, 
respectively, in Section 3 and 4. Section 5 reports a discussion and the conclusion of 
the work. 
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2 Background of Retraining Rules 

2.1 Related Work 

In literature, several methods have been proposed for solving the retraining classifier 
issue, when new labeled data became available. So, the simplest way to update the 
knowledge base of classifier is probably to use the entire new dataset to retrain the 
system given the initial training condition or, depending by the classifier, the sets of 
new and old data. On the other hand, many interesting algorithms can be adopted in 
order to select (or focus the attention on) specific samples. In particular, the algorithm 
AdaBoost [17, 18] is able to improve performance of a classifier on a given data set 
by focusing the learner attention on difficult instances. Even if this approach is very 
powerful, it works well in the case of weak classifiers, moreover not all the learning 
algorithms accept weights for the incoming samples. Another interesting approach is 
the bagging one: a number of weak classifiers trained on different subset (random 
instance) of the entire dataset are combined by means of the simple majority voting 
[19]. Bagging and AdaBoost algorithms are adapted when considering a single clas-
sifier but applied to a ME system, them performance are boosted. Finally,  it has been 
observed that the collective behavior of classifiers can be considered to select the 
most profitable samples in order to update the knowledge base of classifiers.  

In the past, samples to be used for retraining were selected by considering those, 
misclassified by a specific expert of the set, which produced a misclassification at the 
ME level [20, 21, 22].  

In the next paragraph a new strategy is depicted taking into account of a multi-
expert system that works in supervised learning. 

2.2 Selecting Instances 

Let be: 

• jC , for j=1,2,…,M, the set of pattern classes; 

• { }KkxP k ,...,2,1| == , a set of pattern to be feed to the Multi Expert (ME) 

system. P is considered to be partitioned into S subsets P1,P2, …, Ps, …, PS, being 
Ps={xk∈P | k∈[Ns⋅(s-1)+1, Ns⋅s]} and Ns=K/S (Ns integer), that are fed to the multi-
expert system. In particular, P1 is used for learning only, whereas P2, P3,…,Ps,…,PS 
are used both for classification and learning (when necessary); 

• Ω∈sy , the label for the sx  pattern, { }MCCC ,...,, 21=Ω ; 

• iA  the i-th classifier for N,1,2,i …= ; 

• (k))F, (k), F, (k), F(k),(F(k)F Ri,ri,i,2i,1i ……=  the feature vector used by Ai 

for representing the pattern Pxk ∈ (for the sake of simplicity it is here assumed 

that each classifier uses R real values as features); 
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• ( )kKBi , the knowledge base of iA  after the processing of kP . In particular 

( ) ( ) ( ) ( )( )kKBkKBkKBkKB M
iiii ,...,, 21= ; 

• E  the multi expert system which combines iH
 
hypothesis in order to obtain the 

final one. 

In first stage (s=1), the classifier Ai is trained using the patterns xk∈P*
i=P1. There-

fore, the knowledge base KBi(s) of Ai is initially defined as:  

KBi(s)=(KB1
i(s),KB2

i(s),…,KBj
i(s),…,KBM

i(s))                            (1a) 

where, for j=1,2,…,M: 

                KBj
i(s)=(Fj

i,1 (s),Fj
i,2 (s),…, Fj

i,r (s),…, Fj
i,R (s))                            (1b) 

being Fj
i,r (s) the set of the r-th feature of the i-th classifier for the patterns of the class 

Cj that belongs to P*
i. 

Successively, the subsets P2,P3,…,Ps,…,PS is provided to the multi-classifier sys-
tem both for classification and for learning. The “leave-one-out” method is used to 
test the multi-expert system. When considering new labeled data (samples of 
P2,P3,…,Ps,…,PS), a naïve and not naïve strategy can be used. 

The naïve strategy uses all the available new patterns to update the knowledge base 
of each individual classifier: 

•  ist KBupdatePx _:∈∀             (2) 

The second approach is derived from AdaBoost and bagging. iA  is updated by 

considering all its samples correctly recognized by ME system: 

• ( )( ) ittst KBupdateyxEPx _:' =∋∈∀            (3) 

In order to inspect and take advantage of the common behavior of the ensemble of 
classifiers, the following simple strategy is evaluated and compared to the previous. 

3 Operating Conditions 

3.1 Classifier and Combination Techniques 

The classifier used for the experimentation is a Naïve Bayes Classifier. This fits, in 
the training phase, a multivariate normal density to each class Cj by considering a 
diagonal covariance matrix. Given an input to be classified, the Maximum a Posteriori 
(MAP) decision rule is adopted to select the most probable hypothesis among the 
different classes. 

Also many approaches have been considered so far for classifiers combination. 
These approaches differ in terms of type of output they combine, system topology and 
degree of a-priori knowledge they use [9, 10]. The combination technique plays a 
crucial role in the selection of new patterns to be feed to the classifier in the proposed 
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approach. In this work the following decision combination techniques have been con-
sidered and compared: Majority Vote (MV) and Weighted Majority Vote (WMV). 
MV just considers labels provided by the individual classifiers, it is generally adopted 
if no knowledge is available about performance of classifiers so that they are equal-
considered. The second approach can be adopted by considering weights related to the 
performance of individual classifiers on a specific dataset. Given the case depicted in 
this work, it seems to be more realistic, in fact the behavior of classifiers can be eva-

luated, for instance, on the new available dataset. In particular, let iε  be the error rate 

of the i-th classifier evaluated on the last available training set, the weight assigned to  

iA is, )/1log( iiw β=  being )1/( iii εεβ −=                      (4) 

3.2 SUSig Handwritten Signature Database 

The SUSig database consists of online signatures donated by 100 people (29 women 
and 71 men) [23]. The database was collected in two separate sessions that were ap-
proximately one week apart. Each person supplied 10 samples of his/her regular sig-
nature in each session, for a total of 20 genuine signatures, without any constraints on 
how to sign. Each person was then asked to forge a randomly selected user’s signa-
ture. So, 10 forged signatures were produced. 

Therefore, in our case a multi-expert system for on-line signature verification has 
been considered P={xj | j=1,2,…,30} (classes “0” and “1”) has been used. Figure 2 
presents some samples of handwritten signatures [23]. 

 

Fig. 2. Sample genuine signature from SUSig 

The DB has been initially partitioned into 2 subsets: 

• P1={x1,…, x8,x11,…,x18,x21,…,x28}, 
• P2={x9,x10,x19,x20,x29,x30}. 

In particular, P1 represents the set usually adopted for training and test considering 
the “leave-one-out” method on SUSig DB [21]. P2 is the feedback dataset. Each signa-
ture is partitioned into 5 stroke, successively, for each stroke, the following set of 
features have been considered: 
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- F1: features set 1: mean and variance of the distances between two consecutive 
points; 

- F2: features set 2: mean and variance of pressure between two consecutive points; 
- F3: features set 3: mean and variance of the velocity and acceleration between two 

consecutive points. 

4 Results 

This section presents the results in terms of false rejection rate (FRR) of genuine signa-
tures and the false acceptance rate (FAR) of forgery signatures. We combined, adopting 
a multi-expert system, the three set of features (F1, F2 and F3) and a classifier NB.  The 
label “X-feed” refers to the use of the X modality for the feedback training process: 
“All” is the feedback of the entire set. “MV” and “WMV” are feedback at ME level 
adopting, respectively, the majority vote and the weighted majority vote schema.  

Tables 1 show results related to the use of NB classifier and majority vote as com-
bination technique. P1 is used for training and test in “leave-one-out” approach and 
P2 is used for feedback learning. The first column (No-feed) reports results related to 
the use of P1 for training and test, without applying any feedback (0 Selected Sam-
ples), while the approach All-feed uses all samples belonging to the new set in order 
to update the knowledge base of each single classifier (All Selected Samples). For 
MV-feed an improvement both of the FAR is 1.36% and of the FRR is 0.59% respect 
to the use of the entire new dataset. 

Table 1.  NB, MV Combination Technique, Feedback – P2 

 No-feed MV-feed All-feed 

FAR 5.39 3.69 5.05 

FRR 6.25 5.58 6.17 

 
In particular, figure 3 shows that MV-feed outperforms each other feedback-based 

strategy. 

 

Fig. 3. Comparison between different feedback-based strategies: MV Combination  
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Finally, Tables 2 show results related to the use of NB classifier and weighted ma-
jority vote as combination technique. P1 is used for training and test in “leave-one-
out” approach and P2 is used for feedback learning. In this case, for WMV-feed an 
improvement both of the FAR is 0.68% and of the FRR is 1.32% compared to the use 
of the All-feed strategy where entire new dataset is used for the feedback. More spe-
cifically, figure 4 shows that the results provided by the WMV-feed approach are 
superior to those obtained by All-feed. 

Table 2. NB, WMV Combination Technique, Feedback – P2 

 No-feed WMV-feed All-feed 

FAR 5.19 2.95 3.63 

FRR 9.57 5.81 7.13 

 

Fig. 4. Comparison between different feedback-based strategies. WMV Combination. 

5 Discussion and Conclusion 

This paper shows the possibility to improve the effectiveness of a multi-expert system  
for automatic signature verification and presents a new strategy which exploits the 
collective behavior of classifiers to select the most profitable samples for knowledge-
base updating.  

The experimental results demonstrate the collective behavior of a set of classifiers 
provides useful information to improve system performance, depending on  the fea-
ture type and matching strategy. Future work will inspect these issues. 
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