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Abstract. This paper describes an exploratory study on school-level e-safety 
policy development. The research was based on the participatory design-based 
methodology, involving various stakeholders in a school-level policy develop-
ment exercise. Our aim was to find out whether the schools with open and par-
ticipatory culture would choose more flexible, emancipatory and participatory 
approach to e-safety policy development, while schools with rational-
managerial organizational culture tend to rely on prescriptive approaches and 
technology-driven solutions in their e-safety policies. Regarding future re-
search, we plan to continue the work to construct a new design and develop-
ment platform to be used in a more flexible and bottom-up manner instead of 
strict prescriptive rule sets provided on the national level. 
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1 Background 

Since the Children’s Internet Protection Act (“CIPA”) in 2000, USA requires  
recipients of federal technology funds to comply with Internet filtering and policy 
requirements1 and Internet Safety Act from 2009 gave responsibility to log to the 
police. In Europe, the Safer Internet Programme2 and the European Network of 
Awareness Centres have developed an award system for schools called ‘E-Safety 
label’3 since 2012. The weakness here is that decision-making about e-safety policies 
on the global level takes time and compromises, while the world is changing more 
rapidly than legislation. In order to increase the sense of ownership towards e-safety 
policies at schools, we propose a new, bottom-up approach to e-safety policy  
development [6].   

The process of policy development usually involves steps like issue identification, 
analysis, generating solutions, involving experts for prediction and performance  

                                                           
1 CIPA: http://www.e-ratecentral.com/CIPA/ 
2 InSafe Programme: http://www.saferinternet.org/web/guest/about-us 
3 Esafety Label: http://www.esafetylabel.eu/web/guest/about 
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measurement [3]. Stakeholders should always be involved. The timeframe depends on 
the situation: the pace is hastened if the policy development is initiated as a reaction 
to recent e-safety incidents. In most cases policies are developed with proactive ap-
proach – with application research and input from interested parties [2]. The context 
of our study is framed by the lack of national-level e-safety policies in Estonia and an 
increasing demand for school-level policies, guidelines and intervention schemes 
which could help the schools to counter potential e-safety related threats and manage 
incidents. As the schools in Estonia enjoy large degree of freedom in policy develop-
ment and examples from other countries are widely available, our schools are  
sometimes taking very different perspectives on e-safety policy development as well 
content [4]. The current study explores to what extent these differences could be attri-
buted to the school culture and how can we support (on the national level) a set of 
alternative approaches to e-safety policy development, which should be sensitive to 
the school culture.  

Our general approach to the development is following the tradition of scenario-
based design by Carroll (1999). The main advantages of this method are enhanced 
ownership and relevance for the target group, but also flexibility and agility. In addi-
tion, this method allows describing the policy goals and measures in the target 
group’s own language [1]. We also include in our methodology ideas from the field of 
school culture research [5]. Eventually, our aim is to demonstrate that local develop-
ment of e-safety rules and regulations works better in case the process is adapted  
in accordance with the organisational culture in a given school. The current paper 
addresses only the first phase of this research. 

2 Methods 

The first stage of our study involved interviews with representatives of 5 stakeholder 
groups in one school: school board (4 persons), teaching staff (15), students (2) and 
parents (4). Semi-structured interviews focused on perceived needs and problems 
regarding e-safety policy, the policy development process and its participants. In the 
second stage, we developed and validated through online survey an original 8-step 
model for bottom-up e-safety policy development and pilot-tested it in one school, in 
order to find out how our model could be improved. Our model consisted of eight 
steps (an extended description is available online4): (1) collecting accounts on e-safety 
incidents and fictional stories; (2) specifying the policy-related needs of the school; 
(3) participatory design of e-safety rules and recommendations; (4) voting for the 
important and disputable topics; (5) evaluating findings; (6) getting feedback to initial 
policy from stakeholders; (7) developing final set of regulations or repeat some steps; 
(8) rolling out, promoting and enforcing the final policy document. In the third stage, 
we plan to carry out a design experiment in 20 schools, which go through the e-safety 
policy development process in line with our 8-step model. Prior to the pilot test, the 
school culture survey will be carried out in all participating schools, based on  

                                                           
4 http://goo.gl/0eyrE 



Exploring the Impact of School Culture on School's Internet Safety Policy Development 59 

 

Maslowski (2001). In the fourth stage, we will modify our 8-step policy development 
model so that it could be dynamically adapted to the school culture in selected organi-
zation. This paper reflects on the model design and validation survey carried out in 
the second phase in 20 schools selected for participation in design experiment to be 
carried out in the third phase.  

3 Results and Discussion 

Estonian schools reported students’ good understanding of the concept of internet 
safety (76%), existence of e-safety policies in 48% of schools, school e-safety train-
ings (64%) and blind trust in technical restrictions (84%). 50% of the schools are 
interested to deal with e-safety policy-making more deeply. All groups mentioned 
mobile phones, WiFi and BYOD (bring your own device) being the issue of disa-
greement. Both teachers and students mentioned there are a lot of oral guidelines and 
it differs by class and school. While teachers felt that filtering or other technological 
restrictions would make the school safer, ICT managers disagreed: “Blocking and 
filtering can only restrict beginners, not advanced users. Only teachers are affected by 
technical restrictions, students just override them”. Almost all teachers and 72% of 
students agreed that schools need e-safety policy. Yet it was unclear how this policy 
should be developed: some respondents see it a responsibility for ICT staff and ad-
ministration. Students stated that when they are not active in the development of 
school rules, they are not eager to follow them. About 85% of school IT-specialists 
expected to take initiative over their e-safety policy development and to involve in 
this process teachers (in 32% of schools), administration (31%), students (23%), and 
parents (15%).     

We introduced our 8-step model for e-safety policy development to 20 schools and 
conducted an online survey among IT-specialists of these schools to validate our 
model. 16 out of 20 respondents agreed that explicit e-safety policy is needed in their 
school. Two schools reported that they do not have currently any rules about e-safety, 
nor do not they provide WiFi for their students. Seven schools had a policy only for 
behavior in computer labs; ten schools have addressed e-safety issues in their general 
house rules document.  

4 Conclusion 

The participatory design of e-safety policy development model requires flexibility to 
meet the needs of schools with highly heterogeneous school culture. Yet, the schools 
would also appreciate if the efforts related with participatory policy development 
could be reduced through providing clear guidelines, templates, survey instruments, 
examples on data collecting, sorting and voting process. We found that decision mak-
ing works better in a small committee that includes members of school board, the 
school’s ICT specialist and a teacher. Developing rules and regulations should not be 
automated in a uniform manner or let some small expert group handle it, as through 
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participatory design the ownership, awareness and commitment to the new policy 
could be achieved significantly more effectively.  

The next step in our research is to involve 20 schools in pilot study where they go 
through the full-scale process of participatory development of their local e-safety 
policy, based on our 8-step model. As the participating schools will be selected so that 
they represent four different school culture types, this allows us to explore the needs 
for modifying our model according to the school culture.   
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