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Abstract. There are a number of limitations to existing usability testing me-
thods, including surveys, interviews, talk-alouds, and participant observations. 
These limitations include subject bias, poor recall, and inability to capture fleet-
ing events, such as when a UI functions or behaves in a manner that contradicts 
user expectations. One possible solution to these problems is to use electrophy-
siological indicators to monitor user interaction with the UI. We propose using 
event related potentials (ERP), and the error potential (ErrP) more specifically, 
to capture moment-to-moment interactions that lead to violations in user expec-
tations. An ERP is a response generated in the brain to stimuli, while the ErrP is 
a more specific signal shown to be elicited by subject error. In this experiment 
we monitored subjects using a 10-channel electroencephalogram (EEG) as they 
completed a range of simple web browsing tasks. However, roughly 1/3 of the 
time subjects were confronted with poor UI design features (e.g., broken links). 
We then used statistical and machine learning techniques to classify the data 
and found that we were able to accurately identify the presence of error poten-
tials. Furthermore, the ErrP was present when the subjects encountered a UI  
design flaw, but only during the more ‘overt’ examples of our design flaws.  
Results support our hypothesis that ERPs and ErrPs, can be used to identify UI 
design flaws for a variety of systems, from web sites to video games. 
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1 Introduction 

Usability testing is a critical part of the design process, and can be conducted using a 
number of different methods. Surveys, talk-alouds, focus groups, and interviews all 
offer ways to explore the user experience. However, all of these methods fail to  
adequately capture fleeting interactions by the users; post-use interviews rely on  
imperfect memory to create a narrative summary of the experience, and talk-alouds 
interrupt the natural flow of use. Furthermore, these micro-events can escape the  
conscious processing of the user yet can have a cumulative negative impact on  
users’ satisfaction (Hirshfield et al., 2013). Examples of these micro-events include 
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interacting with broken links, improperly operating forms, buttons working incorrect-
ly or performing unexpected operations, users clicking on the wrong button because it 
is too close to another desired button, etc. Additionally, capturing these events with 
notes during an observation is slow and prone to error, and it is also possible for users 
to correct their action quickly enough that the observer and the user fail to notice. 

In addition to technical errors, users may also experience frustration when working 
with an interface that violates customs or conventions. Well-designed UIs should not 
violate users’ expectations—that is—the action items available to a user working with 
a computer system, and the feedback provided after the user takes an ‘action’, should 
fit with the users’ expectations—enabling them to immerse themselves with the task 
at hand.  As an illustrative example:  the CTRL+Left Click combo is for selecting 
multiple items in a list; assigning the delete function to this key combo would violate 
user expectations. 

Identifying these types of events is a well-studied problem in the human factors 
domain.  When usability experts want to gather information that extends beyond that 
gleaned through accuracy and speed data, they often depend on qualitative feedback 
gathered via surveys, focus groups, and interviews. This can cause problems, as it has 
has been demonstrated that self-report measures can be very unreliable (Shneiderman 
& Plaisant, 2005) in that they often include subject biases, they lack real-time infor-
mation about user experiences throughout a task, and they are limited by many users’ 
inability to accurately describe their experience while working with a given UI de-
sign. In the current study, we look to neuroscience methods to attempt to provide 
additional, and valuable, quantitative information throughout a usability study that 
can serve as a real-time indicator that a given user’s expectations with the UI have 
been violated. 

Event Related Potentials (ERPs) are electrophysiological responses in the brain to 
an internal or external stimulus. ERPs can be found in EEG data as specific wave-
forms preceding or following a stimulus. ERPs have several components; for this 
study we focus on the ‘Error Potential’ (ErrP). The ErrP is a signal which has been 
shown to be elicited by subject error and is present within milliseconds after a person 
realizes that he or she has made a mistake (via immediate feedback presented to them 
that indicates they were incorrect).  Results from recent studies indicate that the ErrP 
can also be elicited by more general violations in an individual’s expectancy (Oliveira 
et al., 2007). This study attempts to take state-of-the-art error potential research a step 
further, applying it to the concept of usability testing. The potential of using the non-
invasive EEG device during human-computer interactions has been proposed, and 
validated, by a wealth of recent research (Tan and Nijholt, 2010). The EEG is 
lightweight, portable, and it has been implemented wirelessly, allowing the monitor-
ing of computer user’s brain activity during real world settings.   

In this study we test the hypothesis that the ErrP will appear in the EEG data after 
an interaction with common interface design mistakes. Additionally, we test the  
feasibility of using machine learning to accurately classify these interactions. 
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2 Background and Literature Review 

An EEG measures the field potentials produced by the firing of neurons in the brain 
(Tatum, Husain, & Benbadis, 2008). EEG devices have channels, corresponding to 
the number of electrodes used to capture the data. The equipment used for this study 
is an ABM 10-channel wireless EEG (http://www. advancedbrainmonitoring.com). 
One channel is assigned to the reference electrodes, commonly affixed to the mastoid 
bones behind each ear of the subject. An integrated voltmeter records the difference in 
voltage between the site of interest and the reference electrode. This reference site is 
chosen as to be relatively uninfluenced by activity in the area of interest (Coles & 
Rugg, 1996).  

EEGs can determine when activity occurs in the brain, although most are unable to 
distinguish beyond a gross estimate where the activity occurred. There are some ex-
ceptions to this rule for EEGs with a high number of electrodes (128). A 10 channel 
EEG is relatively easy to set up, but offers limited spatial resolution. In exchange for 
that limitation, the EEG offers high temporal precision, with a sampling rate of 256Hz 
(~4ms). EEG also has a few other advantages over other methods of recording brain 
activity. For example, EEG recordings are less sensitive to a subject’s movement than 
fMRI. EEG devices are also small and relatively portable, and are therefore much 
more suitable for simulating natural human conditions and surroundings. 

While EEG produces a number of usable data streams, in this study we focus on 
one, the event-related potential (ERP) – a spike is generated in response to an internal 
or external stimulus. A common way of measuring ERPs is to “time-lock” a stimulus 
to the EEG signal. For example, a time period could be defined that extends .5 sec 
before the onset of the stimulus and ends 1 sec after. Within this time period, there 
may be changes in the brain’s electrical activity that relate specifically to the stimulus.  

2.1 ERP 

The ERP is a response in the brain to an internal or external stimulus, and appears in 
the EEG data as specific waveforms preceding or following a stimulus, after filtering 
the data. There are a number of components in an ERP; for this study we will confine 
our analysis to the ‘Error Potential’ (ErrP). The ErrP in turn has two sub-components 
error-related negativity (ERN or Ne) and error-related positivity (Pe). In addition, 
modifications of the signal have been discovered, particularly feedback error-related 
negativity (fERN), response error-related negativity (rERN), and the interaction ErrP.  

Researchers discovered the Error-related negativity (ERN) while observing sub-
jects committing errors in simple choice response tasks. The signal “takes the form of 
a sharp, negative-going deflection of up to 10 μV in amplitude, and is largest at elec-
trodes places over the front and middle of the scalp” (Gerhring, Coles, Meyer, & 
Donchin). Additionally, the signal begins immediately after the incorrect response, 
and peaks 80 - 150ms later (Gehring 1993).  

A Pe, characterized by a positive deflection in the signal, can follow an ERN. The 
Pe occurs when the subject becomes aware of the error (Nieuwenhuis et. al., 2001), 
but is not dependent upon error correction (Falkenstein et. al. 2000). If a Pe appears, it 
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immediately follows the ERN, occurring 200-500ms after the incorrect response (Fal-
kenstein et. al., 2000). ErrPs can also be elicited in subjects by giving negative feed-
back (Miltner et. al., 1997). When both types of ErrPs are involved, the standard re-
sponse referred to as rERN (response error-related negativity) and the feedback-
elicited response is referred to as fERN (feedback error-related negativity).  

Few studies have examined the error potential in relation to human-computer inte-
raction. In one study, Ferrez and Milán (2005) found that ErrPs were elicited by in-
correct interpretation of a subject’s intent by a computer interface, which they dubbed 
an “interaction ErrP”. The interaction ErrP is similar to an rERN, occurring imme-
diately after the stimulus and taking the same shape. However, the interaction ErrP 
has a sharper negative peak and broader positive peak. The goal of this study is to 
build on Ferrez and Millan’s BCI research, demonstrating how Interaction ErrPs can 
be detected and used to evaluate human-computer interactions for non-disabled users.  

2.2 Processing the EEG Data 

EEG signal captures the data of thousands of ongoing processes in addition to the 
response generated by the stimulus. Consequently, it would be difficult to detect the 
activity related to the stimulus after just one trial. The averaging method is often used 
to overcome this limitation. Averaging involves generating a set of values by record-
ing a number of different time-locked trials for the same event, then averaging the set 
to produce a value for that type of event (Coles & Rugg, 1996; Mouraux & Iannetti, 
2008).  

Averaging, although popular, does have certain shortcomings. One problem is that, 
due to the averaging between many trials, this procedure can not directly measure the 
ERP elicited by an individual event. Because of this, the resulting data must be ana-
lyzed on its own and not compared to other measures such as reaction time for an 
individual stimulus. There is in addition a problem with processing when the wave-
form of a trial has a bimodal distribution (two different modes with distinct peaks). In 
this case, the average amplitude will not correspond to the actual amplitude of any of 
the trials (Coles & Rugg, 1996).  

Ferrez and Millan (2005) used machine learning techniques to create a statistical 
Gaussian classifier to predict, on a single trial basis, whether or not a portion of EEG 
data indicated a correct, or an incorrect subject response. Similarly, Hirshfield et. al. 
(2009) implemented signal processing and machine learning algorithms to conduct 
single trial analyses on their EEG data. They split the continuous EEG data into small 
2 second windows, with windows overlapping every second, and then took a Fourier 
transform of the data in each window. For each window, they computed the magni-
tude and phase of the signal and the spectral power of the signal in the delta (1-4Hz) 
theta (4-8Hz), alpha (8-12Hz), beta-low (12-20Hz), beta-high (20-30Hz), and gamma 
(30-50Hz) frequency bands. They also computed the coherence and cross spectrum 
between each channel for each frequency band in each window. This resulted in over 
6,200 features for each instance. They then use blocked cross validation to select most  
 



 Using the EEG Error Potential to Identify Interface Design Flaws 293 

relevant attributes for single trial classification. They used an information gain heuris-
tic followed by Weka’s CfsSubsetEval function to choose the features that best  
predict the class label in the training data. We will be using similar machine learning 
algorithms to analyze our data on a single-trial basis in the current study. 

3 Methodology 

For each subject, we employed a two phase experiment. The first phase involved us-
ing a localizer task, in this case a difficult memory task which was time-locked to 
EEG data. Localizer tasks use validated tests to elicit, and verify our ability to cap-
ture, the ErrP. In the second phase subjects completed simple interface tasks that were 
programmed to have errors 1/3 of the time. Finding ErrPs time-locked to the interface 
errors would support our argument that the ErrP is useful for UI testing, making the 
process more sound, quantitative, and scientific.  

Ten students from Hamilton College were recruited to take part in this study (8 
males, mean age = 19.8). All subjects indicated that they had no history of mental 
disability and that they were healthy and prepared for the study beforehand. All sub-
jects gave written consent and this study was approved by the institutional review 
board at Hamilton College. Subjects were fitted with a B-Alert X10 EEG headset 
before beginning the study. One of the subjects’ data was discarded due to technical 
difficulties during measurement. 

For the first part of the study, we utilized a difficult variation of the Sternberg 
memory task (Sternberg 1966) using E-Prime software (Psychology Software Tools, 
Inc.). The Sternberg task has been used repeatedly to elicit the ErrP. In the memory 
task, subjects must identify whether or not a probe letter is contained in a set of pre-
viously presented letters. Each subject underwent 150 trials in 15 cycles of 10 sets 
each.  Sets were comprised of 3, 5, 7, 9, and 11 randomly selected consonants. Each 
set size was displayed to the user 15 times with a correct probe following, and 15 
times with an incorrect probe following in total. Each cycle was preceded by a blank 
screen for .5 sec, and each letter was flashed for 1.2 sec, with a .5 sec blank screen in 
between each letter display. At the end of the list, the focus (a blue cross) was dis-
played for 1 sec, followed by a .5 sec blank screen, and then the probe letter, in red. 
After the subject’s response, the next sequence would begin. Responses were record-
ed and time-locked to the EEG signal. 

In the second part of the study, subjects went through 5 different mini-interface 
tasks in a randomized order. Each task contained 30 trials, 10 of which had an inten-
tional error (error trials).  

Symbols (Figure 1): A list of 5 symbols (thanks to the noun project - 
http://thenounproject.com) are randomly selected and presented for each trial. The 
subject is instructed to select the symbol which most accurately portrays a word pre-
sented above the row of symbols. The normal trials report a correct answer, and the 
error trials report an incorrect answer. 
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Fig. 1. Symbols 

Links (Figure 2): One sentence (written in latin to prevent any comprehension or 
reading interference) is presented on the screen, and the subject is instructed to click 
on the link. One or two randomly selected words are linked, indicated by a difference 
in color, underline, and hover effect. In the normal trials, clicking on the link moves 
the user on to the next trial with no delay. In the error condition, the link text is im-
mediately changed to "error: try again", and there is a 1.2 second delay before moving 
to the next trial.  
 

 

Fig. 2. Links 

Motion (Figure 3): A small text box with navigation links at the top (home, about, 
portfolio, studies, contact) is presented, and the subject is instructed to click on one 
randomly selected navigation link. In normal trials, clicking on any navigation link 
would move to the next trial, and in error trials, the box would rapidly vibrate for 1.2 
seconds before moving on to the next trial.  

 

Fig. 3. Motion 
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Buttons (Figure 4): A large red button is presented on screen and the subject is in-
structed to simply click on the button. In normal trials, the button depresses on click 
and then move on to the next trial. In error trials, the button does not depress, and 
there is a 1.2 second delay before moving to the next trial.  

 

 

Fig. 4. Buttons 

Sound (http://jenius.me/sound.html): A vertical row of 5 sliding switches in the 
"off" position are presented and the subject is instructed to activate one randomly 
selected switch. In normal trials, the switch slides to the "on" position and it advances 
to the next trial. In error trials, the switch slides to the "on" position, then emits a loud 
siren noise for approximately 2 seconds before moving on to the next trial.  

4 Results 

4.1 Statistical Analysis 

We analyzed the Sternberg memory task data using BATCH software (Advanced 
Brain Monitoring), splitting the data into ERP windows extending 1.5 seconds before 
after the subject's response. Subsequent analysis revealed that only the data after the 
stimulus was necessary, so we cut out the 1.5 seconds prior to the stimulus. We then 
took a folding average across similar trials ('error potential expected', when the sub-
ject had an incorrect answer, and 'no error potential expected', when the subject had a 
correct answer) and across subjects for all electrodes.  

Previous studies have shown that error-related negativity can be reliably detected 
by a significant difference between the EEG signal on error trials vs. non-error trials 
along the fronto-central midline, principally the Fz and Cz electrodes (Pailing et. al. 
2002). We adopted this method and compared the cross subject and cross trial aver-
ages for the Cz and Fz electrodes in terms of error trials and non-error trials, using an 
ANOVA at 95% confidence to confirm significance. There was a significant differ-
ence found between error trial and non-error trial conditions at the p<.05 level for the 
Cz electrode [F(1, 7) = 4.15, p = 0.421]. We did not find a significant difference at the 
Fz electrode, but previous studies have shown that a significant difference at Cz is 
sufficient to confirm the presence of an error potential (Pailing et. al. 2002).  

Next we conducted analysis on the data generated by the interface tasks comparing 
the EEG data when the UI functioned properly versus the EEG data when the UI  
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was not functioning correctly. Results indicate that we were able to identify error 
potentials in the Motion, Sound, and Symbols conditions, but not in the Links or  
Buttons conditions (see Table 1). 

Table 1. ANOVA values discriminating error and no-error conditions 

Condition Results 
Symbols F(1,7)=40.78, p=2.9e-10 
Motion F(1,7)=210.44, p=0 
Sound F(1,7)=127.62, p=0 

4.2 Machine Learning 

Our end goal is to be able to use this technology to conduct analysis in real-time, 
creating the opportunity for integrated methods (e.g., an observation while measuring 
with the EEG). In order to reach that goal we will need to be able to classify the data 
using machine learning techniques. Post-hoc analysis will always be useful; to that 
end we recently were able to synchronize an EEG and eye-tracking device and screen 
recorder with high temporal precision in our lab. However, we do not consider post-
hoc analysis to be  a sufficient stopping point. 

For this study we implemented a Naïve Bayes Classifier in Matlab, randomly parti-
tioning the Sternberg memory data equally for training and testing. Furthermore, for 
each 1 second window, we concatenated the Cz and Fz data together for input into the 
classifier. We repeated this process 10 times, with different partitions of data in our 
training and testing sets. The results were promising, showing an average of 75.8% 
correct across all subjects. We did the same machine learning on the data from the UI 
error and no-error conditions. Results averaged 69.2%  across subjects.  

5 Discussion 

We hypothesized that users encountering interface errors will produce an ERN. This 
hypothesis was partially supported. Although the symbols, sound, and motion condi-
tions produced significantly different EEG data, the button and link conditions did 
not. One thing that the button and link conditions had in common is that they were the 
only UI design flaws that included a lack of feedback. The other UI conditions in-
cluded motion, sound, and symbols, which all included more overtly incorrect fee-
back. Perhaps the less overt broken links and buttons did not produce a strong enough 
ErrP for us to identify with our EEG.  

Based on these results, we argue that the ErrP would be a valuable addition to the 
methodological toolbox of usability testing experts focusing on all types of systems 
from web sites to game design. Although the ErrP does not catch all interface errors, 
it will catch many of the interaction errors where users tend to blame themselves,  
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and thus perhaps not report the error. Thus, the ErrP offers a way to systematically  
and quantitatively review a system for difficult to detect errors that lead to user  
frustration, dissatisfaction, and reduced performance. 

We also note that using the ErrP, and EEG in general, for usability testing is still  
relatively rare. Much more work can be done to explore the different ways in which 
other EEG signals can be incorporated into the usability testers’ toolbox, particularly as 
a way to counter the limitations of existing methods that rely on self-report measures. 

Other EEG signals, including Mismatch Negativity, N2pc, P300, and P3a/b, Al-
pha, Beta, and Theta rhythms could comprise a more well-rounded set of measure-
ments for evaluating interface usability directly through brain monitoring, capturing 
a larger portion of the errors. An achievement such as this would dramatically in-
crease the quality of usability testing, and done in conjunction with other more 
standard methods, provide substantial feedback leading to significant increases in 
user experience. 
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