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Abstract. In cyber space, freedom of self-expression prevails and millions of 
people enjoy the benefit of this right. Unfortunately, sometimes this privilege is 
taken for granted and what was written casually in the past remains permanently 
online and later becomes a label that marks one’s identity. This enduring characte-
ristic of online data stored in a form of digital information is known as digital 
eternity. In this paper, we will introduce a system which overcomes the limitations 
of digital eternity by using volatile messages that will leave no trace online. This 
system ensures freedom of expression and reduces regrets of past posting in on-
line space. As a result, it was found that the digital eternity is a potential psycho-
logical threat which suppresses freedom of expression and the use of volatile  
messages reduces the burden and encourages greater degree of freedom. 
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1 Introduction 

Could there really be a Lifespan in digital information?  If one publishes contents in 
the form of digital information in the online space, it would remain inside the online 
pages and servers until they are deleted.  Even if the original postings are removed, 
the same contents are going to remain somewhere online as a result of copying, re-
writing, sharing, retweeting and searching through bots.  We refer to this concept as 
“Digital Eternity.” Digital Eternity is an ongoing problem caused by outflow of per-
sonal information, invasion of privacy, suppression of freedom of expression, and 
strict self-censorship.  For example, personal information or location data posted on a 
social network service (SNS) can easily be accessible by the public, and this can be 
wrongfully used.  Furthermore, postings written in the past can have negative influ-
ence in the present.  For example, one can either get in big trouble or even get fired 
by having posted his/her personal opinions or strong feelings related to certain subject 
that the company might view as inappropriate. 

These kinds of stories have become social issues in the actuality, and people started 
to have psychological obstacles when dealing with online communication. When 
people communicate orally in an everyday life setting, we do take responsibility for 
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our own actions.  However, in the online space, it is hard to determine the extent of 
someone’s responsibility for that person’s past postings because it is hard to deter-
mine and trace the contents that the person posted in the past and even that person 
cannot remember everything that he/she has posted. 

The governmental regulation was the only way to solve this kind of problems. Com-
panies around the world are forced to delete personal information, if people wish to do 
so, and that includes past postings. However, legal regulations have their own limits 
because they cannot cover all the areas. Each one of the cases is unique in its own ways, 
so it is difficult to generalize them. Therefore, a new communication platform is needed 
in order to fundamentally overcome the problems due to digital eternity. 

In this study, volatile message interface provides people the flexibility to adjust the 
time of their postings by manually indicating the lifespan of their postings. Volatile 
message interface is a new communication interface which can be applied to the on-
line space. People can set the lifespan (the period that the digital information remains 
in the online space) of their writing contents before they actually post them. By set-
ting the lifespan of digital information in advance, people can take responsibility for 
up to that specific timeframe.  After the pre-set time, the post will be deleted perma-
nently from the server and the online space. 

In this study, whether volatile message interface can reduce problems due to digital 
eternity has been verified.  

2 Background 

Digital eternity is an idea that the digital information entered through online cannot be 
erased permanently. Now, with rapid development of search engines, online contents 
can spread in the blink of an eye. Thus what one writes on a blog remains not just on 
the website but also appears on portals and other people’s blogs who have forwarded 
the post. There are related researches concerning privacy problems regarding online 
profiles [1] and social suppression of ‘fresh start’ [2]. 

Defects of this digital eternity are amplified as a social network service (SNS) has 
turned into a space for self-expression in the cyber world. SNS is a web-based service 
that supports constructing individual profiles, sharing connections between people 
and interactions established upon those connections [3, 4]. Users of SNS like Face-
book and Twitter expose their thoughts and daily lives to friends and strangers. It is 
possible to find out when and whereabouts of the person and what he or she is think-
ing only by following one’s SNS posts [5, 6]. According to Acquisti and Gross [1, 7] 
who studied privacy problems regarding SNS, people are tremendously anxious about 
strangers discover where they live, what classes they are taking or what kind of rela-
tionships they have. Despite these worries, people do not stop expressing themselves 
on SNS. 

Detriments of digital eternity are not just limited to privacy concerns. JF Blan-
chette [8] has commented that private information programmed through online not 
only causes privacy problems but it also takes away a second chance for those who 
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want to start over. Digital eternity threatens the ‘right to be forgotten.’ Gandy [9] 
describes ‘rights to be forgotten’ as follows: 

“[t]he right to be forgotten, to become anonymous, and to make a fresh start by de-
stroying almost all personal information, is as intriguing as it is extreme. It should be 
possible to call for and to develop relationships in which identification is not required 
and in which records are not generated. For a variety of reasons, people have left 
home, changed their identities, and begun their lives again. If the purpose is non-
fraudulent, is not an attempt to escape legitimate debts and responsibilities, then the 
formation of new identities is perfectly consistent with the notions of autonomy I have 
discussed.” (Gandy 1993, p. 285) 

Debates on obligation of ‘rights to be forgotten’ in online space is at a developmental 
stage and it is illuminated as the influence of SNS expands. There are instances that 
prove the need for ‘rights to be forgotten’ and to overcome digital eternity. Not long 
ago, there was a huge controversy over a Korean singer, Jay Park, who posted an unfa-
vorable comment towards Koreans on MySpace in 2005. The comment was revealed by 
one netizen and was issued four years later when he gained fame after he debuted as a 
member of an idol group, 2PM. Although his writing was on par with any ordinary 
teenagers of his age, the public was outrageous and demanded his expulsion from the 
group. Because of the few lines written long ago perhaps with no intention to offense, 
Jay Park lost his job and had to leave Korea [10]. On May, 2001, one female Korean 
sports reporter committed a suicide once her postings on Twitter about her private love 
affairs and feelings were issued and drew negative attention from the public [11]. She 
removed her writing shortly after she posted it, but it was too late to take back what had 
been already retweeted, spread and lingered somewhere online. These incidents reflect 
that expressing one’s thoughts or conversations with someone through SNS could be as 
threatening as publicly exposed personal information. 

3 Methodology 

We suggest a system called ‘BunnyBurnit for Facebook’ which uses a volatile mes-
sage system that can overcome the limitations of digital eternity. This interface has 
been applied to social network services, which have a lot of privacy issues, in order to 
find out what kind of effects it might have on them.  The problem with the SNS is 
that when people post on them, they tend to overlook the things that can happen to 
them in the future.  They just post something on impulse quite often. As part of the 
experiment, a volatile message interface, as Facebook application, was released to the 
public.  Then the major focus was on the postings that people wrote; whether they 
were dangerous to publish if they continuously remained in the online space. 

3.1 BunnyBurnit for Facebook 

BunnyBurnit for Facebook is a tool that can implement the existing communication 
system. It is a volatile message system which enables the sender to set the burn time  
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of their digital messages. After the fixed amount of time programmed by the user, the 
message is burned out, erased and gone forever from the cyberspace. Application of 
this system to the social network service is the ‘BunnyBurnit Facebook App’. By 
using this app, users can set the burn time of their posting from 1 second to 3 days and 
the countdown begins right from the time it is posted. The message itself and all rele-
vant postings are erased after the set amount of time including the actions of other 
users – Share, Comment or Like it. 
 
 

 

Fig. 1. Main page of ‘BunnyBurnit for Facebook’ 
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4 Results 

The interview result below marked the interviewees as P# to protect their personal 
information. In the data analysis, we only show the contents of the data without speci-
fication of the participants. 

4.1 Instances using volatile messages 

There were total 467 people who used the ‘BunnyBurnit for Facebook’ application 
and among them, 268 were males and 199 were females. Total number of postings 
through the application was 1795. There were 29 non-volatile postings and 1666 vola-
tile postings. The contents of the postings by using the volatile message interface are 
explained in the Table 1. The users tend to set their postings volatile when they 
wanted to talk about strictly private issues such as their sexuality, work stress and 
affairs. These volatile messages included postings such as ‘I’m gay,’ ‘I won’t let you 
get away with it, customers’ or ‘why have I dated with only bad guys?’ Also, people 
used volatile messages to criticize or slander others, express strong emotional feelings 
or political stance.  

Table 1. Instances using volatile messages 

Issue                              Number of Volatile messages 
Drinking                                      8 
Sex                                         39 
Religion and Politics                           104 
Work and Colleagues                           577 
Family                                       12 
Close friends                                  221 
Lies and Secrets                               523 
Common                                     182 

4.2 Necessity of ‘Volatile Message System’ and Participants Consent on Its 
Concept 

The participants overall agreed with the idea that digital eternity hinders freedom of 
expression and communication and they had experienced anxiety because of that. 
Perceived danger on digital eternity varied widely from violation of privacy to simple 
emotional expression and conversation with acquaintances. Some participants con-
fessed that they had experienced either direct or vicarious anxiety and been damaged 
by their writings in online space in the past. In fact, there were participants who at-
tempted to erase their former writings online because they did not want to leave trails 
in cyber space and the potential negative repercussions the writings might cause in the 
future: 
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• “I’m worried about exchanging my personal information like a bank account. I 
think it would be easier for me to upload my information if it doesn’t leave a trail.” 
[P5] 

• “There are instances I have to give my private information like my phone number 
or social security number but it’s disturbing. I don’t even leave my student account 
unless it has an anonymous feature. You can google it anyway. Actually, I don’t 
even trust anonymous writing since it will remain somewhere.” [P8] 

• “It’s uncomfortable to scribble things that other people can see. I write things pri-
vately so only I could have an access. It feels weird like I’m having a soliloquy.” 
[P1] 

• “There are people who reveal their political preferences on Facebook but it’s dis-
comforting that those comments remain. People who write about it are careless but 
I personally don’t show any political preferences on Facebook.” [P6] 

• “There are cases you have to leave your email address when you share an ‘illegal 
data.’ Imagine long time later when someone googles my email address for a job 
interview and if my thread appears then… ouch!” [P4] 

• “I sometimes jot down meaningless stuff on Facebook or Blogs and later when I 
read them again, they were too lame and embarrassing so I erased them. If my 
writings are volatile then there’s no need to erase them. How convenient!” [P2] 

• “I used to erase all the photos in my blog every year when I was in high school. I 
did not want other people to remember my past.” [P9] 

•  “I have to be aware of what other people are thinking when I write things online 
so I think it’s a good idea that my messages are volatile. There are times when I 
talk about people who are in the same space. One time I was working on a group 
project and it was quite painstaking so I tried to talk to my friends but since there 
were other group members so it was difficult to talk to my friend. I was too 
stressed out and I had to release it somewhere but I couldn’t…” [P10] 

• “Once I uploaded my family pictures on SNS and my wife asked me to delete 
them. There were instances when I posted other people’s pictures and was asked to 
erase them.” [P7] 

• “From the infamous Jay Park incident I learned that I should not just write any 
things on SNS. One professor once said ‘what you write without offense might 
haunt you back so be careful.’ I totally agree with him.” [P3] 

4.3 Self-expression and Communication in ‘BunnyBurnit for Facebook’ 

Furthermore, we wanted to know the users’ psychological difference when using 
volatile and nonvolatile messages. In addition, we asked the participants to answer 
what they feel about the system how they would use ‘BunnyBurnit for Facebook.’: 

• “There’s definitely a psychological difference in writing volatile and nonvolatile 
messages. I could write without any burdens when using volatile messages.” [P6] 

• “It is essential when sending my bank account or social security number.” [P2] 
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• “I think it could be used in inappropriate relationships or cheating on your boy-
friend/girlfriend. Also it could be used in slandering and backstabbing others.” 
[P3] 

• “Important messages like an appointment should be remained. But situations like 
when friends are talking about going to a trip together, the procedure won’t be ne-
cessary. If we could ignite all the words except the conclusion, it would be simp-
ler and more meaningful.” [P9] 

• “Good thing about a telephone is that you have to pay attention to what the other is 
saying. With this system, people will pay more attention to the conversation since 
the words are volatile and the ignition time is not long.” [P7] 

• “This system is similar to a voice chat. Words spoken cannot be retrieved. I think it 
is similar to a verbal communication because of this characteristic.” [P8] 

5 Conclusion and Discussion 

Cyberspace has provided the important communicative agora for free speech while at 
the same time this virtual place has also become the colosseum of conflicts over vi-
olating public privacy. Particularly, prevalence of digital eternity, the concept that 
contents once programmed online cannot be erased permanently, has begotten serious 
problems. Frequently, there have been incidents when public figures had gotten into 
trouble due to their online postings, comments and threads from the past. Ordinary 
people cannot be free from being targeted by this increasing fear of digital eternity. 
Company administrators admitted that they often trace the job applicants’ online 
record and take it into consideration in the selection process because they believe 
online data reveals more genuine side of their applicants. Moreover, some people 
were fired from their job due to their supposedly private comments about their boss or 
the company.  

In this paper, we wanted to show that people freely express themselves and com-
municate with others without the fear of their past online postings through the volatile 
message system. We applied this interface to Facebook to analyze the users’ beha-
viors. As a result, by using this volatile message system, people posted more freely 
about the issues that they normally were afraid to talk openly about. The participants 
answered that they fear digital eternity and therefore were unwilling to express them-
selves freely because most of them have negative experiences regarding their past 
postings online. Through this experiment, we discovered a possibility that the volatile 
message can relieve the restraints on freedom of expression online caused by the rem-
nants of their previous postings. 

There are some limitations to this research. We could not examine the length of the 
lifespan and the relations between the contents and also we were unable to examine 
the degree of self-regulation in normal SNS postings. These issues need to be studied 
in the future research. 

‘Volatile Message System’ can be used as a public arena for discussing controver-
sial and delicate issues such as political disputes or social affairs. Also it could be 
used as descent protective device in a situation for exchanging private information 
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like one’s personal profile, bank account, and GPS. Moreover, online advertisements 
littering the websites can be reduced tremendously. In future research, it would be 
meaningful to apply ‘Volatile Message System’ in various situations to study human 
behavior and psychology. 
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