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Abstract. ‘Despite technological advances, humans remain the weakest
link in Internet security’ [1], this weakness is typically characterised in
one of two domains. First, systems may not enable humans to interface
securely, or the security mechanisms themselves are unusable or difficult
to use effectively. Second, there may be something fundamental about
the behaviour of some people which leads them to become vulnerable.

This paper examines the links between perceptions of risk associated
with online tasks and password choice. We also explore the degrees to
which the said perceptions of risk differ according to whether the pass-
word user is a security expert or not, and whether they have experienced
some form of attack.

1 Introduction

The security industry continues to evolve new solutions providing enhanced secu-
rity. However, these solutions are often not fully exploited and increased security
is often not realised. There is a widely held view that one reason for this is that
the technology and/or processes are simply too difficult for humans to interact
with effectively. Whether this is correct or not it is clear that understanding how
humans interact with security systems is key to improving the use of security
systems. In this study we consider the use of passwords, and how it might relate
to perceptions of risk.

As society continues to exploit the opportunities provided by technology there
is significant increase in services made available remotely (whether commer-
cial, financial or government services). Within the corporate environment there
is huge demand for the provision of enterprise services (e.g. business emails)
remotely, enabling both remote working and access via mobile devices. These
outward-facing services are typically secured via a username and password, hence
usernames and passwords represent the keys to your digital life [2]. Human fac-
tors are key to understanding the choice of passwords [3]; despite the publicity
and advice surrounding the choice of passwords, choosing memorable, long and
strong passwords is difficult and unintuitive to humans [4]. For many there is a
temptation to choose a single very strong password and reuse this across many
services; Brown et al. [5] found that around 7% of people use a unique password
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for every service and 60% of passwords are used for another service. For these
reasons, passwords are demonstrably not fit for the purpose of securing the large
number of online personas we all sustain. However, passwords continue to be
pivotal in securing not just our digital life but, in this connected-age our natural
life too.

Enterprise portals continue to be secured with simple usernames and pass-
words, relying on the ability of the users to provide significant levels of protection
to the enterprise (whether reputational, intellectual-property, or tangible fiscal
assets). Whenever an enterprise engages in an activity, whether online or in the
natural-world, they perform a risk assessment. From this risk assessment it is
possible to analyse the best way to mitigate this risk [6]. Indeed, passwords are
almost always used as an essential element of access control, which is fundamen-
tal to any form of information or network security. We subconsciously engage in
these risk assessments throughout our daily lives, (e.g. deciding whether to fight
or flee or choosing a place to cross the road) [7]. If an incorrect risk assessment is
performed then the process employed to mitigate this risk (in most cases one or
more security processes) will often be inappropriate for the given situation [8].
In the findings reported here we examine the non-expert’s ability to perform risk
assessments in different environments and whether there might be links between
risk perception and password choice.

In this study we explored four main research hypotheses:

1. There is no significant difference between the opinion of security experts and
non-experts in levels of risk associated with offline activities (e.g. leaving a
car unlocked in a city centre car park).

2. There is a significant difference between opinion of security experts and non-
experts in levels of risk associated with online activities.

3. Non-experts who have had their security compromised consider the likeli-
hood and impact of the event occurring to be higher.

4. Those non-experts whose risk assessments differed from experts choose pass-
words that are of a lower quality, since in general they are likely to undervalue
password choice as a risk mitigation strategy.

It is inappropriate to argue an individual’s risk assessment is ‘right’ or ‘wrong’.
However, we can compare the risk assessments performed by a group recruited
from the general public to that of a cohort of experts who work in cyber security
to see if we can explain weak password choice in non-experts as resulting from
a different perception of risk to the experts who would normally recommend
strong password choice.

2 Method

Data collection for the study was conducted using an online portal in which users
were asked a number of questions. The questions dealing with risk and attack
scenarios are described below. The users were also asked to create a password to
allow them to continue the study later, and it was the quality of this password
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that was measured. These passwords were automatically assessed (following the
protocol described below in section 2.3) before being salted, hashed and stored;
this allowed the passwords to be metricised and yet stored as securely as pos-
sible. Respondents also participated in a further study surrounding password
variability across different scenarios, allowing us to verify the password used
for this study was representative of their normal choices (which we can con-
firm in accordance with the earlier findings of Brown et al. [5]). Given that we
required data from non-experts and known security experts we recruited partic-
ipants via two different routes. Fifty security experts were recruited via personal
contacts including practitioners in industry, government and academia and fifty
non-experts participants were staff and students of The University of Leicester
recruited via an advert placed upon the University’s weekly information email.

Below we describe the particular methods used to, a. compare perceptions
of risk between experts and non-experts through common activities and threat
scenarios and b. measure the strength of password choices.

2.1 Risk Assessments

In order to measure the risk assessments made by the participants they were
asked to rate the level of risk they would normally face when engaging in of
a number of activities, the risks were assessed on a scale of 1 to 5 (negligible,
little, some, high and very-high risk). The following 20 activities were chosen
as representing a good cross-section from cyberspace and the natural world. All
participants were required to answer all the questions:

1. Online banking

2. Using Amazon to purchase items using a credit-card

3. Sending credit card details over email

4. Using eBay to purchase items using Paypal

5. Using unsecured WiFi in a coffee shop

6. Downloading and using pirated or cracked versions of software

7. Leaving your car unlocked in city centre multi-story car park

8. Using social networking sites (e.g. Facebook, LinkedIn) with open privacy settings

9. Using social networking sites (e.g. Facebook, LinkedIn) with closed privacy settings

10. Using photo sharing sites (e.g. Flickr, Instagram)

11. Geotaggingcontent inTwitter or ‘Checking-in’ toa location onFacebook/Foursquare

12. Opening an email from an unknown sender

13. Leaving a credit card behind a bar to guarantee a tab

14. Clicking on a link in an email from an unknown sender

15. Using online dating services

16. Flying from the UK to the US

17. Using a cybercafe

18. Not updating your operating system (e.g. Windows, Mac OS X)

19. Not updating your web-browser (e.g. Internet Explorer, Firefox, Google Chrome)

20. Not updating other applications (e.g. Adobe PDF reader, Microsoft Office / Word,
iTunes)
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2.2 Threat Scenarios

All participants were asked to assess how likely they felt they were to face the
following 13 scenarios (rated on a scale of 1 to 5 from very unlikely, unlikely,
possible, likely, very likely), experts were asked to consider how likely the general
public were to face the scenario.

1. Your computer, email account or data is hacked into and your identity is stolen
2. Your computer, email account or data is hacked into and money is stolen
3. Your computer or software is damaged and you lose work, pictures, music or data
4. Your computer is hacked into and used to either attack other organisations or to

send spam
5. You are conned into going to a fake website and handing over personal information
6. You and your family’s privacy is intruded upon or you are bullied
7. The government ‘snoops’ on your communication
8. Your employer ‘snoops’ on your communication
9. A neighbour ‘hacks’ into your WiFi to use your broadband

10. Your laptop or phone is lost or stolen
11. Your personal data is used to provide strongly targeted adverts
12. A web-based service holding your personal data is broken into by hackers and your

personal data is released
13. Your email or social networking account is hacked and used to send phishing mes-

sages to your friends

The non-expert cohort were also asked to rate the impact of the given scenario
(inconvenient, noticeable, severe) and whether they believed the scenario had
happened to them before.

2.3 Password Metrication

In order to metricise the quality of passwords we focused on assessing the quality
of the password in the context of a particular threat environment. Specifically,
threats conducted using two types of attacks to which most members of the
public are likely to be subjected to on a regular basis, these are brute-force
attacks and dictionary attacks.

There are other attacks which we do not consider: those associated with com-
promised clients where static credentials are stolen (e.g. via keylogging malware)
or those attacks associated with very capable attackers such as state-sponsored
actors or highly-resourced Advanced Persistent Threats (APTs). The quality of
the password is unlikely to have an effect on the users vulnerability to these
attacks.

The most common attack on encrypted passwords are Time-Memory Trade
Off (TMTO) attacks [9] such as rainbow tables. In order to metricise the ‘cost’
of cracking a particular password we can assess the size of the keyspace that
needs to be explored in order to encapsulate the password. This keyspace can be
trivially calculated from the alphabet required to encapsulate the password and
the length of the password, and has a direct relation to the cost to the attacker.
The larger the keyspace the more expensive (in terms of time) it is to create,
index, and lookup using a rainbow table, and the more costly it is to efficiently
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store. Whilst some of these are one-time, initial costs the attacker will always
have to make a cost-benefit analysis balancing the ‘cost’ of the keyspace against
the success-rates (and ultimately benefit).

TMTO attacks assume users create passwords by randomly selecting char-
acters from a characterset. In general, attacks will attempt to leverage some
knowledge of the fact that the password was created by a human (so likely to
have the weaknesses mentioned in the introduction), for example the password
Password requires a keyspace of 54 trillion but it is an obvious and so easily
guessable choice.

In order to measure relative strength of passwords we identify a password’s
resilience to these dictionary attacks. We score the password through comparison
with a number of dictionaries. Many open-source hacking/cracking tools are
distributed with dictionaries which can be used to crack hashes and compromise
systems, these dictionaries provide a good indication of the capability of very
low-skilled attackers. We employ dictionaries from two tools, those distributed
with Cain and Abel and John the Ripper. We also use password lists released
following data-breaches: the RockYou, PHPbb and Yahoo-Voice breaches. If a
password appears on any of these lists or in either of the dictionaries it can
generally be regarded as a very weak password and extremely vulnerable to
many forms of attack.

3 Results and Discussion

3.1 Expert versus Novice Risk

In order to compare the two cohorts’ perceptions of risk the kernel density func-
tion of the risk assessments for the expert and non-expert groups was considered
for each question. Two examples are given in figure 1(a) and figure 1(b) be-
low showing two activities where experts and non-experts agree and disagree
respectively.

In order to evaluate the risk assessments associated with each question the
two cohorts can be compared using a t-test in order to compare the distribu-
tions. Table 1 shows the comparisons between the two cohorts for every activity
question, in addition to the p-value arising from the t-test. The p-value is the
probability that the two samples are sourced from the same distribution, mean-
ing that the two cohorts share the same perception of risk (for this question).
Risk assessments of natural-world activities are shaded, a star in the p-value
column denotes a significance of < 0.01, i.e. the cohorts are very unlikely to
share the same perception of risk levels.

From table 1 it is clear that the risk assessments of our non-expert cohort
were similar to that of our experts for 14 of 20 everyday activities. Of the six
activities significant differences between the two cohorts 5 were associated with
cyberspace and one with the natural world, the natural world activity being
flying from the UK to the US (this particular difference is opinion is likely to be
explained because the expert cohort are used to assessing risk in an objective,
evidence-based manner rather than on an emotive or ‘hype-driven’ level [7]).
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(a) Using unsecured WiFi in a coffee shop
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(b) Not updating other applications

Fig. 1. Example distributions of respondents for two example questions

Table 1. Average risk assessments for each cohort

Question Expert Non-expert p-value

Online banking 3.00 3.20 0.3295
Using Amazon 2.90 2.88 0.9031
Emailing credit card details 4.12 4.62 0.0033*
Using eBay to purchase items using Paypal 2.92 2.78 0.3662
Using unsecured WiFi in a coffee shop 3.88 3.90 0.9140
Downloading and using pirated software 4.40 4.38 0.9059
Leaving your car unlocked 4.12 4.46 0.0318
Using social networking sites with open settings 3.72 3.88 0.3762
Using social networking sites with closed settings 2.76 2.34 0.0050*
Using photo sharing sites 3.00 2.92 0.6262
Geotagging content or checking-in to a location 3.38 3.38 1.0000
Opening an email from an unknown sender 3.38 3.86 0.0310
Leaving a credit card behind a bar to guarantee a tab 3.32 3.82 0.0124
Clicking on a link in an email from an unknown sender 4.24 4.48 0.1398
Using online dating services 3.20 3.48 0.0875
Flying from the UK to the US 1.86 2.36 0.0080*
Using a cybercafe 3.06 2.94 0.4905
Not updating your operating system 3.96 2.90 1.1380e-06*
Not updating your web-browser 3.96 2.94 1.6333e-06*
Not updating other applications 3.74 2.50 8.8584e-08*

The experts and non-experts agree on a number of online risky activities,
such as clicking on a link in an email from an unknown sender. We believe this
indicates that the non-expert cohort has been educated in basic security prac-
tices. The three activities where the two cohorts differ the most are surrounding
patching and updating software, particularly applications other than the oper-
ating system and web browser (the examples in the survey were Adobe PDF
reader and Microsoft Office). This suggests that there is still more education
required to highlight the risks associated with these types of activities.

3.2 Effect of Past Experiences

Considering the likelihood of the scenarios shown in section 2.2 we note that
there were a relatively small number of scenarios which engendered a significantly
different response from the expert and non-expert cohorts. Two scenarios were
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of note: ‘You are conned into going to a fake website and handing over personal
information’ and ‘Your laptop or phone is lost or stolen’. In both, the expert
cohort considered the scenario more likely than the non-experts. This may be
because experts are exposed to more incidences by virtue of their career.

The most significant difference between the expert and non-expert scenarios
was the question ‘A web-based service holding your personal data is broken into
by hackers and your personal data is released’. At present this is becoming a
more common feature of the threat landscape [10], again this may be because
the education of the public may be lagging behind the knowledge of the experts.

Of particular interest is the difference between the scenario likelihood and
impact for those participants who believe themselves to have been subjected
to that attack versus those who do not. We consider the four scenarios which
had the most self-reported non-expert victims: Your computer or software is
damaged and you lose work, pictures, music or data (42% of respondents), Your
laptop or phone is lost or stolen (24% of respondents), Your computer is hacked
into and used to either attack other organisations or to send spam (22% of
respondents) and Your email or social networking account is hacked and used
to send phishing messages to your friends (20% of respondents). There was
no significant difference between the perceived impact of the attack scenarios
between the two groups. This could imply that the cohort correctly measure
the potential impact of a scenario before it occurs (although more research is
required to validate such a claim). However, there were two scenarios where those
who have not been victims believe the scenario is significantly less likely, shown
in figures 2(a) and 2(b).

Previous victim

Likelihood (higher is more)

D
en

si
ty

1 2 3 4 5

0.
0

0.
2

0.
4

0.
6

0.
8

Not previous victim

Likelihood (higher is more)

D
en

si
ty

1 2 3 4 5

0.
0

0.
2

0.
4

0.
6

0.
8

(a) Your laptop or phone is lost or stolen
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Fig. 2. Effects of past experience when evaluating the likelihood of two scenarios



Password Choices and Perceptions of Risk 87

The first (having a laptop stolen) is likely to be related to optimism bias
[11] which causes people to incorrectly assess the likelihood of some scenarios,
particularly surrounding some crimes. The second may be due to it being a
relatively new attack which is unlikely to be salient for those to whom it has not
occurred.

3.3 Risk Perception and Password Strength

In order to explore the affect of risk awareness on password complexity we con-
sidered the questions which demonstrated a statistical significance between the
expert and non-expert cohort, i.e. the six starred questions from table 1.

A vector of the average expert score in each of these questions was calculated
to provide an average set of answers for the expert cohort. We then used the
root mean square (RMS) error between this vector and the answers provided by
any participant to calculate the ‘distance’ an individual respondent is from the
average score of the experts. The kernel density of the errors from the two cohorts
are shown in figure 3(a). As can be seen there is a clear difference between the
two populations. The non-expert group shows a bimodal distribution with one
mode showing an RMS error consistent with the expert group and one showing
a higher error. We hypothesise that the mode with a lower error is related to
a technically aware group within the non-expert cohort. There also appears to
be one of the expert cohort who displays a higher error which would be more
consistent with the non-expert cohort. From figure 3(a) it can be seen that the
experts do not completely agree with each other; since the expert cohort is made
up of experts from different fields it is not surprising they have slightly different
views. However, 96% of the expert respondents had an RMS error of less than
0.5, hence, non-experts with an error greater than 0.5 can be considered to assess
risk in a very different manner to the expert cohort.

When considering a security question, if two entities assess risk differently
then we should expect them to attempt to mitigate those risks in a different
way. Within the context of this study we can analyse the quality of the mitiga-
tion (measured by the password keyspace) associated with the non-experts, this
is shown in figure 3(b). As can be seen there is a decreasing trend with a large
spread, i.e. those non-experts whose risk assessments differ greatly from the ex-
pert risk assessment use passwords that have a smaller keyspace (are technically
weaker). Hence, considering the password keyspace we can suggest that our final
research hypothesis appears to be supported.

Of further note, we considered the non-experts whose passwords were present
in the dictionaries described in section 2.3 we see no significant difference between
the distributions of their RMS error (i.e. there was no correlation between the
password being a word in a hacking dictionary and how the respondent assessed
risk). This can be explained by a number of respondents who had very ‘expert-
like’ risk assessments whose passwords, whilst demonstrating a large keyspace,
were in the hacking dictionaries used. Choosing strong, high-entropy, memorable
passwords is hard and hence people may gravitate towards common combinations
of substrings.
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Fig. 3. Effects of the RMS error surrounding the risk assessments

4 Conclusions

Considering our first hypothesis which stated that experts and non-experts would
provide similar assessments of offline risks. We found that, in fact, they provided
subtly different risk assessments. The shaded rows in table 1 show the offline risk
assessments where the most significant difference was associated with flying from
the UK to the US. We conclude that the expert cohort, due to their employment
are used to assessing risk in an evidence-based manner rather than an emo-
tive, hype-influenced manner, this allows them to make a more rational decision
surrounding the risks associated with flying [7].

Our second hypothesis stated that experts and non-experts would show some
difference between their assessments of online risk. In general, considering table 1
we found that the non-expert cohort provided similar risk assessments to our
expert cohort. We conclude that the non-expert cohort have been educated in
basic online security practices (indeed 94% claim to have an AV product which
is kept up-to-date and 94% claim to be good at identifying phishing). However,
it should be noted that we found significantly different appreciations of the risk
associated with updating and patching software indicating more education is
needed on the vulnerability and attacks associated with client applications like
Office and PDF readers.

Our third hypothesis stated non-experts who have had their security compro-
mised consider the likelihood of the event occurring to be higher, and consider
the impact of the event as greater. We found no significant difference surround-
ing the impact - indicating that the non-experts were good at assessing the
potential impact of a variety of security incidents (since they do not change
their view after becoming a victim). We found two examples of difference sur-
rounding the likelihood of the scenarios. The first being a natural-world incident
(loss (or theft) of a laptop) which we can explain due to unrealistic-optimism or



Password Choices and Perceptions of Risk 89

optimism-bias, where others are expected to be victims of misfortune [11]. The
second concerns a relatively un-publicised form of breach, which the non-experts
who had considered relatively rare - yet those who had been victims considered
it significantly more likely, which may be related to the public embarrassment
associated with this form of breach making the incident very memorable.

The final hypothesis focussed upon whether there was a correlation between
the risk perceived and the quality of the passwords used. We analysed the non-
expert participants and found a negative correlation between the similarity of
the risk perceived by the average expert and the quality of the password, this
goes some way to confirming the hypothesis. However, it should be noted that
whilst there is a correlation there are some outliers and we cannot conclude that
participants are making risk-based decisions when they choose passwords. Fur-
ther work will explore the decision-making process and links between password
choices and psychology.
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