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Abstract. The paper describes a system able to recognize the users
identity according how she/he looks at the monitor while using a given
interface. The system does not need invasive measurements that could
limit the naturalness of her/his actions. The proposed approach clusters
the sequences of observed points on the screen and characterizes the user
identity according the relevant detected patterns. Moreover, the system
is able to identify patterns in order to have a more accurate recognition
and to create prototypes of natural facial dynamics in user expressions.
The possibility to characterize people through facial movements intro-
duces a new perspective on human-machine interaction. For example, a
user can obtain different contents according her/his mood or a software
interface can modify itself to keep a higher attention from a bored user.
The success rate of the classification using only 7 parameters is around
68%. The approach is based on k-means that is tuned to maximize an
index involving the number of true-positive detections and conditional
probabilities. A different evaluation of this parameter allows to focus on
the identification of a single user or to spot a general movement for a
wide range of people The experiments show that the performance can
reach the 90% of correct recognition.

1 Introduction

Over the last few years the approach followed in the field of human-computer in-
terfaces (HCI) has sensibly changed. The focus has been shifted on the so-called
human-centered design, namely the creation of interaction systems made for hu-
mans and based on models of human behaviour [1] and cognitive capabilities
[2]. This type of design requires a thorough analysis and proper processing of
the information flowing in man-machine communication: linguistic messages, the
non-linguistic vocalizations, emotions, attitudes, facial expressions, head move-
ments and hand movements, body posture, and, finally the context in which they
are transmitted [3]. In general, the modelling of human behaviour is a challeng-
ing task and is based on various behavioural signals: behavioural and affective
states (e.g. fear, joy, inattention, stress), the manipulative behaviour (actions
used to act on environment objects or self-manipulative actions such as lip bit-
ing), the specific signs of culture (conventional signs, such as a head nod or a
thumbs-up). The behaviour detected by the actions should also be associated
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to a model of human intentions [4] able to take into account the context and
be consistent with a cognitive model of the user [5]. Such models could then be
integrated into a cognitive architecture with the aim of representing not only
the user’s mental model [6] but also the main mechanisms of human reasoning
such as perception, memory, decision, planning, emotional and affective states,
motivation, sociability, and so on (see for example [7], [2]).

A full understanding of human behaviour [1] hinges on the perception of com-
plex signals such as facial expressions, posture and body movements and on the
modelling of the context through the identification of objects, and interactions
with other components the real environment. The modern techniques of com-
puter vision, and sophisticated machine learning methods allow us to collect and
process such data in a more accurate and robust way [8]. If an automated system
captures the temporal extension of these signals, it is possible make predictions
and create expectations about their possible evolution. It is also possible to de-
tect human intentions, in a simplified way, classifying the elementary actions of
a human agent and identifying the usual task associated to the action[4]. The
particular way to execute a given task is the basis of a biometric recognition.

For example in [9] the identity is guessed from footsteps, a multimodal system
in [10] uses face and speech information, dynamic keystroke analysis are used in
[11], and so on.

1.1 Aims and Motivation of the Presented Work

On the basis of the above considerations, the paper proposes a system to model
user behaviour and identity recognition in a common real situation: when a
user is in front of a computer screen her/his actions are bound to what she/he
is viewing at and the way she/he can interact with the application. A way
to characterise the user behaviour is to consider head/eyes movements, facial
expressions and which region of the monitor scene is observed. The aim of this
work is to capture the user behaviour when she/he is browsing an internet page or
is using a software interface. This application allows to classify the user reactions
in front of a computer and to distinguish different users by its personal movement
when interacts with the computer.

2 User Activity Detection

The combination of computer vision [12] and models of human actions [13] make
possible to design sophisticated user interfaces and user modelling systems. The
proposed system uses the Microsoft Kinect camera to track the point of the
screen where the user is looking at. The Kinect system allows to obtain infor-
mation on skeleton and face movements, using an infrared sensor and a VGA
camera (640 x 480 pixel). Using the Microsoft SDK 1.5, the Kinect camera is able
to provide information about the user position and to segment the user head.
The head position and orientation are characterised with angles along three axes
for all the possible orientations, according the movements of yaw, pitch and roll.
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The values of the angles provide information about where the user is looking.
Given the orientation of the head, a line orthogonal to the eyes line and parallel
to the desk is considered. The point where this line meets the screen plane is the
point where the user is looking at. The user activity is described through: gaze
tracking, facial expression, face coefficients.

2.1 Gaze Tracking

To exactly estimate the point where the user is looking, it is necessary to know
where the monitor and the user are positioned in the space. This information
is obtained though a calibration step, where it is possible to know the monitor
position and the user position in 3D space. The procedure requires that the user,
positioned in front of the monitor, looks for few seconds at each monitor corners
remaining in a fixed position. In this phase, the angles of the head are saved and
provide a reference for all the head movements.

The position where the user is looking on the screen is calculated comparing
the angles of the head at a given moment with the values stored in the calibration
phase. In order to make the algorithm more robust, the values of all four corners
are stored although three points would be enough to perform the calibration. If
a value is not detected or it is affected by a large error it is possible to estimate
the correct parameters trusting on three of the four values.

After the calibration session, the user can use normally the computer. During
the work session, the system stores the information about the point where the
user is looking at. The calibration values are valid for different sessions until
the monitor, or the kinect camera or the user position are moved. This feature
allows to make an unique calibration per user and use the system parameters
for multiple captures without making any others calibrations.

Tracking Precision. The chosen method is quite simple, but it provides promis-
ing results and it is not constrained to a fixed user position. The user can move
in a circle with radius of 35/40 cm from the initial calibration position with a
slight error in gaze estimation. This case covers the standard scenario where the
user is sat at the desk and can move its chair in a limited space. Considering
the case shown in figure 1, the user is in front of the monitor. The calibration
estimates the values of position and angles of user head when she/he looks at
the points A and B. The C point is calculated as follows:

Fig. 1. User position in front of the monitor and Kinect sensor
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Fig. 2. Tracking activity of human working on his laptop. On the left (a) is represented
the diagram of estimated points observed on the monitor and on the right (b) the
velocity of movements.

1. roto-translate the values to obtain the center of the axis on the user position;
2. calculate the max value between the saved angle on the top right and bottom

right monitor corners in ZX plan;
3. calculate the min value between the saved angle on the top left and bottom

left monitor corners in ZX plan;
4. calculate the difference between max and min value calculated at point 2

and 3: deltaAngleZX = maxV alue−minV alue;
5. the mouse position on x screen cordinates are obtained by this formula:

xPosition =
actualPosition.ZXangle−maxV alue

deltaAngleZX
∗ xScreenResolution

The same procedure is used to obtain the screen position on y axis using the
angles on ZY plan. The obtained values have ripples and the evaluation is affected
from noise given by Kinect sensor. To make the estimation more stable has been
employed a Kalman filter [14] that allows to have a robust estimation also when
noise is present. The Kalman filter is a recursive estimator which evaluates the
state of a dynamic system from a series of measurements. This filter has the
drawback of being not sufficiently responsive when there are small variations in
the input data. An example of acquired data during a tracking session are shown
in figure 2.

To measure the accuracy of the tracking system we developed a routine that
shows a small moving rectangle on the screen, while the user tracks it with
the gaze. The system calculates the difference between the rectangle position
and the value on the screen calculated according with the user gaze position.
Experiments show a mean errors of about 9.0 pixels (both along x axis and y
axis), using a monitor resolution of 1366x778 pixels.

2.2 Extraction of Facial Expression

To detect the facial expression we used some information about the user and
which screen region she/he is viewing. The gathered information are: x, y screen
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coordinates, the six coefficients of Animation Units characterizing the human
face. These six coefficients, called Animation Units (AU)[15], are a subset coef-
ficients defined in the Candide3 model [16] that uses 87 2D points on the face
to track the user head. From these six values it is possible to classify the facial
expression considering seven basic expressions: neutral face, upper lip raised, jaw
lowered, lip stretched, brow lowered, lip corner depressed and outer brow raised.

The range of these coefficients is between -1.0 and 1.0. The first coefficient
indicate the lips movement, the value +1 indicates the lips completely opened
and -1 completely closed. The second is referred to the lower jaw movement, so
+1 indicates completely opened and -1 closed. The third coefficient, indicates
how the lips are stretched, the value is defined as follow: 0 is neutral, +1 is
fully stretched (joker smile), -0.5 rounded (pout) and -1 is fully rounded (kissing
mouth). The fourth coefficient is an index referred to the brow, -1 is for brow
raised and +1 for fully lowered. The fifth, the lip corner depressor, indicates
-1 for a very happy smile and +1 for a very sad frown. The last coefficient is
an index of the outer brow, -1 indicates fully lowered (a very sad face) and +1
raised (deep surprise).

The afore-mentioned six coefficients are related to the configuration of facial
features and can be used to classify the emotional state of the user. Through
a series of IF-THEN rules and a set of threshold values basic facial expres-
sions are detected (neutral, smiling, angry, sad, surprised, fearful). The rules
and thresholds, as used in Microsoft original source code, allow to obtain the
facial expression from the six Animation Units as described here:

if (AU[3] > 0.1 and AU[5] > 0.05) the eyebrows are lowered, so set an
angry configuration.
else if (AU[3] < -0.1 and AU[2] > and AU[4] > 0.1) eyebrow up and
mouth stretched, fearful configuration.
else if (AU[1] > 0.1 and AU[3] < -0.1) eyebrow up and mouth open,
surprised configuration.
else if ((AU[2] - AU[4]) > 0.1 and AU[4] < 0) lips are stretched, assume
smiling configuration.
else if ((AU[2] - AU[4]) < 0 and AU[5] < -0.3) lips low and eyebrow
slanted up, sad configuration.
else by default, set a neutral configuration.

2.3 Activity by Temporal Sequences

We take into account a dynamic evolution of the users activity by sequence of
facial action units. Moreover an important parameter that can be extracted is
the movement speed of her/his observed point on the screen. We consider that
this speed is an own characteristic of the user and different users have different
statistics in the fruition of a content on the computer screen. For each couple
of frames we calculate the difference, in absolute value, between the position in
the current frame and the position in the previous frame estimating the speed
at a given moment. We form in this way a vector containing the values of the
six animation units at a given time t and the speed at the same time.
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Vt = [p1, p2, p3, p4, p5, p6, s]

The value of Vt are saved every 0.3 second in order to store the face param-
eters and to follow the head movement. To consider a temporal evolution of
these parameters, a temporal window of 10 samples is considered. The temporal
window is then moved considering the newest values and discarding the oldest
one. Our hypothesis is that every user has a different behaviour in front of a
computer and this is tightly correlated with her/his personality. The behaviour
can be extracted detecting characteristic dynamic facial configuration and clas-
sifying new detections according their classes. The next step is the clustering
of captured data (Vt) and aggregate them in homogeneous sets. Each cluster
can be annotated counting how many samples of a given user are mapped on
the cluster itself. The presence of a single or more labels (identifying multiple
users) is considered as a measure indicating how trustable the labels are. If a
clusters is composed by values of a single user, the values that are in that cluster
are very discriminating and identify with good accuracy the user. On the other
side, if a cluster is annotated with labels coming from multiple users the values
aggregated in this cluster are bound to multiple users and its values are not very
discriminating. These values are not peculiar of a single user and have a reduced
identification capability. We adopted the well known k-means to cluster the Vt

vectors with different numbers of target clusters.

2.4 Experiment Setup

In order to test our system with first experiments, we asked four volunteers to
use an internet browser in front of a screen, free to take their usual position
during a work session with a laptop. The session included the navigation on the
internet from the same web page of a popular news site. The dataset is being
extended with the capture of user behaviour in relation to different types of sites
(e-commerce portals, social networks, web search portals, and so on).

The kinect camera was placed in front of them and close to the monitor.
It was asked to the users to act and browse normally according their usual
behaviour. The captured values have been elaborated in real time to extract
the face parameters and to evaluate the speed of the gaze movement at a given
instant.

2.5 K-Means Based Clustering

The users have been using the browser without constraints for approximately
2400 seconds, recording the location of the observed points, the six coefficients of
facial expression, and a thumbnail image of the observed regions. The dataset is
composed of 6659 acquisitions of the parameters of interest. For this experiment
setup, only the six coefficients and the module of velocity of observed location
are used to identify the user. Ten sequential instants of these parameters are
grouped to create input vector of size of 70 to perform k-means clustering [17].
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Fig. 3. This figure shows the accuracy rate to vary the cluster numbers

For the training phase sequences of 600 consecutive elements for each user
have been extracted (i.e. 2400 acquisitions of 6659) and were created the 2400
sequences considering a temporal window of ten samples.

After fixing the number of clusters, we have performed the standard k-means
with a repetition of 10 for the random assignments of initial seeds. The clusters
obtained were then labeled with the name of the user with the greatest number
of occurrences of the recordings. The optimal number of clusters was obtained
by analyzing the trend of the rate of success in the classification see figure 3, and
is equal to 32 (corresponding to a success rates of 0.68). It is observed that with
a cluster number greater than 10, there are many clusters that collect the data
of a single user, while the remaining portion is often related to only 2 users, but
with a clear predominance of a user relative to each other.

Always with the time window of 10 successive instants, test data have been
associated with closest clusters according to the Euclidean distance. The users
label associated with the nearest cluster is the one that is attributed to the test
input, and can be compared with the correct label.

2.6 Results Evaluation

The success rate of classification obtained using 7 parameters recorded is around
68%, which is an encouraging result that warrants further in-depth testing.

Having chosen an approach based on a supervised k-means, allows us to search
among the resulting clusters those that best identify a particular user. In this
way we have typical behavioural patterns that may be the target of research
to identify a user, or a class of users in case of wide-ranging trials. The identi-
fied pattern presents correct recognition rates that can reach over 90% in our
experiments.

To determine the ore representative pattern (center cluster), we have created
an index R that takes into account not only the true-positive rate, but also the
probabilities P1 and P2. R is the index of representative of the cluster in relation
to the user
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Ru = P1i ∗ P2i ∗ (TPi/N2i) ∗ 104 (1)

where

P2i =
N2i

32∑

i=1

(N2i)

(2)

with i = 1, ..., 32 and u = 1, ..., 4
Table 1 shows the calculated values of the 32 clusters obtained in the trials.

The first column shows the cluster id. The second one is relative to the label
of the user who is present in greater numbers in that cluster. The third column
shows L1, i.e. the percentage of that label with respect to all the labels in the
cluster. The fourth column shows the percentage P1 of samples of the training
set that belong to the cluster. N2 is the number of elements in the data set of
tests that were considered to belong to the cluster. TP is the number of true
positives detected. R is the index of representative of the cluster in relation to
the user.

Table 1. Cluster Stats. The table is divided in two columns, on the left are shown
clusters from 1 to 16 and on the right are shown clusters from 17 to 32. The 15th and
16th clusters are not calculable because no data from test set is present in the clusters.

Cluster User L1 P1 N2 TP R Cluster User L1 P1 N2 TP R

1 1 0.87 0.124 103 0 0.00 17 3 0.64 0.061 67 10 1.43
2 1 1.00 0.016 4 0 0.00 18 3 1.0 0.011 145 130 3.44
3 1 0.67 0.052 13 0 0.00 19 3 1.0 0.063 51 15 2.22
4 1 0.94 0.028 131 131 8.74 20 3 0.95 0.049 410 231 26.51
5 1 1.00 0.033 53 52 4.03 21 3 0.54 0.040 193 183 17.05
6 2 1.00 0.015 159 42 1.52 22 3 0.72 0.018 76 0 0.00
7 2 0.96 0.021 120 29 1.42 23 3 0.84 0.025 124 0 0.00
8 2 1.00 0.011 197 126 3.34 24 4 0.88 0.014 39 35 1.17
9 2 1.00 0.009 232 208 4.28 25 4 0.92 0.016 655 622 23.18
10 2 0.71 0.026 81 27 1.64 26 4 0.74 0.022 234 161 8.37
11 2 0.73 0.020 84 50 2.40 27 4 1.00 0.035 32 18 1.50
12 2 1.00 0.026 63 41 2.49 28 4 1.00 0.024 283 253 14.14
13 2 1.00 0.028 105 79 5.19 29 4 0.85 0.038 134 88 7.94
14 2 1.00 0.044 229 194 20.17 30 4 1.00 0.060 150 137 19.35
15 2 1.00 0.043 0 0 - 31 4 0.62 0.005 7 7 0.09
16 2 1.00 0.004 0 0 - 32 4 0.91 0.014 74 34 1.10

2.7 User Distinctive Basic Dynamic Facial Expressions

In figure 1 are listed for each user clusters most representative according to the
index R. The center cluster corresponding to it shows us the values of the related
face configuration coefficients in the 10 consecutive instants. Starting from the
element of the entire dataset that is more close to it, it is possible to recover the
3D configuration of the 87 points of the face and their temporal evolution. This
set of values constitutes a kind of dynamic basic distinctive facial configuration
of the user.



Recognition of Human Identity by Detection of User Activity 57

3 Conclusion and Future Works

The presented work demonstrates the potential of the detection of facial ex-
pressions with rgbd sensors available on the market today. In particular, in the
context of user modelling we have demonstrated that it is possible to recognize
the user’s identity from his facial expressions and from what she/he observes on
a monitor, without invasive measurements that limit the naturalness of her/his
actions. The proposed approach uses k-means clustering, and a phase of the
training on consecutive users movements, allow us to characterize the identity of
user with near 90% of success rate. It is possible to identify patterns in order to
have more accurate recognition, and to create prototypes of natural dynamics
facial expressions of the user.

The possibility to characterize people through facial movement introduces
new view on human-machine interaction, in fact, a user can obtain different
contents according your mood, or a software interface can modify itself to keep
more attention from a bored user.

The ongoing experimentation involves more extensive testing on a larger num-
ber of users, different types of software with which they interact, the possibility
to integrate visual memory and the integration of the whole system in a defined
cognitive architecture.
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