
 

L. Marinos and I. Askoxylakis (Eds.): HAS/HCII 2013, LNCS 8030, pp. 209–216, 2013. 
© Springer-Verlag Berlin Heidelberg 2013 

Strategic Interaction Analysis  
of Privacy-Sensitive End-Users of Cloud-Based Mobile 

Apps 

Kalliopi Anastasopoulou1, Theo Tryfonas2, and Spyros Kokolakis1 

1 Dept. of Information and Communication Systems Engineering 
University of the Aegean, Samos, Greece 

2 Bristol Cryptography Group, Faculty of Engineering, University of Bristol, UK 
{sak,k.anastasopoulou}@aegean.gr, 

theo.tryfonas@bristol.ac.uk 

Abstract. Free mobile applications of cloud computing offer a range of diverse 
services (e.g. gaming, storage etc.) usally in return for delivering personalized 
advertising to their consenting end-users. In order to do so they may retain a 
range of personal information such as location and personal preferences. Thus, 
privacy-related interactions between service providers and end users are 
important to be studied as personal data are valuable in a subscription-based 
cloud system. In this paper, game theory is used as a tool to identify and 
analyze such interactions in order to understand stakeholder choices, as well as 
how to improve the quality of the service offered in a cloud computing setting.  
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1 Introduction1 

There exist many free cloud-based mobile applications (apps), which individuals can 
use to store their information into a cloud (e.g. Dropbox, Google Drive) and also to 
make transactions and use related services (navigation, gaming etc.).  End users of 
these usually come to terms with decisions that include a trade off of handing over 
privacy sensitive information [1]. The term privacy sensitive information refers to any 
personally identifiable information (e.g. name, address), sensitive information (e.g. 
religion or race, sexual orientation), usage data (recently visited websites) and also to 
unique device identities (e.g. IP addresses) [3]. 

                                                           
1 This research has been co-financed by the European Union (European Social Fund - ESF) and 
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the National Strategic Reference Framework (NSRF) - Research Funding Program: Heraclei-
tus II Investing in knowledge society through the European Social Fund. The authors would 
also like to thank the University of Bristol’s Systems Centre for kindly hosting the sponsored 
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Services and applications that make use of privacy information into a cloud-
computing context are components that can be implemented and scaled up or down, 
providing an on-demand utility model. Some of these applications include mobile 
social networking, real time data processing and content delivery [2]. Outsourcing 
data hosting functionality to the cloud through a secure platform-as-service is some-
thing increasingly utilized and offered at a low price [1]. For example infrastructure 
services, platform and software applications are provided to end users of cloud com-
puting through pay-as-you-go business models. Their simpler offering can take the 
form of free service in return for delivery of personalized advertising (that providers 
then make profit from).  

In this paper, we follow a game-theoretical approach to understand and analyze 
how privacy agents behave when they have to trust, store and share their personal data 
into a cloud-based service application (such as Google Drive) and how better under-
standing of their privacy decisions can be used as a tool for companies to create busi-
ness value. We propose a model where service providers and end users interact with 
respect to general privacy policies for storing and sharing personal information. End 
users are expected to be honest in providing personal information in order to be  
subscribed in cloud services and on the other hand service providers are obligated to 
obey their privacy policies and do not disclose end users’ information to third parties.  

In the following section we discuss related work in cloud computing and in section 
3 we present and interpret our basic model. In section 4 we discuss the outcomes, 
which come out of this basic model. The last section contains our conclusions and 
further research issues are addressed.  

2 Related Work 

Much of the past and current literature depicts that cloud computing is pretty much 
connected with human based negotiations for personal data stored and exchanged in 
internet datacenters.  

Data storage at a low cost, flexibility to pass services and better resiliency, are 
some of the benefits that give to end users a competitive advantage to adopt cloud-
based services [5].  Individuals rely increasingly on cloud service providers to cover 
their computing needs, however, the pace of adoption of upcoming cloud technology 
is not excessively quick, as individuals and organizations do not migrate critical sys-
tems to cloud computing yet. The same happened in the past with technologies like 
virtualization, where stakeholders started to use them for non-critical systems, and 
when they became comfortable with the new technology, they used it for all type of 
systems.  

A major inhibiting factor is related to the loss of control over storage of critical da-
ta and the service’s outsourced nature. The challenge for cloud providers is to identify 
and understand the concerns of privacy-sensitive users, and adopt security practices 
that meet their requirements [1]. Ramireddy et al. [11] examine if cloud providers’ 
characteristics influence their decision to adopt security practices for protecting priva-
cy policies and offer a secure platform to end users for storing and processing data. 
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Their results, based on quantitative analysis, lead to the fact that providers use differ-
ent information assurance practices in order to offer cloud services. Misunderstanding 
the privacy concerns of end users may lead to loss of business, as they may either stop 
using a perceivably insecure or privacy-abusing service, or falsify their provided in-
formation – hence minimising the potential for profit via personalised adverting. 
Riedl et al. [10] mention that strategic decisions and forecasting under uncertainty are 
considered as essential requirements, during the negotiation process, for establishing 
players in a cloud market. An end user can give fake data if she believes that the ser-
vice provider is going to abuse the privacy agreement and sell personal data derived 
from a cloud–based subscription to a third party. 

Game theory in these cases emerges as an interesting tool to explore, as it can be 
used to interpret stakeholder interactions and interdependencies across the above sce-
narios. For example, Rajbhandari and Snekkenes [7] implemented a game theory 
based approach to analyze risks to privacy, in place of the traditional probabilistic risk 
analysis (PRA). Their scenario is based on an online bookstore where the user has to 
subscribe in order to have access to a service. Two players take part in this game: the 
user and the online bookstore. The user could provide either genuine or fake informa-
tion, whereas the bookstore could sell user’s information to a third party or respect it. 
A mixed strategy Nash equilibrium was chosen for solving the game, with user’s 
negative payoffs, in order to describe quantitatively the level of privacy risk. 

Also, according to Hausken [4] the behavioral dimension is a very important factor 
in order to estimate risk. A conflict behavior which is recorded on individuals’ choic-
es can be integrated in a probabilistic risk analysis and analyzed through game theory. 
Friedman and Resnick [8] worked on providing the use of “cheap pseudonyms” as a 
way to measure reputation in Internet interaction between stakeholders. This was a 
game of M players where users provided pseudonyms during an interaction in the 
Internet world and they had the option either to continue playing with the current 
pseudonym or fin a new one, at each period of time. A suboptimal equilibria is found, 
as a repeated prisoner’s dilemma type of game, while methods of limiting identity 
changes are suggested. Kokolakis et al. showed why it is not easy to establish trust 
when personal information is used in electronic commerce by implementing a game 
model in an e-transaction between a buyer and a seller [9]. 

Concluding, game theory research in online privacy-related decision-making has 
provided some evidence that it can give credible results in understanding privacy-
related behavior, however it is still an ongoing and open field in its early stages of 
maturity. 

3 The Basic Model 

Our model refers to content delivery/storage applications, where privacy-related deci-
sions for storing and gathering information between the participants are made. Much 
importance is given in understanding the underlying motivations of their actions and 
reactions. In these decisions, risk and uncertainty are involved and in this case, eco-
nomic factors related to costs per processing, costs per unit of memory, costs per unit 
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of storage and costs per unit of used bandwidth have to be taken into account [2]. We 
develop a basic game model in order to understand how strategic interactions among 
the rational agents influence their behavior to use or not such cloud services.  

Consider a cloud service provider (SP), i.e. a company which provides the ability 
to end users to store and share their data with others via mobile apps that enable data 
access and storage in a cloud computing environment. The company’s objective is to 
maintain a platform that can provide secure services to end-users, whilst ensuring at 
the same time that profit is raised by delivering value for which clients are happy to 
pay, or at least surrender their personal data, for. 

The SP stores personal information of end users in a database server and an appli-
cation server hosts a number of data reporting and monitoring applications using a 
remote mobile client over the Internet. A two-tier service is provided: (a) free of 
charge with personalized advertising based on the retained personal data, or (b) paid 
for, which is advertising-free and offers greater sharing storage capacity. 

The end user reads carefully and checks the privacy policy and decides to proceed 
with either registering for the free of charge option, consenting to their personal data 
being used for advertising purposes, or chooses the advertising-free, paid option. SP 
and end user then have an agreement. But both of them have the option to violate the 
agreement. The SP may use end users’ information in a more profit-making way that 
violates its privacy policy, e.g. passing the information to advertisers. The end user, 
on the other hand, may provide false personal information. That means that the end 
user is protected from privacy violations, but loses any personalization advantages. 
We assume that the case that someone registers for a paid service under false personal 
data is of equal payoff to the provider with the one where the data is accurate, as in 
this case the registered data would not be further used under SP’s consent. At that 
point, each party has to choose a strategy, based on their expectations of the other 
party’s behavior. Therefore, exploring each party’s behavior separately would not 
allow us to understand the dynamics of the SP - End User interaction.  

A game with a single end user and a service provider interacting is modeled below. 
Each player has the following options: to Cooperate (C) or to Defect (D). Cooperation 
for the end user is equal to providing true personal data, whilst defecting is deciding 
to fake personal information. Respectively, SP cooperates when she complies with 
privacy policies, whilst she defects when violates them. Thus, four combinations 
(strategy profiles) exist, which are presented in the following paragraphs together 
with our definitions of their corresponding payoffs. 

The payoffs are in utility and in each strategy are given by: payoff = usage for in-
ternal purposes + selling information to third parties. 

If both end user and SP decide to defect, the end user receives a minimum benefit, 
and the SP may get some minimum benefit too, if they manage to trade the false data, 
albeit inaccurate.  We give it a value of one (1) for both in an arbitrary way.  

If the end user is the actor who defects, whilst at the same time the SP respects the 
privacy policy, then the end user again gains the some benefit (1) but the SP will get 
no benefit from providing the free service plus the cost of maintaining the privacy 
policy. Thus, we consider the payoff for the SP to be less than in the previous case, so 
we give it the value of zero (0). 
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If the end user gives true information about her and the SP mistreats it in some 
way, then the SP gains a significant profit and the end user suffers a loss, as we indi-
cated that we have a privacy-sensitive end user. A payoff of three (3) is considered for 
the SP and (0) for the end user. 

Finally, if both parties cooperate, then all will have benefits. The end user will re-
ceive personalized services according to their preference and the SP may have the 
chance to use end user’s data, within the limits of the privacy policy. A payoff of two 
(2) is considered appropriate in such case to both players. The game is played in nor-
mal form and is being presented in Table 1. As we stated, we use arbitrary values for 
the payoffs for illustrative reasons. Only the order of payoffs is significant for the 
analysis that follows and not their exact values.  

Table 1. The End user-SP Privacy Game for Clouds 

  End User 
 

  Cooperate (C) Defect (D) 

 
SP 

Cooperate (C) 2,2                0,1 

Defect (D) 
3,0                1,1 

 
Defecting is thought to be a dominant strategy for SP as she wins a better payoff 

regardless of the end user’s choice. We are thus going to examine only how the end 
user would respond to the only remaining SP’s strategy (defect), as, from a privacy-
concerned perspective, we can eliminate the dominated strategy for SP (cooperate). In 
this case the end user will also defect. Thus, the equilibrium in the above game - the 
iterated dominant strategy equilibrium- is equal to {Defect, Defect}. In the equili-
brium state the overall payoffs are less than when both players cooperate.  

Supposing that this game is played only once, we address the simplest format of 
the game. In fact, a SP would normally expect the end user to choose again the same 
SP and make a new subscription for data storage services. So, if the game is repeated 
there are two more factors to take into account. Firstly, whether there are finite or 
infinite repetitions and secondly whether SP’s policy violation gets detected. If policy 
violation doesn’t get detected, then the iterative version of the game is identical to the 
one-off game presented above. So, we only examine the case of observable policy 
violation, i.e. one that gets immediately detected. 

Referring to the finite case, the game is designed to be repeated several times and 
then stops. If we want to find a solution for this game, then we should first examine 
the last round. We can see that the game played at the last round is identical to the one 
we presented above. Thus, the end user would think that the SP would violate the 
policy the last time the game is played. However, for the end user it would be too late 
to fake her information. So, if the end user expects that at some time in the future the 
SP will mistreat the information provided, then she will fake her information from the 
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beginning. Thus, the equilibrium of the finite repeated game is the same as in the case 
of the one-off game. 

When an end user respects cloud services policies that considers reliable and 
makes regular moves, we may model the relevant game as an infinitely repeated 
game. The case of the infinitely repeated game is more complex. However, we can 
simplify our analysis, if we consider the act of discontinuing the end user-SP relation 
as a penalty imposed by the end user to the unreliable SP. The penalty is equivalent to 
the loss of profit from all future subscription fees or targeted advertising revenue. 
Whilst formal analysis of the game is left for future research, our preliminary analysis 
shows that defecting the privacy policy is a dominant strategy for the SP.  

Finally the equilibria of the different variations of the end user-SP cloud privacy 
game are summarized in Table 2. 

Table 2. Equilibria in Variations of the End user-SP Privacy Game in Clouds 

 One-off Repeated Infinitely repeated 

Observable violation D, D D, D C, C 

Undetectable violation D, D D, D D, D 

4 Discussion 

In the following paragraphs we will present some preliminary results from the above 
game model. Where end users have the ability to choose a cloud service provider to 
match their expectations, their stated privacy policies cannot assure trust. The utiliza-
tion of cloud computing services, such as in the content delivery domain is growing, 
however, it is still extremely difficult for many end users to trust service providers 
and store their personal data in a cloud-based environment, as privacy violation issues 
may perceivably happen at any time.  

When end users adopt cloud-based services and chose to use relevant apps, they do 
not know in advance, if the service provider is reliable with respect to retention of 
their personal data. There are many instances where end users provide fake personal 
information in order to receive services (e.g. cloud-based storage) as they feel more 
protected. On the other hand, service providers are interested to implement their stra-
tegic policies so that end users would remain loyal and pay for premium services. In 
this case, they should carefully consider giving data to a third party in order to avoid 
disappointing both their premium and basic end users and salvage their reputation. 

Providing a fair solution to assure both end users’ loyalty and SP compliance is a 
necessity. However, since such violations are difficult to be detected by most stake-
holders, regulating the use of policies by enforcing audits is rather of a low effective-
ness. Enforcing penalties for any violation from SPs, or using reputation systems, is a 
helpful countermeasure to provide assurance to end-users. SPs might not risk illicitly 
offending personal data, when they are expected to lose a number of potential end 
users from such practices  
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To summarize, we have to note that the above findings are applicable only to 
stakeholders that care about privacy policies and are sensitive to privacy violation 
issues. It is notable, that much of the population does not want to pay for protecting 
their privacy, either because they believe that Internet users cannot protect their priva-
cy in an effective way, or because have the Feeling that the information they reveal is 
not useful for further use by others, or because they have the perception that there is 
no effective way to protect your privacy in the Internet. 

5 Conclusion and Further Research 

A game-theoretic model has been developed in order to show that privacy policies 
alone are not enough to ensure that no violation would occur, when an end user trusts 
free mobile apps in clouds. Equilibrium in this game comes when the SP does not 
adhere to the privacy policy and the end user fakes personal information. Therefore 
imposing penalties to violating SPs, or employing reputation systems that increase the 
cost of violation have to be considered in an effort to enforce policies that serve the 
purpose for which they were designed. It is also clear from our model that it is better 
for SPs and end users to be honest when they interact as a system. 

We should also note that our ongoing study has limitations at this stage, as some 
potentially significant factors have been excluded from discussion in this paper. We 
have not presented the formal definition and analysis of our game model in full terms 
of formal economic theory, as they are left for future research. Limitations therefore 
are with respect to the analysis of uncertainties underlying the players’ preferences. If 
players think in a different way, they will choose a different strategy and a different 
equilibrium will occur. 

Game theory is regarded as an excellent tool for behavioral analysis [4,6,7], as ra-
tional agents interact in many fields of social life. There are many cases where priva-
cy-related incidents obliged organizations to remove their products from the market 
with considerable financial loss. It would be of value to provide guidance on how to 
consider such issues during risk analysis, in order to identify this kind of business risk 
from an SP’s perspective. Risk assessment, as a way to predict the likelihood of oc-
currence of a threat and the scale of its consequences, is not enough to provide much 
guidance on how to do this well. Game theory can be a suitable complement, as it is 
compatible with traditional risk management and could be integrated into approaches 
like PRA. Further work would be focused on matching the ISO/IEC 27005 process 
[6] with complementary game theory techniques. 
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