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Abstract. There is an urgent need for the establishment of patient-centric and 
quality aware solutions in today’s healthcare environment. To this effect, Clini-
cal Information Systems (CIP) play a powerful role to significantly influence 
the quality and efficiency of health care delivery systems. However, most of the 
current functional CIP are static [1] in design and typically represent and cater 
to only a single healthcare entity. This leads to an inaccurate and stale view of 
the patient status both in the care of the patient and also in the delivery of essen-
tial healthcare services. Moreover, it also delays patient care and leads to in-
conveniences in patient billing and the overall usability of the system. Added to 
this there is an oversight of security and privacy policies and procedures in the 
implementation of such systems. Thus, with the current pervasive nature of 
technology in such healthcare organizations, this creates a critical risk of such 
information systems to fall prey to data leaks and/or abuse during the access, 
storage and transmission of such systems.    

To address the above key barriers towards the development of the effective 
CIP this research proposes SP-CIP: a standardized, security and privacy aware pa-
tient portal system. By utilizing the proposed standard design framework, the fea-
tures of patient portals can evolve from static to a more dynamic design, which is 
inclusive of a user-centric, secure and proactive approach for patient care. These 
features also provide flexibility to include a de-centralized mechanism to access, 
store and transmit healthcare information over cloud based systems, and aims to 
establish the expectations of an effective patient portal, leading to improved cost 
and quality of patient care in today’s healthcare systems. The pilot evaluation of 
the proposed systems at a high-end federal government Healthcare Information 
and Management Systems Society (HIMSS) 6 health care organization (> 500 bed 
capacity) and its associated partner organizations and clinical practices further 
demonstrates the strengths of proposed system. 
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1 Introduction 

With the dramatic increase in healthcare costs over the past few years many initiatives 
are being explored to address the associated challenges of providing acceptable quali-
ty with affordable cost of patient care. The current national administration's mandate 
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to support, promote and foster electronic healthcare management systems is one such 
initiative. Furthermore, according to the Health Information Technology for Econom-
ic and Clinical Health (HITECH) Act, enacted as part of the American Recovery and 
Reinvestment Act of 2009, the goal is to promote the adoption and meaningful use of 
health information technology across the healthcare industry [2]. For instance, an 
estimated 30 billion dollars has been allocated for the use of electronic healthcare 
records (EHRs) in the Health Information Exchange (HIE) across the country [3].    

Additionally, there are federal mandated guidelines and incentives for individual 
and group healthcare organization to adapt to electronic medium and to promote the 
meaningful use of their healthcare systems [4].  In this regard, healthcare information 
management and security is vital and imperative to maintain high quality of patient 
care, maintain reasonable costs as well as provide data confidentiality and address and 
mitigate the breach of personal data.   To this effect, Clinical Information Portals 
(CIP) could play a very critical role to provide efficient and affordable quality health-
care to patients across the spectrum [5].  

In this paper, we will first discuss the background of CIP and their current limita-
tions with regards to today’s technology. In section 3 will discuss the assessment of 
healthcare practitioners at a real-world Healthcare Information and Management Sys-
tems Society (HIMSS) 6 healthcare organization (> 500 beds) and 12 partner health-
care practices.  To address the challenges we present the proposed SP-CIP Model in 
Section 4. In section 5 we discuss the pilot implementation of the proposed model and 
finally, conclude the paper. 

2 Background and Current Limitations 

A true clinical patient portal allows healthcare providers, patients and also insurance 
providers’ access to electronic health information of the patient, typically through a 
web interface. In its current shape, patients can access their appointment schedules, 
current medications, test results, etc. Healthcare providers, can access patient health 
information to provide in-time and efficient care. This also allows out of network care 
providers to help their peers in collaborating and providing the necessary care to the 
patient as and when needed. CIP also allow patients to update contact information, 
provide their annual history information and send emails to clinicians and prepare 
them for a visit in a timely manner. It is also helpful for patient families to keep track 
of patient progress and monitor the health improvement of their near and dear ones. 
The insurance providers also connect to the CIP to provide quick decisions and timely 
billing to facilitate patient care and provide better coordination of care between 
healthcare providers and patients. In its current implementations the CIP do not ad-
dress their design goals and hence it leads to all parties (healthcare providers, patients 
and insurance providers) to fall back on manual mechanisms of care, which defeats 
the purpose of establishment of CIP. 

The current design of CIP is static and limited in their functionalities. This makes 
the use of such systems obsolete and creates delay in the overall care of the patient. 
We are also alarmed that there exists no consistent definition of the term portal itself  
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amongst the healthcare industry as a whole [6]. This creates additional inter-
operability issues when patient care is across distributed Health Information Ex-
changes (a typical scenario).   

As part of the survey of both publically available and commercial CIP we found 
that there is no specific mapping of a particular type of information portal to the im-
plementation environment. Also, with the surge of various technological means (such 
as desktops, laptops, PDAs, mobile phones, etc.) of access of the CIP there are severe 
constraints to the usability of such systems along with the issues of cost and security 
leading to vast discrepancies in the use of CIP to provide quality and cost effective 
patient care. Typically, CIP could operate in three modes, a) Server, b) Cloud and or 
c) Hybrid. Also, the critical security and privacy issues of the current portal design 
has led to non-use of these systems (more than 95% of the time), and users reverting 
back to manual operation. 

Moreover, since the effective use of patient portals is over the current Internet,  
and since it operates on sensitive healthcare data; there are instance of significant 
cyber-attacks to such systems, and hence require substantial efforts to ensure they are 
secured appropriately. Our efforts in designing SP-CIP is to address the above said 
challenges and provide a flexible, secure and privacy aware model for the overall goal 
of effective healthcare care management to reduce cost and improve quality of patient 
care. 

3 Assessment of Healthcare Practitioners and Target Patients  

The goal of the assessment was to conduct an organization wide survey of healthcare 
practitioners and patients to understand the current limitations of CIP.  We conducted 
our anonymous assessment on a selected uniformly distributed group of 50 healthcare 
providers (total 300 daily operational providers for the organization) and 30 in hospit-
al care patients  for the HIMMS 6 healthcare organization ( > 500 beds).  

Our goal was to evaluate the CIP design from the healthcare provider perspective 
based on the type of CIP implemented (sever, cloud based or hybrid), care location 
(in-hospital or out-patient care), interoperability, internetworking with other health-
care organizations, security and privacy of healthcare information. We also had me-
chanisms in place to measure per patient average time for care in the current target 
system. We realize that this is just the initiation of the assessment process and we will 
have other metrics to evaluate as we conduct periodic assessment and depending on 
the changing operational dynamics of the healthcare organization.  Based on the feed-
back from the providers, we summarize our assessment as follows: 

─ The current server based design did not support the use of mobile technological 
devices used by the healthcare providers (physicians, physician assistants, nurses, 
lab technicians, etc). Due to the usability and security risks, the providers preferred 
and conducted manual (telephonic, in person) operation and disregarded the CIP.  

─ We noted that the attitudes of physicians favor server due to perception that their 
data is more “secure” on a server. There were also concerns of resource limitation 
in server base designs. 
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─ Cloud base designs had the issue of HIPAA compliance and maintenance of the 
cloud, though the providers realized the advantages of real time access, flexible, 
low cost and resource availability over the cloud. 

─ The current design was not interoperable leading to healthcare providers reverting 
back to manual means to provide patient care. 

─ The associated clinical practices and other partner healthcare organizations did not 
connect in real time with the CIP of the central hospital causing delays in patient 
care for patient transfers, specialist consults, etc. 

─ Security and privacy metrics were not part of the CIP design. Also, there was lack 
of security assessment in the use and access of the CIP. This was the primary rea-
son of lack of trust and non-usability of the system by a majority of the healthcare 
providers. 

Next, our primary goal in assessing the patient use of the CIP was to understand the 
usability of the system and evaluate if the system aids their care by improving by 
addressing time and cost factors.  Based on the feedback from the patients, we sum-
marize our assessment as follows: 

─ Ignorance of the presence of such a system was the primary finding of the  
assessment. 

─ The usability and the system and the interactive nature were inefficient to cater to 
the patient care requirements, leading to patients reverting to walk-ins and  
telephonic interactions for all practical purposes. 

We did conduct one-to-one discussions with a few insurance providers and collected 
statistics which also supported the above inferences on the current design of the CIP, 
which in effect rendered them obsolete.  

To address all the above limitations, we have proposed the design of a secure and 
privacy aware portal system, SP-CIP model which we discuss in the next section. We 
successfully implemented the model in the pilot healthcare organization and it is cur-
rently in successful operation in the system.  

4 SP-CIP Model 

To address the above critical barriers towards the development of the effective CIP, 
this paper presents a standardized, secure and privacy aware patient portal system, 
SP-CIP. By utilizing the proposed design framework, the features of patient portals 
can evolve from static to a more dynamic design, which fits better in a real-time  
dynamic situation and leads to effective care of the patient. Additionally, it also in-
corporates a user-centric design to cater to user specific needs and requirements in the 
design of such CIP. Furthermore, the framework also incorporates secure design and 
privacy aware policies and procedures as part of the foundation and develops a more 
proactive approach towards patient care. Along with these features, the proposed 
framework also provides flexibility to include a de-centralized (distributed) mechan-
ism to access, store and transmit healthcare information over cloud based systems, 
and aims to establish the expectations of an effective patient portal, leading to reduced 
cost and improved quality of patient care in future healthcare systems. 
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The SP-CIP model is based on a hybrid design (both server and/or cloud based). 
We have incorporated the technologies and secure protocols used in current secure 
web and wired and wireless communication as part of the design. A typical CIP node 
is represented as in Figure [1].  The salient functionalities are summarized as follows: 

─ Implementation of a secure multi-tier architecture that incorporates secure proto-
cols, security measures, policies and procedures. The fundamental property of CIA 
(Confidentiality, Integrity and Availability) is verified for every information flow 
in and out for the system.  

─ The design isolates the web, application, and healthcare information servers behind 
multiple layers of secure Intrusion Detection and Prevention systems (IDS/IPS). 
There is also real-time monitoring and mitigation of developing vulnerabilities in 
the system. Our plan also includes periodic stress test to test the security and avail-
ability of the model. 

─ There is also secure mechanism of provisioning patient accounts on the CIP.  
SP-CIP also provides proper authentication, access control, and ensures the secure 
storage of the passwords. Standards for ensuring resets and adhering to providing 
security of Least Privilege in the design and access of the system. 

─ Implementing a proactive incident recognition and response program.  Proactively 
monitoring for suspicious events, service interruptions, code errors, and general 
utilization issues.  

─ Hierarchical tiered design to ensure secure information flow between central  
hospital, peer healthcare practices, patient client devices and insurance providers 
systems. Adherence to current secure protocol standards and proactive mechanism 
to detect and mitigate potential anomalous conditions is mandated in the current 
design of SP-CIP. 

─ Adequate mechanisms for accountability via logging, log analysis and mitigation.  
─ Appropriate redundancy and recovery operations in place to ensure worst care 

operation and real-time availability of the system. 
─ Federal mandated compliance via periodic audits to ensure the appropriate opera-

tion of the proposed SP-CIP model. 

 

Fig. 1. SP-CIP Node 
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In the next section we will discuss the integration and pilot of the proposed SP-CIP 
model at the target HIMMS 6 healthcare organization. We also present the overall 
mechanism to incorporate the design of secure and privacy aware CIP as part of the 
standardization efforts to ensure security and privacy aware information flow in the 
overall healthcare organization. 
 
 
 

 
 
 

 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2. Standardized framework for SP-CIP inclusion 

5 Pilot Evaluation 

Our proposed SP-CIP model has been currently piloted at a state-of-art federal gov-
ernment HIMSS 6 health care organization (> 500 bed capacity) and its associated 12 
partner organizations and clinical practices. Figure 2 demonstrate the overall standar-
dization framework which incorporated the SP-CIP design for the healthcare organi-
zation. The phases include the initial assessment and evaluation, the technical review 
and implementation and the final compliance evaluation and periodic monitoring and 
enhancements.  
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The overwhelmingly positive feedback from both the in-hospital patients and 
healthcare providers further demonstrates the strengths of the proposed system. Some 
of the measures for patient satisfaction were based on time to care, response to care, 
follow-ups on care and reminders, etc. The healthcare provider measures were based 
on overall improvement in patient average, ease of care and effective response to care 
situations, etc. Currently, we are in the process of conducting a comprehensive evalu-
ation of the proposed model over the distributed network of the pilot healthcare  
organization and its partner institutions to demonstrate the improvement in cost reduc-
tion and effective patient care services. We also plan to design a checklist for laying 
out the “best practices” for effective CIP design, implementation and operation in 
collaboration with regulatory bodies at the federal government and share the proposed 
framework with other healthcare organization in and around the nation. 

6 Conclusion 

In this paper we propose SP-CIP as a vehicle to provide cost effective and quality 
aware patient care. Our model addresses all the current limitations and challenges by 
incorporating the federally mandated polices and the secure and privacy aware proto-
cols and practices over the current WWW usage. We have been successful in provid-
ing improvements in cost and quality in our pilot organization and associated 12  
partners. As future research directions we plan to incorporate the model in various 
national distributed healthcare networks and demonstrate the strength of the model.  
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