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Abstract. In this paper, we show identity-based encryption (IBE) and
inner product encryption (IPE) schemes which achieve the maximum-
possible leakage rate 1−o(1). These schemes are secure under the decision
linear (DLIN) assumption in the standard model. Specifically, even if
1−o(1) fraction of each private key is arbitrarily leaked, the IBE scheme
is fully secure and the IPE scheme is selectively secure.

Mentioned results are in the bounded memory leakage model (Akavia
et al., TCC ’09). We show that they naturally extends to the continual
memory leakage model (Brakerski et al., Dodis et al., FOCS ’10). In this
stronger model, the leakage rate becomes 1/2− o(1).
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1 Introduction

1.1 Background

Leakage-resilient cryptography tries to deal with the question: “Can we do
cryptography with no perfect secrets?”. The question is natural, since gener-
ating and handling secrets is uneasy in practice, and furthermore they can be
leaked by side-channel attacks. Following the research trend, in this paper we
will focus on leakage resilient IBE, and IPE schemes. We will work in the fol-
lowing models of leakage: (1) the bounded memory leakage model of Akavia-
Goldwasser-Vaikuntanathan [3], which allows arbitrary leakage on the private
key for once. This is a basic model of leakage; and (2) the continual memory
leakage model [12, 15], which allows leakage on the private key in many pe-
riod of time. The holder of the key can update his/her key if suspecting any
danger on it.

Recall that in identity-based encryption, first asked by Shamir [26], one can
use arbitrary strings as public keys. The research on IBE is an active and stimu-
lating field of cryptography, and so far IBE schemes have been constructed under
several assumptions: pairing-related assumptions, quadratic residue-related as-
sumptions and lattice-related assumptions. Akavia et al. [3] and Alwen et al. [4,5]
showed that some variants of them are secure against private key leakage attacks.
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The security of these schemes is either analyzed in the random oracle model or
is based on “non-static” assumption in the standard model. In the standard
model, Chow et al. [14] presented a leakage resilient IBE with the leakage rate
1/3 under the DBDH assumption. Here, the leakage rate is defined as

size of leakage permitted

size of private key
.

Also recall that inner product encryption [18] goes beyond IBE by allowing en-
cryption under attribute vectors, while private keys are associated with predicate
vectors. Let u be an encryption attribute vector, and id a predicate vector, then
decryption works correctly if the inner product 〈id, u〉 = 0. IPE implies IBE,
since to test idIBE = id′IBE for some identities idIBE and id′IBE, just check whether
the inner product between vectors id = (1, idIBE) and u = (id′

IBE
,−1) equals 0.

IPE also serves as an important tool for designing encryption scheme supporting
queries on encrypted data [11], and disjunctions, polynomial evaluation [18]. IPE
is a class of functional encryption, which is a very active research field thanks
to their potentially-wide applications.

Recently IPE (and hence IBE) have been realized under the DLIN assumption.
This assumption, first formalized in [9], is very appealing and has been used in
various works. In particular, Okamoto and Takashima [23] showed a general
functional encryption scheme under DLIN. These schemes include IBE and IPE.
Some other IBE schemes under DLIN are in [6, 8, 19]. All of these schemes are
not in any leakage model. Thus in the literature, under the DLIN assumption,

– On IBE: No fully-secure, efficient, leakage-resilient IBE is known to achieve
the maximum-possible leakage rate 1− o(1).

– On IPE: While IPE is considerably examined recently, e.g. via [2, 18, 20,
23, 24], the case of leakage resilient IPE is still poorly understood. To our
knowledge, no leakage resilient IPE scheme is proposed so far.

1.2 Our Contributions

Results on IBE. In this paper, we show the first leakage resilient IBE which
achieves the maximum-possible leakage rate 1−o(1) in the standard model under
a static assumption. That is, it is fully secure under under the DLIN assumption
even if 1 − o(1) fraction of each private key is arbitrarily leaked. Precise values
are in Table 1.

Setting minimal � = 3 in Table 1, we obtain an instantiation with leakage rate
1/2−o(1). The ciphertext overhead is only 6 group elements, and the private key
also consists of only 6 group elements. When � grows, the leakage rate increases,
while ciphertexts and private keys get longer.

Note also in Table 1, the IBE in Lewko et al. [21], while tolerating master key
leakage, has private key leakage rate 1

1+c (1 − o(1)) for c > 0. This rate cannot
reach 1− o(1) simply because c cannot be 0 (see the caption of Table 1).

Technically, from the viewpoint of leakage resilience, our IBE scheme is based
on the leakage resilient public key encryption scheme of Naor and Segev [22].
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Table 1. Leakage resilient IBE in the standard model under static assumptions

IBE Schemes Assumption Ctxt. overhead Priv. key Memory
(group elements) leakg. rate

Chow et al. [14] DBDH |seed|+ 3 3 1/3

Lewko et al. [21] 1, 2, 3 L L 1
1+c1+c3

(1−O(1/L))

Ours (Sect.4) DLIN 2� 2� 1− 3
2�

− o(1)
6 6 1/2− o(1)

Above, c1 = |p1|/|p2|, c3 = |p3|/|p2| for some primes p1, p2, p3, and L ≥ 4, � ≥ 3. The
elements may belong to different groups, but we ignore that for simplicity. Assumptions
1, 2, 3 are some new assumptions in composite bilinear groups (see [21] for details).

From the viewpoint of utilizing trapdoor in security reduction, it is motivated
from the lattice based IBE of Agrawal, Boneh, and Boyen [1]. Perhaps surpris-
ingly, a big difference from [1] is that we achieve the maximum possible leakage
rate 1− o(1), while the counterparts in [1] are not known to be leakage resilient.
In fact, it seems hard to prove them leakage resilient; see Remark 1 below the
proof of Theorem 2, but intuitively, the simulator in DLIN setting has more
freedom than that in lattice.

Results on IPE. Going further, we propose the first leakage resilient IPE
scheme in the literature. The scheme is selectively-secure, under the DLIN as-
sumption, with private key leakage rate 1− 3

2� − o(1). Each private key consists
of 2� group elements, while the ciphertext overhead is of (n+1)� group elements
where n is the length of attributes. Taking � = 3 yields an instantiation with
constant private key size of only 6 group elements, ciphertext overhead of 3n+3
group elements, with leakage rate 1/2− o(1).

The design of our IPE scheme is partially inspired by the work of Agrawal et
al. [2] in the lattice setting. Similarly to the above, the lattice-based scheme is
not known to be leakage resilient.

Extensions to the Continual Memory Leakage Model. Above are works
in which the private keys are leaked, while arbitrarily, but once. Brakerski et
al. [12] and Dodis et al. [15] considered the continual memory leakage (CML)
model , and particularly [12] presented a selectively secure IBE scheme. Yuen
et al. [29] in turn examined the (even more stronger) continual auxiliary input
model, and proposed an IBE scheme fully secure under three static assumptions
in composite order pairing groups (as in [21]).

We show that our above schemes, with slight modifications, can be proved
secure in the CML model of [12]. In particular, in the CML model, we present a
fully secure IBE scheme, and a selectively secure IPE scheme. (Note that the IBE
scheme in [12] is selectively secure, while ours is fully secure.) While selectively
secure, our IPE scheme is apparently the first one in the CML model.

Recently, Yuen et al. [29] considered the continual auxiliary leakage model,
where, roughly speaking, the adversary is given leakage f(sk) where function f
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Table 2. IBE schemes in the CML model

Schemes in CML model Security Memory leakage rate

Brakerski et al. [12] selective 1
2
− o(1)

Our IBE (Sect.6) full 1
2
− o(1)

is computationally uninvertible. (The schemes are in the composite-order pairing
groups.) Hence their setting is different from ours.

Relation of DLIN and Lattice-Based Schemes. The CML-IBE scheme of
Brakerski et al. [12] (under DLIN) can be seen as basing on Cash et al.’s IBE [13]
(using lattices, not proven leakage resilient). The latter IBE is improved to obtain
adaptive security in [1] in lattice setting (not proven leakage resilient). Our IBE
schemes can be seen as [1]’s counterparts in DLIN setting.

Roadmap. Section 4 is for IBE, while Section 5 is for IPE. Section 6 is for IBE
and IPE in the CML model. To illustrate the main ideas, we start with a simple
IBE scheme, which is selectively-secure and leakage-resilient, in Sect.4.1.

2 Preliminaries

Notations. Denote a
$← A as the process of taking a randomly from a set A.

Let |a| be the bit length of the element a, while |A| be the order of the set. Let
q be a prime. We call PG = (G,GT , g, ê : G × G → GT ) a pairing group if G
and GT are cyclic groups of order q. The element g is a generator of G, and the
mapping ê satisfies the following properties: ê(g, g) �= 1, and ê(ga, gb) = ê(g, g)ab.
Vectors and matrices will be in boldface. Let Zm×n

q be the matrices of size m×n
over Zq. For an integer r > 0, the set Rkr(Z

m×n
q ) contains matrices of rank

r in Z
m×n
q . For a matrix A over Zq, let gA =

(
gA[i,j]

)
, which is a matrix

over G. Also for the matrix A ∈ Z
m×n
q , span(A) = {zA : z ∈ Z

1×m
q }, while

ker(A) = {x ∈ Z
n×1
q : A · x = 0}.

DLIN Assumption. The decision linear assumption, originated in [9], essen-
tially says that given gx1 and gy2 , it’s hard to distinguish gx+y from random, where

x, y
$← Zq, and g1, g2, g

$←G. For our purpose, we will consider the matrix gA

where A ∈ Z
3×�
q for � ≥ 3 of rank either 2 or 3. If the DLIN assumption holds,

then given gA, it is hard to tell the rank of A. (See [22, full version] for a more
general result.) More precisely, for any poly-time distinguisher D, the advantage

∣∣
∣
∣
∣
Pr

[

b′ = b :
A0

$←Rk2(Z
3×�
q ),A1

$←Rk3(Z
3×�
q ),

b
$←{0, 1}, b′← D(g, gAb)

]

− 1

2

∣∣
∣
∣
∣

is negligible under the DLIN assumption.

Generalized Leftover Hash Lemma. A family of hash function H = {h :
X → Y } is called universal if Pr

h
$←H[h(x) = h(x′)] = 1/|Y | for all x �= x′ ∈ X .
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Let UY be the uniform distribution on Y . We will make use of the following
lemma.

Lemma 1 (cf. [1]). Let H = {h : X → Y } be a universal hash family. Let
f : X → Z be some function. Then for any random variable T taking values in
X, the statistical distance

Δ
(
(h, h(T ), f(T )); (h,UY , f(T ))

)
≤ 1

2

√
γ(T ) · |Y | · |Z|,

where γ(T ) = maxt Pr[T = t]. In other words, if the right-hand side is negligible,
h(T ) is almost random even given h and the side information f(T ).

3 Definitions for IBE and IPE in the Bounded Leakage
Model

IBE and its Security Definitions. The scheme consists of algorithms (Setup,
Extract, Enc, Dec). Setup generates the public parameters and master key (pp,
msk). The public pp is the input to all other algorithms. Extract, on input msk
and an identity id, returns the private key skid. Enc, on input id and a message
m, returns a ciphertext c, which will be decrypted by an identity holding skid,
yielding m.

We now recap both the leakage-resilient IND-sID-CPA security. Below, 0 <
ρM < 1 stands for the memory leakage rate. Maximum rate means ρM = 1−o(1),
at which we aim.

Definition 1 (Leakage resilient IND-sID-CPA security). An IBE scheme
is IND-sID-CPA secure with leakage rate ρM if any poly-time adversary suc-
ceeds in the following game with probability negligibly close to 1/2. In iden-
tity selection, the adversary decides and sends the target identity id∗ to the
challenger. Then the challenger runs Setup to generate (msk, pp), and sends
pp to the adversary. In private key generation, the challenger runs skid∗ ←
Extract(msk, id∗). In query set 1, the adversary makes queries of the following
types:

– Extract queries id �= id∗: the challenger returns skid = Extract(msk, id) to
the adversary.

– Leakage queries (leaki, id) where id can be id∗, and leaki is some function:
the challenger returns leaki(skid) to the adversary. These queries can be
adaptive, and it is required that the sum of all lengths |leaki(skid)| (i ≥ 1) is
less than ρM |skid|.

– Reveal queries id: if id �= id∗ was in a leakage query, namely skid was
partially leaked, the adversary can even ask for the whole skid.

In challenge phase, the adversary gives equal-length m0,m1 to the challenger,

who computes and sends back c∗ ← Enc(id∗,mb) for b
$← {0, 1}. In query set

2, the adversary issues additional extract queries id with id �= id∗ to which the
challenger answers in the same manner as above. Finally, the adversary outputs
a guess b′ ∈ {0, 1}. It succeeds if b′ = b.
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Definition 2 (Leakage resilient IND-ID-CPA security). An IBE scheme
is IND-ID-CPA secure with leakage rate ρM if any poly-time adversary succeeds
in the following game with probability negligibly close to 1/2. (1) The challenger
runs Setup to generate (msk, pp), and sends pp to the adversary. (2) In query
set 1, the adversary makes queries of the following types:

– Extract queries id. The challenger returns the private key skid = Extract
(msk, id) to the adversary.

– Leakage queries (leaki, id) where leaki is a function. The challenger returns
leaki(skid) to the adversary.

– Reveal queries id: if id was in a leakage query, namely skid was partially
leaked, the adversary can even ask for the whole skid.

In identity selection, the adversary decides and send the target identity id∗ to
the challenger. It is possible that id∗ was appeared at leakage queries above, but
not at reveal or extract queries. Query set 2 is the same as query set 1 above,
except there is no extract or reveal query on id∗. It is required that the sum
of all lengths |leaki(skid)| (i ≥ 1) is less than ρM |skid|. In challenge phase,
the adversary gives equal-length m0,m1 to the challenger, who computes and

sends back c∗ ← Enc(id∗,mb) for b
$← {0, 1}. In query set 3, the adversary

can ask more of extract queries id �= id∗. Finally the adversary outputs a guess
b′ ∈ {0, 1}. It succeeds if b′ = b.

Inner Product Encryption. Consider algorithms (Setup, Extract, Enc, Dec) as
in the IBE case. Here Extract(msk, id) produces a key skid, while Enc(u,m) with
attribute u returns a ciphertext c of the message m. Decryption Dec(id, skid, c)
works correctly if the inner product, defined over some group, between id and
u is 0, namely 〈id, u〉 = 0. Define Predid(u) = true (resp, false) iff 〈id, u〉 = 0
(resp, �= 0).

4 Proposed IBE Schemes under DLIN

4.1 Basic Scheme: Selectively Secure IBE

– Setup: Fix � ≥ 3. The public parameters are pp = (gA0 , gA1 ,B, gD), where

the matrices A0, A1, B
$← Z

2×�
q and D

$← Z
2×1
q . The master secret key is

msk = (A0,A1). For an identity id ∈ {0, 1}∗, let F(id) = [A0|A1 +H(id) ·
B] ∈ Z

2×2�
q , where H : {0, 1}∗ → Zq is a collision-resistant hash function.

– Extract: on input id, return skid = gv where v ∈ Z
2�×1
q is a random vector

such that
F(id) · v = D. (1)

It is easy to generate such gv from msk using linear algebra. See Appendix
A for details.
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– Enc: on input id and M ∈ GT , take z
$← Z

1×2
q and compute C = gz·F(id), E =

ê(g, g)z·D ·M . Return (C,E) as the ciphertext.
– Dec: On input skid = gv and C = gc, compute K = ê(g, g)c·v and M =

EK−1, using the bi-linearity of ê, and return M . Note that if c = zF(id)
then cv = z(F(id)v) = zD, and the completeness follows.

Trapdoor. Instead of generating A1 as above, suppose that

A1 = A0R
∗ −H(id∗)B

for R∗ $← Z
�×�
q and the target identity id∗. Since R∗ is freshly random, A1 is

correctly distributed. The matrix R∗ will be the trapdoor utilized in security
proofs. Then from pp and R∗, we can compute skid = gv for any identity id
(�= id∗) as follows: First randomly choose w ∈ Z

�×1
q . Next consider a random

x ∈ Z
�×1
q such that

(H(id)−H(id∗))Bx = −A0w+D. (2)

It is easy to compute gx from B, gA0 , gD given in pp. Let v =

[
w −R∗x

x

]
. We

can compute gv by using gx. This v satisfies eq.(1) because

F(id)v = [A0|A0R
∗ + (H(id)−H(id∗))B] ·

[
w −R∗x

x

]

= A0(w −R∗x) + (A0R
∗ + (H(id)−H(id∗))B)x

= A0w + (H(id)−H(id∗))Bx = D

We show that the above v is correctly distributed. The solution space of eq.(1)
has dimension 2�− 2. On the other hand, w is chosen from a space of dimension
�, and the solution of eq.(2) has freedom �− 2 since B ∈ Z

2×�
q . Hence the set of

the above v is equal to the solution space of eq.(1), since � + (� − 2) = 2� − 2.
The use of trapdoor is similar to [1] in lattice setting.

Theorem 2. Under the DLIN assumption, the IBE scheme is IND-sID-CPA-
secure, leakage resilient with rate 1− 3

2� − η
�|q| for η-bit security. The private key

and ciphertext overhead are of 2� group elements.
When � = 3, the private key and ciphertext overhead are of 6 group elements,

with leakage rate 1/2− o(1).

Proof. Let Game0 be the real attack game against the IBE scheme (recalled
in Appendix 3), and Game1 be the same as Game0 except that C∗ in the
challenge ciphertext is randomly chosen. We first show that the two games are
indistinguishable under the DLIN assumption, whose formulation using matri-
ces is in Sect.2. We will temporarily ignore leakage queries. Given an adversaryA
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against the IBE scheme, we build B with input gA telling whether random
A ∈ Z

3×�
q is of rank 2 or 3. After A announces the target id∗, B sets up the

public parameter pp = (gA0 , gA1 ,B, gD) as follows: gA0 is the first two rows of

gA. Namely, A0 ∈ Z
2×�
q consists of the two rows of A. B chooses B

$← Z
2×�
q and

R∗ $← Z
�×�
q , and sets A1 = A0R

∗−H(id∗)B. Certainly B can compute gA1 from

gA0 . Note that by the above,

F(id) = [A0|A1 +H(id)B] = [A0|A0R
∗ + (H(id)−H(id∗))B]

so particularly F(id∗) = [A0|A0R
∗]. B chooses v∗ $← Z

2�×1
q and setsD = F(id∗)·

v∗ = [A0|A0R
∗] · v∗ so that D ∈ Z

2×1
q is uniformly distributed, and B can

compute gD from gA0 . B then simulates A as follows. On extract query id �= id∗,
B computes and returns gv as shown in the trapdoor above. On challenge query

(M0,M1), denote y the third row of A, let b
$← {0, 1}, and return

(C∗, E∗) =
(
g[y|yR

∗], ê(g, g)[y|yR
∗]v∗

Mb

)
.

Finally, A outputs b′. If b′ = b, B bets thatA is of rank 2. Otherwise, it guessesA
is of rank 3. We will show that (C∗, E∗) is the ciphertext in Game0 if rank(A) =
2; while it is in Game1 if rank(A) = 3. First suppose that rank(A) = 2. Then y
is a linear combination of the first two rows of A0, namely y = z∗A0 for some
z∗ ∈ Z

1×2
q . Therefore

[y|yR∗] = [z∗A0|z∗A0R
∗] = z∗[A0|A0R

∗] = z∗ · F(id∗),

showing that (C∗, E∗) is the ciphertext in Game0. Now suppose that rank(A) =
3. Then y is random in Z

1×�
q . It suffices to prove that d = yR∗ is also random

in Z
1×�
q even given A0, U = A0R

∗, y. It is easy to see that

A ·R∗ =
[
U
d

]
.

Therefore, for any d, there exists a unique R∗ such that the above equation
holds because A is of full rank (with all but negligible probability). This means
that d is random since R∗ is random and hence C∗ is random as expected. Thus
Game0 and Game1 are indistinguishable under the DLIN assumption. Let pi
be the success probability Pr[b′ = b] of the adversary A in Gamei for i = 0, 1,
so that |p0 − p1| is computationally negligible. We will show that p1 = 1/2 to
finish the proof. First C∗ is now written as C∗ = gc

∗
for some c∗ ∈ Z

1×2�
q .

Then E∗ = ê(g, g)c
∗·v∗

Mb. Let α = c∗ ·v∗, and remember that D = F(id∗) · v∗,
we obtain [

α
D

]
=

[
c∗

F(id∗)

]
v∗.
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In Game1, c
∗ is random because C∗ is random. Hence c∗ is linearly indepen-

dent of the two rows of F(id∗) with overwhelming probability. This means that α
is random even given c∗,D,F(id∗) because v∗ is random. Thus E∗ = ê(g, g)αMb

is random, and hence p1 = 1/2 as claimed. Therefore the advantage of A against
the IBE scheme

∣
∣p0 − 1

2

∣
∣ = |p0 − p1| is negligible under the DLIN assumption.

Let us now consider leakage resilience. Consider the leakage function f :
Z
2�
q → Z encoding of all leakage queries fi, for some set Z (whose order is

decided below). We want to prove that the distributions (c∗, c∗v∗, f(v∗)) and
(c∗,UZq , f(v

∗)) are statistically indistinguishable, which means α = c∗v∗ is ran-
domly distributed conditioned on c∗ = logg C

∗ and the leakage f(v∗).
Now re-consider the games, now with leakage queries. Since the simulator B

for the DLIN assumption can generate v∗, Game0 and Game1 are still indistin-
guishable even given f(v∗). Furthermore, in Game1, c

∗ is random over Z1×2�
q .

Let hc∗(r) = c∗r maps r ∈ Z
2�×1
q to Zq. Since Prc∗ [hc∗(r) = hc∗(r

′)] = 1/q
for r �= r′, the function hc∗ is universal. Applying Lemma 1, the statisti-
cal distance of the above distributions is at most 1

2

√
γ(v∗) · q · |Z| in which

γ(v∗) = maxu∈Z2�
q
Pr[v∗ = u].

Now that v∗ is random satisfying F(id∗)v∗ = D, its freedom is 2�− 2. There-
fore γ(v∗) = q2−2� so that we can choose |Z| = q2�−32−2η for η-bit security,
namely the leakage on v∗ can be of (2� − 3)|q| − 2η bits. Therefore the leakage

rate is (2�−3)|q|−2η
2�|q| = 1− 3

2� − η
�|q| = 1− o(1) as claimed. 
�

Remark 1. In the above proof, the algorithm B against DLIN on input gA0

chooses v∗ $← Z
2�×1
q and sets D = F(id∗) · v∗ = [A0|A0R

∗] · v∗, so that v∗ is
known to B. In contrast, in the lattice based scheme of [1], the counterpart B
against LWE has input (A0,D), so it cannot choose D, and hence cannot choose
(short vector) v∗ satisfying D = F(id∗) · v∗(mod q). Therefore, it seems hard
to prove the lattice-based scheme leakage resilient.

Remark 2. Above we neglect a technical point in estimating the leakage rate.
Let G be an elliptic curve over Zp for some prime p, so each element in G can be
represented in about |p| bits. Thus private key size is |gv∗ | ≈ 2�|p| bits. Now, the
rate is more precisely |leak(g

v∗
)|

|gv∗ | ≈ (2�−3)|q|−2η
2�|p| so that to claim the rate 1− o(1),

we need |q|/|p| ≈ 1. This requirement is satisfied by practical choices of q and p
(e.g., [10, Table 1]). This remark applies as well for estimating the leakage rate
in following sections.

4.2 Fully Secure Scheme under DLIN

For an identity id expressed as a bit sequence id = id[1]|| · · · ||id[m], consider the
KEM in the previous section, yet employing the matrix

F(id) =

[

A0

∣
∣
∣A′0 +

m∑

i=1

id[i]Ai

]

∈ Z
2×2�
q ,
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where A0,A1, . . . ,Am,A′0 ∈ Z
2×�
q are random matrices employed as the master

secret key. In the public parameters, the matrices are given in the exponents.

Theorem 3. Employing the above F(id), the IBE scheme in Section 4.1 is IND-
ID-CPA-secure under the DLIN assumption, and leakage resilient with rate 1−
3
2� − η

�|q| for η-bit security. The private key and ciphertext overhead are of 2�

group elements.
When � = 3, the private key and ciphertext overhead are of 6 group elements,

with leakage rate 1/2− o(1).

In the security reduction, we use the artificial abort technique of Waters [28].
(Note that one may also use the technique in [7] to improve the concrete security.
Then the artificial abort technique is not needed either.) We construct a simu-
lator B as follows. B first sets J = 4Q, where Q is the total number of (extract,

leakage, reveal) queries of the adversary. B chooses k
$←{0, . . . ,m} and hi

$← ZJ

for i = 0, 1, . . . ,m. B then constructs the matrices A′0 and each Ai (excluding
A0) as A

′
0 = A0R0 + (q − kJ + h0)C,Ai = A0Ri + hiC where C← Z

2×�
q , and

Ri ← Z
�×�
q . Then

F(id) =

[

A0

∣
∣∣A0(R0 +

m∑

i=1

id[i]Ri) + (q − kJ + h0 +

m∑

i=1

id[i]hi)C

]

Let α(id) = q−kJ+h0+
∑m

i=1 id[i]hi, B can succeed if α(id∗) = 0 mod q, and for
all extract query id �= id∗, α(id) �= 0 mod q. This probability λ is lower bounded

by λ ≥ 1
(m+1)J

(
1− 2Q

J

)
similarly to [28, Sect.5.2, eq.(1k)]. With probability λ,

F(id∗) =

[

A0

∣
∣
∣A0(R0 +

m∑

i=1

id∗[i]Ri)

]

,

so that the proof proceeds identically with that of Theorem 2 just by letting
R∗ = R0 +

∑m
i=1 id

∗[i]Ri, except for that we use the artificial abort, and the
following. A does not announce the target id∗ at the beginning of the attack
game in the model of full security. Hence B cannot compute v∗ nor gD as in the
proof of Theorem 2.

1. Therefore B first chooses E ∈ Z
�×1
q randomly and consider D ∈ Z

2×1
q such

that D = A0E. B computes gD from gA0 and E. Moreover, given D and for
E = (E[1], . . . , E[�])T , we can let the components E[3], . . . ,E[�] free in Zq

since A0 ∈ Z
2×�
q is of rank 2.

2. The simulation of queries depends on α(id): There are two cases for each
query id. Firstly, if α(id) �= 0, the corresponding v is set to

v =

[
w− (R0 +

∑m
i=1 id[i]Ri)x

x

]
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in which w is random and x satisfies α(id)Cx = D−A0w. Thus skid = gv

can be computed, and hence extraction, leakage, and reveal queries can be
simulated. In the second case of target identity id = id∗, namely α(id∗) = 0,
B can again compute private key skid∗ = gv

∗
by solving v∗ = (v∗[1], . . . ,

v∗[2�])T satisfying [I� | R∗] · v∗ = E where I� ∈ Z
�×�
q is the identity matrix.

It is easy to see that gv
∗
is the private key for id∗ by multiplying A0 from

the left to both hand sides of the above equation. From that equation, we
now have ⎡

⎢
⎣

v∗[1]
...

v∗[�]

⎤

⎥
⎦ =

⎡

⎢
⎣

E[1]
...

E[�]

⎤

⎥
⎦−R∗

⎡

⎢
⎣

v∗[�+ 1]
...

v∗[2�]

⎤

⎥
⎦ .

Since E[3], . . . ,E[�],v∗[� + 1], . . . ,v∗[2�] can be independently random in
Zq, there are q(�−2)+� choices for v∗, so that it is from a space of dimension
2�−2 as expected. The leakage rate for η-bit security 1− 3

2�− η
�|q| is computed

exactly as in the selective case.

5 Proposed IPE under DLIN

In this section we design the first leakage resilient IPE scheme under the DLIN
assumption with leakage rate 1 − o(1). Several techniques in previous sections
are re-utilized here. Below id = (id1, . . . , idn) ∈ Z

n
q . For u = (u1, . . . , un) ∈ Z

n
q ,

decryption will work correctly if 〈id, u〉 = ∑n
i=1 idiui = 0 ∈ Zq. The scheme is

as follows.

– Setup: Take Ai,S
$← Z

2×�
q and D

$← Z
2×1
q , let msk = (A0, . . . ,An), and

mpk = (gA0 , . . . , gAn , gD,S).
– Extractmsk(id): Return gv ∈ G

2�×1 where F(id) · v = D for F(id) =
[A0|

∑n
i=1 idiAi].

– Enc(u,M ∈ GT ): Take z
$← Z

1×2
q , return C = gz[A0|A1+u1S|···|An+unS] and

E = e(g, g)z·DM.
– Decgv (id, C,E): From C = g[y|y1|···|yn], compute

n∏

i=1

(gyi)idi = g
∑n

i=1 idiyi ,

and hence obtain g[y|
∑n

i=1 idiyi]. Pair that with the private key gv, ob-
taining F = e(g, g)[y|

∑n
i=1 idiyi]·v ∈ GT and finally compute the message

m = E · F−1.
Correctness. Following directly from below equations: [y|∑n

i=1 idiyi] =
[zA0|z

∑n
i=1 idiAi + 〈id, u〉zS] = [zA0|z

∑n
i=1 idiAi] = zF(id).

Theorem 4. The above IPE scheme is leakage resilient under the DLIN
assumption with leakage rate 1− 3

2� − η
�|q| for η-bit security.



498 K. Kurosawa and L.T. Phong

The proof will be given in the full version due to the lack of space.

6 Extensions to Continual Leakage

Identity-Based Encryption. To work in the CML model, following [12], we
need to specify the algorithm Update

user
re-newing the private key of users. To

do so, we choose D = 0 working on ker(F(id)). The private key for identity

id ∈ {0, 1}m is g[v1|v2] for vi
$← ker(F(id)). To renew the key, the user takes

S
$← Z

2×2
q and returns g[v1|v2]S. The nice effect of D = 0 is that [v1|v2]S is also

in the kernel space ker(F(id)) × ker(F(id)) as required since

F(id)[v1|v2]S = [F(id)v1|F(id)v2]S = 0.

However, due to D = 0, we now have to consider an IBE scheme encrypting one
bit. The scheme is described below, in which the parameter � ≥ 7 (e.g., � = 12
for concreteness) affects the leakage rates. Below, security proofs are postponed
to the full version due to space limit.

The IBE scheme is as follows. In Setup, the public params are pp =

(gA0 , . . . , gAm , gB) for A0
$← Z

2×3
q , and A1, . . . , Am, A′0

$← Z
2×(�−3)
q . The mas-

ter secret key is set to msk = (A0, . . . ,Am,A′0). Extract, for input id ∈ {0, 1}m,
returns skid = gv where v = [v1|v2] in which v1,v2 ∈ Z

�×1
q satisfies F(id) ·v1 =

F(id) · v2 = 0 for

F(id) =

[

A0

∣∣
∣A′0 +

m∑

i=1

id[i]Ai

]

∈ Z
2×�
q .

Updateuser chooses S
$← Z

2×2
q and returns sk′id = g[v1|v2]·S. Enc, encrypting μ ∈

{0, 1}, takes c
$← span(F(id)) = {zF(id) : z ∈ Z

1×2
q } if μ = 0; otherwise

c
$← Z

1×�
q , and returns the ciphertext gc. Dec, decrypting gc, computes ê(g, g)c·v

and if the result is ê(g, g)0, then returns μ = 0, else returns μ = 1.

Theorem 5. The above IBE scheme is IND-ID-CPA-secure in the CML model
under the DLIN assumption, with memory leakage rate 1/2− o(1).

Inner Product Encryption. The scheme is as follows. Setup takes A1≤i≤n,
S

$← Z
2×(�−3)
q , A0

$← Z
2×3
q , and lets msk = (A0, . . . ,An), mpk = (gA0 , . . . ,

gAn ,S). Extractmsk(id) returns g
v = g[v1|v2] ∈ G

�×2 where with j = 1, 2,

F(id) · vj =

[

A0

∣
∣
∣

n∑

i=1

idiAi

]

· vj = 0.

Updateuser chooses T
$← Z

2×2
q and returns sk′id = g[v1|v2]·T. Algorithm

Enc(u,M ∈ {0, 1}) takes z $← Z
1×2
q , and returns
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C = gz[A0|A1+u1S|···|An+unS]

ifM = 0; otherwise choose C
$←G

(�−3)n+3. Decgv (id, C = g[y|y1|···|yn]) computes∏n
i=1(g

yi)idi = g
∑n

i=1 idiyi , and hence obtain g[y|
∑n

i=1 idiyi]. Pair that with the
private key gv, obtaining F = e(g, g)[y|

∑n
i=1 idiyi]·v ∈ GT and output M = 0 if

F = e(g, g)0. Otherwise output M = 1.

Theorem 6. The above IPE scheme is IND-sID-CPA-secure in the CML model
under the DLIN assumption, with memory leakage rate 1/2− o(1).
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A Computing gv

We are given F ∈ Z
2×2�
q , gD ∈ G

2×1 and want to compute gv ∈ G
2�×1 where

Fv = D. With all but negligible probability, we can assume that F as gener-
ated in our scheme is of rank 2. Solving the linear equation Fv = D gives us[
I2
∣
∣F1

]
v = F2D where I2 is the 2×2 identity matrix, and F1 ∈ Z

2×(2�−2),F2 ∈
Z
2×2
q depends on F. Now let w = (v[1],v[2])T and w′ = (v[3], . . . ,v[2�])T we

have w+F1w
′ = F2D, so that w′ can be free, and w = F2D−F1w

′. Since gD

is given, we can compute gw, and hence gv as well.
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