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Abstract. Original overall QoS(quality of service) constraints of services based 
applications may be violated due to failed services or QoS degradation of com-
ponent services. Although some methods have been proposed to repair failed 
services and achieve original overall QoS, few works focuses on recovery of 
services based applications from QoS degradation of component services. In 
order to provide QoS consistent service based applications, the paper presents a 
QoS driven dynamic reconfiguration method. The key to the method lies in re-
placing only some component services rather than recomposing the entire ser-
vice based applications. In addition, degradation factor is introduced to find the 
component services which are replaced to most likely achieve original overall 
QoS constraint. In this way, reconfiguration overheads are lowered and service 
disruptions may be reduced. The test shows the effectiveness of our approach. 

Keywords: Services based application, Quality of service, dynamic reconfigu-
ration. 

1 Introduction 

Service Computing has become one of the most promising computing paradigms in 
the Internet era [1]. As it is now adopted widely, great progress has been made in the 
research about service composition. Presently, service composition has become an 
increasingly important way for IT enterprises to rapidly develop their applications[3]. 

However, developing various service based applications is not the only critical step 
of service composition. To the best of our knowledge, it becomes an additionally 
urgent challenge how to adjust service based applications to meet highly dynamic 
environments (e.g. in a clouding environment) and fast changing business require-
ments[4,5,9,10]. Up to now, although there existed many valuable works, most of 
them focus on providing essential services and functions in the presence of runtime 
environment changes[6-9]. With the ever increasing amount of services based appli-
cations now are adopted in wide range of critical domains(such as, real time system, 
navigation system, and online payment system), it has become increasingly important 
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for enterprises to make service based applications deliver a desirable QoS. Due to 
many inevitable factors, such as network fault, host exception, and replacement of 
failed component services, delivered QoS from service based applications may not 
comply with their original claims at runtime. Once it happens, services based applica-
tions should be recovered immediately to continue holding original QoS. Moreover, 
most enterprises would like to recover their applications with lower cost and better 
efficiency, so that their customers may not undergo as few unexpected business shut-
downs as possible. Thus, providing QoS consistent services based applications has 
become a huge challenge. 

Although services based applications can be recovered by recomposition, service 
recomposition is extremely time-consuming and may lead to system shutdown, since 
the optimal service selection is a NP-hard problem[2]. Recently, some researchers 
have introduced and extended the traditional dynamic reconfiguration technology[8] 
to services based applications[6-8,12-14]. However, most of them still focus on the 
function driven dynamic reconfiguration, which is to maintain the pre-defined func-
tions[6-8]. Few researchers[12,13] proposed dynamic reconfiguration methods to 
maintain the original end-to-end QoS constraints, they only limit to deal with the case 
of violation of some component service. 

In the rest of the paper, the term component QoS and overall QoS are used to refer 
to QoS of a component service and QoS of an application respectively. 

In this paper, to address this issue: 

We propose a QoS driven dynamic reconfiguration method. When degradation of 
component QoS leads to violation of original overall QoS, we always try to replaced 
component services which have the biggest degradation factor, as long as they are 
reconfigured to deliver the original QoS. When some component services violate, our 
method replace them with new services firstly, and then repeat the above process for 
the rest of component services. In this way, our method can recover overall QoS with 
less attempts and shorter response time; 
Inspired by our previous work[15], the notion of degradation factor is presented to 
guide us to find the component services which are replaced to most likely achieve the 
original overall QoS constraints; 
The tests are conducted to evaluate the performance of the proposed methods. 

The remainder of this paper is organizes as follows. Section 2 presents our method 
and gives the reconfiguration algorithms. Section 3 gives the tests to show the per-
formance of our method. Section 4 surveys the related works. Finally, we draw a con-
clusion and discuss the future work in Section 5. 

2 Dynamic Reconfiguration Method for Consistent QoS 

We now present a QoS driven dynamic reconfiguration method. Different from pre-
vious works, our method does not limit to repair overall QoS in the case of failure of 
component services, it also deals with degradation of component QoS. 
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2.1 Dynamic Reconfiguration Algorithm 

In this section, Algorithm RecQoS is to recovery the original QoS constraints. If there 
not exist failure component services, The algorithm first computes degradation factor 
of all component services in a services based application, and sorts all component 
services according to their degradation factor(Step 4,5). Degradation factor is intro-
duced in Section 2.2. Then, two processes are executed as follows: 

1) Single Services Replacement: we try to replace individual component service 
one by one in the descending order of degradation factor only if there exists some 
candidate service whose QoS is not worse than pre-defined QoS of the replaced ser-
vice(Step 6-13). Obviously, original overall QoS constraints can also be satisfied by 
such replacement.  

If such replacement cannot be found in the phase, then 2) Multiple Services Re-
placement: we begin to try to replace d component services whose degradation factor 
is the highest among all component services. QoS of the substitutions of the d compo-
nent services is the best among their respective all candidate services. The range 
bound of d starts from two and increases gradually until a replacement is found to 
deliver original overall QoS(Step 14-24). 

If there exists failure component services, Algorithm RecQoS first replace each 
failed service with the substitution whose QoS is the best among all candidate servic-
es of failed service(Step 27-30). If delivered overall QoS by the new services based 
application still do not satisfy original overall QoS, the algorithm RecDeg will be 
called to reconfigure the rest of component services. 

 
Algorithm. RecQoS 

Input: all replaceable component services {S1,…,Sn} in a services based application S. 

Output: the replaced services RS {S1,…,Sn} and their substitutions RD {CSi}. 

Require: candidate services CSi={CSi1,…,CSim} of service Si. 
1: SET RS =φ, RD =φ, Sr =φ, Dg[i]=null; 
2: IF(not existing failure service sfi) 
3:     FOR(INT i = 0; i < n; i + +){ 
4:       Dg[i]=CalDg(Si);}/*CalDg(Si) is to calculate degradation factor of Si */(See Section 2.2) 
5:       S’ = Sort(S); /*Sort(S) sorts S1,…, Sn in ascending order according to Dg[]*/ 
6:       SET j = n; 
7:       While(j > 0) { 
8:           Sk = Get(S’. j); /* GetS

r
(j) is to get the j-th element in S’*/ 

9:        IF(∃CSkp∈CSk && QoS of CSkp
  is not worse than pre-defined QoS of Sk){ 

10:                SET j = 0; 
11:                 RS = RS∪{Sk} ; Rd = Rd∪{CSkp}; Goto 27; 
12:                }Else{ j = j – 1； 
13:           } 
14:       } 
15:       SET d=2; 
16:       Do{ 
17:       FOR(INT l = 0; l < d; l ++){   
18:           Rs[l] = Rs[l] ∪{Get(S’. j-l) }; 
19:           RD[l] =RD[l]∪{Select(S’.j-l) }; /*Select a service CSkp for M[l] whose QoS is the best 

among all its candidates*/ 
20:       Replace M [l] with CSkp  
21:        } 
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22:        IF(the current QoS of S comply with the original overall QoS of S){ Goto 27;  
23:            }Else{ d= d+1; 
24:         } 
25:     }While(d < n + 1); 
26: }ELSE{ 
27:     RD[l] = Select(Sfi);/*Select a service CSkp for Sfi whose QoS is the best among all its candi-

dates*/ 
28:     Replace Sfi with CSkp; 
29:     RD[l] = RD[l]∪{CSkp}; 
30:     Rs = Sf ; 
31:     IF(the current QoS of S comply with the original overall QoS of S){ Goto 35; 
32:         }Else{ Goto 3; 
33:     } 
34: } 
35: RETURN RS[],RD[]; 

 
Once it happens, no such reconfigurations can deliver original overall QoS in cur-

rent given candidate services repository. A recomposition should be needed to 
achieve original overall QoS for services based applications. But this goes beyond our 
current study. 

2.2 Degradation Factor 

For our method, we would like to find and replace the most promising component 
services so that the original overall QoS can be delivered as few attempts and as soon 
as possible. Thus, all component services in a services based application need to be 
evaluated by Degradation Factor. 

Degradation factor of a component service shows the degree of its QoS actual de-
gradation relative to other component service. When original overall QoS constraints 
are violated, the bigger relative degradation value of a component service is, the big-
ger its contributions to the violation are. 

In this paper, we calculate degradation factor of a component service by the fol-
lowing steps: 

a) to compute actual QoS degradation rate of a component service by Equa-
tion(1). Given a services based application Ω and its all component services S1,…,Sn.  
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b) to sort S1,…,Sn according to QoS actual degradation rate. Four sorts are got-
ten as follows: Δ  , Δ , Δ ,and Δ . They are the descending sorts of actual 
degradation value of Response time, Cost, Reliability, and Availability. And then a 
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4*n matrix G is built by the four sorts and denoted as Δ  , Δ , Δ , Δ . Every 
column in the matrix is assigned to a weight. The weight of the j-th column is set to 
(n-j+1) ⁄ n. 

c) to set effective weight of S1,…, and Sn. Effective weight of Si is a vector 
WEi=(WETi, WECi, WERi, WEAi). WEi components are the column weights of Si in G. 

Thus, relative QoS Degradation Value DVi of Si equals the sum of all components 
of its effective weights. The formula is as follows: 

 
4

Ti Ci Ri Ai
i

WE WE WE WE
DV

+ + +=  (2) 

3 Evaluation 

In order to evaluate the efficiency and effectiveness of our proposed method, three 
groups of test are conducted. 

We use a service test collection from JTangComponent previously built in [14] 
where 1056 services have been included to generate the needed application in the test. 
In addition, in order to support the test, QoS of candidate services is simulated and 
produced by the following way: Cost and Response Time are randomly generated with 
a uniform distribution from 1 to 100, Availability and Reliability are randomly gener-
ated with a uniform distribution from 0 to 1, are assigned to each candidate service. 

In our experiment, we have generated one service based application P including 
sequential, parallel, choose, and loop structures in our simulation study. P includes 20 
nodes and 6 structures in Fig.1. For each service node in P, we provide 10 service 
candidates with four randomly generated QoS values. Randomly select 1 or 2 services 
in P to be failure services. 

 

Fig. 1. Service based Application P 

We compare the proposed approach with two other methods: Region-based me-
thod[12] and Random method. The idea of region-based approach is to produce re-
configuration regions that include one or more failed service. By reconfiguring only 
services in the selected regions, the business process will not be affected significantly. 
Random method is to select replaceable component services randomly and replace 
them. In order to study the performance of the three methods, we consider the follow-
ing factors: attempt time, replaced services number, and recovery time. 

Table 1 reports the performance of the three methods. In Table 1, all factors of our 
approach are better than other two approaches obviously in the given cases. 

;
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Table 1. Performance Comprision 

Case Study 1 2 

Method Our Method 
Region based 

approach 
Random 
Method 

Our Method
Region based 

approach 
Random 
Method 

Failure services s1 s15 

Attempt times 2 15 14 2 11 10 

replaced services num- 
ber 

2 9 14 2 5 10 

recovery time(ms) 15 105 71 11 100 57 

Case Study 3 4 

 
Method 

Our 
Method 

Region based 
approach 

Random 
Method 

Our Method
Region based 

approach 
Random 
Method 

Failure services s12,s13 s16,s17 

Attempt times 8 17 9 4 12 6 

replaced services number 8 7 9 4 6 6 

recovery time(ms) 16 88 19 22 105 9 

Case Study 5 6 

Method 
Our 

Method 
Region based 

approach 
Random 
Method 

Our Method
Region based 

approach 
Random 
Method 

Failure services s1,s11 s9,s12 

Attempt times 3 37 6 3 36 12 

replaced services 
number 

3 8 6 3 8 12 

recovery time(ms) 19 349 32 10 160 22 

4 Related Work 

In dynamic environments, service composition needs to support to recover services 
based applications from unexpectable violation of not only function but also QoS. 
Therefore, holding the original overall QoS constraints of services based applications 
has proposed a big challenge that needs to be addressed. 

Many works have studied QoS guarantee of service selection problem[16,17,19]. 
In addition, many researchers have been studied QoS optimization [18]or reoptimiaz-
tion[11,19] of service compostion. Danilo Ardagna et al. The main difference be-
tween the above works and our work is that besides end-to-end QoS constraints, their 
work focuses more on service composition evolution and selection in order to optim-
ize overall QoS, while we emphasize more on the efficiency of reconfiguration to 
recovery of services based applications when degradation of overall QoS. 
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Some researchers have studied dynamic reconfiguration of services based applica-
tions but without considering QoS[6-8,14]. Our previous work[15] also tried to  
dynamically reconfigure services based applications to satisfy customer’s QoS con-
straints. But its goal is to improve overall QoS of services based applications, and it is 
not able to make services based applications hold their original QoS. Bo 
Jiang,et.al[10] proposed a statistical framework to assess component services and to 
identify vulnerable areas called cracks to support service adaptation. Be different than 
our method, their method is to find potential component services which can lead to 
failure of key business of services based application. But this may become one of our 
future research topics. 

Recent works on dynamic reconfiguration for service composition has started to 
study in order to hold the original overall QoS constraints. T.Yu et.al.[13] presented 
an approach to conduct dynamic process reconfiguration under end-to-end QoS con-
straints. They use the replacement path idea to reconfigure a business process to avoid 
only one faulty service. Yanlong Zhai et al. [12] presented an approach for repairing 
multiple failed services by replacing them with new services and ensuring the new 
system satisfies the end-to-end QoS constraints. Compared to our work, their works 
limit to recovery when component services become faulty, while it becomes invalid 
when the delivered QoS of component services degrades. Furthermore, our test has 
shown the performance of our method is better than them. 

5 Conclusion 

Due to failed services or degradation of component QoS, original QoS of services 
based applications may be broken. Once that happens, it is undesirable to halt and 
recompose services based applications. Services based applications should be recov-
ered as soon and as efficiently as possible. The paper proposes a QoS driven dynamic 
reconfiguration method to maintain the original QoS of services based applications. 
The key of our method is degradation factor of component services which can guide 
us to find the component services which are the most contribution to the violation of 
overall QoS. The results of our evaluation show that our method can recover the orig-
inal overall QoS by reconfiguring only a small number of services with fewer at-
tempts in acceptable time. 
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