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Abstract. Smart grid facilitates a customer to sell unused or self-generated 
power back to the grid. This not only helps the power operator to reduce power 
generation, but also brings customers a means of getting revenue. However, the 
process of power selling induces two security problems, namely authentication 
and privacy-preservation. Like other messages, a customer’s request messages 
for power selling should be properly authenticated to avoid various attacks. At 
the same time, the customer’s privacy such as daily electricity usage pattern 
should be properly protected. In this paper, we propose a secure and privacy-
preserving protocol to make this possible. Basically, authentication is done by 
means of anonymous credentials. Even in the reconciliation phase, the power 
operator only knows how much power a customer has uploaded to the grid but 
cannot know when the customer has done so. We evaluate our scheme to show 
that it is effective. 
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1 Introduction 

Smart grid is the next generation power grid. It integrates information and communi-
cation technology with power generation and distribution technologies. Its basic func-
tion is to facilitate the power operator to adjust the amount of power generated based 
on customers’ demands. It ensures that customers’ demands are satisfied while excess 
electricity generation can be avoided. This in turn can help protect the environment by 
reducing air pollutants emitted from the power generation process (especially those by 
fossil-fuel generators).  

In the old days, power transmission is always one-way (i.e. from power grid to cus-
tomers). The other way (i.e. from customers back to power grid) is impossible. How-
ever, the introduction of smart grid changes this picture. Selling power back to the 
power grid becomes common in U.S. and European countries [1]. The mechanism is 
in fact beneficial to both the power operator and the customers. The power operator 
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can “recycle” customers’ unused or self-generated power so that it can reduce the 
amount of power generated and thus lower the expenses. The customers can obtain 
revenue by selling power. Suppose a customer owns an electric vehicle. Due to diffe-
rential pricing of electricity, the customer can charge up the battery in his electric 
vehicle during the low tariff hours, and sell the electricity back to the grid during the 
high tariff hours. In some countries, to encourage citizens to build renewable genera-
tion facilities such as wind mills and solar panels, the government dictates that the 
utility company has to buy electricity from the customers at a given tariff. 

Basically, when a customer wants to sell power back to the grid, he/she has to first 
make a request with the amount of power to be uploaded to the control center. The 
control center then authenticates and approves the request. After that, the customer 
starts uploading power to the grid. As the power transmission system and the commu-
nications system are independent of each other, one may ask how the control center 
can ensure that the customer really upload the amount of power agreed in the request. 
To facilitate such checking, the smart meter in the customer’s home has to be up-
graded so that it can measure bi-directional power transmission (i.e. from grid to cus-
tomer and from customer back to grid). The mechanism of power uploading and how 
a smart meter can measure bi-directional power transmission are out of the scope of 
this paper. 

This paper focuses on the security and privacy issues in the communications in-
volved in power selling between the control center and smart meters. Two security 
problems, namely authentication and privacy-preservation are addressed. Like other 
messages, a customer’s request messages for power uploading should be properly 
authenticated. Otherwise, an attacker can generate numerous fake request messages so 
as to affect the power operator’s decision about power generation. At the same time, 
the customer’s privacy such as daily electricity usage pattern should be properly pro-
tected. If a criminal obtains this information, the family is susceptible to being burgla-
rized. Thus we propose a secure and privacy-preserving protocol to resolve both prob-
lems. Basically, authentication is done by means of anonymous credentials (analog-
ous to tickets). A customer first generates a set of credentials and blinding factors. 
The customer “blinds” the credentials and then requests the control center to sign 
them using the control center’s private key. Interested readers may refer to our pre-
vious work [13] for details about the blind signature technique. When the customer 
wants to sell power to the grid, he/she will send an appropriate number of credentials 
(to represent the amount of power to upload) to the control center anonymously. In 
the reconciliation phase, the control center computes the number of used credentials 
to estimate how much power the customer has agreed to upload to the grid (but cannot 
know when the customer has done so), and then compares this value with the smart 
meter measurement. If the values are comparable, payment will be made to the cus-
tomer accordingly. We evaluate our scheme to show that it is effective. 

The rest of the paper is organized as follows: related work is summarized in 
Section 2. The system model and the security requirements are described in Section 3. 
Our scheme is presented in Section 4. The analysis of our scheme is given in Section 
5. Finally, Section 6 concludes the paper. 
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2 Related Work 

The smart grid project was started by the European Union in 2003 [6]. At about the 
same time, the U.S. Electric Power Research Institute started the IntelliGrid Project 
[7] and the US DOE also initiated the Grid 2030 project [8]. In early 2010, NIST 
released a report [5] which describes the potential components and cyber security 
issues of the smart grid system. As such, smart grid research and development is an 
important engineering trend in most developed and developing countries. 

Two recent works [9] and [10] elaborate the importance of a smart grid especially 
with the consideration of renewable energy resources. They propose a communica-
tion-oriented smart grid framework. New requirements of the communication archi-
tecture and possible security problems of the smart grid system are also identified. 

Some major security problems have been pointed out and studied in [3] and [4]. On 
the communication between the control center of the power grid and the smart meter, 
it is proved that a statistical analysis approach cannot protect the system from false 
data injection attack [11]. It would also be infeasible for the smart grid system to 
adopt this approach since the system will need to handle a large amount of data in real 
time, but the control center of the smart grid system only has a few seconds to 
respond.  

Some solutions have been proposed in [12], [13], [14] and [15]. All these works 
provide user authentication. The schemes proposed in [12] and [13] even provide 
some level of user privacy preservation. [12] assumes that the power operator is fully 
trusted and can know the electricity usage pattern of all customers. [13] does not al-
low the power operator to know the electricity usage pattern of any customer. Their 
work also adopts anonymous credentials as in our scheme. However, their use of cre-
dentials with many different values causes huge burden to both the control center as 
well as the communications network during the registration phase. Nevertheless, none 
of the works address the power selling issue. 

3 System Model and Security Requirements 

Following [12] and [13], we assume that a smart gird network can be simplified into 
three basic layers to form a hierarchical structure. At the top level, there is a control 
center maintained by the power operator. At the second level, there are substations in 
the distribution network and each substation is responsible for the power supply of an 
area. At the lowest level, there are smart meters which are placed at the homes of the 
customers. 

Smart meters should send requests to the control center when they want to 
sell power back to the grid. The control center can be a single server located inside the 
power plant or be distributed servers located at different geographical locations 
for load-balancing purposes and to avoid single point of failure. The communication 
channels from the smart meters to the control center and from the substations to 
the control center may be the Internet which is public and is always considered 
unsafe. 
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We aim at designing a system to resolve the following security problems:  

a) Message authentication: Every request message sent by any smart meter 
should be checked to confirm that it is from a valid user. Authentication is the 
basis of the system. Without it, anyone can abuse or attack the system easily. 

b) Identity privacy preservation: The real identity of the customer during the re-
questing phase should be unknown to everyone, including the power operator 
to protect the privacy of customers. 

c) Request message confidentiality: The amount of power to be sold to the grid 
by any smart meter should not be known by any third party in order to protect 
the privacy of the customers. 

d) Traceability: The total amount of power to be uploaded by each customer in a 
certain period of time should be known by the power operator (i.e. its control 
center) so that it can compare this value with the smart meter measurement and 
to arrange payment to the customer accordingly. 

4 Details of Our Scheme 

In our scheme, we assume that any smart meter can communicate with the control 
center via a secure communications channel. That is, every message transmitted is 
encrypted (say using AES encryption) and third parties cannot read the contents with-
out the key concerned. The basic idea of our scheme is to make use of the blind signa-
ture technique for the control center to sign credentials on behalf of customers. In this 
way, when a customer presents a credential anonymously (without any information 
about the customer’s identity provided), the control center cannot tell which customer 
is making the request, yet it can verify the signature to confirm that it is from a valid 
customer because only a valid customer can request for blind signatures. At the end of 
each month, each customer sends the unused credentials back to the control center to 
evaluate the amount of power he has agreed to sell so far. Next let us describe our 
scheme in details. 

A Setup Phase 

During system startup, the control center assigns itself an RSA public and private key 
pair for signing credentials. The public key is assumed to be known by everyone 
while the private key is only known by the control center. 

Whenever a new smart meter is registered, it will be assigned a unique identity for 
identification purpose and a secret value for authentication purpose (details of their 
usage will be discussed later). Also a shared key between the smart meter and the 
control center, sk, will be established. 

B Registration Phase 

At the beginning of each month, the registration phase will be carried out. This phase 
is not anonymous. Customers need to be authenticated using their real identities in 
this phase. For this purpose, the smart meter submits its identity and secret value to 
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the control center (via a secure channel) to authenticate itself. This phase continues 
with the following steps: 

Step 1: Each customer, with the help of the smart meter, sends credential signing re-
quests to the power operator. Each credential Ci is of the format: (CID, date of issuance, 
V). Recall that CID is a unique1 (it has been shown in [13] that the probability of colli-
sion is low if its size is properly set) credential identifier for each credential and V indi-
cates that by presenting a credential, one agrees to upload V credits of power to the grid. 

Step 2: For each credential the smart meter needs, n credentials with n different CIDs 
and blinding factors, where n is pre-determined by the control center, are generated. 
Among them, the control center requests the customer to open (n – 1) of them for 
verification purpose. 

Step 3: If the information in all the “opened” credentials is valid, the control center 
signs the remaining one. Otherwise, it requires the customer to re-submit its request. 
Recall that the blinded version of credential Ci constructed by the customer is in the 
format Bi = (CiFi

e) mod n, where Fi is the blinding factor. For each signed credential, 
the control center assigns each blinded credential Bi a unique blinded credential iden-
tity, BIDi and stores BIDi, Bi together with the customer’s identity into a list L1 in its 
local database. Finally, the control center transmits BIDi and its signature on Bi (i.e. 
(Ci

dFi) mod n) back to the customer. 

Step 4: The smart meter extracts the control center’s signature, Ci
d mod n, on the cre-

dential by multiplying the inverse of the blinding factor Fi to the received signature. 

Step 5: The smart meter repeats Steps 2 to 4 above until all credentials required have 
been signed. 

Step 6: The smart meter stores BIDs and blinding factors of all signed credentials locally. 

Step 7: The control center calculates and records the number of credentials that it has 
signed so far into its local database. 

Step 8: The smart meter of the customer stores these signed credentials properly for 
later usage. Since a smart meter can be considered as a tamper-proof device, we as-
sume that the stored signed credentials cannot be modified by an outsider easily. 

C Power Selling Phase 

This phase can be executed at any time during the month when the smart meter of a 
customer finds that it has excess power to sell back to the grid. To protect the privacy 
of the customer, this phase is anonymous. Customers do not have to authenticate 
themselves in this phase and the validity of the customer is represented by the ano-
nymous credentials made in the registration phase. 

When the customer wants to sell power back to the power grid, the smart meter 
randomly picks and sends an appropriate amount of credentials to represent the 

                                                           
1 It has been shown in [12] that the collision probability of CIDs can be very low if the size of 

CID is properly set. 
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amount of power uploading agreed. In our design, the value of each credential V is 
expressed in terms of credits such that the power operator can impose different 
weights on power sold at different times. For example, a customer can get more reve-
nue if he/she sells power during peak hours. Without loss of generality, assume that 
the current weight is R credits for each unit of power sold. If a customer wants to sell 

T units of power, the smart meter has to submit  VTR /  credentials to the control 

center. The control center then verifies its own signature on each credential. It then 
checks whether the credential identifier CID has been used previously and whether 
date of issuance is up to date. To facilitate the former checking, the control center 
maintains another list L2 to store all used CIDs. This list will also be used in the re-
conciliation phase. A used credential will be considered as invalid. Otherwise, the 
control center includes this new CID into L2 and broadcasts the list to all customers as 
an acknowledgement. In this way, a customer can know that its power selling request 
has been approved by the control center. Each smart meter maintains a list L3 to 
record BIDs and the corresponding blinding factors of credentials in all approved 
power selling instances. 

For each used credential Ci, the smart meter generates a keyed hash on the identity 
of the blinded credential, BIDi, together with the random blinding factor used, Fi. The 
key used here is the shared key, sk, established between the customer and the control 
center in the setup phase. That is, the keyed hash is of the format hsk(BIDi, Fi). All 
these keyed hash values are stored into a list L4. Both lists L3 and L4 will be used in 
the reconciliation phase. 

D Reconciliation Phase 

After a certain time period (e.g. at the end of a month), the reconciliation phase will 
be carried out. Similar to the registration phase, this phase is not anonymous. Cus-
tomers need to be authenticated using their real identities in this phase. 

Assume that a customer has used n credentials for which the BIDs and the corres-
ponding blinding factors are recorded in the list L3 in the smart meter. The list L4 
stores n keyed hash values accordingly. 

In the reconciliation phase, the smart meter sends the list L4 to the control center. 
Upon receiving L4, the control center randomly picks m, where m < n, entries from L4 
to form a sub-list L5. The control center then challenges the smart meter to reveal en-
tries in L5 by providing the m BIDs and the m blinding factors concerned. Upon receiv-
ing the response, the control center re-computes m keyed hash values with the received 
BIDs and blinding factors to see whether they are the same as those listed on L5. On the 
other hand, the control center also checks whether the BIDs actually belong to that 
particular customer by checking their existence in list L1 in its local database. If both 
checking pass, for each pair of BIDi and Fi, the control center tries to use the blinding 
factor Fi to “open” the blinded credential Bi with identifier BIDi (i.e. to compute Ci = 
(Bi / Fi

e) mod n). This is possible because all blinded credentials have been stored in 
list L1 during the registration phase. After obtaining the actual credential Ci which is of 
the format Ci = (CIDi, date of issuance, V), the control center checks whether CIDi has 
been used by checking its existence in the list L2. If all the m opened credentials are 
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valid, the control center assumes that the remaining (n – m) unopened credentials are 
also valid. The control center then trusts that the customer has sold nV credits of power 
to the grid during the month, and later offers payments to the customer. 

5 Security Analysis 

In this section, we evaluate our scheme according to the security requirements listed 
in Section 3: 

a) Message authentication: During the registration phase, a customer needs to au-
thenticate himself/herself using the private key signature before requesting any 
signing of credentials. So when the customer presents the signed credentials 
during the power selling phase, he/she proves himself/herself authenticated. 

b) Identity privacy: Customers only reveal their identities during the registration 
and the reconciliation phases. During the power selling phase, when the cus-
tomer presents the credentials, the control center only knows whether the cre-
dential is from a valid user or not. Due to the properties of the blind signature, 
the credential identity is only known by the owner. The credentials do not 
reveal the identities of the customers. 

c) Request message confidentiality: As we mentioned earlier, we assume that a 
smart meter communicates with the control center via a secure channel. There-
fore, the amount of power to be sold agreed by any smart meter cannot be 
known by any third party. Confidentiality of the request message is preserved. 

d) Traceability: During the registration phase, a customer needs to present his/her 
identity (i.e. not anonymous) to obtain signed anonymous credentials. In the 
reconciliation phase, a customer again needs to present his/her identity to the 
control center. Therefore, the total amount of power requested by each particu-
lar customer in a certain period of time (say a month) can be known by 
the control center. The control center can then properly offer payments to the 
customer at the end of the billing period. 

6 Conclusion 

In this paper, we focused on how to facilitate a customer to sell power back to the 
power grid in a secure and privacy-preserving manner. We proposed a secure and pri-
vacy-preserving protocol to solve the problem. Basically, we adopted the technique of 
anonymous credentials for authentication. These credentials are generated by the cus-
tomer but are blindly signed by the control center. Also based on our design, even in 
the reconciliation phase, the power operator only knows how much power a customer 
has sold to the grid but cannot tell when the customer has done so. We evaluated our 
scheme using security analysis to show that it is effective. In the future, we will inves-
tigate the tradeoff between privacy preservation and traceability statistically, suggest 
how to set the proportion of credentials that the control center should choose for chal-
lenging in the reconciliation phase, and study other security problems in smart grid. 
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