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Abstract. As location-based services become more and more popular, concerns
are growing about the misuse of location information by malicious parties. In or-
der to preserve location privacy, many efforts have been devoted to preventing ser-
vice providers from determining users’ exact locations. Few works have sought
to help users manage their privacy preferences; however management of privacy
is an important issue in real applications. This work developed an easy-to-use
location privacy management system including functions of policy composition,
policy conflict detection and policy recommendation.
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1 Introduction

With the advance of mobile devices and positioning systems, location-based services
(LBSs) have become prevalent. While enjoying the convenience brought by LBSs, con-
sumers have begun worrying about their location privacy due to the very nature of LBSs
which typically require the disclosure of the users’ locations. Undesired exposure of lo-
cation information may render users an easy target of criminal behaviors. For example,
kidnappers could take advantage of LBSs to acquire a target’s daily travel route.

Many efforts [7,8,10] have been devoted to preventing service providers from know-
ing users’ exact locations. However, few works [13–15] have sought to help users man-
age their privacy preferences, which is yet an important issue in real applications and
at the core of the success of these applications. Several exploratory studies [3, 5] have
shown that most users are concerned about their location privacy, but when they are
actually facing the location-based services, they either give up their privacy concerns or
totally abandon the services. The main reasons behind such behavior are summarized as
follows: (i) lack of understanding about the privacy implications of their behavior; (ii)
lack of a proper method for them to control privacy options; (iii) overhead introduced
by privacy protections. For example, existing access control policies like XACML [16]
aim to cover a wide range of needs of access control for various applications, which
are too complicated to be manipulated by non-expert end-users and contain functions
that may not be necessary in location-based services. The complexity of general access
control policies is also the main cause of the management overhead that has been shown
to hinder the adoption of location privacy protection mechanism by the end users.
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To cope with the above issues, in this work, we present an overview of an easy-to-use
location privacy policy management system. We define a succinct yet expressive policy
language tailored for location privacy protection. We propose algorithms for detecting
policy redundancy, policy conflict and policy merging that ensure the consistency of the
access right being granted as well as efficient policy evaluation. We develop a policy
recommendation function that generates recommended policies based on users’ basic
requirements in order to reduce user’s burden.

The rest of the paper is organized as follows. Section 2 reviews related work. Sec-
tion 3 presents the proposed policy management system. Finally, Section 4 concludes
the paper.

2 Related Work

There have been extensive efforts on location anonymization in order to prevent ser-
vice providers from knowing end-users’ exact locations [1, 2, 6, 7, 9–11]. There are few
works on location privacy policy management. Snekkeness [15] is one of the earliest re-
searchers to identify the concepts for formulating personal privacy policies. Smailagic
et al. [14] proposed a privacy model which specifies location privacy using set theory
and rules. Myles et al. [12] developed a middleware service to allow location-based
applications to use multiple location positioning systems. A recent related work is by
Sadeh et al. [13] who developed an application, namely PeopleFinder, to enable cell
phone and laptop users to selectively share their locations with others. Unlike existing
works, our proposed system considers more policy management related tasks such as
policy composition assistance, policy redundancy and conflict detection.

In addition, it is worth noting that location privacy policies are relevant but different
from the concept of location-based access control (e.g., [4]) in the sense that location
data plays different roles.

3 Location Privacy Policy Management System

The Location Privacy Policy Management System (LPPM) system is installed at user
side, such as users’ smart phones. We assume that users subscribe to location-based
service providers who are allowed to know each user’s location. We also assume that
users may have created groups of contacts (e.g., family, friends) for their use of installed
location-based services. The group information will be leveraged by the LPPM system
to simplify the specification of the location privacy policy.

Figure 1 illustrates the framework of the LPPM system. When a user adds a new
contact to his/her installed location-based service application, the LPPM system takes
the profile of the new contact (such as his/her relationship with the user, hobbies, etc.)
and invokes the recommendation module to generate a candidate privacy policy for the
user’s consideration. If the user is satisfied with the recommended policy, the policy
will be inserted into the policy repository and may be merged with other policies for
storage efficiency as well as evaluation efficiency. If the user modifies the recommended
policy, the revised policy will be checked by the policy conflict detection module before
inserting to the policy repository.
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Fig. 1. Overview of the LPPM System

When someone (say Jack) sends a request to a location-based service provider to
ask for his friend (Bob)’s location, the service provider will direct the request to Bob’s
mobile device. Bob’s LPPM system checks the stored location privacy policies to see
if Jack is allowed to view Bob’s location. The decision is then forwarded back to the
service provider. If Jack is granted the access right, the service provider will display
Bob’s current location on Jack’s device. Otherwise, Jack will receive a message that his
request is denied.

3.1 Location Privacy Policy

We define a policy language (as shown in Definition 1) that is able to specify the com-
mon components and requirements that are related to location privacy concerns.

Definition 1. A location privacy policy P consists of the following components:

– U , E specify the policy target which are defined by a set of user IDs and roles. U/E
excludes users in E from U .

– T is a Boolean expression on the time t, the day d1 and the date d2, which is the
time when a location request is received.

– L specifies a set of policy owner’s locations which are defined by either ranges of
location coordinates, or semantic locations.

– G specifies the granularity of the location disclosure in a five scale system: exact
location, district, city, state, country.

P 〈U/E, T, L,G〉 specifies that users in U but not E are allowed to view the policy
owner’s location at granularity G if the policy owner is within the region L during the
time period defined by T.

A user can define one location privacy policy for an individual user or a group of users.
The access to the policy owner’s location will be granted only when the policy is sat-
isfied. Otherwise, the location request will be denied. The policy evaluation consists of
the following four steps:

1. User u1 wants to query user u2’s location and u1 composes a location request in
the form of Q : 〈RID = u1, QID = u2〉, where RID is the requester’s ID and
QID is the user being queried.
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2. User u1 sends the location request Q to the location-based service which has in-
stalled the location privacy policy management (LPPM) system.

3. The LPPM system searches u2’s policies that are applicable to u1. Policies are
considered applicable to u1 if u1 satisfies the policy target in that u1 is listed in
the policy target or u1’s relationship (role) to u2 is specified in the policy. For
example, the policy target U = {Alice, Bob} and u1 = Alice, or the policy target
U = {Family} and u1 is one of u2’s family members.

4. For each applicable policy, the LPPM system first checks if the current time is
within the time period specified by the time range T . If so, the LPPM system fur-
ther checks if u2’s current location is within the location range L specified in the
policy. To check the location, the LPPM system will convert the semantic locations
(such as a name of a company) defined in the policy into location coordinates to
be compared to u2’s current location coordinates. If the location check is also sat-
isfied, the access to u2’s location will be granted to u1, and the policy evaluation
stops. Otherwise, the LPPM system continues to evaluate the remaining applicable
policies. If none of the applicable policies are satisfied, u1’s request to view u2’s
location will be denied, i.e., u1 will not be able to know u2’s current location.

For example, suppose that Bob allows his colleagues to know his exact location only
when he is in the company during work hours from 8am to 5pm on weekdays. To
achieve this, Bob can use the following policy: P1〈{Colleague}, (8am < t < 5pm)
AND (d1 = {Mon, .., F ri}), companyLoc, exactLoc〉. Given P1, if one of Bob’s
colleagues, Jack, is looking for Bob for a meeting at 10am and Bob is in the company
at that time, Jack will be able to view Bob’s location according to the policy. If Jack
wants to know where is Bob at 12pm while Bob is at lunch outside the company, Jack
will not be able to see Bob’s location in this case.

As another example, assume that Bob usually allows his family members to know
his locations according to the following policy: P2〈{Family}, Anytime, Anywhere,
exactLoc〉. One day, Bob needs to shop for a gift for one of his family members, say
Alice. In order to surprise her, Bob may want to block Alice from knowing his lo-
cations by temporarily changing the policy P2 to P ′

2〈{Family}/{Alice}, Anytime,
Anywhere〉. P ′

2 excludes Alice from the policy target and hence Alice request to view-
ing Bob’s location will be denied.

3.2 Policy Maintenance

For a given new policy, it is important to check if the access right granted by the new pol-
icy has already been included in some existing policies. If so, it is unnecessary to insert
the new -redundant- policy. For example, suppose that Alice is Bob’s family member.
A new policy says that Alice is allowed to view Bob’s location anytime on Saturday:
P4〈{Alice}, d1 = {Saturday}, Anywhere, exatLoc〉; while there is an existing policy
which says that family members are allowed to view Bob’s location anytime during
weekend: P3〈{Family}, d1 = {Weekend}, Anywhere, exatLoc〉. It is obvious that
P4 is covered by the existing policy P3 and does not need to be inserted to the system.
Policy redundancy is formalized as follows.
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Definition 2. (Policy Redundancy) Let Pi〈Ui/Ei, Ti, Li, Gi〉 be a new policy com-
posed by user u, and Sp be a set of existing policies belonging to the user u. Pi is
redundant if there exists a policy Pj〈Uj/Ej , Tj , Lj〉 ∈ Sp, and {Uj/Ej} ⊇ {Ui/Ei}
and Tj ⊇ Ti, Lj ⊇ Li and Gj = Gi.

Based on Definition 2, we can see that P4’s target, time constraint and location range
are all subsets of that of the existing policy P3, and they are specifying at the same
location disclosure granularity, hence, P4 is redundant.

If the above policy P4 is slightly modified to P ′
4 which specifies a different location

disclosure granularity: P ′
4〈{Alice}, d1 = {Saturday}, Anywhere, city〉, P ′

4 is not
considered redundant but conflict with P3. This is because P ′

4 does not allow Alice
to see Bob’s exact location but only the city of the location, while P3 allows family
members including Alice to see Bob’s exact locations. In a nutshell, the conflict may
occur when the new policy grants access to a user which is denied by an existing policy,
or vice versa. Its formal definition is the following.

Definition 3. (Policy Conflict) Let Pi〈Ui/Ei, Ti, Li, Gi〉 be a new policy composed by
user u, and Pj〈Uj/Ej , Tj , Lj, Gj〉 be an existing policy belonging to the user u. Pi

conflicts with Pj if one of the following conditions is satisfied:

– Ej

⋂
Ui �= ∅ and Tj

⋂
Ti �= ∅ and Lj

⋂
Li �= ∅;

– Ei

⋂
Uj �= ∅ and Tj

⋂
Ti �= ∅ and Lj

⋂
Li �= ∅.

After passing the policy redundancy and conflict check, a new policy will be considered
whether it can be merged with existing policies. Merging related policies not only helps
enhance the presentation of policies to users but also improves the efficiency of policy
management and evaluation since fewer policies need to be checked given a location
request.

Before the formal definition, let us first exam an example when two policies can
be merged. Policy P7 states that Jack is allowed to view Bob’s location on Monday
when Bob is at Chicago: P7〈{Jack}, d1=Monday, Chicago, exactLoc〉, and another
policy specifies that Alice is allowed to view Bob’s location when Bob is at Chicago:
P8〈{Alice}, d1=Monday, Chicago, exactLoc〉. P7 and P8 has the same location, time
constraints and location disclosure granularity, but only differ in the policy targets. P7

and P8 can then be merged into one policy Pm〈{Jack,Alice}, d1=Monday, Chicago,
exactLoc〉. In general, two policies can be merged if they are specified at the same
location disclosure granularity and have only one different component. The following
definition summarizes the scenarios when two policies can be merged.

Definition 4. Two policies Pi〈Ui/Ei, Ti, Li, Gi〉 and Pj〈Uj/Ej , Tj , Lj , Gj〉 can be
merged if they satisfy one of the following conditions:

– Two policies have the same policy targets, time constraints, i.e., Ui/Ei = Ui/Ei,
Ti = Tj , and Gi = Gj .

– Two policies have the same policy targets and location constraints, i.e., Ui/Ei =
Ui/Ei, Li = Lj and Gi = Gj .

– Two policies have the same time constraints and location constraints, i.e., Ti = Tj ,
Li = Lj , and Gi = Gj .

The result of the policy merge will be: Pm〈(Ui

⋃
Uj)/(Ei

⋃
Ej), (Ti

⋃
Tj),

(Li

⋃
Lj), Gi〉.
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3.3 Policy Recommendation

The policy recommendation is based on the analysis of the privacy level of the existing
policies. The privacy level dictates visibility of a user’s location on a level hierarchy.
The less the visibility of the user’s location, the higher the privacy level is. In order to
quantify the visibility level, we consider the following parameters:

– Nu: denotes the total number of contacts of the policy owner.
– Np: denotes the number of contacts specified in the policy target.
– Dt, Dd1 , Dd2 : denote the range of the time constraint in the policy.
– Space: denotes the total area that covers the policy owner’s recorded locations.
– Gd: maps the location disclosure granularity to numbers to quantify their visibility

level: exactLoc, district, city, state, country are represented as number 1, 2, 3, 4, 5
respectively.

By comparing each policy component with its corresponding domain (i.e., all possible
values that the policy component may have), we define the privacy level PL as follows:

Definition 5. The privacy level (PLp) of P is defined as the weighted sum of the ra-
tio between each component value and its domain, where wu, and wt and wl are the
weights.

PL = wu
Nu −Np

Nu
+ wt(1− Dt

24
· Dd1

7

Dd2

12
) + wl(1− DL

Space

1

Gd
)

The privacy level PL consists of three parts. The first part is the total number of users
in the policy compared to the total number of contacts of the policy owner. If the policy
owner allows more users to view his/her locations, that means the privacy owner has
lower level of privacy concerns, and hence the value of Nu−Np

Nu
will be smaller. The

second part of PL considers the time constraints in terms of hours, days and date. The
longer the time that the policy owner’s locations are disclosed, the lower the privacy
level will be. The last part of the PL integrates the effect of both the range of the space
and the disclosure granularity. The larger the range of the locations and the finer the
granularity, the lower the privacy level will be. Finally, the weight values are used for
the need to adjust the impact of each component if any prior knowledge is available. By
default, the weight values are equal for all components.

We now proceed to introduce the process of policy recommendation which includes
three phases: (1) a preparation phase, (2) a policy generation phase and (3) the finaliza-
tion phase.

Phase 1: The preparation phase aims to build the knowledge base. The LPPM system
needs to have a few policies input by the users to be used as the base of the recommenda-
tion. For the first few policies, the LPPM system groups them based on the relationship
between the policy target and the policy owner. In other words, policies regarding the
same role of users will be placed in the same group. For example, if Alice and Jack are
Bob’s family members, the policies regarding Alice, Jack, and family members, will
be in the same group. The reason of such grouping is that individuals usually maintain
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different rules for different types of contacts. For instance, the privacy policies for fam-
ily members may usually allow the disclosure of the exact locations while the privacy
policies for colleagues may just allow the disclosure of locations at city level. Next, in
each group, the policies are further classified into three categories: low, medium, and
high, according to their privacy levels. In particular, let max(PL) denote the maximum
PL of all existing policies of a user. If a policy’s privacy level is lower than max(PL)

3 ,
the policy is considered to have low privacy protection level. If a policy’s privacy level
is greater than 2·max(PL)

3 , the policy is assigned a high privacy protection level. The
remaining policies are at the medium level.

Phase 2: With the aid of the knowledge base, the second step is to generate the rec-
ommendation policy based on the user input. When a user needs a policy for a certain
scenario, the user just needs to input part of the information that he/she knows and de-
sired privacy level. The LPPM system will fill in the remaining information. The LPPM
system requires the users to specify at least two items when using the recommenda-
tion system: (1) the desired privacy protection level; (2) either the policy target or the
locations to be protected.

In the first case when the user input the policy target and privacy level, the LPPM
system will conduct the following steps. First, the LPPM system locates the group of
policies which contain the same role of the input policy target. For example, Bob indi-
cates that he would like to assign a medium level privacy policy to his new friend Tim.
This input contains information about the privacy level, the role of the policy target
(i.e., “friend”). The LPPM system will search the policy repository to find the group
of policies for “friends”. Within the retrieved policies, the LPPM system further looks
for policies of user requested privacy level, e.g., medium level. Among the qualifying
policies, the one with highest PL value will be selected. Finally, the LPPM system cus-
tomizes the policy target to include the information from user input, e.g., the friend’s
name (i.e., Tim).

In the second case when the user input the locations to be protected and the de-
sired privacy level, the LPPM system will search all the existing policies to find the
ones at the required privacy level. Then, the LPPM system replaces the locations in the
identified policies to the user input. For example, Bob wants to set up location privacy
policies with high level protection when he is traveling at Chicago. The LPPM system
finds that there are three policies at high level which are specified for family, friends
and colleagues respectively. These three policies will be customized by modifying the
locations to “Chicago” and present to Bob for review.

Phase 3: Finally, after the user decides the policies to be added to the system, the
LPPM system will compute the privacy level of the newly inserted policies and store
them for the future use. Note that it is possible that no matching policy is found by the
recommendation function. In that case, the user needs to compose the policy by himself.

4 Conclusion

We developed a location privacy policy management system. The system supports
an easy-to-understand yet expressive policy language. The system also automatically
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detects policy conflict whenever there is a policy update. Moreover, the system gener-
ates recommended policies based on existing privacy policies so that users do not need
to compose entire policy for every new friend. In the future, we plan to implement a
prototype in smart phones to further verify the practical value of the proposed system.
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