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Abstract. Among the RFID distance bounding protocols in the liter-
ature, besides defending against various attacks such as impersonation,
distance fraud, Mafia attack, terrorist attack, and distance hijacking,
some also support mutual authentication and tag privacy protection.
Due to the requirements of being lightweight, low-cost, and efficient, it
is the common objective to design new RFID distance bounding proto-
cols which require fewer message flows and less complex cryptographic
operations, while maintaining or enhancing the security and privacy of
the protocols. In this paper, we propose a new RFID distance bounding
protocol which achieves mutual authentication, supports the untrace-
ability of the tags, and resists all the attacks above by having only one
slow transmission phase, and is more efficient and energy-saving when
compared with other protocols’ two slow phases. The new protocol re-
quires the tag to evaluate a PRF function for two times only, rather
than three times as in one of the most efficient mutually authenticated
RFID distance bounding protocols currently available, for example, the
Swiss-Knife protocol.
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1 Introduction

RFID (Radio Frequency Identification) is a technology that has been widely used
in our daily life. An RFID tag is a simple chip equipped with an antenna, which
allows the tag to communicate with a reader. The reader needs to determine
whether the tag is valid and within a legitimate distance which we call a neigh-
bor area by using a distance bounding protocol. As an identification method,
better than the bar code, an RFID chip makes it possible to identify non-line-of-
sight objects using wireless communication technology. Nowadays, RFID chips
have already been deployed in many big supermarkets such as Wal-Mart. They
have also been increasingly applied to track goods or even animals and so forth.
In addition, another important application of RFID is proximity-based authen-
tication, such as the student card for entering a library, the payWave -enabled
visa card for payment, and the electronic passport.
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There have been a handful of RFID distance bounding protocols proposed
recently [1–7]. Among them, various attacks have been proposed and consid-
ered in their security analysis. Five of the most commonly considered attacks
are: Impersonation fraud [1], Distance fraud [1], Mafia fraud [9], Terrorist fraud
[9], and Distance hijacking attack [10]. In this paper, we only consider the dis-
tance hijacking attacks in single-protocol environment defined in [10]. To mit-
igate Mafia fraud attack, Brands and Chaum [1] presented the first distance
bounding protocol in 1993. In 2005, Hancke and Kuhn proposed a simple and
efficient distance bounding protocol [2], but it cannot prevent terrorist fraud
attacks. Subsequently there’re some other protocols proposed. However, they
either cannot prevent terrorist attacks [3–5, 7], or are not quite efficient [6]. In
2011, Avoine et al. prevented a general method to defeat terrorist frauds [8].
They made a conclusion that at least a (3, 3) threshold secret-sharing scheme
should be used to resist terrorist frauds. Our distance bounding protocol is based
on this paper.

Besides the security issue, another critical concern of RFID technology is pri-
vacy. We mainly consider the tag’s privacy which suffers from traceability, which
means that the adversary can distinguish whether it’s the target tag that is com-
municating with a reader. Actually, in order to preserve the tag’s privacy, many
methods have been proposed [6, 11–15]. One of the most well-known methods
is hash-chain based schemes [13–15], however, all of them suffer from the de-
synchronization attack by Juels and Weis [16]. What’s more, only in [6] the tag’s
privacy issue is considered in a distance bounding protocol.

Finally, the efficiency of a distance bounding protocol is an important concern
of RFID technology, due to the tag’s limited computation and storage capacities.
Among the previous distance bounding protocols, only [6] has the expected prop-
erties at the same time: resistant to terrorist fraud attacks, protecting the tag’s
privacy, achieving mutual authentication. Nevertheless, there’re four slow trans-
mission flows in this protocol and the tag needs to compute the time-consuming
pseudo-random function(PRF) for three times; what’s more, the reader exhaus-
tively searches for the tag’s ID from its local database at each protocol run,
which again reduces the efficiency. Therefore we need to design a secure efficient
distance bounding protocol which protects the tag’s privacy as well.

Contribution. We propose a new efficient RFID distance bounding protocol
which achieves mutual authentication and resists all the current attacks with only
single slow phase. Our protocol also preserves tag’s privacy with untraceability
efficiently, which can prevent the de-synchronization attack as well.

Table 1 shows a comparison between our scheme and the previous schemes.
From the second column to the fourth column, we show the adversary’s success
probability of launching Mafia frauds, terrorist frauds and distance hijacking at-
tacks respectively to these selected protocols. The fifth column indicates whether
those protocols protect the tag’s privacy, and the sixth column gives the reader’s
cost of providing the service of tag’s privacy protection. The next column rep-
resents whether these protocols support mutual authentication. In the eighth
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column, we give the cost of the tag needed in each protocol, where we mea-
sure the cost as the number of computation of pseudo-random function (PRF ),
hash function (Hash), commitment (com.), symmetric key encryption (Enc.)
and signature (sig.). The last column displays how many flows needed in slow
phases in each protocol. Taking the limited space into account, we don’t put the
impersonation frauds or distance frauds in Table 1 since these two attacks are
easy to be prevented and all of the protocols are resistant to them.

Table 1. Comparison of distance bounding protocols

Maf. Terr. Hij. Pri. Pri.-cost MA Comp. of tag No. of flows
of reader in slow phase

BC [1] ( 1
2
)n NO 1 NO - NO 1com.+1sig. 2

HK [2] ( 3
4
)n NO ( 1

2
)n NO - NO 1PRF 2

MP [3] ( 1
2
)n NO ( 1

2
)n NO - NO 2Hash 3

KA [7] ≈(1
2
)n NO ( 1

2
)n NO - NO 1PRF 2

Reid et al. [5] ( 3
4
)n ( 3

4
)n ( 1

2
)n NO - NO 1PRF+1Enc. 2

Swiss-knife [6] ( 1
2
)n ( 3

4
)n ( 1

2
)n YES O(n)PRF YES 3PRF 4

Our scheme ( 3
4
)n ( 3

4
)n/( 7

8
)n † ( 1

2
)n YES O(1)PRF YES 2PRF 2

† If the malicious tag T gives one of {r1,r2,r3} to the adversary A, the success prob-
ability of A is ( 3

4
)n; if T gives two of {r1,r2,r3} to A, the success probability of A

is ( 7
8
)n.

Outline. We organize the remainder of this paper as follows. In Section 2, we
describe our new scheme. In Section 3, we analyze the security and privacy of
our protocol. Finally, we give the conclusion of this paper.

2 Our Protocol

As shown in Fig. 1, the tag has an identifier ID, an alias identifier ID′ which
is actually used during the protocol run and is computed through a PRF func-
tion h initialized with ID′ := h(ID, s), and a secret key s that is viewed as a
vector (s1, . . . , sn), where n is a security parameter. The reader has a database,
consisting of pairs of (s, ID, TID, TID′), where TID and TID′ are used as the
index to search the tag’s ID, and they are initialized with TID := h(ID, s) and
TID′ := h(h(ID, s), s) respectively. Both of the tag and the reader can compute
a PRF and a (3, 3) threshold scheme. There are three phases in our scheme as
in Fig. 1. We give the description of the protocol as follows.

Initialization Phase

(1) The tag generates a random nonce NA of length n and transmits NA along
with ID′ to the reader.

(2) The reader searches in the database using the index TID or TID′. If ID′ =
TID′, the reader will update its database as shown in Fig. 1. If success, it
generates a random nonce NB of length n and computes a 3n-bit sequence
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{H}3n = f(s,NA, NB, ID
′) and splits it into three shares: r1, r2 and v

respectively. Furthermore, it obtains the value of r3 by computing r3 =
r1 ⊕ r2 ⊕ s. Meantime, the reader sends NB and v′ to the tag. We denote by
v′ the value of v received by the tag.

(3) The tag receives NB and v′. It also computes the same sequence H and
splits it into three shares like the reader. After calculating v, it compares
the values of v and v′. If they are same, the protocol continues. Otherwise
the protocol fails. We point out that this step can detect the failure of the
protocol at an early time, which makes the protocol more efficient.

Interactive Phase. The interactive phase is also called the fast bit exchange
phase or the critical time phase, which consists of n rounds in total.

(1) The reader picks a random bit ci, starts the clock and sends ci to the tag.
(2) The tag makes corresponding response ri according to both ci and vi and

transmits r′i to the reader. We denote r′i by the value received by the reader.
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(3) Upon receiving r′i, the reader stops the clock, stores r′i and the measured
RTT Δti.

(4) Repeat the first three steps for n times in total.

Check Result Phase. The tag updates its ID′ by ID′ := h(ID′, s). The reader
checks the received answers (r′1, r′2, ...r′n) and the delay time (Δt1, Δt2, ...Δtn).
If every response r′i matches the expected value ri and every delay time
Δti ≤ Δtbound where Δtbound is a given bound which indicates the tag is within
the neighbor area, then the protocol succeeds and the reader also updates its
database. Otherwise, the protocol fails.

Remark 1. There is no fault-tolerance here, for we only consider noiseless com-
munication. As to the noisy communication, we can use two numbers T1, T2,
denoted as the number of positions for which ri �= r′i and Δti > Δtbound respec-
tively. If T1 + T2 > T where T is a given threshold, then the protocol fails.

3 Security Analysis

We consider an active polynomial time adversary A who has the ability to eaves-
drop, modify, inject and remove messages exchanged between all parties in the
system. Furthermore, we consider a strong A which can also observe the result of
a protocol run and even be able to observe the result of each round of a protocol
run. We assume that genuine tags will not give their secret keys to attackers.

NA and NB are both randomly chosen so that they are used like a one-time
pad. Actually, the presence of NA and NB are used to prevent replay attacks and
also allow the reader to authenticate the tag in the result check phase, for only
the tag and the reader know the shared secret key s, NA and NB simultaneously.
Since H is an output of the PRF function f , the adversary can’t recover s by
decoding H even if she/he can obtain part of H , that is v, which is used to
allow the tag to authenticate the reader. We will give a detailed analysis on the
security and privacy of our scheme as follows.

Impersonation Fraud Resistance. Without s, the adversary can generate
the correct ri with probability negligibly different from 1

2 since f is a PRF. Thus
the best the adversary can do is to guess the response randomly with success
probability 1

2 when receiving a challenge in each round of the fast bit exchange
phase. Overall, the adversary’s success probability is ( 12 )

n, which is negligible.

Distance Fraud Resistance. In this attack, the adversary can generate r1, r2,
r3 and v and thus can get through the first slow phase easily. However, during the
fast bit exchange phase, without knowing ci, the adversary still needs to guess the
corresponding answer ri from {r1, r2, r3} and sends it to the reader in advance
in order to make the delay time measured by the reader within the bound.
Therefore, at each round the success probability is 1

2 (
1
2 × 1 + 1

2 × 1
2 ) = 3

4 and
after n rounds, the adversary’s success probability is (34 )

n, which is negligible.

Mafia Fraud Resistance. Again, without s, the adversary cannot compute the
response strings r1, r2 and r3 before the fast bit exchange phase. When carrying
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out a Mafia fraud attack, the attacker has two choices: using pre-ask strategy
or not. Using the pre-ask strategy, the adversary slightly accelerates the clock
signal provided to the tag and transmits an anticipated challenge bit c′i before the
reader sends its challenge bit ci. In half of all cases, the adversary will guess the
right challenge bit, that is c′i = ci, and thus can get the correct value ri from the
tag in advance. Afterwards, the adversary runs the fast phase with the authentic
reader. In the other half of all cases, the adversary can simply reply with a
guessed response bit when interacting with the reader, which will be correct
with the probability of 1

2 . Therefore, in each round, the success probability of
the adversary is 1

2 × 1 + 1
2 × 1

2 = 3
4 . If the attacker doesn’t use the pre-ask

strategy, she/he will have to guess the challenge bit ci with a success probability
of 1

2 before receiving it when executing the fast bit exchange phase with the
reader. Thus we consider the adversary’s success probability in each round as
the maximum one, that is 3

4 . To sum up, the adversary can get through the
whole protocol with probability of (34 )

n, which is negligible.

Terrorist Fraud Resistance. It’s trivial to see that the malicious tag cannot
give all the r1, r2 and r3 to the attacker, for the attacker will be able to recover
the secret key s easily by s = r1 ⊕ r2 ⊕ r3. Since v is sent as plaintext in our
protocol, the malicious tag can give it to the adversary directly. Hence we will
consider the following two scenarios.

First, we consider the situation that the malicious tag gives v and one of
r1, r2 and r3 to the attacker. Without loss of generality, we assume that it
gives her/him r1 and v. When receiving a challenge bit ci, the adversary knows
both ci and vi, and also knows the answer when civi = 00. However, she/he
doesn’t know the value of ri2 or ri3, which means when civi �= 00, she/he has
to guess the value of the answer. Suppose we use Pki=j to denote the prob-
ability of ki = j, then the probability that the adversary replies correctly is
Pci=0 · (Pvi=0 · P[vi=0|ci=0] + Pvi=1 · P[vi=1|ci=0]) + Pci=1 · (Pvi=0 · P[vi=0|ci=1] +

Pvi=1 · P[vi=1|ci=1]) =
1
2

(
1
2 × 1 + 1

2 × 1
2

)
+ 1

2

(
1
2 × 1

2 + 1
2 × 1

2

)
= 5

8 . Similarly, we
can calculate the adversary’s success probability when she/he gets r2 or r3 re-
spectively. It is interesting to point out that when giving the attacker r3, she/he
will guess the right answer with probability of 3

4 . That is, the adversary can get
though the protocol with a maximal probability of (34 )

n, which is negligible.
Then, we consider the situation that the malicious tag gives the adversary

two of r1, r2 and r3. With a similar analysis, we can compute the adversary’s
maximal success probability is ( 78 )

n. One interesting thing is that once passing
the protocol, the adversary will know she/he has replied with all the correct
responses and furthermore she/he can recover part of the secret key s according
to si = ri1 ⊕ ri2 ⊕ ri3. For example, if we assume that the malicious tag gives the
adversary {v,r1,r2}, and the protocol run succeeds, then the adversary under-
stands that she/he has guessed all the correct responses when the actual response
should be ri3. As is shown in the protocol, there’s an average probability of 1

2
that the response is ri3. Hence after one successful protocol run the adversary can
obtain � 1

2n� bits of s. We point out that the probability of recovering secret key
is a conditional probability, where the condition is the adversary has passed the
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distance bounding protocol successfully. If the adversary’s success probability is
negligible, then the probability of recovering the secret key is also negligible.

Distance Hijacking Attack Resistance. We only consider the situation of
distance hijacking attacks in single-protocol environment. To launch a distance
hijacking attack in our protocol, the adversary first impersonates a reader to
communicate with an exploited tag. The tag will send the preliminary informa-
tion to the reader, that is NA and ID. Upon receiving NA and ID, the attacker
acting as a fraudulent tag sendsNA and her/his own identity ID′ to the authentic
reader. Finally, the exploited tag will execute the fast bit exchange phase with the
reader. However, the exploited tag computes H with {H}3n = f(s,NA, NB, ID),

while the authentic reader computes H with {H}3n = f(s′, NA, NB, ID
′), where

s′ is the shared secret key between the attacker and the authentic reader, and
the authentic reader searches s′ out in the database according to the attacker’s
identifier ID′. Therefore, the success probability of the adversary is ( 12 )

n, when
the values of pseudo-random string H computed by the reader and the tag are
same with different inputs.

Privacy. As we have mentioned above, ID′ is initialized with ID′ := h(ID, s),
where ID is the tag’s identity. Upon communicating with the reader, the tag
transmits ID′ instead of ID to the reader. What’s more, the tag will update
the value of ID′ at the end of fast bit exchange phase(see Fig. 1). Since h is
a PRF, if the adversary can tell if two sessions have the same tag involved, it
means that it can distinguish two different outputs generated by a PRF with
non-negligible probability, which is impossible. Hence our protocol supplies the
property of untraceability for tags.

Remark 2. Our protocol prevents the de-synchronization attack by using both
TID and TID′. When launching a de-synchronization attack, the adversary either
prevents the tag updating ID′, for example by modifying v′ sent from the reader
to the tag, or prevents the reader updating TID and TID′ in the check result
phase, for example by tampering the value of response bits sent from the tag to
the reader so that the protocol will fail. It’s not difficult to see no matter the
adversary stops the tag or the reader from updating its data, the value of ID′

sent by the tag will always be equal to either TID or TID′. That is, the tag is
always synchronized with the reader.

4 Conclusion

In this paper, we proposed a new efficient mutually authenticated distance
bounding protocol that is resistant to all the current attacks. Our protocol also
protects privacy of tags through an anonymous method, which achieves untrace-
ability and prevents de-synchronization attacks. To our best knowledge, it is the
most efficient method to provide the untraceability for the tag in RFID distance
bounding protocols.
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