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Abstract. In this paper, we present a new technique to construct a
collision attack from a particular preimage attack which is called a par-
tial target preimage attack. Since most of the recent meet-in-the-middle
preimage attacks can be regarded as the partial target preimage attack,
a collision attack is derived from the meet-in-the-middle preimage at-
tack. By using our technique, pseudo collisions of the 43-step reduced
SHA-256 and the 46-step reduced SHA-512 can be obtained with com-
plexities of 2126 and 2254% respectively. As far as we know, our results
are the best pseudo collision attacks on both SHA-256 and SHA-512 in
literature. Moreover, we show that our pseudo collision attacks can be
extended to 52 and 57 steps of SHA-256 and SHA-512, respectively, by
combined with the recent preimage attacks on SHA-2 by bicliques. Fur-
thermore, since the proposed technique is quite simple, it can be directly
applied to other hash functions. We apply our algorithm to several hash
functions including Skein and BLAKE, which are the SHA-3 finalists.
We present not only the best pseudo collision attacks on SHA-2 family,
but also a new insight of relation between a meet-in-the-middle preimage
attack and a pseudo collision attack.

Keywords: hash function, narrow-pipe, SHA-2, Skein, BLAKE, meet-
in-the-middle attack, preimage attack, pseudo collision attack.

1 Introduction

Cryptographic hash functions play a central role in the modern cryptography. A
secure hash function, which produces a fixed length hash value from an arbitrary
length message, is required to satisfy at least three security properties: preimage
resistance, second preimage resistance and collision resistance.

While there has not been a generic method to convert a collision attack into
a preimage attack, it has been known that the preimage attack that can find at
least two distinct preimages from the same target can be directly converted into
a collision attack. However, the converted collision attack is often not efficient
due to that the birthday bound of a collision attack (2"/2) is far lower than
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the generic bound of the preimage attack (2"), where n is the bit size of the
hash value. Thus, it is left as open question that how to convert an efficient
preimage attack into an efficient collision attack. In the case of the reduced
SHA-256 regarding the number of attacked rounds, a preimage attack, covering
43 steps [], is much better than the best known collision attack, with only 27
steps [17]. Moreover, basically, a collision attack and a preimage attack require
quite different techniques. In other words, in general, the techniques used for the
collision attack do not work well for a preimage attack, and vice versa. In fact,
most of the recent collision attacks are based on a differential attack [32/31], in
contrast to that most of the recent preimage attacks are based on a meet-in-the-
middle (MITM) attack [2]. Though converting the differential collision attack
to a (pseudo) preimage attack was discussed in [§], there is no generic way to
construct a collision attack from a MITM preimage attack.

In this paper, we give a generic method to convert a particular preimage at-
tack into a collision attack. By using our technique, an efficient collision attack
which works faster than a generic collision attack can be constructed from a
partial target preimage attack even if the complexity of the preimage attack is
more than the birthday bound (2"/2). Our method is especially fit for convert-
ing a MITM preimage attack into a pseudo collision attack, since most of the
recent MITM preimage attacks can be considered as the partial target preimage
attack as long as its matching point is located in the end of the compression
function. We first apply our algorithm to SHA-256 and SHA-512 and show the
best pseudo collision attacks on them in literature. Specifically, pseudo collisions
of the 43-step (out of 64-step) reduced SHA-256 and the 46-step (out of 80-step)
reduced SHA-512 can be derived faster than a generic attack. Combined with
the recent preimage attacks on SHA-2 [I4], these attacks are extended to the
52-step and 57-step reduced SHA-256 and SHA-512, respectively. Then we show
some other applications of our conversion techniques including a pseudo collision
attack on the 37-round reduced Skein-512 and pseudo collision attacks on the
4-round reduced BLAKE-256/512 without the initialization function. While it
seems hard to extend our pseudo collision attacks to collision attacks, the pro-
posed conversion technique is a generic, and thus it is expected to be widely
used for security evaluations of hash functions.

This paper is organized as follows. Some security notions and a meet-in-the-
middle preimage attack are introduced in Section 2l Section B] introduces our
approach for constructing a pseudo collision attack. Then, applications of our
technique to SHA-256 and SHA-512 are presented in Section @l The result on
Skein is described in Section Bl Finally, we conclude in Section [6l

2 Preliminaries

In this section, we first give security notions used throughout this paper, then
briefly refer a meet-in-the-middle (MITM) preimage attack.
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2.1 Security Notions

Let f be a compression function which outputs an n-bit chaining variable h; from
an n-bit input chaining variable h;_1 and a k-bit input message m;, i.e., h; =
f(hi—1,m;). Similarly, let H be an iterated hash function consisting of f, which
produces an n-bit hash value d from an initial value IV (= hg) and an arbitrary
length message M, i.e.,d=HIV,M) = f(--- f(f(IV,m1),m2),-- ,my), where
pad(M) = (my|mz]|---|m:) and pad denotes a padding function. This type of
hash function, in which the size of an intermediate chaining variable is the same
as that of a hash value, is called a narrow-pipe hash function. On the other
hand, a hash function having a larger internal state size is called a wide-pipe
hash function, i.e., the size of a final hash value is smaller than that of a chaining
variable. We use the terminology introduced in [I5] for a collision attack and a
pseudo (or free-start) collision attack on hash functions as follows.

Definition 1 (Collision attack). Given IV, find (M, M’) such that M # M’
and H(IV,M) = H(IV,M").

Definition 2 (Free-start or pseudo collision attack). Find (IV, IV', M,
M’) such that H(IV,M) = H(IV',M') and (IV,M) # (IV',M").

Additionally, we give several definitions for (pseudo) preimage attacks on hash
functions and (pseudo) preimage attacks on compression functions.

Definition 3 (Preimage attack). Given IV and d(= H(IV,M)), find M’
such that H(IV, M'") =d.

Definition 4 (Pseudo preimage attack). Given d(= H(IV,M)), find (IV’,
M) such that H(IV',M") = d.

Definition 5 ((¢-bit) partial target preimage attack). Given IV and t-bit
partial target of d(= H(IV,M)), find M' such that t-bit of d'(= H(IV,M"))
is the same as the t-bit of d at the same position, and the other part of d' is
randomly obtained.

Definition 6 (Preimage attack on compression function). Given h;_;
and hi(= f(hi—1, m;)), find m} such that f(h;—1,m}) = h;.

Definition 7 (Pseudo preimage attack on compression function). Given
hi(= f(hi—1, my)), find (R;_y,m}) such that f(h}_,,m}) = h;.

7

Definition 8 ((t-bit) partial target preimage attack on compression
function). Given h;,_1 and t-bit partial target of hi(= f(hi—1,m;)), find m/
such that t-bit of hi(= f(hi—1,m})) is the same as the t-bit of h; at the same
position, and the other part of h} is randomly obtained.

Definition 9 ((t-bit) pseudo partial target preimage attack on com-
pression function). Given t-bit partial target of hiy(= f(hi—1,m;)), find (h}_q,
my) such that t-bit of hi(= f(h}_,,m})) is the same as the t-bit of h; at the same
position, and the other part of h is randomly obtained.
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(backward process)

Fig. 1. Meet-in-the-middle preimage attack

2.2 Meet-In-The-Middle Preimage Attack

The basic concept of the MITM preimage attack was introduced in [22/16]. Since
then, the MITM preimage attacks have been drastically improved and applied
to several hash functions [212827/3/T34\10]. Also, the techniques for the MITM
preimage attacks on hash functions have been extended to the attacks on several
block ciphers [7I12].

As shown in Fig. in the MITM preimage attack on a compression function,
the compression function f is assumed to be divided into two sub-functions: f;
(forward process) and fo (backward process) so that the w-bit matching point z
calculated by f; does not depend on mo which is some message bits of m, and z
calculated by f2 does not depend on m; which is other message bits of m. Such
my and mo are called neutral bits of fy and fi, respectively. Then, the MITM
preimage attack finds a preimage m’ such that f(z,m’) =y from a given z and
y(= f(x,m)) as follows.

Step 1. Choose a random m except for m; and ms.

Step 2. For all possible my, calculate w-bit z1(= fi(x,m1)), and add a pair of
(zgi), mgi)) to a list, where (1 < i < 2/™11), and | % | denotes the bit size of x.

Step 3. For all possible my, calculate w-bit zo(= f5 *(z ® y,ms)), and add a
pair of (zéj),m;j)) to a list, where (1 < j < 2lm21),

Step 4. Compare two lists to find pairs satisfying ng) = zéq). If such pair is

found, then check if the other bits of the matching point derived from mgp )

and mgq) are the same value.
Step 5. If the other parts are also the same, then outputs such m including

(q)
2

mgp ) and m{?. Otherwise, go back to Step 1 and repeat the computation.

From Steps 2 and 3, we have 2/ and 22l values of w-bit z; and zy, i.e.,
we have 2/mil+Im2l yalyes of (21 @ z2). Since the probability of (21 @ 22 = 0)
is 27, we have 2lmil+Im2l . 9=w pairs such that z; = 2o in Step 4. Thus, by
repeating this algorithm about 27~ . 2=(Iml+lmal) . 9w times  we expect to
obtain a desired preimage. The required computation for the one process from

! Here, we show the MITM preimage attack on Davies-Meyer mode as an example.
MITM preimage attacks on other modes like Matyas-Meyer-Oseas mode can be
performed in a similar way.
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Step 1 to 4 is at most max(Q‘"“',Q"”?') calls of the compression function. Thus,
the total computation to find a preimage of the compression function is about
on . 9—(|m|+|mz|) ~max(2"”1|,2"”2‘)

For a narrow-pipe hash function, by replacing z and y by IV and d, this
MITM preimage attack on a compression function can be directly converted
into a preimage attack on a hash function. However, for an attack on a hash
function, some of the message bits related to the padding bits are required to be
controlled by the attacker to set appropriate padding data.

3 Method to Convert Preimage Attack into Collision
Attack

In this section, we present how to efficiently convert a particular preimage at-
tack into a pseudo collision attack. First, we introduce a generic technique to
construct a pseudo collision attack from a partial target preimage attack. Then,
we introduce the MITM preimage attack whose matching point is located at the
end of the compression function. We show that such class of the MITM preimage
attack is regarded as the partial target preimage attack. Finally, we show that a
pseudo collision attack can be efficiently constructed from the MITM preimage
attack whose matching point is at the end by showing how to efficiently obtain
many partial target preimages.

3.1 Generic Conversion of Partial Target Preimage Attack into
Collision Attack

We consider the oracle A that can find a t-bit partial target preimage with
a complexity of 2%. Also, A is assumed to return different M’ for each call.
Obviously, we can construct a collision attack with a complexity of 25 - 2(n—1)/2
by iteratively calling A as follows.

— Set t-bit random data as d’
— Call A with the parameter IV and d in 2("~9/2 times

After this procedure, we have 2("~9/2 of (n — t)-bit random data, and thus
there exists a colliding data with a high probability. Once the colliding data are
found, we have a collision of the hash function since the rest of the hash value
d’ is fixed. The total complexity is 2("~%/2 .25 The memory requirement can
be reduced to the memory requirement of finding a partial target preimage by
using memory free birthday attack [29)21]. This conversion itself can be applied
to not only a narrow-pipe hash function but also a wide-pipe hash function,
since the required complexity depends only on the size of the digest. The basic

2 The estimated complexity does not depend on the size of the matching point w.
However, as discussed in [10], if w is extremely small like w = 1, the total complexity
is dominated by the recomputations in Step 4 which is ignored in our estimation.
Thus, in our evaluation, we assume that w is sufficiently large.
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Fig.2. MITM preimage attack with the matching point in the last step

concept of this attack that fixes ¢-bit of the target with the complexity of 2°
has been used to find a collision of (new) FORK-256 in [22] and a collision and
a second preimage of LUX in [33]. However, the method does not work if the
partial target preimage attack is not efficient, i.e., (s > ¢/2). In this case, the
required complexity in total will be higher than 2"/2,

3.2 Meet-In-The-Middle Attack with Matching Point in Last Step

We consider a similar model explained in Section The difference from the
model shown in Fig. [l is that the matching point is restricted to be in the last
step as shown in Fig.[2l In this scenario, the MITM pseudo preimage attack on a
compression function finds a preimage m’ and a random 2’ such that f(z’,m’) =
y from a given y(= f(xz,m)) as follows.

Step 1. Choose a random m except for m; and ms, and a random starting state
S.

Step 2. For all possible my, calculate w-bit z1(= f1(S,m1)), and add a pair of
(zgi),mgi)) to a list, where (1 <4 < 2lml),

Step 3. For all possible my, calculate w-bit zp(= f5 *(S,m2)), and add a pair
of (zéj),m;j)) to a list, where (1 < j < 2lm2l),

Step 4. Compare two lists to find pairs satisfying that z§p ) @ zéq) equals the

t-bit of y. If such pair is found, then check if the XORed other bits of the

matching point derived from mgp ) and mgn is the same as the rest of y.

Step 5. If the XORed other bits are also the same as y, then output such m

including mgp ) and méq), and 2’ calculated from the data of the matching

point. Otherwise, go back to Step 1 and repeat the computation.

Note that, this attack basically cannot obtain a preimage from the given x unlike
the attack described in Section [Z2] since 2’ will be randomly derived. Thus, this
attack is considered as a pseudo preimage attack on a compression function.
However, for a narrow-pipe hash, it has been known that a pseudo preimage
attack on a compression function can be converted into a preimage attack on
a hash function assuming that the attacker can set valid padding bits [T9U10].
The estimated complexity to find a desired pseudo preimage is the same as that
presented in Section 22 i.e., 27 - 2~ (mal+lm2l) . max(2lmal glmaly,
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3.3 Conversion of MITM Preimage Attack into Pseudo Collision
Attack

If we can construct the MITM pseudo preimage attack whose matching point is
located at the end of the compression function, we can control part of the output
variables as explained in the previous subsection. In other words, the MITM
pseudo preimage attack described in the previous subsection can be regarded
as the pseudo partial target preimage attack on a compression function. For
the MITM preimage attack, at least 2/2 computations are required to derive a
preimage of an ¢-bit partial target. Thus, the directly converted pseudo collision
attack will at least have the complexity of 2(»=1)/2+t/2 — 9n/2 that is not an
efficient pseudo collision attack.

In order to overcome this problem, we exploit extra freedom of a neutral
word after finding a partial target preimage. For example, in the case of t = 10
and |my| = |ma| = 8 (> t/2), we can find 2°(= 2878/210) 10-bit partial target
preimages with the complexity of 28. It essentially means that a 10-bit partial
target preimage is found with the complexity of 2%(= 28/26) < 2°(= 219/2),
When ¢ < w, the required complexity to find a partial target preimage from a
given t-bit partial target is estimated as

gt—(lmal+|m2l) .max(g\mll,Q\mz\)’

where recall that w denotes the bit size of the matching point. In particular,
s < t/2, which is the condition for a successful attack as mentioned in Section 3]
holds when min(|m;|, |mz|) > ¢/2, where recall that 2° represents the required
complexity to find a t¢-bit partial target preimage. Therefore, if we can move the
matching point of the MITM attack to the end of the compression function and
there is enough freedom in neutral words, we can construct an efficient pseudo
collision attack on a compression function.

Moreover, for a narrow-pipe hash function, it has been known that a (pseudo)
collision attack on a compression function can be directly converted to a (pseudo)
collision attack on a hash function by appending another message block il-
lustrated in Fig. Bl which is called multi-block message technique. By using
the multi-block message technique, an attacker can append arbitrary messages.
Thus, unlike the conversion to a (pseudo) preimage attack on a hash function, for
the conversion to a pseudo collision attack on a hash function, there is no restric-
tion on controllability of message bits for a MITM pseudo preimage attack on a
compression function. This will relax conditions on the position of the matching
point for the MITM pseudo preimage attack on a compression function, and thus
may allow us to attack larger number of steps. Note that, for a wide-pipe hash
function, even though a (pseudo) collision attack on a compression function can
not be directly converted to a (pseudo) collision attack on a hash function by
using multi-block message, we still can convert a MITM pseudo preimage attack
on a hash function to a pseudo collision attack on a hash function since the
conversion of a partial target preimage attack into a collision attack is generic.
Furthermore, in our attack, ¢t-bit of the colliding digest can be determined by
the attacker unlike the usual collision attack that derives a completely random
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Satisfy the padding issue

[N

CF digest
cv

v — CF eV cr &V digest

Pseudo Collision of CF
| J

Pseudo Collision of Hash Function

Fig. 3. Multi-block pseudo collision

digest. This is another feature of our approach. On the other hand, the required
complexity of our converted (pseudo) collision attack is likely to be high due to
a few gains from the MITM procedure, though it is still more efficient than the
generic attack. This is considered as one of the limitations of our approach.

4 Pseudo Collision Attacks on SHA-2

In this section, we apply our conversion technique to SHA-2. At first, we briefly
describe the algorithm of SHA-2. Then, we review the previous collision attacks
on SHA-2. After that, we introduce the known MITM preimage attack on the
43-step SHA-256 presented in [4]. After we modify these results in order to fit
our conversion technique, i.e., moving the matching point to the end of the com-
pression function, we show the pseudo collision attack on the 43-step SHA-256.
Moreover, we present the pseudo collision attack on the 46-step SHA-512 based
on the MITM preimage attack on the 46-step SHA-512 [4]. Furthermore, pseudo
collision attacks on the 40-step reduced SHA-224 and SHA-384 are demonstrated
as well. Finally, we discuss pseudo collision attacks based on the recent MITM
preimage attacks [14], which significantly improve the results of [4] in terms of
the number of attacked steps by using bicliques. These results on SHA-2 are
summarized in Table [I

4.1 Description of SHA-2

While our target is both SHA-256 and SHA-512, we only explain the structure
of SHA-256, since SHA-512 is structurally equivalent to SHA-256 except for the
number of steps, the amount of rotations and the word size. The compression
function of SHA-256 consists of a message expansion function and a state update
function. The message expansion function expands a 512-bit message block into
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Table 1. Summary of collision attacks on the reduced SHA-2

algorithm type of attack steps complexity based attack paper
collision 24 2285 - [11]
collision 27 (practical) - [17]
semi-free-start-collision*! 24 27 - [0
semi-free-start-collision*! 32 (practical) - 17
SHA-256  pseudo-near-collision 31 232 - [

pseudo collision 42 2123 [ Our (Section [4.7))

pseudo collision 43 2126 [4] Our (Section 4]

pseudo collision 45 21265 [14] ur (Section 9]

pseudo collision 52 21275 [14] ur (Section 9]

SHA-224 pseudo collision 40 2110 2] Our (Section [A.g))
collision 24 2285 - [11]

pseudo collision 42 2244 2] Our (Section A7)

SHA-512 pseudo collision 46 22%45 2] ur (Section F6)

pseudo collision 50 22545 [14] Our (Section 9]

pseudo collision 57 2255-5 [14] Our (Section [£9)

SHA-384 pseudo collision 40 2183 [4] Our (Section A.8)

x1: semi-free-start-collision attack finds (IV', M, M') such that H(IV', M) =
H(IV',M') and M # M’

64 32-bit message words (Wp,-- -, Ws3) as follows:

w. = § Mi (0 <i<16),
! o1(Wi—2) + Wiz + 00(Wi_15) + Wi_16 (16 < i < 64),

where the functions oo(X) and 01(X) are defined by

oo(X)=(X>7) e (X > 18)d (X > 3),
o (X)=(X>17) & (X > 19) & (X > 10).
The state update function updates eight 32-bit chaining variables, 4, B, ---, G,
H in 64 steps as follows:
T, =H; + >1(E;) + Ch(E, F;,G;) + K; + W,
Ty = Yo(Ai) + Maj(A;, B;, Cy),
Aip1 =Ty + T2, Biy1 = A;, Cip1 = By, Diy1 = Cj,
Eip1n=Di+T, Fipn=E;, Gy = F;, Hip =Gy,
where K; is the i-th step constant and the functions Ch, Maj, Xy and X are
given as follows:

ChMX,Y,Z)=XY ®XZ,
Maj(X, Y, Z)= XY ®YZ B XZ,
Zo(X)=(X>2)8 (X > 13)8 (X > 22),

(X)) =(X>6)a (X > 11)d (X >> 25).

After 64 steps, a feed-forward process is executed with initial state variables by
using word-wise addition modulo 232.
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4.2 Known Collision Attacks on SHA-2

The first collision attack on reduced SHA-256 was presented in [I8] which is a 19-
step near collision attack. Since then, the collision attacks on SHA-2 have been
improved [20123252226)TTI17]. The previously published best collision attacks
in terms of the number of attacked steps are the 27 steps on SHA-256 [17] and
the 24 steps on SHA-512 [11l25]. A non-random property, which is a second-
order differential collision, of the 47-step reduced SHA-256 compression function
was reported in [6].

4.3 Known MITM Preimage Attack on 43-Step SHA-256 [4]

The MITM preimage attack on the 43-step SHA-256 presented in [4] uses the
33-step two chunks W;,...,W;,32 including the 4-step initial structure (IS),
the 2-step partial fixing (PF), the 7-step partial matching (PM) and the 1-step
indirect partial matching (IPM). In the following, we review the details of these
techniques.

33-step Two Chunks with the 4-Step IS. The message words of length 33 is
divided into two chunks as {Wj, ey Wj+14, Wj+18} and {Wj+15, Wj+16, Wj+17,
Wit19, ..., Wjts2}. Using message compensation technique [4], the first chunk
and the second chunk are independent from Wj 15 and Wji1g, respectively.
In particular, the following constraints ensure the above message words to be
neutral words with respect to each chunk;

Wis1r = 01(Wit1s), Wit1o = 07 (Wit1s), Witar = 05 (Wjy1s),
Wii22 = Ways, Wijtaz = 0t(Wjt1s), Wiyaa = 201(Wjy1s), (1)
Wjios = 0f (Wit1s),

where 07 (X) means o1 o 01(X).

These two chunks include the 4-step IS, which essentially exchanges the order
of the words W; and W; 3 by exploiting the absorption property of the function
Ch. After the swapping, the final output after the step (i + 3) still keeps un-
changed. Here, W 1g is moved to the first chunk and W15, Wjt16 and Wji17
are moved to the second chunk.

In the forward direction, a state value of p;jyss = Ajiss||...||Hj+33 can be
computed independently of the first chunk. In the backward direction, a state
value of p; = A;||...||H; can be computed independently of the second chunk.
Note that the 33-step two-chunk is valid regardless of the choice of j for j > 0.

7-step PM. In the backward computation, A; can be computed from p; 7
without knowing {W;,--- ,Wj4¢} for any j as used in [I3].

2-step PF. PF is a technique to enhance PM by fixing a part of a neutral word.
The equation for H;_; is as follows:

Hj,1 = Aj — Eo(Bj) — Maj(Bj,C’j,Dj) - El(Fj)
—Ch(Fj, Gj, Hj) = Kj1 = Wi,
Wi—1 = Wjt1s — 01(Wjt13) — Wjgs + ao(Wj).
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If we fix the lower ¢ bits of Wj 15, which is assumed to be a neutral word for
the other chunk, the lower ¢ bits of H;_; can be computed without using the
value of the higher (32 — ¢) bits of Wj15. Furthermore, the equation for H,;_
is expressed as follows:

Hj o= A; 1 —Xo(Bj_1) — Maj(Bj—1,Cj_1,D;_1) — X1(Fj_1)
—Ch(Fj-1,Gj-1,Hj—1) = Kj—2 — Wj_s,
Wi—g = Wjt1a — 01(Wjgi12) — Wigr + oo(Wj—1).

The lower (¢ — 18) bits of H;_» can be computed if we can obtain the lower
¢ bits of Ch(F;_1, Gj_1, H;j—1) and the lower (¢ — 18) bits of oo(WW;_1). Note
that these values can be computed by using only the lower ¢ bits of Wj 5.
Thus, when we fix the lower ¢ bits of Wjt15, the lower (¢ — 18) bits of H,_o
can be computed without knowing the higher (32 — ¢) bits of Wj15. Therefore,
by combining the 7-step PM with the 2-step PF, 9 steps can be skipped in the
backward computation.

1-step IPM. For the forward computation, A; 34 can be expressed as a sum
of two independent functions ¢, £¢ of each neutral word as follows;

Ajtas = Xo(Aj+33) + Maj(Ajyss, Bitas, Cjtas) + Hjyss + Z1(Aj133)
+Ch(Aj+33, Bj+33, Cjt3s) + Kjyaz + Wiias,
Witss = 01(Wjts1) + Wjtas + 00(Wjt1s) + Wi,

= Ajyza = YPr(Wit1s) + Ep(Wis).

Then, we can compute ¥ p(Wjt15) and {r(Wj41s) independently. It is equivalent
to move the computation of {r(Wj4+1s) to the backward chunk. In this case,
Er(Wjtas) = 00(Wj41s).

Attack Overview. These techniques enable us to construct the 43 (= 33 + 7
+ 2 + 1)-step attack on SHA-256. Here, we have the freedom of choice of j as
long as 36 steps (W;_2 to Wj34) is located sequentially.

For the actual attack in [4], j is chosen as j = 3, because Wiz, Wiy and
W15 can be freely chosen to satisfy the message padding rule. The matching
state is the lower 4 bits of Az7. In addition, the number of fixed bits ¢ for PF
is chosen as ¢ = 23. Then, neutral words of Wig and W5, have 5- and 4-bit
freedom degrees, respectively. As a result, a pseudo preimage is found with the
complexity of 22519, After that, pseudo preimages are converted into a preimage
with the complexity of 22749, See [4] for more details about this attack.

4.4 Pseudo Collision Attack on 43-Step SHA-256

As discussed in Section B3] to convert a MITM preimage attack into a pseudo
collision attack, the matching point is located into the end of the compression
function, i.e., the addition of the feed-forward. As mentioned in section F.3] the
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Partial Matching Partial Fixing Initial Structure Indirect Partial Matching
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: variables not depending on Way X : variables depending on both W2y and War
B : variables not depending on War B : a few bits of variables depending only on War

: variables that can be expressed as a sum module 232 of Way and War

Fig. 4. 43-step pseudo collision attack on SHA-256

matching point of the 43-step MITM preimage attack is selected at the state
after the step 37 (j = 3) due to the padding bits.

However, for a (pseudo) collision attack, we do not need to control message
words for satisfying the padding rules, since we can generate correct padding by
simply adding another message block as discussed in Section It means that
the last block of a compression function is used only for satisfying the padding
condition in the collision attack when pseudo collision can be found before the
last compression function as shown in Fig.[Bl As a result, for a (pseudo) collision
attack, we can move the matching point to the state after the step 43 (5 = 9)
that is the end of the compression function

Let a 256-bit output of the compression function be CV = {Zal|---||Zu},
where each word is 32 bits. For j =9, Ws4 and W7 are neutral words, and the
matching point is the lower 4 bits of Ay3(= Ao ® Z4).

In order to construct the pseudo collision attack, we give the efficient method
to obtain 4-bit partial target preimages by using the MITM technique [4]. Fig-
ure [ shows the overview of the 43-step pseudo collision attack.

Attack Procedure

1. Choose the lower 4 bits of Z4, which are target values.

2. Randomly choose the value of po5 and message Wo5. Randomly fix the lower
23 bits of Way. Then we can find 2° values of Way on average from 9 free
bits that correctly construct the 4-step initial structure and store them in
the table Ty .

3. Randomly choose message words not related to the initial structure and the
neutral words, i.e., Wig, Wag, Way1, Waa, Was and Wag (called an initial
configuration).

3 It is also pointed out in [I0] as the matching point can be rotated to the end of the
compression function.
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4. For all 25 possible W24 in Tw, Compute Wgﬁ, Wzg, VV307 ng, VV327 W33 and
W3, following Eq. (@I). Compute forward and find 1) (Wa4). Then, store the
pairs (Way, ¥p(Waq)) in a list Lp.

5. For all 2* possible values (the lower 4 bits) of Wa7, compute backward and
find £ (Wa7) and the lower 4 bits of Ag. Then, store the pairs (Wa7, Z4 @
A() - O'Q(W27)) in a list LB.

6. If a match is found, i.e., Yp(Way) = Za ® Ag — 09(Wa7), then compute two
group of states Ays, Bas,---,Hys and Ag, By, -, Hy with corresponding
Way and War, respectively. Then obtain 2° (= 2°/2%) CV whose 4-bit are
fixed, i.e., the lower 4 bits of Z4, and store these in a List L.

7. Repeat (3)-(6) 2!2! times with different values of the initial configuration.

After the above procedures, we obtain 226 (= 25 x 2!21) pairs whose 4 bits are
fixed Thus, there exists a colliding pair with a high probability, because of the
equation of (2126 = 2(256-4)/2)

Evaluation. We assume that the complexity for the 1-step function and the
1-step message expansion is 1/43 compression function operation of the 43-step
SHA-256. As estimated in [10], the complexity of Step 2 in the presented attack
is 2°, and that of Steps 3-6 is 24878 which is the complexity for finding 2° 4-bit
partial target preimages. Thus, whole complexity of the pseudo collision attack
on the 43-step SHA-256 is estimated as 2126 ~ 29 4 (2121 x 24.878)

4.5 Known MITM Preimage Attack on 46-Step SHA-512 [4]

The MITM preimage attack on the 46-step SHA-512 presented in [4] uses the
31-step two chunks Wj,..., Wji3¢ including the 2-step IS, the 8-step PF for
Wi_1,...,Wj_s and Wji31,Wji32 and the 7-step PM. In this attack, we can
choose j as long as 39 step (W;_¢ to Wji32) are located sequentially. For the
actual attack in [10], j is chosen as j = 6 to satisfy the padding rule. Then, the
neutral words Ws; and Was have 4 and 3-bit freedom degrees, respectively, and
the bit size of the matching point is 3. Thus, a preimage of the 46-step SHA-512
is found with the complexity of 2511:5. See [4] for more details about this attack.

4.6 Pseudo Collision Attack on 46-Step SHA-512

Similarly to the attack on the reduced SHA-256, we can move the matching
point to the end of the compression function, because the padding issue can be
avoided by using multi-block message technique in the pseudo collision attack.
In the case of SHA-512, since the bit size of the matching point is 3, we utilize
the 3-bit partial target preimages for the attack. Then, the complexity of the
attack is estimated as 22545 = (2(512-3)/2),

4 Tt is noted that we need a slightly more than 2'2! times repeated experiments to get
2126 pairs that will achieve a probability higher than 27!, However the difference is
so small that we ignore it here.
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4.7 Pseudo Collision Attacks on 42-step SHA-256 and 42-step
SHA-512

We consider pseudo collision attacks on smaller number of rounds of SHA-2 in
order to save the time complexity. For the 42-step reduced SHA-256, we can use
10 bits of freedom in both directions to find a 10-bit partial target preimage as
discussed in Section 5.4 of [4]. This implies that a 10-bit partial target preimage
is obtained with the complexity 1 (< 2°). Thus, a pseudo collision is found with
the complexity of 2123(= 2(256-10)/2 5 210 /910 "Similarly to this, for the 42-step
reduced SHA-512, we can use 24 bits of freedom in both directions to find a
24-bit partial target preimage as discussed in Section 6.5 of [4]. Therefore, a

pseudo collision of the 42-step reduced SHA-512 is found with the complexity of
9244 (= (512-24)/2 y 924 924y,

4.8 Pseudo Collision Attacks on Reduced SHA-224 and SHA-384

The pseudo collision attack on the 43-step SHA-256 described in Section 4] is
applicable to the 43-step SHA-224 in the similar manner. However, we can not
use the multi-block message technique straightforwardly, because the pseudo
collision attack on SHA-224 needs to be done in the last compression function
whose output Zp is disregarded. Thus, due to the padding issue, we can mount
only pseudo collision attack on a compression function of 43-step, not a hash
function. The estimated complexity is 210 for this attack.

However, the smaller number of rounds of SHA-224 hash function can be
attacked by using another MITM attack. The 40-step SHA-224 hash function
can be attacked by using the same two chunks for the 43-step preimage attack on
SHA-256 in [4], i.e., the case of j = 3. The 7-step partial matching for backward
computation are replaced by the 4-step one. Then the message words Wi3, Wiy
and Wi are left as free message words to satisfy the padding rule. Instead of
the lower 4 bits of Z 4, we use the lower 4 bits of Zp as the target value. Here,
we need additional one step: when finding matches at the lower 4 bits of Ajr,
we compute forward from the matching point to the end of the compression
function (40-th step) by using these values that are computed forward from the
starting point. Since As7 = Dyg = Do ® Zp for the 40-step SHA-224, the lower
4 bits of Zp will keep unaffected by the additional step. Thus, we can still get a
partial target preimage. It can be converted into a pseudo collision attack on a
hash function, because we can set Wi3, W14 and W75 to follow the padding rule.

The detail of the attack procedure is as follows.

1. Choose the lower 4 bits of Zp, which are target values.

2. Randomly choose the value of p1g and message W19. Randomly fix the lower
23 bits of Wig. Then we can find 2° values of Wig on average from 9 free
bits that correctly construct the 4-step initial structure and store them in
the table Ty .

3. Randomly choose message words not related to the initial structure and
the neutral words, i.e., Wis, Wia, Wis, Wig, Wiz, Was (called an initial
configuration [4]).
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4. For all 25 possible W18 in Tw, compute Wgo, WQQ, VV247 W257 WQG, W27,
Was following Eq, ([Il). Compute forward and find 1 (Wig). Store the pairs
(W187 ’(/JF(W18)) in a list Lg.

5. For all 2* possible values (the lower 4 bits) of W1, compute backward and
find £r(Wa1) and the lower 4 bits of As7 (= Dy = Zp @ Dy). Store the
pairs (ng, Zp ® Dy — 00(W27)) in a list Lp.

6. If a match is found, i.e., Yp(Was) = Zp ® Dy — 09(Waz), then compute
forward to get the states A4q, Byo, - - - , Hao with corresponding Ws4 and Waz,
respectively. Dyo will keep unaffected in this step. Then obtain 2° (= 29/2%)
CV whose 4 bits are fixed, i.e., the lower 4 bits of Zp, and store these in a
List.

7. Repeat (3)-(6) 2195 times with different values of the initial configuration.

The complexity of the attack is estimated as 2''°.

Similarly, the pseudo collision attack on the 46-step SHA-512 hash function
described in .8 can also be applied to the 46-step SHA-384 compression function
with the complexity of 21905 = (2(384_3)/2). For a pseudo collision attack on the
reduced SHA-384 hash function, we use the 43-step preimage attack on SHA-
384 [M]. Combining the result in [4] with our conversion technique, a pseudo
collision attack on the 40-step SHA-384 hash function can be constructed. The
matching bit is 18 when chosen parameter of partial matching as ¢ = 27. The
complexity of the pseudo collision attack on the 40-step SHA-384 is estimated
as 2(384-18)/2 — 9183 Thege 40-step pseudo collision attacks give examples that
the matching point is not at but near the end of compression function. That is
compatible to solve padding problem.

4.9 Application to Other Results of SHA-2

Recently, the MITM preimage attacks on the reduced SHA-2 are improved by us-
ing “bicliques” technique which is considered as generalized initial structure [14].
This technique enables us to construct longer initial structures than those of the
attacks [4]. In the following, let us consider pseudo collision attacks based on [14].

For SHA-256, the 36-step two independent chunks including the 6-step IS
based on bicliques are constructed. Combining the 2-step PM with the 7-step
PM and the 1-step IPM, the MITM preimage attack on the 45-step SHA-2
is derived. In this attack, both neutral words have 3-bit freedom degrees, and
the matching point is 4-bit. Since our conversion technique does not need to
consider the padding issue, the matching point can be moved to the end of
the compression function similar to the 43-step attack. Then, we can convert
it into the 45-step pseudo collision attack on SHA-256 with the complexity of
21265 (= 2(256*3)/2E|. Similarly, we can construct the 50-step pseudo collision
attack on SHA-512 based on the 50-step MITM preimage attack [I4]. In this
attack, both neutral words have 3-bit freedom degrees, and the bit size of the

matching point is 3. Thus, the complexity of the attack is estimated as 2254
(= 2012-3)/2),

® Our attack uses only 3 bits for the matching and find 3-bit partial target preimages,
because this setting is optimal with respect to the time complexity.
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In addition, [I4] showed pseudo preimage attacks on the 52-step SHA-256 and
the 57-step SHA-512. For the setting of a pseudo preimage attack, the cost of
converting a pseudo preimage to a preimage is omitted. Thus, larger number
of rounds can be attacked. Note that in these attacks, the amount of freedom
degrees for both neutral words are only 1-bit, and the bit size of the matching
point is 1. In order to construct a pseudo collision attack by using our conversion
technique, it is sufficient to obtain a pseudo preimage on a compression function,
i.e., a preimage on a hash function is not needed. Therefore, the above explained
pseudo preimage attacks can also be converted into pseudo collision attacks in
a similar way. The complexities of the pseudo collision attacks on the 52-step
SHA-256 and the 57-step SHA-512 are estimated as 227> (= 2(256=1)/2) and
2255:5 (= 2(512-1)/2) " regpectively.

5 Application to Skein

In this section, we show pseudo collision attacks on the reduced Skein-512 [9]
based on the preimage attacks presented in [14].

5.1 Description of Skein

Skein is built from the tweakable block cipher Threefish Ex r(P), where K, T
and P denote a key, a tweak and a plaintext message, respectively. The com-
pression function F(CV,T, M) of Skein outputs the next chaining variable as
F(CV,T,M) = Ecy,r(M)® M, where C'V is the previous chaining variable and
M is an input message block.

Threefish-512 supports a 512-bit block and a 512-bit key, and operates on
64-bit words. The subkey K*® = (K§, K3,..., K%) injected every four rounds is
generated from the secret key K = K|0], K[1],..., K[7] as follows:

K: = K[(s+j) mod 9], (0 < j < 4); K; = K[(s 4 5) mod 9] + T'[s mod 3];
K§ = K[(s+6) mod 9] + T[(s+ 1) mod 3]; K7 = K[(s+ 7) mod 9] + s,

where s denotes a round counter, T'[0] and T'[1] denote tweak words, T[2] =
T[0]+T[1], and K[8] = C240® @37':0 K[j] with a constant Ca49. Each Threefish-
512 round consists of four M 1X functions followed by a permutation of the eight
64-bit words. The 128-bit function MIX processes the pairs of eight words of
internal state I°, I', ..., I” after key addition.

5.2 Known Pseudo Preimage Attacks on Skein [14].

We briefly review two MITM preimage attacks on Skein-512 presented in [I4]: one
is a preimage attack on the 22-round reduced Skein-512 hash function starting
from the 3rd round, and the other is a preimage attack on the 37-round reduced
Skein-512 compression function starting from the 2nd round.

For the 22-round attack, the 3-dimension biclique at rounds 12-15 is obtained
with the complexity of 22°°. Since many bicliques can be produced out of one,
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the cost of constructing the bicliques is negligible in the total complexity of the
attack. In this attack, we can obtain 23 pairs matched in 3 bits by 223 calls
of the 22-round Skein-512 compression function. As a result, a preimage of the
22-round reduced Skein is found with the complexity of 2°11-2,

Table 2. Parameters of the (pseudo) preimage attacks on the reduced Skein-512 [14]

Parameters of the preimage attack on the 22-round Skein-512 hash function
Chunks Matching

Forward Backward Biclique Partial matching Matching bits Total matching pairs Complexity
811 16-19 12-15 20 »24=3+« 7 I3031.53 23 223

Parameters of the pseudo preimage attack on the 37-round Skein-512 compression function
Chunks Matching

Forward Backward Biclique Partial matching Matching bits Total matching pairs Complexity
815 24-31 16-23 32 =+38=2+7 I3 2 212

Considering a pseudo preimage attack on the compression function, it is nat-
ural to assume that tweak bits T can also be controlled by the attacker. Due to
additional freedom, the pseudo preimage attack on the 37-round reduced Skein-
512 is feasible by using the 1-dimension biclique at rounds 16-23. In this attack,
we can obtain 2 pairs matched in 1 bit by 212 calls of the 37-round Skein-512
compression function. Consequently, a pseudo preimage of the 37-round reduced
Skein is found with the complexity of 25112,

The parameters for the preimage attacks on the 22-round and the 37-round
reduced Skein-512 hash function and compression function are summarized in
Table 21 See [14] for more details about this attack.

5.3 Pseudo Collision Attacks on Skein

Since the matching point used in the MITM preimage attack on the 22-round
reduced Skein-512 hash function [14] is located in the end of the compression
function, our conversion technique can directly convert it to the pseudo collision
attack on the 22-round reduced Skein-512. In this attack, the neutral words have
3-bit freedom degrees, and the bit size of the matching point is 3. As reported
in [T4], a 3-bit matching candidate can be found with the complexity of 22-3/23.
Thus, the complexity of the pseudo collision attack on the 22-round reduced
Skein-512 hash function is estimated as 22°38 (= 2(51273)/2 x 22:3 /93),

The pseudo preimage attack on the 37-round reduced Skein compression func-
tion can be converted into a pseudo collision attack on a hash function in a simi-
lar way. The required complexity for the pseudo collision attack on the 37-round
reduced Skein hash function is estimated as 22557 (= 2(512-1)/2 912 /9),

6 Conclusion

In this paper, we gave a generic method to convert preimage attacks to pseudo
collision attacks. It provides a new insight to evaluate the security of hash
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functions. The essence of the method is converting a partial target preimage
attack to a pseudo collision attack. That is especially compatible to meet-in-the-
middle preimage attacks since it can be converted into a partial target preimage
attack if the matching point can be moved to the end of a hash function or a
compression function and enough freedom on neutral bits are left.

Using the proposed approach, we presented the best pseudo collision attacks
on SHA-2 based on the known preimage attacks, which has been left as open
question. We showed pseudo collision attacks on the 43- and 46-step reduced
SHA-256 and SHA-512 based on the MITM preimage attacks presented in [4].
Also, pseudo collision attacks on the 52- and 57-step reduced SHA-256 and SHA-
512 based on the more advanced MITM preimage attacks in [14] were demon-
strated. We also applied the conversion technique to other hash functions in-
cluding Skein and BLAKE with the meet-in-the-middle preimage attacks, which
showed the widely usage of this method. The pseudo collision attacks on the 22-
and 37-round reduced Skein-512 were presented. The 4-round reduced BLAKE-
256/512 without the initialization function can be attacked by the converted
pseudo collision attack (see Appendix [A]). Our technique may also apply to
other hash functions, such as Tiger [I]. Based on the MITM preimage attack
on the full Tiger [10], we might construct the pseudo collision attack on the full
Tiger. We believe that the technique can be used for more hash algorithms once
their preimage or pseudo preimage attacks are found.

By this method, now we only can get pseudo collision attacks. It is left as fu-
ture works that how to construct collision attacks from known preimage attacks.

Acknowledgments. The author would like to thank the anonymous reviewers
for their helpful comments.
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Appendix
A Application to BLAKE

We apply our technique to BLAKE hash function family consisting of BLAKE-
224, BLAKE-256, BLAKE-384 and BLAKE-512 [5]. We utilize the result pre-
sented in [30] which showed a pseudo preimage attack on the 4-round reduced
BLAKE compression function without the initialization function. While the
practical impact on the attack for this reduced BLAKE compression function
is debatable, a pseudo collision on the reduced BLAKE can be directly derived
by using our conversion technique. As a result, we can find a pseudo collision of
the 4-round reduced BLAKE-256 compression function without the initialization
with the complexity of 2''2. Similarly, a pseudo collision of the 4-round reduced
BLAKE-512 compression function without the initialization can be found with
the complexity of 2224,

A.1 Description of BLAKE

The compression function of BLAKE-256 consists of initialization, round func-
tion and finalization.
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Table 3. Message and Constants Permutation

i 01 234 5 6 7 8 9 10 11 12 13 14 15
oo 0 1 23 4 5 6 7 8 9 10 11 12 13 14 15
op 1410 4 8 9 1513 6 1 12 0 2 11 7 5 3
o2 11 8 120 5 2 1513 1014 3 6 7 1 9 4
o3 7 9 3 1131211 14 2 6 5 10 4 0 15 8

Initialization. 8 words of chaining variables hy, ..., hy are transformed into
16 words of an initial state vg,...,vi5 as v; = h; for 0 < ¢ < 8, where h;, v,
€ {0,1}32. The other 8 words of the initial state v; (8 <14 < 16) are determined
from the given salts so, ..., s3 and counter %o, t1, where s;, t; € {0, 1332,

Round Function. An initial state v is updated by 14 round functions with
message words mo, ..., m15 and constants co, ..., ¢z, where m;, ¢; € {0, 1}32. Each
round function includes the following steps, Go(vo, v4, vs, v12), G1(v1, vs, Vg,
v13), G2(v2, vs, V10, v14), G3(v3, V7, V11, V15), G4(v0, Vs, V10, V15), G5(v1, V6, V11,
v12), Gg(va, v7, vs, v13), G7(vs, V4,07, v14). The function G;(a,b, ¢, d) is defined
as:

a+—a+b+ (mgr(gi) S¥) CUT(2i+1))? d <+ (d@ a) > 16,
c+c+d, b+ (bdc)>> 12,
a+a+b+ (mm,(glurl) ® Cg,r,(gi)), d <+ (d@ (1) > 8,
c+c+d, b« (bdc)>T7,

where permutations o,(j) (0 < j < 16) of the first 4 rounds refer to Table [3
The functions Gy to G3 and G4 to G7 denote the column transforms and the
diagonal transforms, respectively.

Finalization. After the round functions, the new chaining variables are ex-
tracted with the updated state, the salts and the feed-forward of the initial
chaining variables as follows.

hgeho@so@vo@vs h;<—h1@81@v1@v9
hy < ha @ 5o ®va Bvig  hy < ha ® s3 ® vz o
h;ehzl@so@m@vm h;eh5698169v5@1113
h%ehG@SQ@vg@vM h;eh7€953€9v7@v15

BLAKE-512 operates on 64-bit words and outputs 512 bits. The compression
function of BLAKE-512 is similar to that of BLAKE-256 except for the number
of rounds (16 instead of 14), and the constants and the amount of rotation used
in G functions.

A.2 Known MITM Preimage Attacks on 4-Round Compression
Function of BLAKE [30]

In the setting of the pseudo preimage attack on the reduced BLAKE compression
function presented in [30], the initialization step is disregarded, and an attacker
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can select a random start value from the start of round functions (the end of
initialization step) as shown in Fig.

random start value
Tty

. rounds
nput Cv'nitialization finalization

—p
output CV

S 1
salt counter message salt

Fig. 5. MITM preimage attack for finalization

Figure [0l shows the overview of the pseudo preimage attack on the 4-round
reduced BLAKE compression function without the initialization. Let an input
state of the round i be v'=! = {vi™! ... viz!}, where v§ € {0,1}*2. In this
attack, message words my4 and mg are used as the neutral words, and the starting
point of the attack is the state after the column transformation of the round 3.
In the forward computation from the starting point, vg, v, can be computed
without using mg. Similarly, in the backward computation, vJ can be computed
without using m,. Therefore, storing my, v§, vi, in a list L, and mg,v] in a list
L, we expect to find matching pairs satisfying hg = v3 @ vg @ vi,. As a result,
a pseudo preimage of the 4-round reduced BLAKE without the initialization is
found with the complexity of 2224

A.3 Pseudo Collision Attacks on BLAKE Compression Function

Since the matching point of the known pseudo preimage attack is at the end of
the compression function, a pseudo collision attack can be directly constructed
from it.

Attack Procedure

1. Randomly choose the 7-th word of the output value kg, which is the target
value.

2. Randomly choose the values of state words and message words except for
my and mg.

3. For all 232 possible m., compute forward and find v§ and v,. Store the pairs
(ma, vg Doty in alist Lp

4. For all 232 possible mg, compute forward and find vJ. Store the pairs (my,
6 @) in alist Lp.

. Compare the value vg @ v{, and hj @ v{ in two lists L and Lp.

6. Once matching, compute states vJ, v, -+, v)s and vg, v}, -, vi;5. Compute
output values hg, hl, ..., h}; according to finalization steps and store with
message words together. Then obtain 232 items in which the value of h are
fixed.

(31
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Fig. 6. Pseudo preimage attacks on reduced BLAKE compression function

7. Repeat steps (2) - (6) 280 times.

We can obtain 212 items in which the value of hf§ are fixed. A colliding pair
exists with a high probability that the other 224 bits of output values are also
same. Finally, we can find a pseudo collision of the 4-round reduced BLAKE-256
compression function with the complexity of 2112 = 280 . 232,

The attack is applicable to the reduced BLAKE-512 in a similar way, since
the components of BLAKE-512 are similar to those of BLAKE-256. In BLAKE-
224, the variable h% is truncated and discarded. However, the truncation does not
affect our conversion, since we use hg as a partial target preimage. Thus, a pseudo
collision attack on the 4-round reduced BLAKE-224 without the initialization
can be constructed with the complexity of 29¢(= 2(224=32)/2) For BLAKE-384,
in contrast to the other variants, the variable hy is discarded by the truncation
as well. Therefore, it is hard to straightforwardly apply our conversion to the
reduced BLAKE-384, since h{ cannot be used as a partial target preimage.



	Converting Meet-In-The-Middle Preimage Attack into Pseudo Collision Attack: Application to SHA-2

	Introduction
	Preliminaries
	Security Notions
	Meet-In-The-Middle Preimage Attack

	Method to Convert Preimage Attack into Collision Attack
	Generic Conversion of Partial Target Preimage Attack into Collision Attack
	Meet-In-The-Middle Attack with Matching Point in Last Step
	Conversion of MITM Preimage Attack into Pseudo Collision Attack

	Pseudo Collision Attacks on SHA-2
	Description of SHA-2
	Known Collision Attacks on SHA-2
	Known MITM Preimage Attack on 43-Step SHA-256 DBLP:conf/asiacrypt/AokiGMSW09
	Pseudo Collision Attack on 43-Step SHA-256
	Known MITM Preimage Attack on 46-Step SHA-512 DBLP:conf/asiacrypt/AokiGMSW09
	Pseudo Collision Attack on 46-Step SHA-512
	Pseudo Collision Attacks on 42-step SHA-256 and 42-step SHA-512
	Pseudo Collision Attacks on Reduced SHA-224 and SHA-384
	Application to Other Results of SHA-2

	Application to Skein
	Description of Skein
	Known Pseudo Preimage Attacks on Skein KhovratovichRS111.
	Pseudo Collision Attacks on Skein

	Conclusion
	References





