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Abstract. We extend H1-clauses with disequalities between paths. This exten-
sion allows conveniently to reason about freshness of keys or nonces, as well
as about more intricate properties such as that a voter may deliver at most one
vote. We show that the extended clauses can be normalized into an equivalent
tree automaton with path disequalities and therefore conclude that satisfiability
of conjunctive queries to predicates defined by such clauses is decidable.

1 Introduction

In general, satisfiability of a finite conjunction of Horn clauses is undecidable. In [12,8],
a class H1 of Horn clauses has been identified for which satisfiability is decidable in
exponential time. The class H1 differs from general Horn clauses in that it requires the
heads of clauses to contain at most one constructor and to be linear, i.e., no variable may
occur twice in the head. Since any finite conjunction of Horn clauses can be approxi-
mated by means of H1-clauses, the decision procedure forH1 can be used for automatic
program analysis based on abstract interpretation, given that the analysis problem can
conveniently be described by means of Horn clauses. This approach has been success-
fully applied to the automatic analysis of secrecy in cryptographic protocols and their
implementation [7].

In [11], the class H1 of Horn clauses has been extended with disequality constraints
on terms. Such kinds of constraints allow to express that a key is fresh, i.e., different
from all keys in a given list.

Example 1. The H1-clauses

fresh_key(X) ⇐ q(X, [ ])
q(X,Z) ⇐ q(X, :: (Y, Z)), X �= Y
q(X,Y ) ⇐ key(X), old_keys(Y )

define a predicate fresh_key which expresses that a key is not contained in the list
old_keys . Here, the upper case letters represent variables, [ ] denotes an empty list, and
:: is the list constructor. The definition of the predicate q ensures that (within the least
model) q(t, [ ]) only holds if q(t, l) holds for a list l where t is not contained in l. ��

In [11], we extended the normalization procedure for H1 from [8,6] to clauses with
term disequality constraints. This procedure transforms every finite set of H1-clauses
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with term disequality constraints into an equivalent finite set of automata clauses with
disequality constraints [9] and thus allows to decide whether or not a given query is
satisfiable.

Disequalities between terms, however, are not expressive enough for expressing
more involved properties of cryptographic protocols than freshness of keys or nonces.
Consider, e.g., a voting protocol where for a submitted vote not freshness of the overall
expression must be checked but that the voter has not submitted any vote so far [4,1].

Example 2. Assume that we are given a list l of votes where each element of l is of the
form vote(p, v) for a constructor symbol vote , a person p who has voted, and his or her
vote v. The next vote vote(p′, v′) then should not only be not contained in the list l but
should differ from all elements of l in the first argument. This can be expressed by the
predicate valid as defined by:

valid(X) ⇐ q(X, [ ])
q(X,Z) ⇐ q(X, :: (Y, Z)), X.1 �= Y.1
q(X,Y ) ⇐ is_vote(X), votes(Y )

The second clause of this definition involves a comparison between the person trying
to vote, identified by X.1, and the leftmost subterm of the first list entry, identified by
Y.1, which denotes one of the persons who have already voted. ��

Disequalities between subterms identified by paths, though, turn out to be provably
more expressive than disequalities between terms. Finite tree automata with disequality
constraints between paths have extensively been studied by Comon and Jacquemard [2]
who showed that emptiness for these automata is decidable. Moreover, they applied this
emptiness test to provide a DEXPTIME algorithm for deciding inductive reducibility
[3]. While for tree automata with term disequalities, universality is decidable [9] — this
problem is undecidable for tree automata with disequalities between paths [5].

In this paper, we consider H1-clauses with disequalities between paths and try to
provide a normalization procedure in the spirit of [8,11] to construct for every finite set
of clauses an equivalent automaton with disequalities between paths. The construction,
turns out to be more intricate than the construction for H1-clauses with disequalities
between terms. The reason is that now extra precautions must be taken that only finitely
many different clauses are encountered during normalization. The key issue is to avoid
that the lengths of paths occurring in constraints grow. In order to deal with that, we
extend the language of constraints by additionally allowing disequalities between arbi-
trary terms which, instead of plain variables, contain path queries to variables. Another
problem arises when a clause is to be split in order to remove variables which do not
occur in the head. In this particular case of quantifier elimination, pigeon-hole like ar-
guments as applied in [11] do no longer suffice. Instead, we develop a novel technique
which is based on blind exploration.

The rest of the paper is organized as follows. Section 2 contains basic notions of
paths and constraints, while Section 3 introduces subclasses of Horn clauses extended
with disequality constraints. Section 4 then compares classes of automata extended with
disequalities with respect to their expressiveness. In Section 5 we provide the normal-
ization procedure for H1-clauses with path disequalities. Finally Section 6 concludes.
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2 Basics

In the following, we consider a fixed finite ranked alphabet Σ of atoms (with arity 0)
and constructor symbols (with arities ≥ 1). In order to avoid trivial cases, we assume
that there is at least one atom and at least one constructor. Let TΣ denote the set of all
ground (i.e., variable-free) terms over Σ. Note that, according to our assumption on Σ,
TΣ is infinite. A labeled path π is a finite sequence (f1, i1).(f2, i2). . . . .(fn, in) where
for every j, fj ∈ Σ and 1 ≤ ij ≤ mj if mj is the arity of fj . As usual, the empty
sequence is denoted ε. An expression X.π for a variable X and a path π is called path
expression. In case, π = ε, we also write X for X.ε.

A general term is built up from path expressions and nullary constructors by means
of constructor application. For a general term t, the sub-term at path π, denoted by t.π,
is recursively defined by:

– t.ε = t;
– (Y.π1).π2 = Y.(π1.π2);
– t.(f, i).π′ = ti.π

′ if t = f(t1, . . . , tm) and 1 ≤ i ≤ m. In particular, for g �= f ,
t.(g, i).π′ is undefined.

Example 3. For an atom a and a binary constructor b, the following expressions ti with

t1 = a t2 = b(b(a, a), X) t3 = b(a,X.(b, 1).(b, 2))

all are general terms. We have, e.g.:

t2.(b, 1).(b, 1) = a t3.(b, 2) = X.(b, 1).(b, 2)
t2.(b, 2).(b, 2) = X.(b, 2) t3.(b, 2).(b, 1) = X.(b, 1).(b, 2).(b, 1)

��

A general disequality constraint is a finite conjunction of general disequalities, each
of which is of the form t1 �= t2 where t1, t2 are general terms. This notion subsumes
term disequality constraints as considered in [9,11] which allow variables X only, i.e.,
rule out path expressions X.π with π �= ε. This notion also subsumes labeled-path
disequality constraints where each disequality is of the form X.π �= t where X.π is
a path expression and t is either another path expression Y.π′ or a ground term, i.e.,
a term not containing any variables or path expressions. In the following, we refer to
general disequality constraints when we mention disequality constraints without further
qualification.

Consider a general term t and a ground substitution θ which provides ground terms
for all variables occurring in t. If θ(X).π is defined for each path expression X.π oc-
curring in t, then tθ is obtained from t by replacing each occurrence of X.π with the
ground term θ(X).π. Otherwise, tθ is undefined. The ground substitution θ satisfies a
disequality t1 �= t2 between general terms t1, t2, if either t1θ or t2θ is undefined, or
both terms are defined but different. In this case, we write θ |= (t1 �= t2). Likewise, we
extend satisfiability to arbitrary monotone Boolean combinations of disequalities by:

θ |= (φ1 ∧ φ2) iff (θ |= φ1) ∧ (θ |= φ2)
θ |= (φ1 ∨ φ2) iff (θ |= φ1) ∨ (θ |= φ2)
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For convenience, we also consider equality constraints t1 = t2 between general terms.
A ground substitution θ satisfies the equality t1 = t2 if and only if it does not satisfy
the corresponding disequality t1 �= t2, i.e., if both t1θ and t2θ are defined and equal.

Lemma 1. For every disequality t1 �= t2 between general terms t1, t2, a finite disjunc-
tion φ of path disequalities can be constructed such that t1 �= t2 is equivalent to φ, i.e.,
for every substitution θ, it holds that θ |= (t1 �= t2) iff θ |= φ.

Proof. In the first step, we observe that the disequality t1 �= t2 is equivalent to a finite
disjunction of disequalities X.π �= t for suitable path expressions X.π and subterms
t occurring in t1 or t2. Now let Π denote the set of all labeled paths π′ such that t.π′

either is a path expression or a ground term. Let Π0 denote the minimal elements in
Π , i.e., the set of all paths π′ ∈ Π where Π does not contain a proper prefix of π′.
The elements in Π0 denote labeled paths in t reaching maximal ground subterms or
path expressions contained in t. Therefore, the subset Π0 is finite. Then the disequality
X.π �= t is equivalent to the disjunction

∨

π′∈Π0

X.π.π′ �= t.π′ ��

3 Horn Clauses

Let us briefly introduce the notions of Horn clauses and subclasses of Horn clauses
which we consider here. Essentially, these classes are obtained from the classes con-
sidered in [11] by replacing constraints consisting of disequalities between terms with
constraints consisting of disequalities between terms which now may also refer to path
expressions. Thus, a Horn clause with (now general) disequality constraints is of the
form:

q(t) ⇐ p1(t1), . . . , pk(tk), φ

where φ is a finite conjunction of disequalities between general terms, q, p1, . . . , pk are
unary predicates, t, t1, . . . , tk are (ordinary) terms. Non-unary predicates can be inte-
grated in our framework by equipping their arguments with an implicit constructor. As
usual, q(t) is called the head, while p1(t1), . . . , pk(tk), φ is the body or precondition
of the clause. The Horn clause is from the class H1, if the term t in the head contains
at most one constructor and is linear, i.e., no variable occurs twice in t. For conve-
nience, we adopt the convention that the (distinct) variables in the head are enumerated
X1, . . . , Xk. This means that t either equals X1 or is of the form f(X1, . . . , Xk) for
some constructor of arity k where the case of atoms is subsumed by choosing k = 0
(writing f instead of f() in this case). Moreover for a distinction, variables not occur-
ring in the head will be denoted by Y, Y1, . . . .

The Horn clause is a normal clause if it is of one of the forms:

q(X1) ⇐ φ or
q(f(X1, . . . , Xk)) ⇐ p1(Xi1), . . . , pr(Xir ), φ
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where all variables occurring in the body of the clause also occur in the head. Moreover,
the Horn clause is an automata clause if additionally each variable Xi occurring in the
head occurs exactly once in the literals occurring in the body and the head contains
exactly one constructor, i.e., the clause is of the form:

q(f(X1, . . . , Xk)) ⇐ p1(X1), . . . , pk(Xk), φ .

In particular, each normal clause as well as each automata clause is H1.
Let C denote a (possibly infinite) set of Horn clauses. Then the least model of C is

the least set M such that q(tθ) ∈ M for a ground substitution θ whenever there is a
Horn clause q(t) ⇐ p1(t1), . . . , pk(tk), φ such that pi(tiθ) ∈ M for all i = 1, . . . , k,
and θ |= φ. The set of all all terms s with q(s) ∈ M , for a given predicate q, then is
denoted by [[q]]C . Similar to the case of ordinary Horn clauses or Horn clauses with term
constraints, we have:

Lemma 2 ([11]). For every finite set N of normal clauses, a finite set A of automata
clauses can be effectively constructed such that for every predicate p occurring in N ,
[[p]]N = [[p]]A. ��

Example 4. For terms t, let s0(t) = t, si+1(t) = s(si(t)). Consider the set N of normal
clauses:

adult(pers(X1, X2)) ⇐ age(X1),name(X2), old(X1)
old(X1) ⇐

∧
i≤18X1 �= si(0)

age(0) ⇐
age(s(X1)) ⇐ age(X1)

In order to construct a corresponding finite set of automata clauses, the variables X1

occurring in the heads of normal clauses p(X1) ⇐ φ are instantiated with all terms
c(X1, . . . , Xk), c a constructor of arity k ≥ 0. Additionally, we introduce auxiliary
predicates for all conjunctions of predicates, possibly occurring in preconditions. For
the set N of normal clauses, we obtain the set A of clauses:

adult(pers(X1, X2)) ⇐ age_old(X1),name(X2) �(0) ⇐
old(s(X1)) ⇐ �(X1),

∧
i≤17X1 �= si(0) �(s(X1)) ⇐ �(X1)

age_old(s(X1)) ⇐ age(X1),
∧

i≤17X1 �= si(0) age(0) ⇐
�(pers(X1, X2)) ⇐ �(X1),�(X2) age(s(X1)) ⇐ age(X1)
old(pers(X1, X2)) ⇐ �(X1),�(X2)

From the three possible new clauses defining the predicate old , we only kept the clauses
for the constructors s and pers , since the precondition of the clause

old(0) ⇐
∧

i≤18

0 �= si(0)

contains the disequality 0 �= 0 which is unsatisfiable. Concerning the required conjunc-
tions, the new predicate � denotes the empty conjunction of predicates, i.e., accepts all
terms in TΣ where Σ = {0, s, pers} is given by the atoms and constructors occurring
in N . And the new predicate age_old, on the other hand represents the conjunction of
the predicates age and old . ��



170 H. Seidl and A. Reuß

4 Automata Classes and Expressiveness

A finite set of automata clauses together with a finite set of accepting predicates can be
considered as a non-deterministic tree automaton with disequality constraints. Different
classes of disequality constraints thus correspond to different classes of tree automata.
Automata clauses with term disequality constraints have been considered in [11], while
tree automata with disequalities of path expressions have been investigated by Comon
and Jacquemard [2]. In fact, they have only considered disequalities between unlabeled
paths. Unlabeled paths are obtained from labeled paths (f1, i1). . . . . (fn, in) by omit-
ting the labels f1, . . . , fn. The resulting automata, though, are equally expressive since
the constructors occurring in paths can be recorded by means of specialized predicates.
E.g., a clause

p(f(X1, X2)) ⇐ q(X1), r(X2), X1.(f, 1) �= X2

is replaced by the clauses

pf(_,_)(f(X1, X2)) ⇐ qf(_,_)(X1), rt(X2), X1.1 �= X2

pf(_,_)(f(X1, X2)) ⇐ qg(_,...,_)(X1), rt(X2)

for arbitrary patterns t and all g �= f . In this construction, only those patterns are enu-
merated which are made up from suffixes of paths occurring in the given set of automata
clauses. For the reverse direction, we observe that every unlabeled-path disequality is
equivalent to a finite conjunction of labeled-path disequalities (since Σ is finite). Re-
calling Lemma 1, the following simulations therefore can be proven.

Theorem 1. Assume that C is a finite subset of automata clauses with general term
disequality constraints. Then the following holds:

1. A finite subset C′ of automata clauses with labeled-path disequality constraints can
be effectively constructed such that for every predicate p, [[p]]C = [[p]]C′ .

2. A finite subset C′′ of automata clauses with unlabeled-path disequality constraints
can be effectively constructed such that for all predicates p, [[p]]C = [[p]]C′′ .

��

In [2], it has also been proven that emptiness for finite tree automata with unlabeled-
path disequality constraints is decidable. From that, we deduce that emptiness is also
decidable for automata clauses with general term disequalities. We have:

Corollary 1. Given a finite set C of automata clauses with general term disequality
constraints and a predicate p, it is decidable whether or not [[p]]C = ∅. Moreover in
case that [[p]]C �= ∅, a witness t ∈ [[p]]C can effectively be computed. ��

Since unlabeled-path disequality constraints can be expressed by means of labeled-path
disequality constraints, and labeled-path disequality constraints are a special case of
general term disequality constraints, all three classes of automata clauses compared in
Theorem 1, are equally expressive.

Term disequality constraints are special cases of general term disequality constraints.
Therefore by Theorem 1, automata clauses with term disequality constraints can be sim-
ulated by means of automata clauses with labeled-path or unlabeled-path disequality
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constraints. The reverse simulation, though, is not possible. One indication is that uni-
versality is decidable [9] for tree automata with term disequality constraints — while it
is undecidable for tree automata with path disequality constraints, since emptiness for
automata with path equalities only [5] is undecidable.

Here, we additionally present a specific language T which can be expressed as [[p]]C
for a finite set C of automata clauses with labeled-path disequality constraints, but which
cannot be characterized by means of finite sets of automata clauses with term disequal-
ity constraints only. Let T = [[p]]C for the following set C of automata clauses:

p(f(X1, X2)) ⇐ �(X1),�(X2), X1 �= X2.(f, 1)
�(f(X1, X2)) ⇐ �(X1),�(X2)
�(a) ⇐

Lemma 3. There is no finite set C′ of automata clauses with term disequality con-
straints which define a predicate p such that [[p]]C = [[p]]C′ .

Proof. Assume for a contradiction that there is such a finite set C′ which defines such
a predicate p. Then we construct a finite set N of normal clauses for C′ using equal-
ity term constraints only such that for every predicate q of C′, N has a predicate q̄
with [[q̄]]N is the complement of [[q]]C′ . This set is constructed as follows. Assume that
q(f(X1, . . . , Xk)) ⇐ li1, . . . , liri for i = 1, . . . ,m are the clauses for q and construc-
tor f where each lij either is a literal of the form p′(Xs) or a single disequality. Then
the predicate q̄ for constructor f is defined by the set of all clauses

q̄(f(X1, . . . , Xk)) ⇐
∧

1≤i≤m

l̄iji

where for each i, 1 ≤ ji ≤ ri. For a literal liji of the form p′(Xs), l̄iji is given
by p̄′(Xs), and if liji equals a disequality t1 �= t2, l̄iji is given by t1 = t2. By this
construction the resulting clauses contain equality constraints only. As in Lemma 2, a
finite set A of automata clauses with term equality constraints can be computed such
that for all predicates q̄ of N , [[q̄]]N = [[q̄]]A.

A similar construction for automata without constraints has been described in [10].
Another variant recently has been presented in [5].

Let T denote the complement of T , i.e., the set TΣ \ T . T consists of all elements of
the form

f(t, f(t, s))

for arbitrary terms s, t. By construction, [[p̄]]A = T̄ . Then A must contain a clause

p(f(X1, X2)) ⇐ q1(X1), q2(X2), φ

where φ is a finite conjunction of term equalities, such that there are distinct ground
terms t1, t2 ∈ [[q1]]A and for i = 1, 2 there are two distinct terms ti1, ti2 such that
f(ti, tij) ∈ [[q2]]A and f(ti, f(ti, tij)) ∈ [[p]]A by application of this clause. This means
for θij(X1) = ti and θij(X2) = f(ti, tij), that θij |= φ. In order to see this, we first
convince ourselves that for every term t there must be some clause ct by which for
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two distinct terms s1, s2, facts p(f(t, f(t, s1))) and p(f(t, f(t, s2))) can be derived.
Assume for a contradiction, this were not the case. Then for some t and every clause c
for predicate p, there is at most one term tc such that a fact p(f(t, f(t, tc))) is derived
by means of c. Accordingly, for this t, the set {s | f(t, f(t, s)) ∈ T̄} were finite —
which is not the case. Consequently, for every t we can find a clause ct by which for
two distinct terms s1, s2, facts p(f(t, f(t, s1))) and p(f(t, f(t, s2))) can be derived.
Since the number of terms is infinite while the number of clauses is finite, we conclude
that there must be two distinct terms t1, t2 for which the clauses ct1 and ct2 coincide.

Now recall that each finite conjunction of term equalities si = sj between arbitrary
terms si, sj can be expressed as a finite conjunction of term equalities of the form
Z = s for variables Z . W.l.o.g. let φ be of this form. Furthermore, recall that a term
equality Z = s where s contains Z either is trivially true or trivially false. In addition
to equalities X1 = X1 and X2 = X2, the satisfiable constraint φ therefore can only
contain equalities of one of the following forms:

(1) X1 = g or X2 = g, where g denotes a ground term;
(2) X1 = s, where s contains variable X2;
(3) X2 = s, where s contains variable X1

In the following, we show that an equality of any of these forms leads to a contradiction.
Case 1. Assume that there is an equality Xr = g for some ground term g. If r = 1,

then either t1 �= g or t2 �= g implying that θij �|= (Xr = g) for some i, j. If on
the other hand, r = 2, then either f(t1, t11) �= g or f(t1, t12) �= g, and hence also
θij �|= (Xr = g) for some i, j.

Case 2. Assume that there is an equality X1 = s where s contains X2. If θ11 |=
(X1 = s), then t1 would contain the term f(t1, t11) — which is impossible.
Case 3. Finally, assume that there is an equality X2 = s where s contains X1.

Then consider the two substitutions θ11 and θ12. If θ11 |= (X2 = s), we conclude
that f(t1, t11) = θ11(X2) = s[t1/X1]. Then θ12 |= (X2 = s) implies that s[t1/X1]
also equals f(t1, t12), and therefore, f(t1, t11) = f(t1, t12). This however, implies that
t11 = t12 — in contradiction to our assumption.

We conclude that the conjunction φ is equivalent to true. But then [[p]]A must also
contain the term f(t1, f(t2, t21)) — which is not contained in T̄ . This completes the
proof. ��

5 H1-Normalization

This section describes a normalization procedure which constructs for each finite set of
H1-clauses with general term disequalities a finite set of normal clauses with general
term disequalities which is equivalent. The normalization procedure repeatedly applies
three rules. Each rule adds finitely many simpler clauses which are implied by the cur-
rent set of clauses. The three rules are resolution, splitting and propagation. Thus, this
general procedure is quite in-line with the normalization procedures for unconstrained
H1-clauses [8,6] or H1-clauses with (ordinary) term disequalities [11]. In order to make
this idea also work in presence of disequalities involving path expressions, a completely
new construction for splitting is required (see subsection 5.2). Also the argument for
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termination must be appropriately generalized. The following subsections provide the
normalization rules. We refer to the current set of all implied clauses (whether origi-
nally present or added during normalization) as C, while N ⊆ C denotes the subset of
normal clauses in C.

5.1 Resolution

The first type of rules simplifies a complicated clause from C by applying a resolution
step with a normal clause. Assume that C contains a clause h⇐ α1, p(t), α2, ψ.

If N contains a clause p(X1) ⇐ φ, then we add the clause h⇐ α1, α2, ψ, ψ
′ where

ψ′ = φ[t/X1].
If N has a clause p(f(X1, . . . , Xk)) ⇐ β, φ, and t = f(t1, . . . , tk), then we add the

clause:
h⇐ α1, α

′, α2, ψ, ψ
′

where α′ = β[t1/X1, . . . , tk/Xk] and likewise, ψ′ = φ[t1/X1, . . . , tk/Xk]. These res-
olution steps may introduce new disequalities. The new constraints are obtained from
already available constraints by substitution of terms for variables. We remark, though,
that after simplification of queries t.π with t not a variable, the new constraints only
contain path expressions for paths which are suffixes of paths already occurring in con-
straints of C.

Example 5. Consider again the voting protocol Example 2:

valid (X1) ⇐ q(X1, [ ])
q(X1, X2) ⇐ q(X1, :: (Y,X2)), X1.(vote, 1) �= Y.(vote, 1)
q(X1, X2) ⇐ is_vote(X1), votes(X2)

enhanced with the normal clauses:

empty([ ]) ⇐ hb(pers(X1, X2)) ⇐ nbob(X1), age25(X2)
age15(15) ⇐ ha(pers(X1, X2)) ⇐ nalice(X1), age15(X2)
age25(25) ⇐ pbob(vote(X1, X2)) ⇐ hb(X1)

nalice(alice) ⇐ palice(vote(X1, X2)) ⇐ ha(X1)
nbob(bob) ⇐ votes(:: (X1, X2)) ⇐ pbob(X1), v′(X2)

v′(:: (X1, X2)) ⇐ palice(X1), empty(X2)

to fill the list of already submitted votes with the two entries vote(pers(alice, 15), _)
and vote(pers(bob, 25), _) where _ is intended to represent one of the atoms yes or no
(yes ,no ∈ Σ). Resolving the first two clauses of this example with the third one for the
substitution X2 �→ [ ] and X2 �→:: (Y,X2), respectively, yields the clauses:

valid(X1) ⇐ is_vote(X1), votes([ ])
q(X1, X2) ⇐ is_vote(X1), votes(:: (Y,X2)), X1.(vote, 1) �= Y.(vote, 1)

With the clause votes(:: (X1, X2)) ⇐ pbob(X1), v′(X2), the second new clause can
further be resolved to obtain

q(X1, X2) ⇐ is_vote(X1), pbob(Y ), v′(X2), X1.(vote, 1) �= Y.(vote, 1)
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5.2 Splitting

The next type of saturation rules is concerned with the removal of variables not con-
tained in the head of a clause. Assume that C contains a clause h ⇐ α, ψ and Y is a
variable occurring in α, ψ but not in h. We rearrange the preconditionα into a sequence
α′, q1(Y ), . . . , qr(Y ) where α′ does not contain the variable Y . Then we construct a
finite sequence t1, . . . , tl of ground terms such that, w.r.t. N ,

ψ[t1/Y ] ∨ . . . ∨ ψ[tl/Y ]

is equivalent to ∃Y.q1(Y ), . . . , qr(Y ), ψ, and add the clauses

h⇐ α′, ψ[tj/Y ], j = 1, . . . , l

to the set C. This operation is referred to as splitting.
According to this construction, splitting may introduce new disequalities. As in the

case of resolution, new constraints are obtained from already available constraints by
substitution of (ground) terms. This means that, after simplification of queries t.π with
t not a variable, the new constraints only contain path expressions for paths which are
suffixes of paths already occurring in constraints of C. The remainder of this section
provides a proof that the finite sequence t1, . . . , tl of ground terms exists together with
an effective construction of the tj . For notational convenience, let us assume that we are
not given a finite sequence q1, . . . , qr of predicates but just a single predicate p which
is defined by means of a finite set of automata clauses A.

Theorem 2. Let A be a finite set of automata clauses, p a predicate, and Y a variable.
For every conjunction of labeled-path disequalities ψ, a finite sequence of ground terms
t1, . . . , tl can be constructed such that with respect to A, the disjunction φ = ψ[t1/Y ]∨
. . . ∨ ψ[tl/Y ] is equivalent to the expression ∃Y. p(Y ), ψ.

Proof. W.l.o.g. we assume that the variable Y does not occur on both sides within the
same disequality in ψ. Otherwise, we modify the set A of clauses in such a way that
only those terms of the (original) set [[p]]A are accepted by the predicate p which satisfy
those disequalities.

Now let Π denote the set of path expressions Y.π occurring in ψ, and m the total
number of occurrences of such expressions in ψ. We construct a finite sequence of
terms t1, . . . , tl of [[p]]A such that for each ground substitution θ not mentioning Y ,
the following holds: if θ ⊕ {Y �→ t} |= ψ for some t ∈ [[p]]A, then also θ ⊕ {Y �→
ti} |= ψ for some i. Each of the terms ti is generated during one possible run of the
following nondeterministic algorithm. The algorithm starts with one term s0 ∈ [[p]]A. If
no such term exists, the empty sequence is returned. Otherwise, the algorithm adds s0
to the output sequence and proceeds according to one permutation of the occurrences
of path expressions Y.π occurring in ψ. Then it iterates of the path expressions in the
permutation. In the round i for the path expression Y.π, the current set A of automata
clauses is modified in such a way that all terms t with t.π = si−1.π are excluded from
[[p]]A. Let A′ be the resulting set of automata clauses. If [[p]]A′ is empty the algorithm
terminates. Otherwise, a term si ∈ [[p]]A′ is selected and added to the output sequence.
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For the correctness of the approach, consider an arbitrary ground substitution θ
defined for all variables occurring in ψ with the exception of Y . First, assume that
∃Y. p(Y ), ψθ is not satisfiable. Then for no s ∈ [[p]]A, ψθ[s/Y ] is true. Hence, also the
finite disjunction provided by our construction cannot be satisfiable for such a θ, and
therefore is equivalent to ∃Y. p(Y ), ψθ. Now assume that θ |= ∃Y. p(Y ), ψ, i.e., some
s ∈ [[p]]A exists with θ |= ψ[s/Y ]. Then we claim that there exists some s′ occurring
during one run of the nondeterministic algorithm with θ |= ψ[s′/Y ]. We construct this
run as follows. Let s0 ∈ [[p]]A denote the start term of the algorithm. If s0 satisfies all
disequalities, we are done. Otherwise, we choose one disequality Y.π �= t in ψθ which
is not satisfied. This means that s0.π = t. Accordingly, we choose Y.π as the first oc-
currence of a path expression selected by the algorithm. In particular, this means that all
further terms si output by the algorithm will satisfy the disequality Y.π �= t. After each
round, one further disequality is guaranteed to be satisfied – while still s is guaranteed
to be accepted at p by the resulting set A of automata clauses. ��

Corollary 2. Let N be a finite set of normal clauses, q1, . . . , qr a finite sequence of
predicates, and Y a variable. For every conjunction of arbitrary constraints ψ, a fi-
nite sequence of ground terms s1, . . . , sl can be constructed such that with respect
to N , the disjunction φ = ψ[s1/Y ] ∨ . . . ∨ ψ[sl/Y ] is equivalent to the expression
∃Y. q1(Y ), . . . , qr(Y ), ψ.

Proof. First, recall that we can construct a finite set A of automata clauses together with
a predicate p such that [[p]]A = [[q1]]N ∩ . . . ∩ [[qr]]N . Clearly, ∃Y. p(Y ), ψ is implied
by every constraint ψ[s/Y ] with s ∈ [[p]]A.

By Lemma 1, every disequality t1 �= t2 is equivalent to a disjunction of disequal-
ities of the form X.π �= Z.π′ or X.π �= t for variables X,Z and ground terms t.
Accordingly, ψ is equivalent to a disjunction ψ1 ∨ . . . ∨ ψk for suitable labeled-path
constraints ψi. By Theorem 2, each conjunction p(Y ), ψi is equivalent to a disjunction
ψi[si1/Y ] ∨ . . . ∨ ψi[sili/Y ]. Since p(Y ), ψ is equivalent to the disjunction

p(Y ), ψ1 ∨ . . . ∨ p(Y ), ψk

we conclude that it is equivalent to the disjunction:

ψ1[s11/Y ] ∨ . . . ∨ ψk[sklk/Y ]

The latter, on the other hand implies the disjunction

ψ[s11/Y ] ∨ . . . ∨ ψ[sklk/Y ]

Therefore, the sequence s11, . . . , sklk satisfies the requirements of the corollary. ��

Example 6. The resolution steps of Example 5 produced the clause

q(X1, X2) ⇐ is_vote(X1), pbob(Y ), v′(X2), X1.(vote, 1) �= Y.(vote, 1)

In order to decide satisfiability of ∃Y.pbob(Y ), X1.(vote, 1) �= Y.(vote, 1), the algo-
rithm of Theorem 2 starts with the term vote(pers(bob, 25), yes) ∈ [[pbob]]N for the sub-
set N of normal clauses. Then it enforces the disequality s.(vote, 1) �= pers(bob, 25)
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for terms s ∈ [[pbob]]N and finds out by a successful emptiness-test that no such term
exists. Therefore only the normal clause:

q(X1, X2) ⇐ is_vote(X1), v′(X2), X1.(vote, 1) �= pers(bob, 25)

is added. This new clause in turn enables two more resolution steps for the first two
clauses of this voting protocol example, yielding

valid (X1) ⇐ is_vote(X1), v′([ ]), X1.(vote, 1) �= pers(bob, 25)
q(X1, X2) ⇐ is_vote(X1), v′(:: (Y,X2)), X1.(vote, 1) �= pers(bob, 25),

X1.(vote, 1) �= Y.(vote, 1)

for the substitutionX2 �→ [ ] andX2 �→:: (Y,X2), respectively. Another resolution step
with the clause v′(:: (X1, X2)) ⇐ palice(X1), empty(X2) now yields:

q(X1, X2) ⇐ is_vote(X1), palice(Y ), empty(X2), X1.(vote, 1) �= pers(bob, 25),
X1.(vote, 1) �= Y.(vote, 1)

with substitution X1 �→ Y . To the last clause, again splitting can be applied in order
to replace the precondition palice(Y ), X1.(vote, 1) �= Y.(vote, 1) with a disjunction of
constraints not containing Y . As is the case with pbob, the algorithm of Theorem 2 only
finds one term for predicate palice, say vote(pers(alice, 15),no). Then for the path
(vote, 1) the term pers(alice, 15) is excluded and palice becomes empty. Thus, the new
normal clause

q(X1, X2) ⇐ is_vote(X1), empty(X2), X1.(vote, 1) �= pers(bob, 25),
X1.(vote, 1) �= pers(alice, 15)

is added. Again the obtained normal clause enables two resolution steps for the first two
clauses of the voting protocol, yielding

valid(X1) ⇐ is_vote(X1), empty([ ]), φ
q(X1, X2) ⇐ is_vote(X1), empty(:: (Y,X2)), X1.(vote, 1) �= Y.(vote, 1), φ

where φ abbreviates the conjunction X1.(vote, 1) �= pers(bob, 25), X1.(vote, 1) �=
pers(alice, 15). Finally a last resolution step with the clause empty([ ]) ⇐ for the first
of these two clauses achieves the result

valid(X1) ⇐ is_vote(X1), φ

where φ again equals X1.(vote, 1) �= pers(bob, 25), X1.(vote, 1) �= pers(alice, 15),
stating that a vote is valid if it is submitted by a person who is different from the two
persons as stored in the given list. ��

5.3 Propagation

The last type of rules considers clauses p(X1) ⇐ q1(X1), . . . , qr(X1), ψ where ψ only
contains the variable X1 (or none). Assume that r > 0, and N contains normal clauses
qj(f(X1, . . . , Xk)) ⇐ αj , ψj for j = 1, . . . , r. Then we add the normal clause:

p(f(X1, . . . , Xk)) ⇐ α1, . . . , αr, ψ1, . . . , ψr, ψ
′
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where ψ′ = ψ[f(X1, . . . , Xk)/X1].
Also this rule may create new disequalities. Again, however, after simplification of

queries t.π where t is not a variable, the new constraints only contain path expressions
for paths which are suffixes of paths already occurring in disequalities of the original
set C.

Example 7. Consider the following variant of the voting protocol example

person(pers(X1, X2)) ⇐ name(X1), age(X2)
adult(X1) ⇐ person(X1),

∧
0≤i≤17X1.(pers , 2) �= i

valid(vote(X1, Y )) ⇐ q(X1, [ ])
q(X1, X2) ⇐ q(X1, :: (Y,X2)), X1 �= Y.(vote, 1)
q(X1, X2) ⇐ adult(X1), votes(X2)

intending to only allow adults to submit a vote. Here, the first argument of q is a per-
son instead of a vote. Then the second clause is instantiated for constructor pers with
substitution X1 �→ pers(X1, X2). Together with the first clause, we obtain:

adult(pers(X1, X2)) ⇐ name(X1), age(X2),
∧

0≤i≤17

pers(X1, X2).(pers , 2) �= i

or simplified: adult(pers(X1, X2)) ⇐ name(X1), age(X2),
∧

0≤i≤17X2 �= i ��

Theorem 3. Let C denote a finite set of H1-clauses. Let C denote the set of all clauses
obtained from C by adding all clauses according to the resolution, splitting and prop-
agation rules. Then the subset N of all normal clauses in C is equivalent to C, i.e.,
[[p]]C = [[p]]N for every predicate p occurring in C.

Proof. The proof follows the same lines as the proof of the corresponding statement in
[11]: every clause added to C by means of resolution, splitting or propagation is implied
by the set of H1-clauses in C. Therefore for every predicate p, [[p]]C = [[p]]C . In the
second step one verifies that every fact p(t) which can be deduced by means of the
clauses in C can also be deduced in at most as many steps with clauses from N alone.
This completes the proof. ��

For the proof of termination of H1-normalization we consider families of clauses which
(semantically) only differ in their constraints, and conceptually replace them by sin-
gle clauses whose constraints are disjunctions of (conjunctions of) disequalities. Two
clauses h⇐ α1, φ1 and h⇐ α2, φ2 belong to the same family if α1 and α2 contain the
same set of literals.

To enforce termination of H1-normalization it suffices not to add clauses that are
already subsumed by the current set of clauses. A clause h ⇐ α0, φ0 is subsumed by a
set of clauses h⇐ αi, φi, i ≥ 1, if all clauses belong to the same family and φ0 implies
the disjunction

∨
i≥1 φi.

Theorem 4. Let C denote a finite set of H1-clauses. Let C denote the set of clauses
obtained from C by adding all clauses according to the resolution, splitting and propa-
gation rules that are not subsumed by the current set of clauses. Then C is finite.
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Proof. Since the number of predicates as well as the number of constructors is finite,
there are only finitely many distinct heads of clauses. Also, the number of literals oc-
curring in preconditions is bounded since new literals p(t) are only added for subterms
t of terms already present in the original set C of clauses. Therefore, the number of
occurring families of clauses is finite. For each family f let ψC,f denote the disjunction
of constraints of clauses of C which belong to f . Each clause that is added to C extends
one of the finitely many constraints ψC,f to ψC,f ∨ φ for a conjunction of disequalities
φ. The number of variables in each constraint ψC,f is bounded. Resolution with normal
clauses does not introduce new variables, and propagation steps always produce normal
clauses, which contain at most as many variables as the maximum arity in Σ.

In order to show that the resulting disjunctions eventually are implied, we recall
that in every normalization step, the terms in constraints may grow — but the lengths
of paths in path expressions remain bounded. Therefore, the number of all possibly
occurring path expressions is finite.

In [11] we have shown that for each sequence ψi of conjunctions of (ordinary) term
disequalities over finitely many plain variables, the disjunction

∨m
i=1 ψi,m ≥ 1, even-

tually becomes stable, i.e., there exists some M such that
∨m

i=1 ψi =
∨M

i=1 ψi for all
m ≥ M . This also holds true if we use finitely many path expressions instead of vari-
ables. Therefore a disjunction

∨m
i=1 ψi,m ≥ 1, also eventually becomes stable if each

ψi is a conjunction of general term disequalities if the set of occurring path expressions
is finite.

We conclude that eventually, every newly added clause is subsumed — implying that
the modified normalization procedure terminates with a finite set of clauses C. ��

By Theorem 3 and Theorem 4, H1-normalization constitutes a sound and complete
procedure which constructs for every finite set C of H1-clauses with path disequalities
an equivalent finite set N of normal clauses within finitely many steps. By Lemma 2, N
can in turn be transformed into an equivalent finite set A of automata clauses, for which
by Corollary 1 emptiness can be decided for every predicate. Altogether this proves our
main result:

Theorem 5. Assume that C is a finite set of H1-clauses with general term disequality
constraints. Then a finite set A of automata clauses can be effectively constructed such
that for every predicate p of C, [[p]]C = [[p]]A. In particular, it is decidable whether or
not [[p]]C is empty. ��

6 Conclusion

We showed that finite sets of H1-clauses with path disequalities can be effectively trans-
formed into finite tree automata with path disequalities. By that, we have provided a
procedure to decide arbitrary queries to predicates defined by H1-clauses. From the
proof of termination, however, little information could be extracted about the behavior
of the method on realistic examples. It is a challenging open problem to provide explicit
upper or nontrivial lower bounds to our algorithms.

H1-clauses can be used to approximate general Horn clauses and are therefore suit-
able for the analysis of term-manipulating programs such as cryptographic protocols.
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Beyond unconstrained H1-clauses, H1-clauses with path disequalities additionally al-
low to approximate notions such as freshness of nonces or keys directly and also to
some extent, negative information extracted from failing checks. It remains for future
work to provide a practical implementation of our methods and to evaluate it on realistic
protocols.
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