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Abstract. Watermarking schemes allow a cover image to be embedded
with a watermark, for diverse applications including proof of ownership
and covert communication. In this paper, we present attacks on water-
marking scheme proposed by Huang and Guan. This scheme is hybrid
singular value decomposition (SVD) based scheme in the sense that they
employ both SVD and other techniques for watermark embedding and
extraction. By attacks, we mean that we show how the designers’ secu-
rity claim, related to proof of ownership application can be invalidated.
Our results are the first known attacks on this hybrid SVD-based water-
marking scheme.

Keywords: singular value decomposition, watermarking, attacks, proof
of ownership, ambiguity, discrete cosine transform.

1 Introduction

Nowadays, information is mostly stored in digital format. This results in wide-
spread duplication of digital content and as a consequence, infringement of
copyrighthas become an important issue that needs to be addressed.Digital water-
marking has emerged as an efficient method to curb copyright protection issue. A
digital watermarking scheme works by embedding the content owner’s watermark
into the content without significantly degrading the quality of the content. This
watermark could be company’s logo or any other text that identifies the owner.
Once the case of copyright infringement is found, the owner takes the case of own-
ership claim to the authority, and proves ownership by performing the watermark
extraction process on the claimed content to extract his watermark. Therefore,
robustness of the watermarking scheme is an important factor, i.e. it should be
infeasible for an attacker to remove, modify or prevent the extraction of an em-
bedded watermark without visible distortions of the image.

In this paper, we concentrate on singular value decomposition(SVD)-based
watermarking schemes. SVD is a linear algebra scheme that can be used for
many applications, particularly in image compression [1], and subsequently for
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image watermarking [2–13]. For an N -by-N image matrix A with rank r ≤ N,

the SVD of A is defined as A = USV T =
r∑

i=1

uisiv
T
i where S is an N -by-N

diagonal matrix containing singular values (SVs) si satisfying s1 ≥ s2 ≥ . . . ≥
sr > sr+1 = . . . = sN = 0, and U and V are N -by-N orthogonal matrices. V T

denotes the adjoint (transpose and conjugate) of the N -by-N matrix V. Since
the SVs are arranged in decreasing order, the last terms will have the least affect
on the overall image.

In past years, several SVD-based watermarking schemes [2–13] have been pro-
posed. The most popularly cited scheme is due to Liu and Tan [12] that makes
sole use of SVD for watermarking. They proposed to insert the watermark into
the SVs of the cover image and demonstrated its high robustness against image
distortion. However, Zhang and Li [14] and Rykaczewski [15] proved that the
Liu-Tan scheme suffers from false-positive detection problem, i.e. the case where
a watermarked image I∗W does not contain a particular watermark WA and yet
it can be shown by an attacker that the watermarked image I∗W does contain
the watermark WA. Therefore, the Liu-Tan scheme was not suitable to be used
for proof of ownership application. In 2008, Mohammad et al. [13] proposed an
improved variant of the Liu-Tan scheme and claimed that the improved version
was able to solve the false-positive detection problem in the Liu-Tan scheme.
However, their scheme was fundamentally flawed as proven by Ling et al. [16].
Other attacks on SVD-based watermarking schemes were found in [17–21].

In this paper, we furthermore show attacks on the hybrid SVD-based wa-
termarking scheme proposed by Huang and Guan [9] that uses not just SVD
but also discrete cosine transform (DCT) and local peak signal-to-noise ratio
(LPSNR). By attacks, we mean that we show how the designers’ security claim,
related to proof of ownership application can be invalidated.

In Sect. 2, we recall the basics of the scheme proposed by Huang and Guan.
We then present attacks on the scheme in Sect. 3 that invalidate the security
claim of the designers. Experimental results verifying our attacks are given in
Sect. 4, and Sect. 5 proposes countermeasure to the scheme. Finally, Sect. 6
concludes the paper.

2 Hybrid SVD-Based Watermarking Scheme

Huang and Guan [9] proposed a hybrid watermarking method that employs
singular value decomposition (SVD), discrete cosine transform (DCT) and local
peak signal-to-noise ratio (LPSNR). The SVD transform is performed on the
watermark to get its singular values which are then embedded into selected
DCT coefficients of the cover image based on Logistic mapping [22]. LPSNR
is then applied to the watermarked image to exclude the block artifacts. The
watermark embedding steps of the scheme are as follows:

E1. Denote cover image I as an N -by-N matrix and watermark W as an M -
by-M matrix. I is divided into non-overlapping 8 × 8 sub-blocks Ik (1
≤ k ≤ N

8 × N
8 ).
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E2. Perform SVD on watermark W as:

W = USV T . (1)

E3. Select sub-blocks for watermark embedding using Logistic mapping [22],
Xn+1 = μXn (1 - Xn) which maps the unit interval into itself for μ ∈ [0,
4]. Select initial value X0 ∈ (0, 1) as the key and then drop the first 100
iterations to get a chaotic sequence

X101, X102, ..., X100+ N
8 ×N

8
. (2)

where N
8 × N

8 is the length of the chaotic sequence (i.e. the number of 8 ×
8 sub-blocks of cover image I).

E4. Construct another sequence m1, m2, ..., mN
8 ×N

8
from the sequence of (2) to

index the sub-blocks in which the S in (1) is going to be embedded. If
X100+i is the jth bigger number in the sequence of (2), then mi = j where
(1 ≤ i ≤ N

8 × N
8 ).

E5. Only sub-blocks with indices mi are selected for embedding. DCT is per-
formed on these sub-blocks as:

Fmi(u, v) = DCT (Imi(r, c)). (3)

where 1 ≤ i ≤ M , 1 ≤ u, v ≤ 8, 1 ≤ r, c ≤ 8. Fmi(u,v) is the coefficient
value at position (u,v) in DCT domain, whereas Imi(r,c) is the coefficient
value at position (r,c) in spatial domain.

E6. In each sub-block, one position (ue,ve) is selected for embedding S in (1)
as:

F ∗mi(ue, ve) = Fmi(ue, ve) + αmisi. (4)

where (1 ≤ i ≤ M). Position (ue,ve) is chosen under the following rules:
• If si belongs to group A (which contains most energy of watermark),

then (ue,ve) = (1,1).
• If si belongs to group B (which contains remaining energy of water-

mark), then (ue,ve) is chosen from
set C = {(u, v) | 1 ≤ u ≤ 3, 1 ≤ v ≤ 3, u + v ≤ 3}.

αmi is a scaling factor that determines the watermark strength, and it is
determined by LPSNR value given in the following equation.

LPSNR = 10 log10
(L − 1)2

1
82

8∑

r=1

8∑

c=1
[I∗mi

(r, c) − Imi(r, c)]
2

(5)

where L is the number of gray levels, I∗mi
(r, c) and Imi(r, c) are the spatial

coefficient values of the unwatermarked sub-block and the corresponding
watermarked sub-block at the position (r, c), respectively.
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E7. Perform inverse DCT on all the watermarked sub-blocks and substitute
them for the corresponding sub-blocks in the cover image I to obtain the
watermarked image IW .

In order to perform the watermark extraction from the possibly distorted wa-
termarked image I∗W , the content owner needs to keep U and V (from Step E2),
μ and X0 (from Step E3) and αmi (from Step E6). The watermark extraction
steps are as follows:

X1. Denote the possibly distorted watermarked image I∗W as an N -by-N matrix.
I∗W is divided into non-overlapping 8 × 8 sub-blocks I∗Wk (1 ≤ k ≤ N

8 × N
8 ).

X2. Repeat Steps E3 till E5 using μ and X0 to find watermarked image’s sub-
blocks in which the SVs of watermark are embedded.

X3. Based on (4), the SVs of the watermark are extracted by:

s∗i =
(F ∗mi(ue, ve) − Fmi(ue, ve))

αmi
. (6)

The extracted sequence is described as s∗1, s∗2,...,s∗M . F ∗mi(ue, ve) and
Fmi(ue, ve) are the DCT coefficient values of watermarked image’s and cover
image’s sub-blocks at position (ue, ve) of index mi respectively.

X4. The watermark is restored by:

W ∗ = US∗V T . (7)

where S∗ = diag(s∗1, s∗2,...,s∗M ).

Note that in the watermark embedding Step E2, the content owner needs to
keep U and V so that he can use it later in the extraction Step X4.

2.1 On the Security Claim of the Huang-Guan Scheme

Huang and Guan claimed that their scheme was robust since the bigger singular
values (SVs) which comprised most energy of the watermark were embedded into
the DC components of the sub-blocks of the original cover image and LPSNR
method was used. Therefore, their scheme was claimed to be usable in proof of
ownership application. Nevertheless, in the next section, we present attacks on
this scheme that violate the designers’ claims.

3 Attacks on the Huang-Guan Scheme

We show in this section, how attacks can be mounted that invalidate the security
claim made by Huang and Guan [9], namely that the scheme can be used for
proof of ownership application. For the rest of the section, we will use Alice as
the content owner and Bob as the attacker.
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3.1 Attack 1

Our first attack invalidates the designers’ claim that the Huang-Guan scheme
can be used for proof of ownership application. We first recall the fact that in
the embedding steps, Alice needs to keep the orthogonal matrices U and V of
her watermark W , the parameters μ and X0 and the scaling factor αmi so that
she can use it later in the extraction steps.

In order to launch the attack, Bob needs to obtain the watermarked image
I∗W and performs the embedding Steps E1 - E7 with I∗W , his own watermark
WB, his own parameters μB and XB0 and his own scaling factor αBmi to obtain
the watermarked image O. Both watermarked images I∗W and O are perceptu-
ally correlated with each other since the same embedding steps are repeated. A
dispute arises when Bob claims that he is the owner of O since he can extract
his watermark WB from O by supplying his own parameters μB and XB0, and
orthogonal matrices UB and VB of his watermark WB . Alice could also lay equal
claim to O since she too can extract her own watermark W from O by supplying
her own parameters μ and X0, and orthogonal matrices U and V of her water-
mark W . This leads to ambiguity because Bob lays equal claim as Alice, and
therefore, no one can prove who the real owner of image O is.

This attack works because for an image I, its orthogonal matrices U and V
due to SVD can preserve major information of the image [14, 15]. Therefore, if
Bob uses his own UB and VB regardless of what the extracted singular matrix
S∗ is (as in (7)), he can still obtain a good estimate of the watermark WB during
the extraction process.

Besides that, the parameters μ and X0 do not actually influence the robust-
ness against this ambiguity attack. Their purpose is just to determine the cover
image’s sub-blocks that are used to embed the SVs of the watermark. Therefore,
Bob can use his own parameters μB and XB0 to determine the sub-blocks that
can be used to embed the SVs of his own watermark. Furthermore, Bob can use
his own scaling factor αBmi to determine the strength of his embedded water-
mark in the watermarked image O.

This attack shows that the Huang-Guan scheme cannot be used for proof of
ownership claim, directly invalidating the designers’ claim that it can.

3.2 Attack 2

The second attack is another type of ambiguity attack described in Sect. 3.1.
In this attack, an attacker can directly prove that the watermarked image I∗W
belongs to him also. The steps of our attack are as follows:

C1. Denote the possibly distorted watermarked image I∗W as an N -by-N ma-
trix and watermark WB as an M -by-M matrix. I∗W is divided into non-
overlapping 8 × 8 sub-blocks I∗Wk (1 ≤ k ≤ N

8 × N
8 ).

C2. Perform SVD on watermark WB as:

WB = UBSBV T
B . (8)
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C3. Repeat Steps E3 - E6 using Bob’s parameters μB and XB0, his scaling factor
αBmi and his SVD components from Step C2. However, in Step E6, modify
F ∗mi(ue, ve) as follows:

F ∗mi(ue, ve) = Fmi(ue, ve) − αBmisi. (9)

The major change here is that the ‘+’ operation in (4) is being replaced
with the ‘−’ operation.

C4. Perform inverse DCT on all the watermarked sub-blocks and substitute
them for the corresponding sub-blocks in the image I∗W to obtain the fake
watermarked image O.

Now, instead of using O as the watermarked image, it is used as the cover image
in the extraction process. The watermark extraction steps are as follows:

D1. Denote watermarked image I∗W as an N -by-N matrix. I∗W is divided into
non-overlapping 8 × 8 sub-blocks I∗Wk (1 ≤ k ≤ N

8 × N
8 ).

D2. Repeat Steps E3 - E5 using μB and XB0 to find I∗W ’s sub-blocks in which
the SVs of watermark are embedded.

D3. The SVs of the watermark are extracted by:

s∗i =
(F ∗mi(ue, ve) − Fmi(ue, ve))

αBmi
. (10)

The extracted sequence is described as s∗1, s∗2,...,s∗M . F ∗mi(ue, ve) and
Fmi(ue, ve) are the DCT coefficient values of watermarked image I∗W ’s and
cover image O’s sub-blocks at position (ue, ve) of index mi respectively.

D4. The watermark is restored by:

W ∗
B = UBS∗V T

B . (11)

where S∗ = diag(s∗1, s∗2,...,s∗M ).

In this attack, Bob uses the fake watermarked image O as the cover image,
and proves that the watermarked image I∗W belongs to him by extracting his
watermark WB from I∗W . Alice, on the other hand, is also able to extract her
watermark W from I∗W . Therefore, a deadlock has resulted and no one can prove
more than the others.

One may argue that Alice can also extract her watermark W from the fake
watermarked image O because I∗W is used as the cover image during the embed-
ding steps and it contains Alice’s watermark W . However, Bob can also extract
his watermark WB from Alice’s original cover image I due to the properties of
SVD [14, 15] as discussed in Sect. 3.1. Bob can just supply his watermark WB

and his fake watermarked image O to extract his watermark from Alice’s original
cover image I. This is illustrated in the experimental results section.

In either Attack 1 or Attack 2, Huang and Guan concentrated on ensuring
that false negatives do not occur, i.e. the case where the watermarked image does
indeed contain a watermark and yet it has been modified (while still maintain-
ing perceptual similarity) such that the watermark can no longer be extracted.
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Unfortunately, the designers did not treat the case of false positives, i.e. the case
where the watermarked image does not contain a particular watermark and yet
it can be shown by an attacker that the watermarked image does contain that
particular watermark, which has never been embedded in the first place.

4 Experimental Results

In this section, we describe experiments that are carried out to further support
our attacks in Sect. 3. Figure 1 shows a cover image, an owner’s watermark, the
watermarked image after going through the embedding Steps E1 - E7 and the
extracted watermark, respectively. The values μ and X0 used in Step E3 are 3.8
and 0.5 respectively.

Attack in Sect. 3.1 is carried out using the attacker’s watermark in Fig. 2(a)
and the watermarked image in Fig. 1(c). The values μB and XB0 used in Step
E3 are 3.9 and 0.8 respectively. Figure 2(b) shows the watermarked image after
the attack. The peak signal-to-noise ratio (PSNR) and the correlation coefficient
(CC) between the watermarked image in Figs. 2(b) and 1(a) are 42.488 dB and
0.999 respectively. The closer the CC value is to either 1 or -1, the stronger the
correlation between both images. This shows that both images are perceptually
correlated, and the quality of the watermarked image after the attack is still in
a very good condition. When no attack is introduced, the PSNR and the CC
values between the cover image and the watermarked image are 45.389 dB and
0.999 respectively.

Fig. 1. (a)Original cover image with the size 200 × 200 (b)Owner’s watermark with
the size 100 × 100 (c)Watermarked image (d)Extracted watermark

Extraction process is then carried out on Fig. 2(b). Figures 2(c) and 2(d)
show the extracted watermarks using the attacker’s parameters and the owner’s
parameters respectively. Both attacker’s watermark (PSNR = 25.665 dB, CC
= 0.991) and owner’s watermark (PSNR = 25.563 dB, CC = 0.985) can be ex-
tracted successfully.

Attack in Sect. 3.2 is then carried out, and Fig. 3(a) shows the watermarked
image after the attack (PSNR = 42.488 dB, CC = 0.999). This watermarked
image will then be used as the cover image in the extraction process. The result
of the extraction process is that the attacker’s watermark as shown in Fig. 3(b)
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Fig. 2. (a)Attacker’s watermark (b)Modified watermarked image after attack.
(c)Extracted watermark using attacker’s parameters (d)Extracted watermark using
owner’s parameters

(PSNR = 25.665 dB, CC = 0.991) can also be extracted out, besides the owner’s
watermark.

One may argue that Alice can also extract her watermark from Fig. 3(a)
because the watermarked image in Fig. 1(c) is used as the cover image dur-
ing the embedding steps and it contains Alice’s watermark. However, Bob can
also extract his watermark from Alice’s original cover image in Fig. 1(a) due to
the properties of SVD [14, 15]. In other words, Bob can just supply his water-
mark’s UB and VB components and his modified watermarked image in Fig. 3(a)
to extract his watermark from Alice’s original cover image. This arguement is
demonstrated and Figs. 3(c) and 3(d) show the results, where Alice’s watermark
and Bob’s watermark can be extracted successfully.

Therefore, the Huang-Guan scheme is not suitable for protection of rightful
ownership.

Fig. 3. (a)Modified watermarked image after the attack in Sect. 3.2 (b)Extracted wa-
termark (c) Owner’s extracted watermark from Fig. 3(a) (d) Attacker’s extracted wa-
termark from Fig. 1(a)

5 Countermeasure

One of the possible countermeasures is to embed the whole watermark into
the DC coefficient of cover image’s sub-blocks instead of using the SVs of the
watermark. This will solve the dependant of orthogonal matrices U and V that
influence the watermark being extracted from the watermarked image, at the
expense of dropping the SVD in the embedding stage. Huang [23] has proposed
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a similar block-based watermarking scheme as in Huang and Guan scheme [9]
using DCT and LPSNR. He suggested that other block-based transform domain,
such as DFT, DWT and SVD can be used in the proposed scheme. However, as
illustrated in the attacks in Sect. 3, it is not feasible to use SVD in the proposed
scheme [23].

6 Conclusions

We have presented attacks on a watermarking scheme which is based on a hybrid
use of SVD, DCT and LPSNR. These attacks work due to designers’ oversight
related to properties of the SVD, further supported by our experimental results.
Huang and Guan [9] have neglected the fact that an image’s orthogonal matrices
U and V due to SVD can preserve major information of the image [14, 15]. Our
attacks directly invalidate the security claim made by the scheme designers,
namely use for proof of ownership application. Our results are the first known
attacks on this scheme.
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