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Abstract. In this paper, we analyze the performance of dither modu-
lation (DM) against the composite attacks including valumetric scaling,
additive noise and constant change. The analyses are developed under
the assumptions that the host vector and noise vector are mutually inde-
pendent and both of them have independently and identically distributed
components. We derive the general expressions of the probability density
functions of several concerned signals and the decoding error probability.
The specific analytical results are presented for the case of generalized
Gaussian host signal. Numerical simulations confirm the validity of the
given theoretical analyses.

1 Introduction

Due to cancelling the host inference completely, quantization index modulation
(QIM) becomes a popular class of digital watermarking schemes. Chen et al.
[1] presented the basic QIM algorithm called dither modulation (DM) and sev-
eral variants of it, i.e., distortion compensated dither modulation (DC-DM) and
spread transform dither modulation (STDM) [1]. The theoretical performance
of QIM methods is a key issue and has received considerable attention.

In [1], Chen et al. considered the simple case where the watermark is transmit-
ted in an additive white Gaussian noise (AWGN) channel. They gave a relatively
crude approximation to the error probability of the minimal distance detector.
Eggers et al. [2] proposed the scalar Costa scheme (SCS), approximately equiva-
lent to DC-QIM, and analyzed the decoding performance of it under the AWGN
attack. The careful performance analyses were done by Gonzàlez et al. [3] for a
large class of QIM methods. They assumed that the watermark is impaired by
an additive attacker and considered the following two cases: the channel noise
follows a uniform and Gaussian distributions. Bartolini et al. [4] concentrated
on analyzing the performance of the STDM algorithm at a practical level. By
assuming the host signal is normally distributed, they derived the theoretical
error probabilities in closed form for the gain attack plus noise addition, and the
quantization attack. Boyer et al. [5] theoretically evaluated the performance of
scalar DC-QIM against AWGN from the detection viewpoint. In [6], the authors
proposed an improved DM scheme to resist linear-time-invariant filtering and
provided a thorough analysis of it, resulting in both accurate predictions and
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bounds on the error probability. Recently, a new logarithmic QIM (LQIM) was
presented in [7] and its analytical performance was obtained in the presence of
AWGN.

The objective of this paper is to analyze the performance of DM against com-
posite attacks including valumetric scaling, additive noise and constant change.
The paper is organized as follows. Section 2 reviews the original DM and de-
scribes the problem to be solved. Next, Section 3 accurately derives the general
PDF models concerned with our analysis. In Section 4, the performance of DM
under the composite attacks is mathematically analyzed by the derived PDFs.
Then, in Section 5, the theoretical results are confirmed by numerical simula-
tions. Finally, Section 6 concludes.

Notation: We use boldface lower-case letters to denote column vectors, e.g. x,
and scalar variables are denoted by italicized lower-case letters, e.g. x. The prob-
ability distribution function (PDF) of a random variable (r.v.) x is denoted by
pX(x), whereas if x is discrete its probability mass function (PMF) is designated
by PX(x). We write x ∼ pX(x) to indicate that a r.v. x is distributed as pX(x).
pX|Y (x|y) means the conditional probability of x given y. And the subscripts of
the distribution functions will be dropped wherever it is clear the random vari-
able they refer to. Finally, the mathematical expectation and standard deviation
are respectively represented by μx and σx for a r.v. x.

2 Review of DM and Problem

The uncoded binary DM can be summarized as follows. Let x ∈ R
N be a host

signal vector in which we wish to embed the watermark message m. First, the
message m is represented by a vector b with NRm binary antipodal components,
i.e., bj = ±1, j = 1, · · · , NRm, where Rm denotes the bit rate. The host signal
x is then decomposed into NRm subvectors of length L = �1/Rm�, denoted by
x1, · · · , xNRm . In the binary DM, two L-dimensional uniform quantizers Q−1(·)
and Q+1(·) are constructed, whose centroids are given by the lattices Λ−1 =
2ΔZ

L + d and Λ+1 = 2ΔZ
L + d + Δa with d ∈ R

L a key-dependent dithering
vector and a = (1, · · · , 1)T . Each message bit bj is hidden by using Qbj (·) on xj ,
resulting in the watermarked signal y ∈ R

N as

yj = Qbj (xj), j = 1, · · · , NRm (1)

The watermark detector receives a distorted, watermarked signal, z, and decodes
a message m̂ using the decoder

̂bj = arg min
−1,1

‖Qbj (zj) − zj‖, j = 1, · · · , NRm (2)

where ‖ · ‖ stands for Euclidean (i.e., �2) norm.
In practical watermarking applications, the watermarked signal might un-

dergo composite attacks. It is well known that quantization-based watermarking
is vulnerable to valumetric scaling and constant change, i.e., zj = ρjyj and



Analyzing the Performance of Dither Modulation 299

zj = yj + cja. In this work, the two attacks are considered together with addi-
tive noise νj , yielding the attacked signal as

zj = ρjyj + νj + cja. (3)

We will analyze the performance of DM in the case. In the analysis, x, y, z
and ν are all regarded as random vectors. And we assume that both x and
ν have independently and identically distributed (i.i.d.) components and ν is
independent from y. Since the mean value of ν can be counted by the third
term in (3), it is reasonable to assumed that μν = 0.

3 PDF Models

Define the extracted vector r, r
�
= Qb(z) − z. Obviously, a crucial aspect when

performing a rigorous analysis lies in computing the PDF of r. Let us begin with
the issue.

We use a lower-case letter to indicate any element of the vector denoted by
the boldface one. The previously used index j is dropped for no specific values
(or subverctors) are concerned. Given x ∼ pX(x), from the relation (1), we get

pY (y|b) =
∞
∑

k=−∞
δ(y − yk)

∫ yk+Δ

yk−Δ

pX(x)dx, (4)

where yk = 2kΔ+(b+1)Δ/2+d and δ(·) denotes the delta function. By (3) and
using the independence of y and ν, the PDF of z is obtained by convolution

pZ(z|b) =
∞
∑

k=−∞
PY (yk|b)pν(z − ρyk − c), (5)

In (5), if the effect of d on PY (y) is ignored (this generally holds when the
embedding distortion is acceptable), pZ(z|b, d �= 0) can be approximately viewed
as the translate of pZ(z|b, d = 0), i.e., pZ(z + ρd|b, d �= 0) ≈ pZ(z|b, d = 0).

With the given definition of r previously, we can write

pR(r|b) =

⎧

⎨

⎩

∞
∑

j=−∞
pZ(zj − r|b, d), r ∈ [−Δ, Δ)

0, else
(6)

where zj = (4j + b + 1)Δ/2 + d. Inserting (5) into (6) yields

pR(r|b) =
∑

j

∑

k

P (yk|b)pν(μjk − r), (7)

with μjk = zj − ρyk − c and r ∈ [−Δ, Δ). If ignoring the effect of d on PY (y),
from (7), we derive pR(r−εd|b, d �= 0) ≈ pR(r|b, d = 0) with ε = ρ−1. This shows
that pR(r|b) can be approximately obtained by translating pR(r|b, d = 0) for the
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Fig. 1. The PDF curves of r
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Fig. 2. The empirical distribution curves
of r

case d �= 0. Further, while |ε| is small enough, pR(r|b, d �= 0) ≈ pR(r|b, d = 0)
holds. Thus, despite the choice of d, pR(r) approximately remains unchanged for
small |ε|.

Fig. 1 and Fig. 2 respectively plot the analytical and empirical probability
density curves of r with Gaussian host and noise in use. It is shown that the
values of r are distributed around zero with higher probability for weak attacks,
and the density curve of r becomes smooth as attacks become stronger, resulting
in the increase of bit error rate (BER). By the scale factor ρ, the distribution
curve of r is either dilated or compressed. Simultaneously, it is approximately
translated by εd+ c. Comparison of Fig. 1 and Fig. 2 reveals the analytical PDF
of r fits perfectly with its empirical distribution.

4 Performance Analysis

As the previous literatures, the decoding bit error probability Pe is used as the fi-
nal performance measurement. Applying the definition of r, it is straightforward
to write Pe as

Pe = P (‖r‖ > ‖Δa− |r|‖ |b). (8)

where |r| denotes the vector of absolute values of components of r. Defining

s
�
= |r|Ta, the expression (8) is equivalent to

Pe =
∫ LΔ

LΔ/2

pS(s|b)ds. (9)

To compute Pe, we need know the PDF pS(s) of s. The exact solution for pS(s)
may be achieved by performing multifold integral operation. However, it becomes
impractical as L increases. To solve the problem, it is nature to use mathemat-
ically tractable approximations. Let us assume that all components of d are
equal, so that the vector r has i.i.d components. By the well known central limit
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theorem (CLT), s thus can be approximated by a Gaussian r.v. with mean Lμ|r|
and variance Lσ2

|r|. Using (7), μ|r| and σ2
|r| are represented as

μ|r| =
∑

j

∑

k

P (yk|b)
∫ Δ

−Δ

|r|pν(μjk − r)dr (10)

σ2
|r| =

∑

j

∑

k

P (yk|b)
∫ Δ

−Δ

r2pν(μjk − r)dr − μ2
|r|. (11)

Then, the probability Pe is computed as

Pe ≈ Φ(

√
L(Δ − μ|r|)

σ|r|
) − Φ(

√
L(Δ/2 − μ|r|)

σ|r|
), (12)

where Φ(·) stands for the cumulative distribution function (CDF) of the standard
Gaussian distribution. It should be pointed out the CLT approximation to Pe is
only valid for very large L. In reality, the condition is generally met in order to
improve the watermarking robustness.

For the following analysis we consider a specific case where the host signal
is statistically modeled by the generalized Gaussian distribution (GGD). The
GGD model is used because it includes a family of distributions and suitable for
many practical applications. The PDF p(t) of the GGD is

p(t) =
κβ

2Γ (β−1)
e−|κ(t−μ)|β , (13)

where κ = 1
σ

√

Γ (3β−1)/Γ (β−1), and Γ (u) =
∫ ∞
0

tu−1e−tdt is the Gamma func-
tion. Thus, the distribution is completely specified by the mean μ, the standard
deviation σ and the shape parameter β, and is denoted as GGD(β; μ, σ).

First, the PMF PY (y) is calculated according to the distribution model of x.
Given pX(x) ∼ GGD(βx; μx, σx), in view of (4), we immediately write

PY (yk|b) = Ψx(yk + Δ) − Ψx(yk − Δ), (14)

where the CDF Ψx(t) is defined as

Ψx(t) =
1
2

+ sgn(t − μx)
γ(β−1

x , |κx(t − μx)|βx)
2Γ (β−1

x )

[8], γ(s, u) =
∫ u

0 ts−1e−tdt is the lower incomplete gamma function, and sgn(t)
denotes the sign function. Then, the integration terms in (10) and (11) are
derived by the PDF pν(ν). As an example, the additive Gaussian noise is con-
sidered, i.e., pν(ν) ∼ N (0, σ2

ν). This leads to
∫ Δ

−Δ

|r|pν(t − r)dr=f1(t) + f2(t) + f3(t) (15)

and
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∫ Δ

−Δ

r2pν(t − r)dr=f4(t) + f5(t) + f6(t), (16)

where

f1(t) =
σν√
2π

(e
− t2

2σ2
ν − e

− (t+Δ)2

2σ2
ν ) f2(t) = f1(−t)

f3(t) = t(2Φ(
t

σν
) − Φ(

t − Δ

σν
) − Φ(

t + Δ

σν
))

f4(t) = t2(Φ(
t + Δ

σν
) − Φ(

t − Δ

σν
))

f5(t) = 2t(f1(−t) − f1(t))

f6(t) =
σν(t − Δ)√

2π
e
− (t−Δ)2

2σ2
ν − σν(t + Δ)√

2π
e
− (t+Δ)2

2σ2
ν

+ σ2
ν(Φ(

t + Δ

σν
) − Φ(

t − Δ

σν
))

Using the above results, the mean and variance of |r| become

μ|r| =
∞
∑

j=−∞

∞
∑

k=−∞

3
∑

i=1

P (yk|b)fi(μjk) (17)

σ2
|r| =

∞
∑

j=−∞

∞
∑

k=−∞

6
∑

i=4

P (yk|b)fi(μjk) − μ2
|r|. (18)

Therefore, the approximated Pe is obtained for large L by computing (14), (17),
and (18), then putting them into (12). In particular, the theoretical results can be
easily extended by modeling the host and noise signals with other distributions.
In the complex case, pY (y), μ|r|, and σ2

|r| are computed using (4), (10) and (11)
by means of numerical integration,

5 Experimental Results

We conduct experiments on real images (see Fig. 3) to verify the obtained the-
oretical results. The watermark embedding is performed in the spatial domain,
which allows us to measure the performance of DM without the impact of trans-
form operations. Specifically, all pixels of one image are pseudorandomized and
arranged in a vector as the host signal. Each 32 pixels conceal one bit infor-
mation. Under the composite attacks, we obtain the empirical BER. And the
theoretical values of Pe are calculated in the same cases. In the plots, Lines and
symbols stand for theoretical values and empirical data, respectively.
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Fig. 3. Three standard test images: Lenna (left), Mandrill(middle) and Crowd(right)
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The experimental results on the Lena image are shown in Fig. 4-6. Fig.4
depicts the plots of the Pe’s versus the scaling factor ρ for several values of σν

and c. It is shown that DM is definitely very sensitive to the scaling attack.
While c �= 0, Pe is not symmetrical around ρ = 1 yet. The additive noise attack
increases BER for small scaling distortions, but reduces BER as the scaling
distortions become serious enough. Fig. 5 illustrates the sensitivity of DM to the
addition/subtraction of a constant luminance value while fixing ρ and σν . As can
be seen, without scaling and noise attacks, Pe jumps from 0 to 1 at |c| = Δ/2.
After the noise is added, Pe degrades more smoothly as |c| increases. Valumetric
scaling distortions transmit the performance curves of DM. The performance of
DM against Gaussian noise attack is exhibited in Fig. 6 while fixing ρ and c.
Clearly, the probability of error becomes larger as σν and ρ increases, and the
effect of constant change on Pe becomes relatively distinct for strong noise. All
the tests show that the analytical prediction and empirical results for DM are
sufficiently close, which verifies the validity of the given theoretical results.

Since the performance of DM depends on the distribution of host signal, differ-
ent test results will be obtained on different images. We tested the performance
of DM on ’Crowd’ and ’Mandrill’ images for comparison purpose. The estimated
distribution parameters of each image are displayed in Table. 1. The robustness
to amplitude scaling is shown in Fig. 7. We observe that DM achieves the best
performance on Crowd. That is, DM is more robust to valumetric scaling if the
host signal has smaller distribution parameters. We also note that the analytical
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Table 1. Distribution parameters

Image μx σx βx

Crowd 85.2 50.9 1.5
Mandrill 129.1 42.4 3.3

Lena 99.1 47.9 10.6

Pe departs from the empirical data too much on Crowd. That is mainly due to
the fact that GGD is a poor model for the Crowd image. With respect to other
two attacks, DM is insensitive to the statistical properties of host signal. We
may get similar results on other images as shown in Fig. 5 and Fig. 6. Thus,
they are not provided here.

6 Conclusion

Throughout this paper, we have theoretically evaluated the performance of DM
facing the combination of valumetric scaling, additive noise and constant change.
By assuming that both the host vector and noise vector have i.i.d components
and the two vectors are independent, we derived the PDFs of several concerned
signals and the decoding error probability in closed form. Simulations on im-
ages show us the analytical error probability agrees with the empirical one very
well. Meanwhile, it is discovered that the performance of DM against valumetric
scaling depends on the statistical properties of the host signal.
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