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Abstract. Web sites provide privacy policies to inform users about how their 
personal information is being handled. However, privacy policies are usually 
difficult to find or are written in a legal language that is hard for the average 
user to understand.  Thus, privacy information is often ignored by users. The 
goal of the present study was to determine whether more salient presentation of 
privacy information, through a summary provided by the Privacy Finder Web 
site, would influence user purchasing behavior. Specifically, we examined 
whether Privacy Finder influenced college students’ comfort levels in making 
small and large purchases from familiar and unfamiliar Web sites in a simulated 
e-commerce task.  Users were more comfortable purchasing inexpensive items, 
as well as making purchases from more familiar Web sites.  However, Privacy 
Finder did not influence their purchasing behaviors or comfort levels for the 
different types of Web sites.     
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1   Introduction 

Many Internet users that surf the Web daily are unaware of the potential risks 
associated with their normal Web activities such as making online purchases, visiting 
social networking sites, booking hotels/flights, or even transferring files. What is at 
risk is the user’s privacy. A user’s personal information may be constantly changing 
hands or, in some cases servers, without notice or permission.  A user’s information 
can even be sold to other parties for profit or market research.  Proctor, Ali, and Vu 
[1] showed that most Web sites providing a service require that a user provide his/her 
name (97%), e-mail address (71%), and physical address (88%). Additionally, sites 
that Internet users visit can collect information about their behaviors such as type of 
purchase, Web sites or pages visited, and other information that can result in the 
profiling of the user. This may strike Internet users as surprising, but there is no 
federal law protecting users from having their personal information shared. Federally, 
there are specific privacy laws in place such as: (a) the Gramm-Leach-Bliley Act, 
which protects a user’s financial information that is stored by financial institutions; 
(b) HIPAA, which protects individually identifiable health information; (c) the 
Children’s Online Privacy Protection Act, which allows parents to decide what 
information can be collected on their children and how that information is used.  
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However, these laws do not apply to most users conducting everyday transactions on 
the Web. To combat consumer privacy invasion issues and reassure users regarding 
privacy concerns, many Web sites have posted privacy policies that state how user 
information is reportedly handled by the host organization.  Even though privacy 
policies are provided, Internet users, including some that express major privacy 
concerns, do not often view organizations’ privacy policies [2].  This lack of concern 
is alarming given that users should know how their personal information is being 
used. 

One reason why users do not read privacy policies is that they have a common 
misconception about privacy policies [2, 3]. According to Turow et al. [3], a majority 
of American users feel that they are protected from their data being sold or from fraud 
based on the mere presence of a privacy policy link. Because of these cues, Internet 
users usually “accept” terms of a site without reading or even briefly reviewing them.  
Moreover, users tend to trust Web sites that they frequently visit, have previously 
done business with, or are associated with popular brand names [4]. Users have also 
been shown to ignore privacy policies because they feel that a Web site is trustworthy 
or because they are confusing, or excessively long [5]. Even if users have the 
intention to read a privacy policy, searching for the policy itself can be an 
inconvenient task.  Byers, Cranor, and Kormann [6] showed that the time it takes to 
locate a site’s privacy policy may even force users to forgo the search altogether.  
Neglecting a Web site’s privacy policy, though, may lead to undesirable 
consequences.  For example, not having an understanding of what a Web site does 
with the user’s data can lead to annoyances such as spam or junk mail.  Web sites can 
also monitor the user’s behaviors such as frequently searched topics or patterns of 
usage, and use those data to identify the user for research or marketing purposes. 

1.1   Behavior: Stated vs. Observed 

Users also report that they base decisions regarding whether to use a Web site based 
on its privacy policy [7]. Yet, when observed and tested, users’ reported behaviors 
and observed behaviors are discrepant.  Findings from several studies show that most 
users rarely visit privacy policy pages and even fewer read the policies [2, 9]. Users 
also report that privacy issues are the main reason for not purchasing from the Internet 
[7, 8], but the cost of an item can nullify concern for privacy. For example, Vu et al. 
[5] showed that users would make a purchase on an unfamiliar site if the price was 
low.  Users readily provided credit card information to make small purchases, not 
realizing that the host site would obtain their credit card information regardless of the 
size of the purchase. 

1.2   Comprehension and Readability of Privacy Policies 

The way a Web site handles a user’s information is stated in its privacy policy, which 
describes how the information being collected is stored and used by the site and its 
host organization.  This allows users to view a site’s information practices as well as 
other pertinent facts.  However, policies are often written using legal terms and 
language, so if users review a site’s privacy terms, they may not understand it.  Jenson 
and Potts [9] analyzed the readability of 47 high traffic sites’ privacy policies, ranging 
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from financial sites to retail sites, and found that most policies required an education 
grade level of 12 or higher.  In another study, Proctor et al. [8] analyzed 100  
Web sites’ privacy policies using readability tests such as the Flesch Grade Level 
(FGL), which provides a grade level required to comprehend a text.  For Web sites 
such as banks, insurance companies, retail stores, and pharmacies, the FGL was at 
least 13.  

The comprehensibility of a Web site’s privacy policy is important, but studies have 
shown that even among users with a college level education, many are not able to 
understand certain aspects of a Web site’s policy [11].  Comprehension is even more 
critical when sites that are used require personal information from users such as 
medical records, credit card numbers, and bank accounts.  Not being able to 
understand a privacy policy can put one’s personal information at risk.  Finally, the 
length and organization of privacy policies can also influence whether users read a 
policy.  Users tend to avoid reading long policies.  Moreover, long policies can even 
mislead users into believing that there are more privacy assurances contained in them 
than those provided by shorter policies [8]. 

1.3   Checking Privacy Preferences 

A proposed solution for increasing the usefulness of privacy policies is to have 
guidelines and standards regarding their layout and content.  The development of a 
privacy policy standard, called the Platform for Privacy Preferences (P3P), has been 
implemented in some Web sites since 2000.  P3P’s purpose is to make privacy 
policies more accessible to all Internet users by making the format universal and 
easier to navigate and search.  It has also allowed software to be developed that can 
“read” a privacy policy for users.  One software program designed to read privacy 
policies is called Privacy Bird®.  Privacy Bird allows users to select or customize a 
privacy setting, scan a Web site’s privacy policy, and review the results.  Cranor et 
al.’s [12] research on Privacy Bird has shown that it could increase users’ awareness 
of privacy policies by increasing the number of users reading a privacy policy after 
visiting a Web site that received a violation alert.  Users also reported that they 
provided less information to sites that violated their privacy preferences, stopped 
visiting those sites, and tried to visit sites with better policies as a result of using 
Privacy Bird [12]. 

Although Privacy Bird attempted to provide a bridge between users and usable 
privacy policies, there were some problems with the program and interface that 
hindered its adoption and use.  Proctor et al. [1] showed that participants incorrectly 
set Privacy Bird’s configurations when intending to check for specific privacy 
concerns. In addition, users thought that they had set Privacy Bird to perform 
protection tasks that it could not do.  Another problem is the lack of widespread 
implementation of P3P on the Internet.  Many users felt that Privacy Bird would be 
more useful if P3P became more widely adopted [13].  Finally, Privacy Bird requires 
users to download and install the program, which limits its use on public computers. 

An alternative to Privacy Bird is Privacy Finder, which does not require any 
downloading or installing. Privacy Finder (www.privacyfinder.org) is a search engine 
with privacy filters.  Working in similar fashion to Privacy Bird, users are able to go 
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to the Privacy Finder site and select their privacy settings to be low, medium, high, or 
custom.  Users can then input the site that they wish to enter, and the results of the 
search appear along with a link to the page.  Privacy Finder indicates the level of 
compliance with 4 boxes next to the Web site link (see Figure 1). If a site does not 
meet the selected settings, a link to reasons why it does not is also available for the 
user to review. This enables the user to decide whether to proceed.  Although Privacy 
Finder requires users to visit an additional site to determine whether the intended site 
is compatible with their privacy preferences, a downloadable version is available to 
install into Web browsers such as Firefox and Internet Explorer. Initial research 
conducted on Privacy Finder by its developers has shown that, when privacy policy 
information is made more salient to the users, users are more likely to purchase from 
Web sites that have better protection and will even pay more money to purchase from 
Web sites with high privacy policy compatibility [14]. 

 

Fig. 1. Screen shot illustrating Privacy Finders’ results for a search of bestbuy.com 

1.4   Present Study 

The present study further examined the effect of Privacy Finder’s search engine 
results on users’ purchasing behavior.  Participants were asked to complete a 
simulated e-commerce task using Privacy Finder.  This study also compared users’ 
behavior when using sites with which they were familiar to sites with which they 
were not.  We hypothesized that users would be more likely to purchase items from 
familiar sites, sites with which users had more experience, and sites that were more 
reputable. Also, we hypothesized that familiarity with a site would affect how users 
configured privacy settings on Privacy Finder and that Privacy Finder’s warnings 
would influence users’ purchasing decisions as well as comfort levels.  In addition, 
we compared purchases of expensive versus inexpensive products, because price is a 
factor known to influence users’ buying decisions [5]. 
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2   Method 

2.1   Participants 

A total of 16 participants completed the experiment.  Participants ranged from 18 to 
27 years of age, with mean age of approximately 21 years.  Participants’ education 
level ranged from college freshman to graduate student, with most being sophomores. 

The participants reported that they used the Internet very often (M = 1.06, with 1 
being very often and 4 being never) and were very experienced with computers (M = 
1.6, with 1 being very experienced and 4 being no experience).  However, participants 
reported not being very knowledgeable about privacy policies (M = 2.3, with 1 being 
very knowledgeable and 4 being not knowledgeable) and not having much experience 
reading them (M = 3, with 1 being very experienced and 4 being no experience). 

2.2   Materials and Apparatus 

Participants used Privacy Finder, with Internet Explorer 8, to carry out simulated e-
commerce tasks on a personal computer running Windows XP Professional (Pentium 
4, 3.20 GHz).  Camtasia Studio Version 2 was used to record all of the participants’ 
computer actions on a 17” LCD monitor.   

Participants were each given two scenarios, one at a time, with specific tasks to be 
completed. The scenarios stated, “Your grandmother is interested in making several 
purchases online.  However, she is unfamiliar with the Internet and trusts you with her 
information to make these purchases.  She would like you to help her with the 
following purchases.”   

Scenario 1: Your grandmother wants to purchase the book “Dear John” by Nicholas 
Sparks for your cousin’s 17th birthday.  She plans on spending between $10 and $20 
for his present.  You will be given Web sites one at a time in order to decide whether 
or not you would make the purchase at each given site. Feel free to look at any of the 
information that is available to you on each site in order to assist you in making your 
decision.  Once you’ve determined whether you would make the purchase from a site, 
you may stop and I will ask you a few short questions. 

Scenario 2: Your grandmother wants to purchase a 40” – 50” HDTV for your parents 
as a Christmas gift.  She can only afford to spend under $1000 for it.  You will be 
given Web sites one at a time in order to decide whether or not you would make the 
purchase at each given site.  Feel free to look at any of the information that is 
available to you on each site in order to assist you in making your decision.  Once 
you’ve determined whether you would make the purchase from a site, you may stop 
and I will ask you a few short questions. 

A fake profile containing personal and financial information was also provided for the 
participant to use when completing their task to increase the laboratory tasks’ realism. In 
addition, a list of pre-determined e-commerce sites was given to participants, who visited 
each site to determine whether a purchase was to be made using that particular site. The 
following sites were presented to the participant for the book purchasing  
task: www.barnesandnobles.com, www.borderstores.com, www.amazon.com, 
www.alibris.com, www.abebooks.com. For the HDTV purchasing task, the sites used 
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were: www.bestbuy.com, www.frys.com, www.amazon.com, www.jr.com, 
www.savinglots.com. For each task, the order of the sites was varied between 
participants.  

2.3   Procedure 

Consent forms were given to participants to complete, and the experimenter briefly 
explained the purpose of the study verbally.  Once participants signed the consent 
forms, they were given a demographic questionnaire to complete and return.  
Participants were then reminded that the experiment would last approximately 2 hours 
and were told that they could stop their participation at any time without penalty. 

Participants were then led into an adjacent lab room where they were seated in 
front of a personal computer.  Here, participants were given a description of Privacy 
Finder and a demonstration of how it worked.  Participants were told that Privacy 
Finder allowed them to check a Web site’s privacy policy while searching normally.  
Participants were also allowed to test Privacy Finder by setting their own privacy 
preferences and searching for a Web site of their choice.  Then, they were instructed 
to complete the tasks and encouraged to think aloud. 

The first task was to search for a book and decide whether they would purchase it 
from each of several e-commerce sites with which they were provided.  The second 
task involved the purchase of an HDTV from several e-commerce sites that were also 
provided to the participants. They were allowed to adjust their privacy settings once 
they were given the name of each site that was to be visited.  After each task was 
completed, participants were asked several follow-up questions regarding how much 
experience they had with each e-commerce site, how they felt about each site’s 
security, and how comfortable they felt in making a purchase at each site.  After all 
follow up questions were answered, a questionnaire about general Internet behaviors 
was administered and completed.   

3   Results 

3.1   Familiarity with Web Sites 

Familiarity with a site was determined by examining participants’ reported experience 
with the different Web sites.  Experience was determined by a 7-point Likert scale with, 
1 being “No Previous Experience” and 7 being “Extensive Previous Experience”.  An 
analysis of variance (ANOVA) on experience ratings as a function of e-commerce Web 
site was carried out.  For the book task, there was a significant effect of Web site, F(1, 
15) = 11.82, p < .001, see Figure 2.  Participants were more familiar with Amazon, 
Borders, and Barnes and Noble than with Abe Books and Alibris.  Results for the 
HDTV task also showed a significant effect of Web site, F(1, 15) = 21.29, p < .001. 
Participants reported being more familiar with Best Buy and Amazon than with Fry’s, 
JR, and Saving Lots.  Based on these findings, the Web sites were grouped into 2 
categories of familiar and unfamiliar. 
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Fig. 2. Familiarity ratings for each Web site for the Book and HDTV tasks 

A chi-square test was then conducted to examine whether familiarity influenced the 
sites from which users would make their purchases for the two tasks.  Participants 
indicated that they would make more purchases from familiar than unfamiliar sites for 
both the book task, χ2 (N=16) = 6.25, p < .02, and TV task, χ2 (N=16) = 12.25, p < .001. 

3.2   Comfort Ratings 

A 2 Familiarity (Familiar or Unfamiliar) X 2 Cost [low (Book task) or high (HDTV 
task)] repeated-measures ANOVA was conducted on mean comfort ratings for 
purchasing an item.  The main effect of cost was significant, F(1, 15) = 7.33, p < .05.  
Participants reported that they were more comfortable making inexpensive purchases 
(M = 5.35) than expensive purchases (M = 4.39).  The main effect of familiarity, F(1, 
15) = 74.92, p < .001, indicates that participants were more comfortable in making 
purchases at familiar sites (M = 6.84) than unfamiliar sites (M = 2.93).  The 
interaction between familiarity and cost was also significant, F(1, 15) = 16.57, p < 
.001.  This interaction reflected the pattern that although participants were more 
comfortable making purchases at familiar sites than unfamiliar sites, the difference in 
comfort ratings was much greater when the purchase was expensive (M = 7.00 vs. 
1.79) than when it was inexpensive (M = 6.69 vs. 4.10). 

3.3   Security Ratings 

Participants were asked to rate how they felt about a site’s security level, after making 
a purchase of an inexpensive or expensive item, on a 10-point Likert scale, with 1 
being not secure at all and 10 being very secure. A paired samples t test was 
conducted but no significant effect was obtained, indicating that users did not report 
any difference in how they felt about security of the site when purchasing either item, 
t(15) = -1.52, p > .15.  In general, users thought that both the TV sites (M = 8.13) and 
the book sites (M = 7.63) were secure. 
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3.4   Influence of Privacy Finder 

A chi-square test was conducted to examine whether more participants set their 
privacy settings to high, medium, low or custom, based on whether a site was familiar 
or unfamiliar.  No effects were significant.  Most users set their privacy settings to the 
medium level regardless of the purchasing task.  Because the results provided by 
Privacy Finder depended on the user setting, we tabulated the frequency (see Table 1) 
with which participants indicated that they would make a purchase from a familiar 
versus unfamiliar site as a function of Privacy Finder’s warnings (no violation, 
unknown, violation), but did not conduct any formal analyses.   

Table 1. Number of purchases as a function of Privacy Finder warnings for each task 

 Privacy Finder Warning 
Familiarity No Violation Unknown Violation 

 Book Purchase 
Familiar 5 3 5 
Unfamiliar 0 3 0 

 HDTV Purchase 

Familiar 0 11 3 

Unfamiliar 0 2 0 

Privacy Finder did not appear to influence purchasing behaviors beyond the effects 
of familiarity.  In fact, participants’ comfort ratings for making the book purchase 
from familiar sites were similar regardless of Privacy Finder’s warnings (M = 6.4 for 
no violation, M = 6.4 for unknown, and M = 7.3 for violation), and these ratings were 
higher than that for unfamiliar sites (M = 4.1). 

4   Discussion 

The goal of the present study was to examine whether users’ purchasing behavior 
changes for familiar versus unfamiliar sites when privacy policies are brought into 
focus with the Privacy Finder search tool.  We found that familiarity with a site is an 
important factor influencing whether users would make a purchase.  For both the 
book and HDTV task, more users indicated that they would make the purchase from a 
familiar rather than unfamiliar Web site.  In addition, users reported feeling more 
comfortable when making a purchase from a familiar than unfamiliar site.  The size of 
the purchase also influenced user behaviors in that users were more comfortable 
making a smaller (book) purchase than a larger (HDTV) purchase.  These findings are 
consistent with past research [11].   

The type of site or familiarity with a site did not influence how users set their 
privacy setting on Privacy Finder.  Users tended to set the privacy setting at medium 
regardless of type of site or regardless of their familiarity with the site.  It should be 
noted that the medium setting was the default setting, and that users seldom changed 
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the settings after doing so initially.  In other words, users did not set stricter criteria 
for sites from which they would make larger purchases or for unfamiliar sites.  More 
importantly, Privacy Finder did not seem to influence user’s purchasing behaviors.  
For the book task, users were as likely to make purchases from a familiar site when its 
privacy policy violated their privacy preferences as when it did not.  One reason for 
the lack of an influence of Privacy Finder is that users indicated that they felt that all 
Web sites were secure and that their transactions were safe.  As such, participants 
continued their purchasing task without paying much attention to the results of 
Privacy Finder.  This pattern of behavior matches those of other studies and is 
captured by Berendt et al.’s [7] statement, “Once they are in an online interaction, 
they often do not monitor and control their actions sufficiently; privacy statements 
seem to have no impact on behavior” (p. 105). 

4.1   Limitations 

We close by noting limitations of the present study.  First, the lack of influence of 
Privacy Finder may be limited to the sample used in the study.  The sample was 
drawn from college students at a public university.  Although college students are e-
commerce users and are thus part of the targeted population, they may be less 
concerned about security and privacy than other types of users.  Thus, these findings 
need to be replicated with a larger sample size of more diverse user groups.  However, 
the finding that college students may not be concerned about privacy is one that 
should be noted, as many companies target college students.  Second, participants 
may have been less concerned about security and privacy than they would be 
otherwise because the study used a simulated e-commerce task in which the users 
were not spending their own money or providing their personal information.  Users 
may be more concerned if they are actually providing their own credit card 
information. Finally, we did not control for the privacy level setting in the present 
study.  Rather, participants were allowed to set their privacy level to match their 
preference.  As such, we could not systematically compare the Privacy Finder 
warnings across the different sites. 
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