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Abstract. Part of the job of healthcare providers is to manage client information. 
Most is routine, but some is sensitive. For these reasons physicians’ offices 
provide a rich environment for understanding complex, sensitive information 
management issues as they pertain to privacy and security. In this paper we 
present findings from interviews and observations of 19 physician’s offices in 
rural-serving southwest Virginia. Our work presents examples of what might be 
labeled as security violations. In particular, we found that the tensions between 
work practice and security, and between electronic and paper records, resulted in 
issues that need broader discussion in relation to the role of the social in the 
management of patient information. 
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1   Introduction 

Traditionally, electronic and physical security have been concerned with creating 
rules, locks, and passwords. However, security systems that neglect people as a 
significant part of the equation “are seldom secure in practice” [3]. Practice is what 
happens in the moment; it is the activity; it is what is actually done. It is often in the 
human-centered moment, and not in the computer-centered planning stages, when 
security policies or mechanisms break down and the safety of sensitive information is 
compromised. In 2011 millions of patient records will become readily available in 
digital format which experts in privacy, trends, technology, regulatory, data breach, 
and governance say “will lead to potential unauthorized access, violation of new data 
breach laws and exposure to the threat of medical and financial identity theft” [9]. For 
these reasons we propose that there exists a need to study socio-technical systems to 
understand and evaluate what role both humans and technology play in creating 
usable and secure health systems [1].  

Specifically, we propose focusing on physician’s offices, where there is a plethora 
of sensitive patient information that exists in various stages and forms of 
documentation. Physicians’ offices are valuable locations of study given the 
collaborative nature of the work and the increasing adoption of electronic medical 
records [7]. However, it is expected that patients will gain a heightened awareness and 
concern for the security of their medical records as patient agency increases [9]. There 
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has been an “endemic failure” to adapt to advancing best practices and technology 
that has created “antiquated data security, governance, policy plaguing in the 
healthcare industry” - as argued by healthcare security experts [9]. Digital security in 
the healthcare industry has not adapted to meet current challenges; however, despite 
the obvious need for increased information security in physicians’ offices, little work 
is being done in the area. 

To further discuss these issues we present data from interviews and observations of 
19 physicians’ offices in Southwest rural-serving Virginia to continue the discussion 
of usable security within a particular location and with a focus on social and 
technical practice. By focusing on practice within physicians’ offices our work 
represents an important contribution of where security in action is and is not located 
within healthcare systems. 

2   Related Work 

The work of usable security in healthcare is an amalgamation of prior work on 
healthcare, security, and HCI [1, 6]. Patients serve as users, owners of sensitive 
information, and as part of the healthcare system. In regards to security, prior work 
has demonstrated balance is essential between policies and software solutions that are 
constructed accounting for: social and organizational context, temporal factors from 
actions in that context, possible threats from information usage, and trade-offs made 
by the user [1]. Some considerations would be the location of electronic and paper 
records within the physician’s office and healthcare being inconvenienced by extra 
steps, such as using a password every time they return to a computer. Bardram states 
that the current electronic medical record systems do not incorporate any “usage 
context” [14]. The entire situation is essential to the process of information usage in 
physician’s offices because it is “seamlessly interwoven with other working 
activities” [16]. These factors demonstrated that all solutions are not technical: the 
social context must be accounted for in order to fully represent the needs of the users 
– as argued more generally in the work of Paylen & Dourish [4]. Despite the need for 
such context, there has been little work done in real social practices in regards to 
privacy and security, and specifically within healthcare. Thus, our work is a valuable 
contribution to the growing need of observations in social environments. 

When looking at the context of a medical information system, research suggests 
that “context is more than location.” Context can include the location of physical 
artifacts that are being used with a given task, the room the tasks are carried out in, 
where patients are, their treatment, schedules for nurses, and many more factors. 
Furthermore, the “digital context” is also important to consider. Other computer 
systems that a medical staff is using are relevant. A study found that in general 
hospital work there is often a “simple connection between a clinician accessing some 
physical things and the activity s/he is engaged in” [14]. For these reasons it is 
essential that we examine the context of the physician’s offices in order to fully 
comprehend the socio-technical system. 

Other research has found that, in order for a security fix to be successful, it must be 
both correct and dependable. Dependability comes as a result of the system working 
as the user desires. Correctness of a security fix means that the countermeasures will 
block threats to the system [15]. In reference to secure technological systems, they are 
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effective only if the “countermeasures will neutralise the threat” and the 
“countermeasures are working as intended” [15]. But socio-technical systems are also 
comprised of people, as described by Flechais et al [15]. Socio-technical systems use 
a combination of countermeasures for prevention, detection, reaction, and deterrence 
that are different than purely technical ones . 

In prior work within the medical context, Adams & Blanford [1] discussed with 
members of two hospitals the use of passwords to protect access to sensitive data 
when computers were unattended. They found that many users were simply ignoring 
the password protection system -- so many that it became difficult to enforce the 
security mechanisms in place. Similarly, Adams & Sasse discussed that system 
security often lacks “user-centered design and user training” [2]; however, users are a 
critical component in a successful secure system. These systems are not 
psychologically acceptable, that is to say the user’s perceived cost of using the 
systems is out weighted by their perceived benefits [15]. However, considering 
security beyond password use has received little attention. For this reason we present 
findings below that include an analysis of security mechanisms that extend beyond 
password usage (or the lack there of). 

Within prior work there have been few examples of qualitative analysis in regards 
to security and privacy in healthcare (with valuable exceptions [1]). Qualitative 
methods, such as interviews and observations, allowed researchers to gain a “deeper 
understanding of lived experiences by exposing taken-for-granted assumptions” by 
witnessing how “participants live in their environment” [5]. In particular, what work 
that is being done has focused on technologically adept locations, with little research 
regarding those who opt not to use technology [8]. For these reasons we present 
qualitative data from rural-serving physicians’ offices in regards to their security 
practices. 

3   Methods 

3.1   Participants 

Fourteen interviews were conducted with directors of physicians' offices; and, 61.25 
hours of observation were carried out at 5 locations. The participants had, on average, 
20.16 years of experience as a director. The average staff size was 10 people with 
approximately 128 patients seen weekly. All offices provided non-life-critical care. 
Given the dearth of diversity of physician’s offices in this location, more identifying 
information cannot be provided as to the type of centers that were observed due to 
participant anonymity. All participants were unpaid. 

3.2   Interview and Observation Process 

The interview protocol was developed and vetted by two external researchers to the 
project. Participants were asked demographic questions, questions in regards to their 
daily information management practices, and questions in regards to their electronic 
systems. Pictures and forms were collected from offices during interviews. 

Prior to starting each of the observations each observer re-read all prior interviews 
and final reports. The observers were centrally located in the physician’s office and 
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able to watch over the shoulder of the healthcare staff. Observations were spanned to 
watch during all times of the day and across days of the week where patient load and 
temporal work rhythms can vary. 

3.3   Data Analysis and Phenomenology 

We used a phenomenological approach to data analysis to derive the essence of 
security and privacy within collaborative management of patient information. 
Phenomenology is a qualitative method used frequently in healthcare research, but 
has also been used within human-computer interaction research to understand the 
experience of interacting with technology – with the Heidegger’s canonical ‘ready-at-
hand’ example serving as a popular instance [10]. The power of phenomenology is 
the concentration on the essence of a phenomenon [12]. It is applied by focusing on a 
particular object and rendering the experience of interacting with that object to make 
explicit inferences and derived themes [11].  

For our study we do not engage in the continual (and valuable) discourse on 
aspects of phenomenology, but instead affirm the value of studying subjectivity. 
Understanding the subjective nature of security and privacy as lived experiences 
affords a deep understanding of loci of these phenomena refocusing on the social 
along with the technical, thus facilitating user-centric design. To do this, 
phenomenology avoids categorization and organization, but instead the action of the 
method is focused on the description. A powerful tool for phenomenology is therefore 
the presentation of the phenomenon with narrative descriptions, as we have done in 
our results section below [13]. To derive these narratives three researchers engaged to 
thematically organize similar experiences, establishing agreement between the 
researchers, and then examining the resulting body of data related to the essence of 
security and privacy in physicians’ offices as presented in our discussion section. 

4   Results 

We present these results not to point at any one place where security and privacy were 
not accounted for. Instead, we present these results to provide interlaced examples to 
construct a broader understanding of security and privacy in the collaborative 
management of patient information. 

4.1   Password Sharing 

There were two instances where a participant with special access would log into a 
computer or medical system in order for another office member with a lower level of 
access or no access at all to utilize the system. In one case, an employee that worked 
primarily with Medicare needed to log into the hospital’s electronic database to 
collect information on a newborn infant. However, she had not attended the required 
course which would have granted her access to the system. To obtain the information 
she was seeking, she asked one office staff member who did have this access to log 
her in. This scenario demonstrated that, when users share login information, the 
ability to audit who has accessed and modified patient information is lost. 

The second example comes from an interview where the director explained how 
the staff would log into their computers and use that login all day long. Office staff 
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will use another’s machine but everyone in the office “has the same access” and 
“there is no really privacy act between employees,” as one participant explained. 
Because all users of the system have the same level of permissions, there is not a need 
to have an explicit rule specifying that they can or cannot use each other’s computers. 

4.2   General Lack of Passwords 

Even more prevalent than sharing passwords was the general lack of password use. 
There was only one observed use of passwords to enter an individual center’s 
electronic system. An observer wrote “...<PR2> is still typing and clicking in 
MediaDent. She quickly checks her hotmail and re-launches MediaDent and logs into 
it with her user ID and password.” During interviews researchers additionally learned 
that of the physician’s offices that did have electronic systems only 6 used passwords. 
For instance, the observer writes while watching the director, “<the director> brings a 
paper over and punches it on the counter next to me. She leaves her office with it, 
leaving her computer unlocked.” This example is canonical of how office staff would 
(a) leave their computers open when they would leave their workstation, and (b) the 
general lack of concern about leaving a computer insecure. There were three 
additional instances describing a similar lack of password use. 

4.3   Difficulty Locating Patient Files 

There were fourteen occurrences of medical staff having difficulty locating client 
files. These problems resulted in additional patient files being created, files not being 
in the correct location, and lost client information. Furthermore, the office workflow 
was often not conducive to locating paper files. For example, one physician’s office 
had a separate location for when a patient’s file needed a transcription, if the patient 
was going to be seen that day, if the patient’s file had been audited by the doctor, if 
the patient had a particular medical device, and different locations for how long it had 
been since the patient had last been seen (within the last year, within seven years, or 
more than seven years). Due to the different users carrying out different activities on 
the file, the file would be placed in different locations dependent upon a particular 
user’s activities and not the next activity that the file may be needed for. This 
workflow system resulted in conflicts when there was not a shared understanding of 
where a patient’s file should be located. 

4.4  Electronic Record Systems Crashing and Loosing Client Information 

Out of the nineteen physicians’ offices that we visited, eighteen of them had some 
form of electronic records used to manage their patients' care. There were five 
instances where the offices’ electronic system crashed and lost pertinent information. 
One director explained how her office had been making automated electronic back-
ups when they experienced a fatal crash. This crash led to the discovery that the back-
up system had not been properly working for three weeks. As a result the director 
“worked a lot of weekends” in order to re-enter all of the lost information from their 
paper records, which they had still been maintaining. Similarly the director of another 
physician’s office explained that a virus destroyed their patient’s medical and account 
information in their system. This practice now does additional electronic back-ups of 
their system. All offices still maintained their paper-based files “just in case.” 
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Fig. 1. One participant’s patient’s files demonstrating open access for anyone in the office 

4.5   Patient Information Left in the Open 

Given the diverse array of uses for client information, sensitive information is 
dispersed and left in the open environment. This includes sensitive information being 
left on countertops, patient names being shouted across rooms, and sensitive files 
being taken outside of the office where they are not secure. Information in these 
spaces and places do not necessarily indicate a breach in safety, but reflects the uses 
of sensitive information that are not accounted for with the current technology 
systems. 

There were two incidents where private patient information was mistakenly left out 
of a patient's file which resulted in the information being exposed. During an 
observation there was a client X-ray that was left on the counter detached from the 
file. During the observation not only did a nurse with no cause view the file, but also 
due to the lack of identifying information the X-ray ostensibly remained file-less. All 
offices had patient records freely available to anyone to access as shown in Figure 1. 
These files hold highly sensitive information, and the fact that they are freely 
available for anyone to be able to access illustrates that they appear to be not very 
secure. No filing cabinets were observed to be locked at night or during the day. 

4.6   Lost Paper Patient File and Information 

During one interview, a director discussed that, when files go missing, he “will then 
recreate the file.” He does not notify the patient that the file is missing, or report the 
missing information to any other relevant individual. There additionally was 
documentation missing from a patient’s file four times. Such documentation was 
observed to come from a variety of sources - nurses entering information during a 
patient visit, annotations being made by a doctor, transcriptions, etc. In an example, a 
nurse discovered missing information about a patient’s medicine dosage in the 
patient’s file while calling the patient. With chagrin, the nurse apologized and made 
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an update in the patient’s file while reflecting upon how dangerous an incorrect 
dosage would be to the patient. 

4.7   Missing Electronic File 

There were four instances where participants were not able to locate an electronic file. 
In the three out of four incidents in this category, the problem occurred because the 
patient record had not yet been created when someone in the office attempted to 
access it. In the first instance, a patient came to the office over the weekend for 
treatment. However, despite someone being available to treat the patient, no one 
created the electronic record. The second example involved a healthcare worker 
entering information about a visit prior to the record being made about the client. The 
third incident involved a patient calling the practice for medical advice prior to the 
first visit, and the electronic file had not yet been created. In the fourth incident a 
nurse was not able to look up a patient in the EMR system based on their name.  

4.8   Files Being Kept Outside of Office 

Due to the extended duration that physicians’ offices keep their patient records, many 
records past a certain span of years are moved to a secondary location. There simply 
is not enough space at the physician’s office to store all patient records. At some 
locations even currently active patient files are temporarily removed from the office. 
For example, a doctor had a “homework pile” that he would bring take every night for 
calling the patients to make sure they were recovering well. When files are stored 
offsite, they are kept in locations such as basements (“he keeps them in his 
basement”), central storage facilities (“we have a central storage room”), and 
“storage.” All solutions prescribe a new set of stakeholders who have access to the 
patients’ files that were previously unaccounted for.  

5   Discussion 

It has been one of the central tenants of the research on computer supported 
collaborative work that people do not act as individuals. Instead, people interact, 
react, and are mediated through the actions that they have with one another. The 
interaction with computing systems is no different. Computers are used as tools to 
interact, react, and mediate actions with one another. However, when it comes to the 
design of secure systems, many have been designed for the individual rather than as 
an actor within a community of people bound together in joint activity. For example, 
one person is given one password to work at their one computer; or, one file is 
associated with one client which has one unique ID for locating it which is to be 
associated with one person’s ID.  

Yet, as was demonstrated in the previous sections, this is not how the people of 
these centers account for their work. The use of passwords, or the lack there of, and 
the open access to client information at physicians’ offices is perhaps the strongest 
example of the problem of assumed individuality in these centers. Staff shared 
passwords, shouted passwords, and many centers did not use them at all. When 
questioned why, one director explained it is because “<people in the office> can 
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access anything. That’s their job.” It is the job of the people there to do the work, not 
for them to follow them to individually account for their work. With this point in 
mind, we propose two discussion points. 

5.1   Systematic Flaws 

Electronic record systems crashing, data backups failing, difficulty of locating paper 
patient files, and leaving files in the open can all be attributed to flaws within the 
socio-technical system. The work of the electronic system is invisible (to individuals 
and to the group) which results in the inability to determine if they are still working 
correctly. Furthermore, the users have little knowledge of when a crash has occurred 
and, subsequently, their information lost. The perceived and real unreliability of 
electronic systems require practices to maintain their paper files as a reliable backup 
source, resulting in twice the amount of files to maintain and twice the amount of data 
to secure. Leaving information out of files or files off the shelf, even temporarily in 
between uses, is in direct conflict with keeping the information secure in the sense 
that it is not locked away and protected from prying eyes. Redundant information 
represents a system flaw in regards to security, but was created to support the social 
system. Designers should consider the affordances of paper files that are difficult for 
electronic systems such as having a physical location, recognizable handwriting, and 
spotting inconsistencies in the system (e.g., missing information within a file).  

The open access of patient information has many valuable functions within 
physicians’ offices. The files are easier to access when the office becomes busy. It 
keeps what work needs to be done more visible by showing places where files are 
missing. It also signals to new clients that they already have repeated successful 
business. However, it can also mean that the information is more susceptible to theft. 

5.2   Is Patient Privacy a Fallacy? 

Further improvements can be made to enhance the reliability and security of 
electronic systems. Updates can be tracked and system backups can alert the system 
administrators when they fail to run successfully. Additionally, machine learning 
algorithms can process individual user access to patient files in order to identify 
unusual behavior. However, solutions like these can be accused of throwing more 
technology at the problem without accounting for the work that people do. A tenant of 
usable security literature states that people will find a way to circumvent a security 
measure when it comes in conflict with another task. We therefore have presented the 
previous security issues that demonstrate security flaws in the everyday work of a 
physician’s office staff. These are not flaws of malice, but flaws of negligence where 
the work of making client information secure and private is not clearly embodied in 
the collaborative practice of managing patient information.  

6   Conclusion 

Patient files were lost, privacy was breached, and the patient files were relatively 
insecure. Taken together these provide an alarming picture. However, no patient died, 
and in general the records were not stolen. The question has to become why do these 
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problems exist and what can be done about it. Therefore, in this paper we have 
presented the critical and timely need for a deeper understanding of the context of 
security and privacy practices in physicians’ offices. Additionally, we provided data 
to demonstrate the kinds of security and privacy issues present in physicians’ offices 
to start this discussion within the HCI community.  

One of the issues that is embedded with this work is the distinction between ‘is’ 
and ‘ought.’ People ought to use passwords, and they ought to not leave patient 
information unaccounted for. People ought to lock their filing cabinets, and not shout 
patient information. There are many things that people ought not to do. However, that 
is not the goal of human-computer interaction. Instead, as human-centered designers, 
it is our responsibility to represent the ‘is’ in the socio-technical system. We propose 
to do this through enabling communities of security to manage patient records. This 
means sharing passwords, detecting and supporting shouting patient information, and 
knowing the location of decontextualized information. Future work will build on this 
idea to demonstrate new methods of supporting healthcare workers. Additional work 
should be done to identify the costs and benefits of open access systems, especially in 
life-critical situations. 
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