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Abstract. The Advanced Encryption Standard (AES) is a 128-bit block
cipher that is currently being widely used in smartcards. Differential
Power Analysis (DPA) is a powerful technique used to attack a cryp-
tographic implementation in a resource-limited application environment
like smartcards. Despite the extensive research on DPA of AES, it seems
none has explicitly addressed the fundamental issue: How many rounds
of the beginning and end parts of an AES implementation should be
protected in order to resist practical DPA attacks, namely first and
second-order DPA attacks? Implementation designers may think that
it is sufficient to protect the first and last one (or one and a half) rounds
of AES, leaving the inner rounds unprotected or protected by simple
countermeasures. In this paper, we show that power leakage of some in-
termediate values from the more inner rounds of AES can be exploited to
conduct first and/or second-order DPA attacks by employing techniques
such as fixing certain plaintext/ciphertext bytes. We give five general
principles on DPA vulnerability of unprotected AES implementations,
and then give several general principles on DPA vulnerability of pro-
tected AES implementations. These principles specify which positions of
AES are vulnerable to first and second-order DPA. To justify the prin-
ciples, we attack two recently proposed AES implementations that use
two kinds of countermeasures to achieve a high resistance against power
analysis, and demonstrate that they are even vulnerable to DPA. Finally,
we conclude that at least the first two and a half rounds and the last
three rounds should be secured for an AES implementation to be resis-
tant against first and second-order DPA in practice.

Keywords: Side channel cryptanalysis, Advanced Encryption Standard,
Differential power analysis.

1 Introduction

Nowadays, smartcards are widely used in many real-life security applications as a
medium of authenticating the identity of a user and/or executing cryptographic
� This work was supported by the Dutch Sentinels project PINPASJC TIF.6687.

J. Zhou and M. Yung (Eds.): ACNS 2010, LNCS 6123, pp. 168–185, 2010.
c© Springer-Verlag Berlin Heidelberg 2010



Principles on the Security of AES against First and Second-Order DPA 169

operations. Power analysis [1] is well known as a practical threat to the security
of a cryptographic implementation running in a resource-constrained application
environment such as a smartcard. It is based on the fact that the power con-
sumption during an execution of the implementation reveals some information
about the data being processed. Primarily, there are two types of power analysis:
Simple Power Analysis (SPA) and Differential Power Analysis (DPA). An n-th
order DPA attack extracts secret key information by analysing the correlation
between the secret key and n points of the power consumption, and it works
under the fundamental hypothesis [2]: There exists a set of n intermediate vari-
ables that appear during execution of the algorithm, such that guessing a few
key bits (in practice less than 32 bits) allows us to decide whether or not two
inputs give the same value for a known function of these n variables. Though the
computing power has been increasing, guessing 32 or more bits is still considered
to be unpractical in the context of DPA on smartcards. Up to now, only first and
second-order DPA attacks have been experimentally demonstrated to be feasible
and efficient in practice, see [3, 1, 4, 5]. Thus, it is a minimum requirement for
a cryptographic implementation to be resistant against first and second-order
DPA in practice.

The Advanced Encryption Standard (AES) [6] is a 128-bit block cipher with
a user key of 128, 192 or 256 bits. It was released by NIST in 2001 as the new-
generation data encryption standard for use in the USA, and was adopted as an
ISO [7] international standard in 2005. Being used more and more widely in real-
ity, AES is one of the most promising cryptographic algorithms for smartcards,
and thus how to design a secure and efficient AES smartcard implementation is
of great interest to both industry and academia. A variety of solutions have been
presented during the past several years, for example, [10,11,12,8,13,14,9]. One of
the most widely used software countermeasures is the Boolean masking method,
as followed in [10,15,16,12,17,14]. The main idea of this method is to mask any
sensitive intermediate value by XORing it with one or more randomly generated
values called masks. Another kind of software countermeasures is hiding, such
as randomizing the operations of an algorithm [18].

It has been known that an attacker can exploit the SubBytes operation of the
first or last round of AES to conduct a first-order DPA attack. In 2006, Jaffe [19]
described a first-order DPA attack exploiting the SubBytes operation of Round 2.
Despite the extensive research on the protection of AES against DPA, to our best
knowledge, it seems that none has explicitly addressed the fundamental issue:
How many rounds of the beginning and end parts of an AES implementation
should be protected in order to resist practical DPA attacks, namely first and
second-order DPA attacks? To achieve a good tradeoff between security and
efficiency, some implementation designers may think that it is enough to protect
the first and last one (or one and a half) rounds of AES to thwart first and
second-order DPA attacks, leaving the inner rounds unprotected or protected
by simple countermeasures, e.g. [8, 9]. The reason that the beginning and end
parts of AES are particularly protected is that they are more vulnerable to DPA
attacks, because an intermediate value from there depends on a relatively small
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fraction of the key, and an intermediate value from the inner rounds depends on
a group of 32 or more key bits, due to the diffusion and confusion properties of
the MixColumns operation.

In this paper, we focus on the security of the AES with 128 key bits against
DPA. Taking advantage of several simple techniques, such as fixing certain plain-
text/ciphertext bytes, we exploit some intermediate values from the inner rounds
of AES to conduct first and second-order DPA attacks. We summarise them as
five general principles for first and second-order DPA on unprotected AES im-
plementations; some simple cases in the principles have already been known to
the public, but more cases are presented for the very first time. We then de-
rive several general principles for first and second-order DPA on protected AES
implementations. The principles suggest that when securing an AES implemen-
tation against first and second-order DPA one should well protect at least the
first two and a half rounds and the last three rounds, i.e. from the beginning un-
til the MixColumns operation of the third round and from the beginning of the
eighth round to the end. As examples, we apply the general principles to attack
Herbst et al.’s and Tillich et al.’s AES software implementations [8,9], and show
that they are not secure against first and/or second-order DPA attacks. An in-
novative point for Herbst et al.’s and Tillich et al.’s implementations is that they
use two kinds of countermeasures, namely randomization (operation shuffling)
and masking, to make themselves highly resistant against power analysis.

The remainder of this paper is organised as follows. In the next section we
give the notation and briefly review the AES cipher. In Section 3, we present the
general principles on first and second-order DPA of unprotected and protected
AES implementations, and explain these principles in detail in Section 4. In
Section 5, we provide justifications by applying the general principles to Herbst
et al.’s and Tillich et al.’s AES implementations in practice. In Section 6 we
compare our result with related work. In Section 7 we give several principles on
the protection of AES against first and second-order DPA. Section 8 concludes
the paper.

2 Preliminaries

In this section we describe some notation and the AES block cipher.

2.1 Notation

In the following descriptions, we assume that a number without a prefix is in
decimal (base 10) notation, and a number with prefix 0x is in hexadecimal (base
16) notation. The sixteen bytes of a 4×4 byte array are numbered using the
conventional row-column fashion, starting with (0,0) (i.e. (0,0), (0,1), · · · , (3,3)).
We use the following notation.

⊕ bitwise logical exclusive OR (XOR) of two bit strings of the same length
∗ polynomial multiplication modulo the polynomial x8 + x4 + x3 + x + 1
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2.2 The AES Block Cipher

The AES [6] cipher takes as input a 128-bit plaintext block P , represented as
a 4 × 4 byte array, and has a total of 10 rounds. It uses the following four
elementary operations to construct the round function.

– The AddRoundKey operation XORs a 4×4 byte array with a 16-byte subkey.
– The SubBytes operation applies the same 8×8-bit bijective S-box (denoted

below by S) 16 times in parallel to a 4×4 byte array.
– The ShiftRows operation cyclically shifts the jth row of a 4×4 byte array to

the left by j bytes, (0 ≤ j ≤ 3).
– The MixColumns operation pre-multiplies a 4×4 byte array by a fixed 4×4

byte matrix MC = (mi,j); see [6] for the specifications of the matrix MC
and its inverse MC−1 = (m′

i,j).

The encryption procedure is, where X is a 16-byte variable, K0, Ki and K10 are
16-byte round keys, and C denotes the ciphertext.

1. X = AddRoundKey(P, K0).
2. For i = 1 to 9:

X = SubBytes(X),
X = ShiftRows(X),
X = MixColumns(X),
X = AddRoundKey(X, Ki).

3. X = SubBytes(X), X = ShiftRows(X), C = AddRoundKey(X, K10).

The ith iteration in Step 2 in the above description is referred to below as Round
i, and the transformation in Step 3 is referred to below as the final round (i.e.
Round 10). We write Ki

j,h for byte (j, h) of Ki, (0 ≤ j, h ≤ 3, 0 ≤ i ≤ 10).

3 Principles on First and Second-Order DPA of AES

In this section, we first give five general principles for DPA attacks on unprotected
AES implementations, and then derive a few general principles on protected AES
implementations. These principles are obtained under the fundamental hypothesis
given in Section 1. Recall that a DPA attack is, under the fundamental hypothesis,
considered to be unpractical if it requires guessing 32 bits or more. We remind the
reader that more inner rounds could be similarly attacked if it was feasible to guess
32 or more bits in some environments.

3.1 Principles for Unprotected AES Implementations

Below are the five general principles for first and second-order DPA on plain
AES implementations without countermeasure, which are categorized by the
location of the intermediate byte(s) exploited. Details of the principles are given
in Section 4.
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i. Any intermediate byte before the MixColumns operation of Round 3 can be
exploited to conduct a first-order DPA attack. The attack uses a number
of plaintexts with 0, 3 or 15 bytes fixed, depending on the location of the
exploited byte.

ii. Any intermediate byte after the AddRoundKey operation of Round 7 can
be exploited to conduct a first-order DPA attack. The attack uses a number
of ciphertexts with 0, 3 or 15 bytes fixed, depending on the location of the
exploited byte.

iii. Any two intermediate bytes before the SubBytes operation of Round 3 can
be exploited to conduct a second-order DPA attack, if their XOR value is
plaintext-dependent1. The attack uses a number of plaintexts with 0, 1, 2,
3, 4, 7, 11 or 15 bytes fixed, depending on the location of the two exploited
bytes.

iv. Any two intermediate bytes after the SubBytes operation of Round 8 can
be exploited to conduct a second-order DPA attack, if their XOR value is
ciphertext-dependent. The attack uses a number of ciphertexts with 0, 2, 3,
4, 7 or 15 bytes fixed, depending on the location of the two exploited bytes.

v. Any intermediate byte before the MixColumns operation of Round 2 and
any intermediate byte after the MixColumns operation of Round 8 can be
exploited to conduct a second-order DPA attack. The attack uses a number
of plaintexts with 0, 3 or 4 bytes fixed and their ciphertexts with 0, 4 or 3
bytes fixed, depending on the location of the two exploited bytes.

To apply these DPA attacks in practice one needs to acquire the power traces
of plaintexts and/or ciphertexts with the required properties, which depends
on specific application environments. These DPA attacks work under four at-
tack scenarios, namely, a ciphertext-only scenario, a known-plaintext scenario,
a chosen-plaintext scenario, and an adaptive chosen-ciphertext scenario. The
simple cases in the principles, like those exploiting the SubBytes operation of
the first or last round, requires a known-plaintext or ciphertext-only scenario.
Obtaining plaintexts with a few bytes fixed is simple, which can be easily done
under a chosen-plaintext scenario. Obtaining ciphertexts with a few bytes fixed
is a little sophisticated. It usually requires an (adaptive) chosen-ciphertext sce-
nario. For instance, an attacker can first choose a number of ciphertexts with
certain bytes fixed, and then decrypts them under the attacked key. This usu-
ally requires an AES decryption implementation available, and in this case the
attacker may choose to attack the decryption implementation using the cho-
sen ciphertexts. Anyway, as demonstrated by Bleichenbacher [20], an adaptive
chosen-ciphertext attack is feasible in some real world applications. To obtain
plaintexts with a few bytes fixed and their ciphertexts with certain bytes fixed,
an attacker can use the following way under a chosen-plaintext scenario: first
encrypt a number of plaintexts with certain bytes fixed, and then look for only
those ciphertexts whose concerned bytes are identical (plaintexts not meeting
this property can be discarded, which causes a high data complexity). Since a
1 The notion ‘plaintext-dependent’ means that the XOR value involves some plaintext

byte(s). Similar for the following notion ‘ciphertext-dependent’.
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large amount of computations are needed in order to obtain the useful texts,
this attack may only be applicable to cryptographic devices that have a strong
computation ability. In the rest of the paper we mainly focus on the possibility
of launching an effective DPA attack when the required texts are available.

The principles also consider attacks where 15 bytes of the plaintexts or ci-
phertexts are fixed and the remaining byte is random. Thus there remain only
256 different plaintexts/ciphertexts available, and a remaining problem is how to
obtain sufficient power traces. A simple way to do so is to encrypt/decrypt every
available plaintext/ciphertext many times, and then to use the obtained power
traces. This is applicable for some devices in practice, particularly considering
that a first-order DPA attack can break an AES S-box implementation using as
few as 100 or even 30 power traces (see [21, 22, 23]). The technique of fixing a
few plaintext and/or ciphertext bits has been used in differential power analysis
of some implementations for the DES [24] block cipher [16,26,25] and AES [19],
as well as in block cipher cryptanalysis, [27] say.

3.2 Principles for Protected AES Implementations

From Principles (i)–(v), we can easily get the following two principles for a
protected AES implementation:

vi. If a byte concerned by Principle (i) or (ii) is unprotected, then it can be
exploited to conduct a first-order DPA attack, no matter how well the other
parts are protected.

vii. If two bytes concerned by Principle (iii), (iv) or (v) are unprotected or pro-
tected only by the same mask, then they can be exploited to conduct a
second-order DPA attack, no matter how well the other parts are protected.

Therefore, a protected AES implementation would be vulnerable to a first or
second-order DPA attack if it has either of the above weaknesses, no matter
how well the other parts are protected. Herbst et al.’s and Tillich et al.’s AES
implementations are such examples as to be attacked in Section 5.

4 Principle Details

In this section we explain the principles in Section 3.1 in detail.

4.1 Explaining Principles (i) and (ii)

Simple cases in Principles (i) and (ii) have been well known, such as those ex-
ploiting a byte immediately before the SubBytes operation of Round 10. Here
we will explain two representative cases: a moderate case in Principle (ii) which
exploits a byte immediately before the AddRoundKey operation of Round 8,
and the most difficult case in Principle (i) which exploits a byte immediately
after the SubBytes operation of Round 3. The reasoning is similar for the other
cases of Principles (i) and (ii).
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Attacking the AddRoundKey Operation in Round 8. Let v be the ex-
ploited byte immediately before the AddRoundKey operation in Round 8. There
is no MixColumns operation in the last round of AES, and a byte immediately
before the AddRoundKey operation of Round 8 depends on a group of 9 key
bytes (one from K8, four from K9, and the remaining four from K10) when we
express it using relevant ciphertext bytes. Thus, a naive first-order DPA attack
exploiting the byte v would need to guess more than 32 secret key bits, which is
infeasible under the fundamental hypothesis. Nevertheless, as described subse-
quently, we find that this limitation can be circumvented by using the technique
of fixing a few ciphertext bytes.

The XOR of v and the corresponding byte of K8, denoted by k0, is input
to an S-box in Round 9; and let u be the output of the S-box. Thus, we have
v = k0⊕S−1(u). The following ShiftRows operation does not change the value of
u. Then, u is used as a part of the input to the MixColumns operation in Round 9,
and we refer to the resulting output column (four bytes) as (u0, u1, u2, u3). Hence,
u can be expressed as follows:

u = m′
0 ∗ u0 ⊕ m′

1 ∗ u1 ⊕ m′
2 ∗ u2 ⊕ m′

3 ∗ u3 ,

where m′
0, m

′
1, m

′
2, m

′
3 are relevant elements from MC−1. Subsequently, (u0, u1, u2,

u3) is used to generate four ciphertext bytes, where four bytes of K9 and four
bytes of K10 are involved. We denote the involved four bytes of K9 as (k1, k2, k3,
k4), the involved four bytes of K10 as (k5, k6, k7, k8), and the resulting four
ciphertext bytes as (c0, c1, c2, c3). Thus, the four bytes u0, u1, u2, u3 can be ex-
pressed as,

u0 = S−1(c0 ⊕ k5) ⊕ k1, u1 = S−1(c1 ⊕ k6) ⊕ k2,

u2 = S−1(c2 ⊕ k7) ⊕ k3, u3 = S−1(c3 ⊕ k8) ⊕ k4 .

To simplify our explanations, we write the value of m′
0 ∗k1⊕m′

1 ∗u1⊕m′
2 ∗u2⊕

m′
3 ∗ u3 as θ. Thus, we have u = m′

0 ∗ S−1(c0 ⊕ k5) ⊕ θ. Therefore, the exploited
byte v can now be represented as

v = k0 ⊕ S−1(m′
0 ∗ S−1(c0 ⊕ k5) ⊕ θ) . (1)

Observe that θ is related to only three ciphertext bytes, namely (c1, c2, c3). Thus,
if we have a number of ciphertexts such that bytes (c1, c2, c3) are fixed to ar-
bitrary values (and the other bytes are random), then the value of θ will be
constant for these ciphertexts. In order to use these ciphertexts to conduct a
first-order DPA attack exploiting v, we need to guess only the 24 unknown bits
for (k0, k5, θ) to predict the value of v. This is much less than the limitation of
32 bits in the fundamental hypothesis. As a consequence, the DPA attack can
reveal the values of the two key bytes k0 and k5, guessing only 24 unknown bits.
The whole round key K8 or K10 can be revealed by performing additional 15
similar attacks.

Further, we can conduct a single-bit (first-order) DPA attack using Eq. (1),
by guessing only the 16 unknown bits for (k5, θ). In such an attack, one bit of
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the intermediate byte v is targeted, and to predict the target bit we first make a
hypothesis on the value of the corresponding bit of k0, and then guess for (k5, θ).
The difference between the average of the power traces for which the target bit
is 1 and the average of the power traces for which the target bit is 0 is used to
determine whether or not the guess for (k5, θ) is correct. The difference will be
the largest only when the guess for (k5, θ) is correct, because the bit from k0 does
not affect the magnitude and just changes the sign of the difference. Therefore,
the single-bit DPA attack can reveal k5, guessing only 16 unknown bits (k5, θ).

Attacking the SubBytes Operation in Round 3. The most difficult case
in Principle (i) is to attack a byte immediately after the SubBytes operation
in Round 3. Let v denote such a byte. Different from the intermediate byte
exploited above, any intermediate byte between the MixColumns operation of
Round 2 and the MixColumns operation of Round 8 depends on the whole 128
key bits and the whole 128-bit plaintext or ciphertext. Thus, we need more tricks
to deal with this case. v is dependent on all the 16 plaintext bytes, due to the
diffusion and confusion properties of the MixColumns and ShiftRows operations
of Rounds 1 and 2. Following a reasoning similar to that described above, we
learn that the intermediate byte v is an expression of the form:

v = S(m0 ∗ S(m1 ∗ S(p0 ⊕ k0) ⊕ θ) ⊕ δ) , (2)

where m0, m1 are relevant elements from MC, p0 is a plaintext byte, k0 is the
byte of K0 XORed with p0, θ is a function of 3 plaintext bytes and 4 key bytes,
and δ is a function of 12 plaintext bytes and 13 key bytes. After a simple analysis,
we can get the details of θ and δ.

If we choose a number of plaintexts with the fifteen bytes except p0 fixed, then
θ and δ are constant for these plaintexts. Thus, using these plaintexts, we can
conduct a first-order DPA attack using Eq. (2), by guessing the 24 unknown bits
for (k0, θ, δ), and obtain the 8 key bits for k0. Note that unlike in the previous
attack, we now have to guess for all the 24 unknown bits even when a single-bit
DPA is conducted, for each bit of v depends on all the 24 unknown bits.

4.2 Explaining Principles (iii) and (iv)

Second-order DPA exploits two intermediate values. We first explain a moderate
case of Principle (iii), and then explain a most difficult case of Principle (iii).
Similar for the remaining cases of Principles (iii) and (iv).

Attacking the SubBytes Operation in Round 2. The two exploited bytes
are from the output of the SubBytes operation in Round 2. Let’s first investigate
how the targeted intermediate bytes are calculated. Let v be the output of one
exploited S-box in Round 2, and let u be the input of the S-box, that is, v = S(u).
This input u equals the XOR of a byte of K1, denoted by k0, and an output byte
of the MixColumns operation in Round 1. This output byte of the MixColumns
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operation is calculated based on a column of 4 input bytes, and let (u0, u1, u2, u3)
denote this column. Then, u can be expressed as:

u = k0 ⊕ m0 ∗ u0 ⊕ m1 ∗ u1 ⊕ m2 ∗ u2 ⊕ m3 ∗ u3 ,

where m0, m1, m2, m3 are relevant elements from MC. The four bytes u0, u1, u2,
u3 are calculated based on 4 plaintext bytes and 4 bytes of K0; we denote
by (p0, p1, p2, p3) the 4 plaintext bytes and by (k1, k2, k3, k4) the 4 bytes of K0.
Hence, we have

u0 = S(p0 ⊕ k1), u1 = S(p1 ⊕ k2), u2 = S(p2 ⊕ k3), u3 = S(p3 ⊕ k4).

Let θ = k0 ⊕ m1 ∗ u1 ⊕ m2 ∗ u2 ⊕ m3 ∗ u3, then v can be rewritten as v =
S(m0 ∗ S(p0 ⊕ k1) ⊕ θ).

Now, given the other exploited output byte w of the SubBytes operation in
Round 2, we have two situations to consider: (A) v and w are dependent on
different sets of four plaintext bytes; and (B) v and w are dependent on the
same set of four plaintext bytes. We first consider situation A. Compute the
XOR of v and w as:

v ⊕ w = S(m0 ∗ S(p0 ⊕ k1) ⊕ θ) ⊕ w . (3)

It requires 4 plaintext bytes and 5 key bytes to calculate v or w. Hence, a
straightforward second-order DPA attack needs to guess the 10 key bytes in
order to predict the value v ⊕ w, which is impossible in practice under the
fundamental hypothesis. Nevertheless, observe that θ and w involve a total of 7
plaintext bytes. If we have a number of plaintexts with the seven bytes involved
in θ and w fixed, then w and θ are constant for these plaintexts, and thus we
can conduct a second-order DPA attack using Eq. (3), by guessing only the 24
unknown bits for (k1, θ, w). Further, as in the single-bit first-order DPA attack in
Section 4.1, if a single-bit second-order DPA attack is conducted using Eq. (3),
we need to guess only the 16 unknown bits for (k1, θ), and finally reveal the key
byte k1.

Next we consider situation B, where v and w are dependent on the same set of
four plaintext bytes. Similarly, w can be expressed as w = S(m4∗S(p0⊕k1)⊕θ′),
where m4 is an element from MC, and θ′ is a function of the three plaintext bytes
(p1, p2, p3) and four key bytes. Thus, the XOR of v and w is

v ⊕ w = S(m0 ∗ S(p0 ⊕ k1) ⊕ θ) ⊕ S(m4 ∗ S(p0 ⊕ k1) ⊕ θ′) . (4)

As a result, if we have a number of plaintexts with the three bytes involved in
θ and θ′ fixed, then θ and θ′ are constant for these plaintexts, and thus we can
conduct a second-order DPA attack using Eq. (4) to obtain k1, by guessing only
the 24 unknown bits for (k1, θ, θ

′).

Attacking the AddRoundKey Operation in Round 2. The two exploited
bytes v and w are from the output of the AddRoundKey operation of Round 2.
Obviously, either of v and w is dependent on all the 16 plaintext bytes and 21
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key bytes. After a simple analysis, we learn that v and w can be respectively
expressed as the following form.

v = m0 ∗ S(m1 ∗ S(p0 ⊕ k0) ⊕ θ) ⊕ δ ,

w = m2 ∗ S(m3 ∗ S(p0 ⊕ k0) ⊕ θ′) ⊕ δ′ ,

where m0, m1, m2, m3 are elements from MC, p0 is a plaintext byte, k0 denotes
the byte of K0 XORed with p0, either of θ and θ′ is a function of 3 plaintext
bytes and 4 key bytes, and either of δ and δ′ is a function of 12 plaintext bytes
and 16 key bytes. Consequently, the XOR of v and w is

v⊕w =
m0 ∗ S(m1 ∗ S(p0 ⊕ k0) ⊕ θ) ⊕ m2 ∗ S(m3 ∗ S(p0 ⊕ k0) ⊕ θ′) ⊕ δ ⊕ δ′ . (5)

Observe that θ′ involves the same set of 3 plaintext bytes as θ, and δ′ involves
the same set of 12 plaintext bytes as δ. Thus, if we have a number of plaintexts
with the 15 plaintext bytes except p0 fixed, then θ, θ′, δ and δ′ will be constant
for these plaintexts. Thus, by guessing the 24 unknown bits for (k0, θ, θ

′) we can
conduct a single-bit second-order DPA attack using Eq. (5) to obtain k0.

Furthermore, v⊕w involves only a total of 12 plaintext bytes in a few special
situations, and thus we need a number of plaintexts with only 11 bytes fixed.
For example, v and w are the output bytes (0, i) and (1, i) of the AddRoundKey
operation of Round 2, where 0 ≤ i ≤ 3. As bytes (0,3) and (1,3) of the MC
matrix are identical (i.e. 0x01), XORing v and w will cancel the last input byte
of the i-th column of the MixColumns operation of Round 2, and v ⊕ u involves
a total of 12 plaintext bytes only. As a result, we only need to fix 11 plaintext
bytes to get constant θ, θ′, δ and δ′. Other special situations include bytes (0, i)
and (3, i), bytes (1, i) and (2, i), and bytes (2, i) and (3, i), which can be easily
spotted from the MC matrix. These special situations are because every column
of the MC matrix contains two identical elements. Similar special cases do not
hold for the MC−1matrix, for the four elements of a column of MC−1are different
one another.

4.3 Explaining Principle (v)

We briefly explain a difficult case in Principle (v): one exploited byte v is imme-
diately after the SubBytes operation of Round 2, and the other exploited byte w
is immediately before the AddRoundKey operation of Round 8. We know that v
is dependent on 4 plaintext bytes and 5 round key bytes, and w is dependent on
4 ciphertext bytes and 9 round key bytes. A similar analysis reveals that v ⊕ w
can be expressed as the following form:

v ⊕ w = S(m0 ∗ S(p0 ⊕ k0) ⊕ θ) ⊕ w , (6)

where m0 is an element from MC, p0 is a plaintext byte, k0 is the byte of K0

XORed with p0, and θ is a function of 3 plaintext bytes and 4 key bytes. If
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we have a number of plaintexts and ciphertexts such that the 3 plaintext bytes
involved in θ and the 4 ciphertext bytes involved in w are fixed, then θ and w are
constant for these plaintexts and ciphertexts. Consequently, we can conduct a
second-order DPA attack using Eq. (6) to obtain k0, by guessing the 24 unknown
bits for (k0, θ, w). Similarly, a single-bit second-order DPA attack guessing only
the 16 unknown bits for (k0, θ) is feasible using Eq. (6).

Alternatively, v ⊕ w can also be expressed as the following form:

v ⊕ w = S−1(m′
0 ∗ S−1(c0 ⊕ k0) ⊕ θ) ⊕ δ , (7)

where m′
0 is an element from MC−1, c0 is a ciphertext byte, k0 denotes the byte

of K10 XORed with c0, θ is a function of 3 ciphertext bytes and 7 key bytes,
and δ is a function of 4 plaintext bytes and 6 key bytes. Therefore, if we have a
number of plaintexts and ciphertexts such that the 4 plaintext bytes involved in
δ and the 3 ciphertext bytes involved in θ are fixed, we can conduct a second-
order DPA attack using Eq. (7) to obtain k0 by guessing the 24 unknown bits
for (k0, θ, δ), and conduct a single-bit second-order DPA attack to obtain k0 by
guessing only the 16 unknown bits for (k0, θ).

5 Experimental Results

In 2006, Herbst, Oswald and Mangard [8] presented an AES software implemen-
tation for 8-bit smartcards; see [8] for its specifications. Herbst et al.’s implemen-
tation uses randomization and masking for (roughly) the first round and the last
one and a half rounds, and uses only masking for the inner rounds. Building on
Herbst et al.’s idea, in 2007 Tillich, Herbst and Mangard [9] presented an AES
implementation for 32-bit smartcards; see [9] for its specifications. Tillich et al.’s
implementation uses both the countermeasures for (roughly) the first one and a
half rounds and the last one and a half rounds, and uses no countermeasures for
the inner rounds.

In this section, we take Herbst et al.’s and Tillich et al.’s AES implementations
as examples, and conduct representative experiments to justify the principles in
Section 3. We program the two implementation schemes in the EEPROM of
an AVR-based 8-bit micro-controller. The micro-controller is clocked at 3.57
Mhz, and the power signals are sampled at a rate of 200M samples per second.
Note that we use correlation to distinguish correct and incorrect key guesses in
the experiments, but similar results hold when using the classical “difference of
means” way [1].

5.1 Practical Attacks on Herbst et al.’s Implementation

From [8] we observe that the output bytes of the SubBytes operation of Round 2
or 9 are protected only by the same mask M ′ in Herbst et al.’s implementation,
and the output bytes of the AddRoundKey operation of Round 1 or 8 are pro-
tected only by the same mask M . Thus, by Principle (vii) we learn that Herbst
et al.’s implementation is vulnerable to second-order DPA attacks.
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Fig. 1. The SubBytes operation in Round 2

We perform a second-order attack that exploit two output bytes of the
SubBytes operation of Round 2. The attack recovers a key byte by guessing
only 16 unknown bits. The two exploited bytes are the first byte X0,0 and the
last byte X3,3. Following the descriptions in Section 4.2, we know that their
XOR is,

X0,0 ⊕ X3,3 = S(m0,0 ∗ S(P0,0 ⊕ K0
0,0) ⊕ θ) ⊕ X3,3 .

We choose 16384 plaintexts such that the seven bytes (1, 1), (2, 2), (3, 3), (1, 0),
(2, 1), (3, 2) and (0, 3) are respectively fixed to 5, 10, 15, 1, 6, 11 and 12, and
the other bytes are random, and we use the secret key K = (Ki,j) with Ki,j =
i + j × 4. Thus, θ = 115 and X3,3 = 94 hold for every plaintext.

We then obtain the power traces for encrypting the 16384 plaintexts on the
micro-controller. We use the attack strategy given in Chapter 10.3 of [21]. In
order to reduce the computational workload of the attack, we compress the power
traces by combining (adding up) all the signals during each clock cycle. We next
make an educated guess for the time frames when X0,0 and X3,3 are computed
during every execution by optically inspecting the power traces. Fig. 1 plots a
power trace segment that corresponds to the SubBytes operation in Round 2,
where the 16 sequential S-box substitutions are clearly distinguishable from each
other. The first S-box substitution occurs in clock cycles 19–38, and the last S-
box substitution occurs in clock cycles 338–356. Subsequently, for every power
trace we calculate the absolute-of-difference of each signal in clock cycles 19–38
and each signal in clock cycles 338–356. The resulting traces, which contains 380
signals each, are referred to as the preprocessed power traces. At last, a first-order
attack is applied using the preprocessed power traces. In this step, we correlate
the power traces to the leftmost bit of the exploited variole X0,0 ⊕ X3,3, where
all the possible values for (K0

0,0, θ) are tested. In our experiment the advantages
of a single-bit attack over a multi-bit attack are two-fold: (1) The testing space
is reduced by 1

3 ; and (2) The ghost peaks caused by incorrect hypotheses of X3,3

in case of a multi-bit attack (due to the linearity of XOR) can be avoided.
The results of the second-order attack are plotted in Fig. 2, where the black

curve corresponds to the correct guess (i.e., when (K0
0,0, θ) = (0, 115)), and

the gray curves correspond to the incorrect guesses. The figure shows that the
correct guess leads to the highest peak at point 300. This point corresponds to
clock cycles 34 and 352 in the original traces, during which X0,0 and X3,3 are
manipulated on the micro-controller.
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Fig. 2. Results for all the 65536 guesses
in a second-order attack

Fig. 3. Results at point 300 with an in-
creasing number of traces

We analyze the number of power traces required by such an attack. We per-
form 128 attacks using 128, 256, 384, . . . , 16384 power traces, respectively. Dif-
ferent from the above experiment, we only test the interesting point in time,
i.e., point 300 in the preprocessed trace. Fig. 3 depicts the evolution of the re-
sults over an increasing number of power traces used, where the outer thicker
black curves mark the expected region of the incorrect key hypotheses with a
confidence of 0.9999. Again, the result for the correct guess is plotted in black,
and the rest are plotted in gray. The point where the curve for the correct key
hypothesis leaves this region gives an estimation of the number of traces required
by a successful attack. From Fig. 3 we get that the attack can almost always
succeed with approximately 8000 traces.

5.2 Practical Attacks on Tillich et al.’s Implementation

From [9] we observe that there is no protection between the AddRoundKey op-
eration in Round 2 and the MixColumns operation in Round 3 and between the
MixColumns operation in Round 7 and the AddRoundKey operation in Round
8. Thus, by Principle (vi) we can conduct first-order DPA attacks on Tillich et
al.’s implementation. Observe that all the output bytes of the AddRoundKey
operation in Round 8 are concealed by the same mask M , and thus by Principle
(vii), Tillich et al.’s implementation is vulnerable to second-order DPA attacks.
The second-order DPA attacks are similar to that described above for Herbst et
al.’s implementation.

We perform a first-order attack exploiting an input byte of the AddRoundKey
operation in Round 8. The attack reveals a key byte of K10 by guessing only 16
unknown bits. The exploited byte is the first input X0,0, and by the guideline in
Section 4.1 we have,

X0,0 = K8
0,0 ⊕ S−1(m′

0,0 ∗ S−1(C0,0 ⊕ K10
0,0) ⊕ θ).

We generate 16384 plaintexts which cause 16384 ciphertexts with bytes (1, 3),
(2, 2) and (3, 1) being equal respectively to 13, 10 and 7 when encrypted using
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Fig. 4. Results for all 65536 guesses in a
first-order attack

Fig. 5. Results at clock cycle 27 with an
increasing number of traces

the secret key K = (Ki,j) with Ki,j = i + j × 4. Hence, θ = 124 for all the
ciphertexts, and K10

0,0 = 19.
We collect the power traces for encrypting the plaintexts on themicro-controller.

Again, to reduce the computational complexity of the subsequent analysis we per-
form the same compression of traces and optical inspection as in the attack in Sec-
tion 5.1. Finally, we successfully find the key byte K10

0,0 after performing an attack
on the leftmost bit of X0,0 by guessing for (K10

0,0, θ). The results of this attack are
depicted in Fig. 4, where the black curve represents the result for the correct guess
of (K10

0,0, θ) and the gray curves represent the results for the incorrect guesses. A
distinctive peak happens at clock cycle 27, indicating that X0,0 is manipulated at
clock cycle 27 during the encryptions. To analyze the number of required power
traces, we performe 128 such attacks using 128, 256, 384, . . . , 16384 power traces
respectively and calculate the results only for clock cycle 27; the results are shown
in Fig. 5, which indicates 2000 traces are adequate for a successful attack.

6 Comparison with Related Work

As mentioned above, this paper concerns solely the security of an AES imple-
mentation against the primary type of power analysis — DPA. During the past
few years, other types of power analysis have been proposed, including the tem-
plate attack [28], the side-channel collision analysis [29] and those obtained by
combining the existing power analytic techniques [30]. Compared with DPA,
these attack techniques require more assumptions on the ability of an attacker
and are much harder to conduct in practice.

Following the side-channel collision analysis approach, in 2006 Handschuh
and Preneel [31] applied differential cryptanalysis [32] for power attacks on DES,
which exploit intermediate values immediately after the first four rounds of DES.
Handschuh and Preneel’s result differs from ours in several aspects: (I) Their
attacks require high probability differentials for reduced rounds of the cipher
concerned, and are hard to apply to the first two and a half rounds of AES (i.e.
from the beginning until the MixColumns operation of the third round). For DES
there are 4-round differentials with large probabilities (e.g. 3.8×10−4); but as the
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maximum differential probability for the AES S-box is 2−6 and the MixColumns
operation has a branch number of 5 [33], thus for AES a differential characteristic
operating on the first two and a half rounds has a probability of at most 2−54.
Park et al. [34] gave the upper bound 1.144 × 2−111 for the probability of a
4-round AES differential. Therefore, these differentials are not useful for power
analysis in practice because their probabilities are too small; (II) Handschuh
and Preneel’s attacks depend on a direct measurement of the Hamming weight
of an intermediate value, and like the side-channel collision analysis, are harder
to perform than DPA attacks, but our attacks are DPA attacks; and (III) Our
result also includes attacks that work for protected implementations where the
exploited intermediate state is masked or partially masked.

Motivated by Handschuh and Preneel’s work, in 2007 Biryukov and Khovra-
tovich [35] applied two other traditional symmetric-key cryptanalytic methods
to obtain new techniques of side-channel cryptanalysis, namely the impossible
collision attack and the multiset collision attack, which exploit intermediate val-
ues immediately after the first three or four rounds of AES. This is better than
our result in terms of the numbers of attacked rounds. However, their attacks
require more and stronger assumptions on the ability of an attacker than ours,
and have much larger data and computation complexities, e.g., 219 − 232 mea-
surements and 227−254 off-line computations; and another important difference
is like that described in the above (III): our result can be applicable in some
implementations with the exploited intermediate values being masked.

In 2008, using some sophisticated techniques [9] obtained by combining (high-
order) DPA attacks and the windowing technique [3], Tillich and Herbst [36]
presented several complicated power analysis attacks on Herbst et al.’s imple-
mentation. Their attacks aim to demonstrate how to break the countermeasures;
they use the assumption that the attacker has the knowledge of the generating
or storing time of a mask (as well as its power consumption), and use the win-
dowing technique to deal with the effect of randomization. By contrast, we aim
to demonstrate how far intermediate values can be exploited. Our attacks do not
use the assumption, and do not need to deal with the effect of randomization,
for they exploit intermediate values beyond the randomization zones; and they
require much less plaintexts, and are very simple and easy to conduct in practice.

7 Principles on the Protection of AES against First and
Second-Order DPA

From the principles in Section 3, we can easily get the following principles for
protecting AES against first and second-order DPA.

(1) Any one or two bytes concerned by Principles (i)–(v) should not be left
unprotected.

(2) Any two bytes concerned by Principles (iii)–(v) should not be protected only
by the same mask; in other words, if they are protected by the same mask,
other countermeasure(s) should be present.
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How far should we protect the beginning and end parts of AES in order to re-
sist first and secon-order DPA attacks (under the fundamental hypothesis)? Now
the general principles answer this question to some extent: In summary, in order
to make an AES implementation secure against first and second-order DPA, one
should sufficiently protect at least the first two and a half rounds and the last three
rounds of AES, i.e. from the beginning until the MixColumns operation of Round
3 and from the beginning of Round 8 to the end. Note that this result is towards
a general application environment, and aims to provide a necessary security level
against first and second-order DPA, and sophisticated attacks are not taken into
account. In addition, it is based on the techniques we have known currently. In
practice, implementation designers can decide the protected rounds according to
application environments, for example, if it is not possible for an attacker to obtain
plaintexts then the first two and a half rounds might be left unprotected.

Various countermeasures or their combinations can be applied to make an
AES implementation secure against first and second-order DPA. If using the
randomization and masking techniques as followed in [8, 9], one should apply
masking to those operations that are vulnerable to first-order DPA, and should
apply both countermeasures to those operations that are vulnerable to second-
order DPA. If the sophisticated attacks were considered, enhanced protection
mechanisms should be adopted.

8 Conclusions

In this paper, we have extensively studied the security of AES against first and
second-order DPA. A few general principles have been presented for attacking
an AES implementation. We have discovered that some values from the inner
rounds of AES can be exploited to conduct a first or second-order DPA attack.
As examples, we have demonstrated that Herbst et al.’s and Tillich et al.’s AES
implementations are even vulnerable to first and second-order DPA attacks, al-
though they are designed to achieve a high protection against power analysis
using two kinds of countermeasures. We have given several principles for pro-
tecting an AES implementation against first and second-order DPA attacks. In
general, for the time being, the first two and a half rounds and the last three
rounds of an AES implementation should be well protected in order to thwart
first and second-order DPA in practice.
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