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Abstract. At CHES 2006, Prouff et al. proposed a novel S-box calculation based
on the discrete Fourier transform as a first-order DPA countermeasure. At CHES
2008, Coron et al. showed that the original countermeasure can be broken by
first-order DPA due to a biased mask and they proposed an improved algorithm.
This paper shows that there is still a flaw in the Coron’s S-box algorithm with
respect to a practical software implementation. We pre-process the power traces
to separate them into two subgroups, each has a biased mask. For the separated
power traces, we propose two post analysis methods to identify the key. One is
based on CPA attack against one subgroup, and the other is utilizing the differ-
ence of means for two subgroups and a pattern matching. Finally, we compare
these two attack methods and propose an algorithm level countermeasure to en-
hance the security of Coron’s S-box.

Keywords: Side channel attacks, Masking, Fourier transform, S-box, Probability
density function.

1 Introduction

Side Channel Attacks (SCAs) which expose secret information using side channel leak-
ages gained from the physical implementations of cryptosystem was first introduced by
Kocher in 1996 [7]. Since then, various SCAs based on different leakage sources or dif-
ferent techniques are proposed. Among them, Differential Power Analysis (DPA) has
been demonstrated to be very powerful. On the other hand, many DPA countermea-
sures were proposed both at algorithm level [2,4,6] and at logic level [13,11]. The goal
of algorithm level countermeasure is masking every sensitive variable to suppress the
dependence between the side channel leakage and the secret information. While the
logic level countermeasures trend to improve the hardware gates to diminish the DPA
leakage at the source.

At CHES 2006, Discrete Fourier Transform (DFT) was introduced by Prouff et al.
as a general technique achieving immunity against first order DPA [8]. The proposed
AES S-box algorithm based on DFT is referred as Prouff’s S-box in this paper. Two
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years later, Coron et al. shows that Prouff’s S-box is vulnerable to first-order DPA due
to a biased mask in their algorithm [3]. They also propose an improved version of S-
box based on the DFT(referred as Coron’s S-box in this paper). In the Coron’s S-box,
it is proved that all the intermediate variables are masked by random numbers and are
uniformly distributed.

In this paper, we show that Coron’s S-box still has a flaw in terms of power analy-
sis in a practical software implementation. In Coron’s S-box, according to the value of
the input, the output of the S-box is calculated as a combination of pre-calculated pa-
rameters. A random mask bit is used switching this calculation into two power profiles
randomly. Focusing on a practical software implementation of Coron’s S-box, we show
that different values of this mask bit can be distinguished from the power consump-
tion at certain points of the algorithm. Our pre-process analysis method can separate
traces into two subgroups with biased mask, and it is similar to the power analysis
using Probability Density Function (PDF) proposed by Schaumont and Tiri [12,10].
After grouping the power traces, two post-processing analysis methods are explained
and compared. One is first order DPA attack against one subgroup, and the other one is
calculating the Difference of Means (DoMs) for two subgroups and matching the peaks
with pre-calculated patterns.

2 Background Information

2.1 Masking Countermeasures against First Order DPA

Both [8] and [3] explain that if all the intermediate variables during the calculation are
independent of any sensitive variable, the implementation is immune to first order DPA.
The intermediate variables refer to the variables manipulated during the calculation,
and the sensitive variables can be calculated by a key guess and public variables (i.e.
plaintext or ciphertext). In the masking countermeasures against first order DPA, it is
necessary all the intermediate variables are masked by uniformly distributed random
variables to be independent of the sensitive variables.

2.2 Coron’s S-Box Calculation Based on DFT

In order to explain the concept of Coron’s S-box briefly, we follow the notations used in
[3]. The DFT function F̂ for the original function F is defined with Z=(Zn−1, · · · , Z0)
∈ F

n
2 by

F̂ (Z) =
∑
i∈F

n
2

F (i)(−1)i·Z , (1)

where i = (in−1, · · · , i0) ∈ F
n
2 and “·” denotes the scalar product calculated by

i · Z =
n−1⊕
j=0

ijZj . (2)

If we perform the DFT operation against F̂ again, we have ̂̂
F = 2nF as

F (Z) =
1
2n

∑
i∈F

n
2

F̂ (i)(−1)i·Z . (3)
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In order to mask all the intermediate variables in calculating Eq. (3), three n-bit random
numbers R1, R3 and R4 ∈ F

n
2 and one-bit random number R2 ∈ F2 are necessary.

For the input (Z̃ = Z ⊕ R1, R1), the 3-tuple output
(
(−1)R2F (Z) + R3, R2, R3

)
is

calculated by

(−1)R2F (Z) + R3 mod 2n =
1
2n

(
R′ +

∑
i∈F

n
2

F̂ (i)(−1)R2⊕(i·Z̃)⊕(i·R1)

)
, (4)

where R′ = 2nR3 + R4.
We denote the scalar product function X, Y �→X ·Y by SP and the function X, T �→

F̂ (X)(−1)T by SFT. Then, the calculation used for Coron’s S-box can be described as
shown in Alg. 1. The operation � denotes addition modulo 22n.

Algorithm 1. Calculation Steps for Coron’s S-box [3]
INPUTS: A masked value Z̃ = Z ⊕ R1 and the mask R1

OUTPUT: The 3-tuple output
((

(−1)R2F (Z) + R3

)
mod 2n, R3 ,R2

)
1. Generate a random bit R2

2. Generate two n-bit random R3 and R4

3. result ← 2nR3 + R4

4. for i from 0 to 2n − 1 do
5. T1 ← SP (i, Z̃) [T1 = i · Z̃]
6. T1 ← T1 ⊕ R2 [T1 = R2 ⊕ i · Z̃]
7. T2 ← SP (i, R1) [T2 = i · R1]
8. T1 ← T1 ⊕ T2 [T1 = R2 ⊕ i · Z]
9. T1 ← SFT (i, T1) [T1 = F̂ (i)(−1)R2⊕i·Z]
10. result ← result � T1

11. end [result = (2nR3 + R4) �
∑2n−1

i=0 F̂ (i)(−1)R2⊕i·Z]
12. result = result � n [result =

(
(−1)R2F (Z) + R3

)
mod 2n]

13. return (result,R3, R2)

3 The Flaw of Coron’s S-Box and Attack Principle

3.1 Target Steps in the Coron’s S-Box

Coron et al.’s paper proved that all the intermediate variables manipulated in Alg. 1
are well masked. However, there still exist several target steps in Alg. 1 even first-order
DPA does not work directly on Coron’s S-box. We review several steps of Coron’s
S-box considering a practical software implementation as follows.

The operation for F̂ (i), i ∈ {0, 1, . . . , N}, is decided by (−1)R2⊕i·Z̃⊕i·R1 in Eq. (4),
which can be further transformed as

(−1)R2⊕i·Z̃⊕i·R1 = (−1)R2⊕i·(Z⊕R1)⊕i·R1

= (−1)R2⊕i·Z⊕i·R1⊕i·R1

= (−1)R2(−1)i·Z . (5)
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We notice R2 is a one-bit mask (i.e. R2 ∈ {0, 1}) which affects steps 8, 9 and 10 of
Alg. 1 in every loop, where steps 9 and 10 perform operations as

result ← result + F̂ (i)(−1)R2(−1)i·Z . (6)

In Eq. (6) the value of (−1)R2(−1)i·Z at step 9 directly decides the operation (addition
or subtraction) at step 10. Here, we assume that addition with −F̂ (0) is equivalent
to subtraction with F̂ (0) in terms of power consumption. And we denote the addition
and subtraction operations by +operation and −operation, respectively. As the −
operation involves an additional complement transform compared with the + operation
in a practical micro-processor, there may exists some difference between the + and −
operations in power consumption. Here we denote steps 9 and 10 as the target steps.

By way of experiment, we measured the power consumption when executing an
experimental C code that operates only steps 8, 9 and 10 using fixed values of R2⊕ i ·Z
and F̂ (0). As shown in Fig. 1, an obvious power difference was observed between the
cases of the + and − operations that correspond to R2 ⊕ i · Z = 0 and 1, respectively.

3.2 Experiment Setup and Overview of Our Attacks

We implemented Coron’s S-box over a composite field F
2
24 based on Alg. 1 on the

SASEBO-G (Side-channel Attack Standard Evaluation Board, type-G) [9,5]. The SASEBO-
G is designed to develop evaluation schemes against physical attacks with FPGAs. We
use a 32-bit reconfigurable CPU called Microblaze on a Xilinx FPGA (Vertex-II pro,
xc2vp30) for the experiment. Coron’s S-box is written in C code and 1-MHz clock is
used for executing the compiled code. The power consumption of the CPU is obtained
by measuring the voltage drop of a resistor inserted between FPGA’s GND pins and the
ground of the board. As shown in Fig. 2, where the 8-bit plaintext, the 8-bit secret key
and the unmasked input of the S-box are denoted as P , K and a, respectively. And Z is
unmasked input of Alg. 1.
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Fig. 1. Averaged power traces for steps 8, 9 and 10 using fixed values of R2 ⊕ i · Z and F̂ (0)
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Fig. 2. The attacked S-box model

P is randomly chosen and all random variables are set to be uniformly distributed.
The S-box calculation is repeated for 4000 times and the averaged power traces are
shown in Fig. 3.

In Fig. 3, sixteen patterns can be clearly recognized corresponding to the 16-time
loop of Alg. 1 and furthermore the beginning and the ending of every loop can be
roughly guessed. Although the difference of means corresponding to + and − opera-
tions can be distinguished, but it only relates to the masked intermediate values, so first
order DPA doesn’t work. However the mask that masking target steps are used sixteen
times in Coron’s S-box, attackers can uses multiple points of power trace to reveal the
secret information.

In our attacks, the goal of our pre-processing for power traces is separating the power
traces into two subgroups with regards to the biased values of R2. This separation can
be achieved by looking into the probability density function of the certain segment of
the power traces and details will be explained later. After separation, this paper proposes
two post-processing methods to identify the secret key. One is perform traditional DPA
to one subgroup. The other method is calculation of the Difference of Means (DoM) for
two subgroups and match the peaks pattern and operation pattern to reveal the secret
information.
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Fig. 3. The upper figure plots the averaged trace for a software implementation of Coron’s S-box.
The lower figure shows the magnified average traces focusing on the calculation of Alg. 1.
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4 Pre-processing

The PDF scheme introduced by [12,10] involves using the histogram to specify the un-
balanced influences caused by different values of a random mask bit. Then after a simple
filtering and grouping of the power traces, every single subgroup should be vulnerable
to traditional power analysis again. However it is normally difficult to specify the cor-
rect time when the target steps is performed. In the case of Coron’s S-box, we would
like to see the PDF histogram at the moment of the + or − operation is performed. For
the purpose of identifying the correct attacking point, we divide the end of the first loop
into several parts along the time axis and plot the histogram for every part as shown
in Fig. 4. That is, we propose a new power analysis called PDF scanning method, in
which an attacker scans the power traces along the time axis and makes several plots
for the PDF. In this way, we can seek out the exact position where + or − operation is
performed by checking the shape of each plot for the PDF. In fact, as shown in Fig. 4,
we could find a special PDF plot at the time part 8. The magnified figure is shown in
Fig. 5.
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Fig. 4. Results of the PDF scanning method applying to around the end of the first loop of Alg. 1
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In Fig. 5, there are two peaks around the average power of 3.12 and 3.21. It is consid-
ered that two different distributions overlap each other and form those two peaks in the
PDF figures as also discussed in [10]. By setting a threshold around the average power
of 3.17, we separate the power trace into two subgroups. Notice that each subgroup
still contains the power traces influenced by both the + and − operations because the
threshold cannot separate two distributions perfectly. However, one subgroup contains
the power traces where more + operations are executed than that the − operations, and
vice versa for the other subgroup. Some discussion about the biased rate of R2 in each
subgroup is shown in Appendix A.

5 Two Post Analysis Methods

Our attack model used in this paper is similar to the one mentioned in [3] as

Z = φ(P, K), (7)

where φ is a Boolean function. The unmasked sensitive input of Alg. 1 Z is determined
by value of plaintext P and the secret key K . Denote a key guess by K� and the sensi-
tive variable according to this K� is denoted by Zk .

5.1 CPA Attack against One Subgroup

Notice that when one of the inputs for the scale product operation is zero, the result
becomes zero. Accordingly, when the first for-loop in Alg.1 is executed (i.e. i = 0 and
i · Z = 0), the value of (−1)R2⊕i·Z = (−1)R2 is decided only by R2. When it is the
first for-loop in Alg. 1 where the PDF separation is performed, even if P is randomly
selected, the biased + operation or − operation in every subgroup directly corresponds
to a biased R2. Therefore as a kind of post analysis, we can apply an improved version
of traditional DPA called (CPA [1]), where the correlation coefficient is applied to de-
termine the linear relationship between data. In the case of an implementation without
masking countermeasures, the correct key guess produces a recognizable higher corre-
lation coefficient between the vector of power traces and Zk at certain moments. When
the masking countermeasure is used but a mask is biased, we can still obtain similar
results although the correlation coefficient will become lower.

For the case of our software implementation of Coron’s S-box, we need two attacking
points; one is a point for separating the power traces (denoted by separation point) and
the other is for CPA attacks (denoted by CPA point). As mentioned previously we can
find the separation point by using the PDF scanning method at the first loop (i = 0).
Then, for the biased power traces, one of the remaining fifteen loops can be chosen as a
candidate for the CPA point. Here, we choose the second loop (i = 1) as the CPA point.

When we used 10 000 power traces in separating groups by the PDF scanning
method, the correct key can be distinguished from others with only about 200 traces. In
other words, a good separation by the PDF scanning method leads to a small number of
traces for CPA. However, the smaller the number of measurements become, the worse
separation would be obtained. Therefore, we would anticipate that an optimal number
of measurements exist between 200 and 10 000 in our experiment.
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5.2 Calculation of DoMs for Two Subgroups and Pattern Matching

Before introducing another post analysis method, we review the Fourier transform used
in Alg. 1 again. The basic formula of the S-box calculation based on the Fourier trans-
form is described in Eq. (3). Denoting 2n − 1 by N , Eq. (3) can be expressed using the
Hadamard matrix as

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

F (0)
F (1)
F (2)
F (3)

...
F (N)

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

=
1

2n

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

1 1 1 1 . . .
1 −1 1 −1 . . .
1 1 −1 −1 . . .
1 −1 −1 1 . . .
...

...
...

...
. . .

(−1)0·N (−1)1·N (−1)2·N (−1)3·N . . .

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

F̂ (0)

F̂ (1)

F̂ (2)

F̂ (3)
...

F̂ (N)

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

. (8)

As the Alg. 1 is a 16-time loop, the 1-bit R2 actually switches the practical calcula-
tion into two power profiles with regards to the + operation or − operation at sixteen
positions. As long as the PDF separation at one position generates two subgroups with
biased R2, the bias of + operation or − operation preserves for the rest fifteen target
positions. So after calculating the Difference of Means for two subgroups, 16 peaks
should appear. The important thing is that according to Eq. (2) the pattern of polarities
of these peaks should directly correspond to the value of Z .

Recover the Unmasked Input of Coron’s S-box: As a new post analysis method,
the input is fixed and 2000 power traces are used for the PDF separation. After that, we
calculate the average traces from each subgroup, and the difference of them is calculated
and plotted as shown in Fig. 6.
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Fig. 6. Difference of mean traces for two groups (Z = 1)

As expected, Fig. 6 shows a trace with sixteen peaks with positive or negative direc-
tions. According to the Eq. (2), the pattern of 16 peaks starts from time 110 in Fig. 6
matches the operation pattern for Z = 1. Therefore the sensitive unmasked input of
Alg. 1 Z is revealed by calculation of DoMs and the pattern marching.

Key Recovery from Unmasked Input: Real attackers can choose the first round of the
AES as the target to identify the secret key. As shown in Fig. 2, we have a = P ⊕ K .
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As P is understandable and changeable by attackers, the recovery of a is equivalent to
the recovery of K .

The unmasked input of S-box a is an 8-bit unknown variable, while the unmasked
input of the Alg. 1 Z is a 4-bit variable. So given the value of Z , obviously the value
of a cannot be identified. The relation between a and Z is determined according to
the irreducible polynomial used in the combinational logic. By checking 256 possible
values of a in our implementation, we obtain the relationship between Z and a as shown
in Table 1.

From Table 1, we find that normally when Z is known, there are seventeen possible
values of a. However there is a special one-to-one corresponding pair that in the case
of Z = 0, a = 0. As a result, the 8-bit key can be successfully identified when the
attacker obtain the DoM figure as shown in Fig. 7. Figure 7 with sixteen peaks at the

Table 1. The relationship between Z and possible unmasked input of S-box a in our implemen-
tation

Z Possible unmasked input of S-box./a (number of possible values).
0 0 (1)
1 1, 8, 29, 47, 53, 54, 57, 64, 74, 99, 102, 171, 179, 194, 211, 232, 239 (17)
2 9, 17, 44, 72, 76, 86, 92, 118, 123, 132, 134, 136, 157, 214, 233, 234, 245 (17)
3 3, 24, 35, 39, 42, 75, 90, 93, 95, 110, 113, 165, 170, 192, 206, 222, 230 (17)
4 25, 26, 28, 60, 62, 65, 87, 138, 142, 153, 164, 200, 208, 218, 224, 235, 251 (17)
5 5, 40, 49, 73, 91, 101, 105, 121, 126, 147, 178, 221, 225, 229, 231, 238, 244 (17)
6 4, 27, 32, 37, 51, 97, 116, 131, 141, 145, 151, 154, 188, 212, 216, 228, 250 (17)
7 2, 16, 58, 77, 94, 106, 108, 114, 125, 128, 148, 159, 189, 197, 198, 203, 204 (17)
8 10, 61, 80, 98, 127, 146, 161, 182, 199, 202, 209, 210, 213, 217, 242, 243, 252 (17)
9 6, 48, 70, 78, 79, 81, 84, 135, 150, 155, 167, 180, 186, 190, 215, 220, 226 (17)
10 12, 21, 45, 55, 85, 96, 103, 111, 115, 140, 156, 158, 162, 163, 168, 181, 223 (17)
11 13, 14, 30, 31, 69, 71, 82, 100, 104, 109, 112, 129, 166, 173, 193, 240, 248 (17)
12 22, 36, 38, 43, 46, 59, 66, 67, 68, 107, 117, 133, 137, 176, 195, 247, 249 (17)
13 20, 63, 89, 119, 122, 143, 149, 160, 169, 177, 185, 191, 196, 227, 253, 254, 255 (17)
14 11, 18, 19, 23, 33, 34, 88, 144, 152, 172, 183, 184, 201, 207, 236, 241, 246 (17)
15 7, 15, 41, 50, 52, 56, 83, 120, 124, 130, 139, 174, 175, 187, 205, 219, 237 (17)
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Fig. 7. Difference of mean traces for two groups (Z = 0)
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same direction corresponds to Z = 0. Then according to the one-to-one correspondence
in Table 1, a = 0. The corresponding 8-bit key piece is the bitwise inversion of the
corresponding P . On the other hand, notice that when attackers get a pair of P1 and P2

corresponding two different groups of possible values of a, the attacker can restraint the
key space by using the relationship as:

a1 ⊕ a2 = (P1 ⊕ K) ⊕ (P1 ⊕ K) = P1 ⊕ P2. (9)

We checked our implementation with Table 1, with only a pair of P1 and P2 that lead
us to two groups of a, at most two key candidates are left. In other words, at most 3
different values of Z are needed to identify the key.

6 Comparison of Two Attack Methods

The common parts of those two attack methods (referred as PDF+CPA attack and
PDF+DoMs attack) are the same target steps and the use of PDF separation. The major
differences between them are listed as follows:

– In the PDF+CPA attack, after the PDF separation traditional CPA is operated (a
comparison between PDF+CPA and Second-Order DPA is given in Appendix B),
while in the PDF+DoMs attack, only DoMs is calculated and pattern matching is
performed to reveal the secret information.

– In the PDF+CPA attack, for the subsequent CPA attack, P is randomly chosen,
while in the PDF+DoMs attack, a fixed P is used 2000 times to identify the value of
corresponding Z . PDF+DoMs attack needs fewer power traces, however attackers
need more details of the implementation.

– In the PDF+CPA attack, the power consumption for the first two loops of Alg. 1
is enough for a successful attack, while in the PDF+DoMs attack, the power traces
containing the entire 16 loops in Alg. 1 are necessary. Since we can have a better
resolution for the power traces in PDF+CPA attack, we have a better PDF separa-
tion rate compared with that in the PDF+DoMs attack.

– Only the PDF at the first loop (i = 0 in Alg. 1) is meaningful in the PDF+CPA
attack, while the PDF separation can be applied to any loop (i = 0∼15 in Alg. 1)
in the case of the PDF+DoMs attack.

7 Possible Countermeasures for the PDF+CPA Attack

We propose a possible countermeasure to enhance the security of Coron’s S-box. Con-
sidering that the loop index i is also a sensitive variable, we try to mask i with a random
value as a countermeasure. For instance, we introduce a look-up table q[l] (0 ≤ l ≤ 15)
where each entry has a different integer randomly chosen from 0, 1, · · ·15 to randomize
the loop index in the Coron’s S-box algorithm (see steps 2a and 4a in Alg. 2 in Ap-
pendix C). This countermeasure can prevent the PDF+CPA attack completely, however,
in the case of Z = 0 the randomization of i cannot disorder the + and − operations. As
a result, the peaks of DoMs still exists when Z = 0.
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8 Conclusions and Future Work

This paper reviews the algorithm of the S-box calculation based on the DFT that is
introduced as a first order DPA countermeasure [3]. Based on a practical software im-
plementation, this paper presents a flaw of this s-box algorithm due to the difference
of the power consumptions between different operations. By analyzing the power con-
sumption related to this flaw, we use PDF of the power traces to separate them into two
subgroups with biased operations. We propose and compare two post analysis methods
in which a first-order DPA, and pattern matching after calculation of DoMs are used,
respectively. Finally, we propose a possible algorithm-level countermeasure against the
attack based on DPA attack. However, our countermeasure cannot prevent the attack
based on DoMs and pattern matching completely, and the corresponding countermea-
sures should be considered in the future.
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Appendix

A The Biased Rate of R2 after PDF Separation

Suppose that the power consumption of + and − operations, denoted as Padd and Psub

respectively, both follow a normal distribution with different means of μadd and μsub

and the same deviation σ.
As long as there exists a comparably big difference between μadd and μsub, We

expect that the histogram of points at the appropriate time has the shape as shown in
Fig. 8. The two peaks in Fig. 8 correspond to μadd and μsub, respectively. The shape of
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Fig. 8. PDF of two normal distributions

every mountain relates to the value of the standard deviation σ. Because μadd 	= μsub,
two distributions will not overlap perfectly. If we use the middle of the two distributions
(i.e. the mean of all power traces) as a threshold to separate power traces into two
subgroups, we can expect in this loop one subgroup contains the addition cases more
than the subtraction cases, and vice versa for the other group. The biased operation is
equivalent to the biased value of R2. Denoting the R2 which accounts for more than a
half in one group as the major R2, and the separation rate is defined as the ratio of the
number of traces with the major R2 to the total number of traces in one group. Denoting
μadd − μsub and the separation rate by δ and α, respectively. The separation rate α can
be computed by the ratio of δ to the standard deviation σ as shown in Fig. 9.
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Suppose that the value of δ (δ > 0) is specific in a certain implementation. The result
of our attack scenario only relates to the value of σ. The smaller the σ is, the higher the
separation rate α becomes and the bigger peak we can get1.

B Comparison between PDF+CPA and Second Order DPA

If we stretch the interpretation of second-order DPA, PDF+CPA attack can be regarded
as a kind of second-order DPA because two different attack points are used for power
analysis. When permitting this extended interpretation, it is natural for us to have been
successful in attacking Coron’s S-box. However, the efficiency of PDF+CPA attack is
better than or equivalent to first-order DPA in terms of the number of power traces.
Therefore, the separation step in our two-step approach can be considered as a sort of
the filtering processes that make it possible or easy to implement the succeeding first-
order DPA.

It is worth mentioning that our attack can reduce the number of traces compared to
conventional first-order DPA attacks. To explain this, we consider attacking Prouff’s
S-box (refer to [8] for the detailed algorithm). Coron et al. pointed out a flaw

T = i · Z̃ ⊕ R1 · (Z̃ ⊕ i ⊕ R2) = i · Z ⊕ R1 · (Z̃ ⊕ R2), (10)

where R1 and R2 are n-bit random variables, i is the loop index and Z̃ = Z ⊕ R1.
Coron et al. utilized the fact that R1 · (Z̃ ⊕ R2) equals to 0 or 1, respectively with the
probabilities of 17/32 or 15/32 (see the lemma in Sect. 4.1 in [3]). They applied first-
order DPA by using a set of the power traces where the bias is not very prominent as
the absolute difference between the probabilities λ is only 1/16. And it turned out that
λ in our experiment is much more than 1/16 after the PDF separation for both cases
of Coron’s S-box and Prouff’s S-box. This way, our attack can reduce the number of
power traces compared to a straightforward first-order DPA.

1 A rough approximation for the amplitude of the peak in difference of means is (2α − 1)δ.
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C Algorithm of a Possible Countermeasure against PDF+CPA
Attack

Algorithm 2. Coron’s S-box with Randomized For Loop
INPUTS: A masked value Z̃ = Z ⊕ R1 and the mask R1

OUTPUT: The 3-tuple output
((

(−1)R2F (Z) + R3

)
mod 2n, R3 ,R2

)
1. Generate a random bit R2

2. Generate two n-bit random R3 and R4

2a. Generate a look-up table q[l] (0 ≤ l ≤ 15) (each entry has a different integer
randomly chosen from 0, 1, · · · 15

3. result ← 2nR3 + R4

4. for l from 0 to 2n − 1 do
4a. i ← q[l]
5-12. The same as Alg. 1.
13. return (result,R3, R2)
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