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Abstract. This paper outlines an approach for measuring information
ﬂow within reactive probabilistic systems. First, we present the probabilistic model of reactive labelled transition system with input-output
actions. Second, we present the language and semantics for simple reactive processes, and investigate the quantiﬁed information ﬂow analysis
over this semantics. Third, we deﬁne a metric over the semantics and then
present a method to compute the leakage in reactive processes. The metric we considered is the square root of the Jensen-Shannon divergence:
the quantitative information is contained in the distance between state
transformations given by a process metric. Finally, we show that there
is a connection between our leakage deﬁnition and mutual information
in the framework of information theory.

1

Introduction

Information ﬂow measurement has recently become an attractive research topic
in the security community. The goal of information ﬂow security in this content is
to guarantee that information propagates throughout the execution environment
without security violations such that not too much secure information is leaked
to public outputs. Traditionally, the approach of information ﬂow security was
based on non-interference [1], which enforces that there is no secure information
about the high inputs can be deduced by observing the low outputs. However,
non-interference is too restrictive, and it is too hard to write useful programs
in the real world. We therefore consider a new policy to relax non-interference:
the program is secure if the amount of information ﬂow from high (conﬁdential) to low (public) is not too much from a quantitative point of view. The
precursor for this work was that of Denning in the early 1980’s. Denning [2]
suggested that the data manipulated by a program can be typed with security
levels, and ﬁrst explored the use of information theory as the basis for a quantitative analysis of information ﬂow in programs. However, she did not suggest
how to automate the analysis or attempt to make the analysis formal and complete. Millen [3] ﬁrst built a formal correspondence between non-interference and
mutual information, and established a connection between information theory
and state-machine models of information ﬂow in computer systems. Wittbold
and Johnson [4] gave an analysis of certain combinatorial theories of computer
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security from information-theoretic perspective and introduced non-deducibility
on strategies due to feedback and internal non-determinism. There has been
much recent work in the information theoretic based foundations of quantitative
information ﬂow computation [5,6]. Most of the work in this area to date has
concentrated on simple programs in simple imperative languages. However, real
world programs normally allow input/output, and behave as a reactive system.
It is important to consider a quantitative analysis over reactive systems in the
computational world. There also have been several attempts on probabilistic
and concurrent systems: Di Pierro, Hankin and Wiklicky [7] gave a deﬁnition of
probabilistic measures on ﬂows in a probabilistic concurrent constraint language
where the interference came via probabilistic operators. However, the approach
of approximate non-interference presented in this paper is based on the speciﬁc
probabilistic declarative language PCCP. It seems diﬃcult to automate in other
framework. Gavin Lowe [8] measured information ﬂow in CSP by counting refusals. He devised a formal deﬁnition of information quantity transmitted from
a high level user to a low level user in a computing system. The deﬁnition was
based on the number of diﬀerent behaviours of High that can be distinguished
from Low’s point of view. Like other quantitative deﬁnitions, Lowe’s deﬁnition
was based on Shannon’s information theory. However, this approach did not
consider probabilistic behaviours. Boreale [9] studied the quantitative models of
information leakage in the process calculi by applying an information theoretic
framework. The absolute leakage measured in bits, present the absolute leakage
of zero precisely when it satisﬁes secrecy. The rate of leakage, measured in bits
per action, presented the maximum information extracted by repeated experiments coincided with the absolute leakage of the process. A weakness of the
ratio formulation was that it was diﬃcult to apply to recursive processes.
All to work to date suﬀers several problems: some of the works provided reasonable analysis on simple program in simple imperative languages, but did not
work for programs with complex behaviours like interactions [5,6,10]; some of the
works was able to process interactions but the reasonability and completeness
of the approach was somewhat weak [8,7]. In this paper, we consider quantitative information ﬂow in reactive systems with input, output, and probabilistic
behaviours. The basic concept of our work is that the quantity of information
ﬂow is considered by looking at the diﬀerent behaviours of a high user from a
low user’s distribution-based observations. We introduce a method to provide
a quantitative analysis of information ﬂow for reactive processes due to metric
spaces on the process domain. A metric space is built over the execution of the
programs via the semantics deﬁned, and the information ﬂow is measured via
metrics. The metric we choose here corresponds to the framework of information
theory. The attack model in our system considers situations in which a sequence
of conﬁdential inputs can be fed into the processes or programs. The attacker
can communicate with the program via a set of input-output behaviours. The
input-output actions are guarded by probabilistic choices which are following
probability distributions. In other words, to capture the secure information ﬂows,
we consider the input-output actions with diﬀerent security levels: high and low
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which are governed by high level users and low level users respectively. Low level
users are not allowed to observe high level actions but not vice versa. Executing
the program produces a set of distribution-based traces in which only low level
input-output actions are visible. By observing the visible traces of the program,
the attacker tries to collect and deduce some conﬁdential information via the observations. The model we applied for measuring secure information ﬂow within
reactive processes is based on probabilistic labelled transition system. The notation of observations is used to provide a basis for recording the history traces
of behaviours from the view of low users. Intuitively, the system produces a set
of weighted observation trees. Next, inspired by the methodology introduced by
[11,12], we deﬁne a process domain based on metric spaces, and the metric is
with respect to Jensen-Shannon divergence. We use this metric to compute the
distance between the diﬀerent views of the low users due to diﬀerent behaviours
of the high user. We then introduce a method to quantify the secure information
ﬂow within processes based on such distances: the quantitative information is
contained in the distance within state transformations of the tree set given by a
process metric. There are many metrics can be used to measure the distance of
distributions, we show that the Jensen-Shannon divergence is a suitable measure
of the information ﬂow quantity. To show the intuition behind our method, we
discuss that there is a connection between our deﬁnition and mutual information in the framework of information theory. We believe our approach provides
a reasonable measurement on secure information ﬂow in processes.
The rest of the paper is organized as follows. Section 2 explains the probabilistic model of reactive processes. In Section 3, we present a simple language and
semantics for reactive probabilistic processes. Section 4 introduces the method
for leakage computation over reactive processes. Finally, we draw conclusions in
Section 5.

2

Reactive Probabilistic Labelled Transition System

This section presents a model of reactive probabilistic labelled transition systems.
We consider our probabilistic model to be reactive in the sense that the system
can react to the environment if fed with a set of high inputs equipped with a
probability distribution: by executing a set of low level input-output actions, the
system produces a set of observation trees in the way of resulting distributions
to the outside.
2.1

Reactive Probabilistic Labelled Transition System

First of all, the model of quantitative reactive systems considered here is based
on Probabilistic Labelled Transition Systems (PLTS). In order to consider probabilistic behaviour and information ﬂow measurement, we consider probabilistic
labelled transition systems incorporating probability distributions. A probability distribution on a set M is a function
f : M → [0, 1] such that the set

{m ∈ M |f (m) > 0} is ﬁnite and m∈M f (m) = 1. Intuitively, probabilistic
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labelled transition systems are labelled transition systems with probabilities ata
tached to each transition, such that transitions are considered as P −→μ Q,
denoting P performing an a labelled transition and then behaving as the state
Q with probability μ. A formal deﬁnition based on Larsen and Skou’s [13] probabilistic model is presented as follows.
Definition 1 (Probabilistic Labelled Transition System). The probabilistic labelled transition system is given as a triple P LT S = (T, Σ, μ), where T
is a set of states, Σ is a set of actions, μ is a family of probability distributions, such that μ : T → Σ → (T → [0, 1]). Speciﬁcally, μp,a : T → [0, 1],
μp : Σ → T → [0, 1], where for any a ∈ Σ and p is a state that can perform the action a, indicating the possible next states and their probabilities after
p has performed a, i.e. μp,a (q) = λ means that the probability that p becomes
qafter performing a is λ. Furthermore, ∀p ∈ T and can perform action a,

p ∈T μa,p (p ) = 1, i.e., μp,a is a probability distribution.
Second, to allow reactive behaviours, following [12], we consider that the transition relation → is between a set of states and certain sets. The sets are deﬁned
as a set of a pair consisting actions (Σ) and probability distribution on states
(μ(R)): {Σ×μ(R)}, which must satisfy the reactiveness condition: X ⊆ Σ×μ(R)
is said to satisfy the reactive condition if for any (a1 , s1 ), (a2 , s2 ) ∈ X either
a1 = a2 or (a1 , s1 ) = (a2 , s2 ). The deﬁnition of the reactive probabilistic labelled
transition system is presented as follows on the basis of Norman’s deﬁnition [14].
Definition 2 (Reactive Probabilistic Labelled Transition System). A
simple reactive probabilistic transition system is deﬁned as a tuple (R, Σ, →),
where R is a set of states, Σ is a ﬁnite set of actions, and → is a transition
relation
→⊆ R × ℘(Σ × μ(R))
satisfying: for all E ∈ R there exists S ∈ ℘(Σ × μ(R)) such that (E, S) ∈→,
written as E → S, where ℘(· × ·) denotes the power set of operators restricted to
only ﬁnite subsets of Cartesian products satisfying the reactiveness condition.
Let us consider an example of the application of the RPLTS. Consider any S ∈
℘(Σ × μ(R)) as a reactive probabilistic process in which the ﬁrst move of its behaviour (input action) is made by external choice under a distribution. The initial high input actions set ?H = {h1 , . . . , hm } feeds into the system. For any
1 ≤ i ≤ m and F ∈ R, the probability of S = {(h1 , w1 ), . . . , (hm , wm )} performing the action hi as their initial move and then behaving as Fi is also given by
wi (F ) where wi (F ) ∈ μ(R). Intuitively, the RPLTS produces
a set of trees. Note

w
that {wi |1 ≤ i ≤ m} is a probability distribution thus m
i=1 i = 1. The action
for a particular channel is incorporated into a distribution function on the events
that occur on the channel. The execution of the reactive processes can be viewed
as action-guarded and is on the basis of the probability distributions. The resulting distributions are obtained by executing a sequence of input-output actions,
and can be viewed as the reaction of the system in the way of sets of probabilistic
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synchronisation sub-trees due to each high-input triggered interaction. We thus
deﬁne distribution-based observations to capture the transformation of each visible interaction step of the processes. At the end of execution a full description of
all the sub-trees is obtained in the form of observations based on probability distributions. The notation of observations will be further discussed in Section 2.3.
2.2

The Security Model

The environment is high and low users: low can not observe high inputs and
outputs, but high can observe low. In addition, low knows text or description
of the program. The way of interaction between users and the system is based
on the input-output actions over channels with security levels. We consider two
levels: H and L, where H denotes high-level conﬁdentiality and L denotes lowlevel conﬁdentiality. On the other hand, in order to simply concentrate on the
quantitative analysis of secure information ﬂow, we consider a partition over the
actions (labels) as: input ?A, output !A and internal τ . Put two kind of partitions
together we have: Σ ::=?AH | !AH | ?AL | !AL | τ . Internal action τ can not be
seen from the outside and happens automatically. Low level input and output
actions are visible to the external environment.
2.3

Observations

Assume there are a sequence of high inputs to the RPLTS, the low observations
are the probability distribution on the low traces due to the high inputs. Information on the projection of the high inputs from the trace can be deduced from
these observations. Observations are used to record the history of observable
transformations of the system on each interaction step during the executions
due to the high inputs, i.e. a sequence of visible communications that the system might communicate. The observation set is generated by the system, which
is deﬁned as a map from a set of states R to a probability distribution of observable behaviours on the experiments by performing a set of input actions ?H:
R → (?H.T → [0, 1]). We put ?H.⊥ = 1, where ⊥ denotes the case of inactive
processes. Each set of high inputs ?H introduces an interaction step. During
this interaction step, low users are communicating with the system via inputoutput actions. The system therefore produce an observation tree due to such
behaviours of the low traces. The next turn of high inputs ?H  starts another
interaction step and so on. We present the deﬁnition of an interaction step and
the observation due to each interaction as follows.
Definition 3 (Interaction unit). We deﬁne an interaction unit as the set
of the computation steps of processes due to one set of distribution-based high
inputs ?H. The system thus produces a set of visible computational behaviours
as a reaction due to such high inputs: R → (?H.T → [0, 1]), where R is a
set of states, T is the experiment starting with ?H, and ?H is the set of high
inputs which starts this interaction and follows a distribution
{wi |1 ≤ i ≤ m},
m
wi denotes the probability of each input: 0 < wi ≤ 1, i=1 wi = 1, and m is the
size of the inputs.
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Definition 4 (Observation). Observation of one interaction unit on a set of
states is deﬁned as the set of all E  s ﬁnite visible history traces, and is described
as a distribution set {πi |1 ≤ i ≤ n} due to each high input hi with its weight
(probability) wi at the beginning of this interaction, where πi is a distribution
obtained by the probabilistic computation
n tree started by ?hi . Note that high input
hi also follows a distribution, i.e., i=1 wi = 1. Let ?H = {hi |1 ≤ i ≤ n, we
have,
mi

O(?H.E) = {wi ·
pij .Lij .⊥|1 ≤ i ≤ n}
j=1

where Lij denotes a set of visible labels (actions) set over the channel L, ⊥
denotes the action leads to
an inactive state.
πi = {pij 
|1 ≤ i ≤ n, 1 ≤
n Note that,
mi
n
mi
j ≤ mi } is a distribution, j=1
pij = 1, i=1 wi = 1, i=1 wi · j=1
pij = 1.
Let us consider an example to show how the observation works.
Example 1. Consider simple process E with one interaction in Figure 1: ?h1 .E =
1
2
2
1
1
1
3 b.c.⊥ + 3 d.e.⊥, ?h2 .E = 3 b.( 2 d + 2 e).⊥ + 3 c.⊥, and assume ?H = {h1 , h2 }
1
2
(where h1 with weight 3 , h2 with weight 3 ), and b, c, d, e are visible actions
which can be low inputs/outputs.
2
1
b.c.⊥ + d.e.⊥
3
3
2 1
1
1
O(h2 .E) = b.( d + e).⊥ + c.⊥
3 2
2
3
O(h1 .E) =

E
b,

1
3

c, 1

E
d,

2
3

e, 1

b,
d,

1
2

2
3

c,
e,

1
3

1
2

1
2 1
2
2
1
1
1
O(?H.E) = { h1 [ b.c.⊥ + d.e.⊥], h2 [ b.( d + e).⊥ + c.⊥]}
3
3
3
3
3 2
2
3
Fig. 1. Example of observations due to interaction unit

3

The Language and Its Semantics of Process Algebra

We consider a CSP-like probabilistic input-output security process algebra, which
includes deterministic probabilistic choice, synchronous concurrency, and
recursion.
3.1

The Language

The syntax of all expressions is given as follows:

F ::= ⊥ | x |
ai .pi .Fi | F1 F2 | μx.F
i∈I
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where ⊥ denotes the inactive
process that does nothing or a state of termination;
n
x denotes a variable, i=1 ai .pi .Fi denotes action-guarded
probabilistic choice,

where a is a parameterised action set: a = ai ∈ {?H, !H, ?L, !L},
 pi is the
probability of performing ai and then behaving as Fi , pi ∈ (0, 1], ni=1 pi = 1;
F1 F2 denotes synchronous parallel composition; μx.F denotes recursion.
3.2

Operational Semantics

The set of states of the probabilistic labelled transition system (R, Σ, →) can
be considered as the set of a pair consisting of an action and a probability
distribution: Σ × μ(R), the transition relation is deﬁned as:→⊆ R × (Σ ×
n
μ(R)) ∪ {∅}. The pair element of the set is written as: π.a = i=1 pi .ai , where
π denotes the probability
n distribution, a denotes the parameterised action set:
a ∈ {?H, !H, ?L, !L}, i=1 pi = 1, ai ∈ a, pi denotes the probability of ai . The
action τ is invisible to the external environment and happens automatically.
The probabilistic labelled transition system with a set of preﬁxing inputs can
therefore be unwound into a synchronisation tree. The semantics are presented
as follows in Table 1, where E{F/x} denotes the result of replacing all free
occurrences of x in E by F .
Probabilistic choices a.E are guarded by the probabilistic actions following a
probability distribution. Consider high inputs as ?H = {hi |1 ≤ i ≤ m}, where
m is the size of the high inputs, and the probability of performing hi is wi .
Process E performs hi and then behaves
 as Ei . According to the semantics
rules, the process is written as ?H.E = m
i=1 wi .hi .Ei . The relative probabilistic
labelled transition system thus produces a set of probabilistic synchronise trees:
{wi .hi .Ei |1 ≤ i ≤ m}. In the parallel operator, for visible action a, some π1 , π2 ∈
a
a
μ(R): if E1 −→π1 E1 and E2 −→π2 E2 . It is clear that π = π1 π2 ∈ μ(R) is still
a distribution. In practice, most recursions are guarded. The ﬁrst n steps of the
behaviour of a guarded recursion μx.F (x) can be obtained by unwinding the
recursion n times: F n (μx.F (x)).
Proposition 1. For any process, the synchronisation tree produced by its operational semantics forms a RPLTS.
For proof see our techniqual report [15].
Table 1. Operational Semantics
Act

ai

a

E −→pi Ei
n
i=1 pi .ai .Ei

E −→π

pi ∈ [0, 1],
Par
Rec

n

i=1

τ


E1 −→ E1
τ

 E
E1 E2 −→ E1
2

τ

μx.E −→ E[μx.E/x]

π denotes the probability distribution: {pi |1 ≤ i ≤ n}
pi = 1, a = {ai |1 ≤ i ≤ n} ∈ {?H, !H, ?L, !L}
τ


E2 −→ E2
τ


E1 E2 −→ E1 E2

a


E1 −→π1 E1
a

a


E2 −→π2 E2

 E  )
E1 E2 −→π1 ,π2 π1 π2 .a.(E1
2

(a = τ )
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Observing Behaviour and Equivalence Relations

A set of observable process traces can therefore be extracted from its operational
semantics. For our purpose of quantitative security analysis, a coarser equivalence is considered more satisfactory as it will only distinguish processes that
can be distinguished by external low-level observations.
Definition 5 (Probabilistic low bi-simulation). The low bi-simulation ∼L
is a relation on the set of processes R: {Ei |1 ≤ i ≤ m} produced by the probabilistic transition system due to a high inputs set ?H = {wi .hi |1 ≤ i ≤ m}, such
that, if Ei ∼L Ej (1 ≤ i, j ≤ m and i = j) then:
a

a

∀a ∈ {?L, !L}.∀S ∈ L∼ .Ei −→μ S ⇔ Ej −→μ S
a

where L∼ denotes the set of low bi-simular classes of R and Ei −→μ S if and

a
only if μ = {μ |Ei ∈ S} and Ei −→μ Ei . Probabilistic processes Ei and Ej are
called probabilistic low bi-simular if (Ei , Ej ) is contained in some probabilistic
low bi-simulations.

4

Information Flow Measurement

We propose to introduce a method for measuring the quantity of information
ﬂowed from high-level inputs to public visible observations with respect to the
observation tree sets.
4.1

A Metric for Probabilistic Processes

Inspired by the metric space construction for denotational semantics deﬁned by
De Bakker & Zucker in [11], and Kwiatkowska & Norman in [12], we introduce
a metric with respect to the square root of Jensen-Shannon divergence for the
purpose of secure information ﬂow measurement.There are several reasons we
choose the JSD as a measure of the diﬀerence between distributions. First, JSD is
related to other information-theoretical functionals, such as the relative entropy
or Kullback Leibler distance. It therefore shares their mathematical properties
as well as their intuitive interpretability [16]. Unlike the Kullback Leibler (KL)
distance, it is symmetric, always well deﬁned and bounded (0 ≤ JSD ≤ 1).
Second, our system produces a set of transition trees with regard to the weighted
high input actions, which may contains more than two elements. JSD can be
generalised to measure the distance between more than two distributions, 
and the
compared distributions can be weighted. Third, the square root of JSD ( DJS )

is a true metric for the probabilistic distributions space. The DJS veriﬁes the
triangle inequality, which provides us a potential way to consider the leakage
bounds for reactive processes.
Consider m distributions P (1) , P (2) , . . . , P (m) and let w(1) , w(2) , . . . , w(m) denote the corresponding weights. The Jensen-Shannon distance [17] between the
m distributions P (1) , . . . , P (m) with weights w(1) , . . . , w(m) is given by
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m
m


DJS (P (1) , P (2) , . . . , P (m) ) = H(
w(j) P (j) ) −
w(j) H(P (j) )
j=1

j=1

To build a true metric space over the denotational semantics of process calculi
with respect to the information ﬂow measurement, we consider the square root
of the Jensen-Shannon divergence as a metric as follows:
Definition 6. For a set of processes f1 , . . . , fm ∈ R, d(f1 , . . . , fm ) is deﬁned as
the square root of the JSD among m distribution trees P (1) , . . . P (m) with weights
w(1) , . . . , w(m) , i.e.

 
m
m


d(f1 , . . . , fm ) = H(
w(j) P (j) ) −
w(j) H(P (j) )
j=1

j=1

Proposition 2. For any processes f1 , . . . , fm ∈ R, d(f1 , . . . , fm ), d(f1 , . . . , fm )
= 0 iﬀ P (1) ∼L . . . ∼L P (m) .
For proof see our techniqual report [15].
4.2

Quantity of the Information Flow

We have already built a metric space for the system, which can be used to measure the distances within processes. In this section, we introduce a deﬁnition of
information ﬂow quantity for reactive processes over the metric space. The deﬁnition of leakage needs to capture how much secure information contained in the
high input is released to the public output. First let us concentrate on one interaction step. Consider a set of input actions ?H = {h1 , h2 , . . . , hm } with distribution π upon process E: π(E) assigns a set of weight/probability (w1 , w2 , . . . , wm )
on a set of process trees. The system start to move with the high input actions
and then execute a set of actions based on the structure of the transition system,
produce a set of weighted trees denoted by P (1) , P (2) , . . . , P (m) , and thus generate an observation set: {Oi (E)|0 ≤ i ≤ m} due to the tree set. The observation
set maps the process E into a resulting distribution. The information leakage is
deﬁned as the square of the distance between the resulting distributions on the
tree set: L = d2 (P (1) , P (3) , . . . , P (m) ).
Definition 7 (Leakage of one interaction). Assume one high input action
set ?H = {h1 , . . . , hm } operates on processes R. The observation tree set produced by the system is denoted by (P (1) , . . . , P (m) ), where P (i) = hi .R1≤i≤m
with weight wi describes the probabilistic transformations of each observed tree.
The leakage on one interaction due to such processes is deﬁned as the square of
the metric between the observed tree set:
m
m


L = d2 (P (1) , . . . , P (m) ) = H(
w(i) P (i) ) −
w(i) H(P (i) )
i=1

i=1
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P (1)

a, 0.4
c, 1

P (2)

b, 0.6 a, 0.5
d, 1

c, 1

P (3)

b, 0.5
d, 0.5

c, 0.5

P (4)

a, 1

a, 0.3

b, 0.7

c, 1

c, 1

d, 1

Fig. 2. Example of the leakage computation

Example 2. Assume a high input action set ?H = {hi → wi |1 ≤ i ≤ 4} as:
hi → 0.2, h2 → 0.4, h3 → 0.1, h4 → 0.3. By accepting the set of input actions as
the initial move, the system produces a set of process trees as follows:
O(P (1) ) = 0.4 · a.c.⊥ + 0.6 · b.d.⊥
O(P (2) ) = 0.5 · a.c.⊥ + 0.25 · b.d.⊥ + 0.25 · b.c.⊥
O(P (3) ) = 1 · a.c.⊥
O(P (4) ) = 0.3 · a.c.⊥ + 0.7 · b.d.⊥
We know that the weight of the process trees are: w(1) = 0.2, w(2) = 0.4,
w(3) = 0.1, w(4) = 0.3. According to our deﬁnition of information ﬂow quantity
over processes, we have:
4
4


L = d2 (P (1) , P (2) , P (3) , P (4) ) = H(
w(i) P (i) ) −
w(i) H(P (i) ) = 0.31
i=1

i=1

Clearly, zero leakage implies the intuition that for diﬀerent high inputs, the
observer can not tell the diﬀerence between them by observing the process trees,
and therefore it satisﬁes non-interference. Bigger leakage implies the observer
can tell more diﬀerence of the process trees due to the high inputs, and thus
more secure information is leaked to the public.
4.3

Measuring Information Flow Over Interaction Steps

One interaction step in the reactive labelled transition systems produces a pair
ﬁrst interaction
set: Σ × μ(R). Assume the initial high inputs ?H0 start
mthe
0
w
= 1. Due to
step as: ?H0 = {(w01 .h01 ), . . . , (w0m0 , h0m0 )}, where
0i
i=1
such initial high inputs set, the system produces a set of probabilistic sub-trees.
Each computation step of each sub-tree is described as a pair set Σ × μ(E0 ),
where E0 denotes the set of the states taking ?H0 as the initial move. During the execution of the program, we may have a sequence of high inputs
sets as: {?H0 , ?H1 , . . . , ?Hk }, where ?H0 = {(w01,h01 ), . . ., (w0m0 , h0m0 )}, . . .,
?Hk = {(wk1 , hk1 ), . . . , wkmk , hkmk )}. For each interaction, we have obtained
the metric space (ξ[i], di ), where ξ[i] denotes the set of probabilistic computation sub-trees due to ?Hi , di denotes the distance between the computational
sub-trees, and 0 ≤ i ≤ k. We therefore consider the collection of the metric
spaces: {(ξ[i], di )|0 ≤ i ≤ k}. Each interaction tree may be incorporated with
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a probability of this interaction happens and behaves as an active process. The
probability of the process taking ?Hi can be considered as the product of the
probabilities from the root to the current state which is going to take ?Hi as the
next move, denoted as qi , where 0 ≤ i ≤ k. Such collection describes the history
of the sequence of interaction trees with their probabilities. We then deﬁne the
maximum information ﬂow leakage due the sequence of high inputs sets as the
square of the probabilistic 
sum of the distance between the sub-trees of each
k
interaction step, i.e., L ≤ ( i=1 (qi · di ))2 .
Example 3. Consider we have a sequence of high inputs set with two elements:
the initial one is ?H0 = { 13 h01 , 23 h02 } which is input at the beginning of the
program, another one is ?H1 = { 12 h11 , 12 h12 } which is input into the process
during the execution of the program. Assume actions a, b, c are visible. Consider
the total distribution tree obtained due to the program is as follows:
E
h01 ,
a,
h11 ,
a,

2
3

1
2

1
3

h02 ,
b, 12a,

1
2

h12 ,
b,

1
3

1
3

2
3

c,

2
3

1
2

c, 1

Fig. 3. Example of interactions

1
2
2
1
1
1
O(ξ[0]) = { h01 · [ a.⊥ + b.⊥], h02 · [ a.⊥ + c.⊥}
3
2
2
3
3
3
1 1
1
1
2
O(ξ[1]) = · { h11 · [ a.⊥ + b.⊥], h12 · [c.⊥]}
6 2
3
3
2
where ξ[0] denotes the truncation of the tree of the process after taking the initial
high inputs set but before the second high inputs getting in, ξ[1] denotes the
truncation of the tree after taking the second high inputs set with its probability
1
6 due to current state. Let d0 denote the distance within ξ[0], and d1 denote the
distance within ξ[1], the maximum information ﬂow quantity from
√ the sequence
of high inputs set ?H0 , ?H1 to the outside is computed by: d0 = 0.459 = 0.677,
d1 = 1, L ≤ (d0 + 16 · d1 )2 = 0.712.
Definition 8 (Leakage upper bound over multi-interaction steps). Assume we have a sequence of high inputs sets, which are fed into the program at
the beginning of and during the execution of the program: {?H0 , ?H1 , . . . , ?Hk },
?H0 = {(w01 .h01 ), . . . , (w0m0 .h0m0 )}, . . ., ?Hk = {(wk1 .hk1 ), . . . , (wkmk , hkmk )},
assume the probabilities of taking ?H0 , . . . , ?Hk and behaving as an active process
are q0 , q1 , . . . , qk . The observation tree sets obtained are:
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{P (01) , . . . , P (0m0 ) }, {P (11) , . . . , P (1m1 ) }, . . . {P (k1) , . . . , P (kmk ) }
We deﬁne the information leakage upper bound of this program from the sequence
of high inputs sets to the public observer as:
Llub =

k


2

qi · d(P

(i1)

,...,P

(imi )

)

i=0

4.4

Relationship with Information Theoretic Based Definition

Inspired by the discussion in [16], in this section, we consider a connection between our leakage computation and mutual information to show some intuitions
of our method. When only one interaction happens in our reactive probabilistic
transition system, the process can be viewed as a batch program produced a
set of public outputs in the way of distribution given a set of high inputs under
any distribution, i.e. a distribution transformer over one interaction from the
denotational point of view [10]. Let us concentrate on the case of one interaction
step. We have discussed that the observation set provides a set of weighted resulting distributions. Let us denote the observation set due to the truncation of
the viewed interaction step as a random variable O = {o1 , o2 , . . . , ok }. Suppose
that the sequence of O is divided into m subsequences: T (1) , T (2) , . . . , T (m) with
probability w(1) , w(2) , . . . , w(m) based on the distribution of the high input action
set which starts this interaction. Let us consider a random vector (o, t) where
random variables o ∈ O and t ∈ {T (1) , T (2) , . . . , T (m) } are generated as follows:
o denotes the observing element locates at t, t denotes the high subsequence
that leads to the process tree containing observing point o. Let pij denotes the
joint probability o = oi ⎛and t = T (j) for⎞i = 1, 2, . . . , k and j = 1, 2, . . . , m,
p11 p12 . . . p1m
⎜ p21 p22 . . . p2m ⎟
⎟. Then we get that the random variand it can be viewed as: ⎜
⎠
⎝
... ...
pk1 p12 . . . pkm
able o assuming the values o1 , o2 , . . . , ok with probability p1 , p2 , . . . , pk . We also
get that the random variable t if assuming the values T (1) , T (2) , . . . , T (m) with
probability w(1)
w(2) , . . . , w(m) 
where the marginal probability pi and w(j) are
,m
k
(j)
given by pi = j=1 pij , w = i=1 pij , for i = 1, 2, . . . , k and j = 1, 2, . . . , m.
m
(j)
Intuitively, pi = j=1 w(j) pi deﬁnes the probability of ﬁnding oi in the whole
k pij
(j)
tree sequence, i.e. pi = i=1 w(j)
is the normalised probability of ﬁnding oi in
k
(j)
T (j) . Therefore P (j) = i=1 pi . We consider the Jensen-Shannon distance of
P (1) , P (2) , . . . , P (m) due to the truncation of one interaction:
m
m


DJS (P (1) , P (2) , . . . , P (m) ) = H(
w(j) P (j) ) −
w(j) H(P (j) )
j=1

j=1
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=

m


w(j)

j=1

k

i=1

(j)

(j)

pi log2 pi −
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k 
m
m


(
pi ) log2 (
pi )
i=1 j=1

j=1

k
(j)
Intuitively, P (j) = i=1 pi is the probability of ﬁnding o in all subsequence
of t. If P (1) ∼L P (2) ∼L . . . ∼L P (m) then it is easy to understand that the
identity of o does not tell us anything about the identity of high subsequence t
from which observing point o is observed, as the probability distribution of o is
identical in all subsequence t, i.e. by observing visible actions, we can not get
any knowledge about high-level input.
Next, let us consider the mutual information in o about sequence t due to high
input, which quantiﬁes the amount of information we obtained from learning the
identity of the observing element o about the identity of that subsequence t from
which element o was observed. It can be mathematically proven [16] that the
mutual information in o about t is identical to the mutual information in t about
o, and hence we can state that the Jensen-Shannon divergence DJS quantiﬁes
the amount of information we obtain from learning the identity of the chosen
element o about the identity of the subsequence t. The mutual information I in
o about t is deﬁned by Shannon [18]:
I=

k 
m


k

pij log2

i=1 j=1

=

m

j=1

w(j)

k

i=1

m


pij
p
(j)
=
w(j) pi log2 i
(j)
pi
w pi
i=1 j=1

(j)

(j)

pi log2 pi −

k

i=1

(j)

pi log2 pi = DJS (P (1) , P (2) , . . . , P (m) )

Therefore, DJS (P (1) , P (2) , . . . , P (m) ) over one interaction is equal to the mutual
information of o about t, and we obtain Proposition 3.
Proposition 3. Each interaction truncation of the process can be viewed as
a batch program which is given a distribution based high inputs and produces
distribution based low observations. For this case, our deﬁnition is equivalent to
the mutual information between high inputs and low observations.
Example 4. Let us consider an example with one interaction to see the intuitions. Assume we have two possible high input actions with weights w(1) =
0.4, w(2) = 0.6 as the initial move of the process. The system thus produces
trees t ∈ {T (1) , T (2) } due to such inputs. Assume that the observation over the
ﬁrst tree T (1) with weight w(1) = 0.4 is as
O(P (1) ) = 0.2a.b.⊥ + 0.3b.⊥ + 0.5a.b.c.⊥,

(1)

i.e.

(1)

(1)

p2
0.3

p1
0.2

(1)

p3
0.5

p4
0

and the observation over the second tree T (2) with weight w(2) = 0.6 is as
O(P (2) ) = 0.3a.b.⊥+0.4b.⊥+0.2a.b.c.⊥+0.1d.⊥,

(2)

i.e.

p1
0.3

(2)

p2
0.4

(2)

p3
0.2

(2)

p4
0.1
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Therefore, the leakage according to our deﬁnition can be computed by:
2
2


DJS (P (1) , P (2) ) = H(
w(j) P (j) ) −
w(j) H(P (j) ) = 0.1034
j=1

j=1

On the other hand, since the joint probability
pij of (o, t) obtained by the

 dis0.08
0.12
0.20
0
tribution trees can be considered as:
, we
0.18
0.24
0.12
0.06
then can compute the public output pi as (0.26 0.36 0.32 0.06). Therefore,
mutual information in o about t, i.e. the mutual information between public
output view Y = {p1 , p2 , p3 , p4 } and high input with weight X = {w(1) , w(2) } is
4 2
p
computed by:I(X; Y ) = i=1 j=1 pij log2 w(j)ijpi = 0.1034.
The example illustrates Proposition 3, and thus shows the intuition of the connection between our method of leakage analysis of interactive processes and the
information theoretic based deﬁnition for batch programs discussed above.

5

Conclusions

We have introduced a method to measure the information ﬂow within reactive
system. The probabilistic system we considered is based on probabilistic labelled
transition systems. We apply the framework of Kwiatkowska and Norman’s metric probabilistic semantics [12], and investigate the quantiﬁed security properties
over this semantics. We deﬁne a metric over the semantics and develop a method
to compute the information ﬂow quantity over interaction steps in reactive processes. It is shown that there is a connection between our leakage deﬁnition and
the framework of information theory and non-interference. We have come out
with a novel way of binding the leakage from reactive program system which
has RPLTS semantics. This is a big step forward. The outcome is that we get
estimating an upper bound on the leakage on reactive processes. However, our
observer is very strong. Similar to Boreale’s work [9], the observers can observe
all the possible actions of the system. Another weakness of our approach is that
the leakage is a function of the semantics, in general, it is not executable. A
suitable approximation is required. For future work, we plan to look a way to
weaken the observers, e.g. the observers only can observe low output or some
other restrictions. We also want to investigate developing algorithm which is able
to compute approximation on the leakage upper bound.
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