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Abstract. In this paper we propose a new publicly veriﬁable secret sharing scheme using pairings with close relations to Shoenmakers’ scheme.
This scheme is eﬃcient, multiplicatively homomorphic and with unconditional veriﬁability in the standard model. We formalize the notion of
Indistinguishability of Secrets and prove that out scheme achieves it under the Decisional Bilinear Square (DBS) Assumption that is a natural
variant of the Decisional Bilinear Diﬃe Hellman Assumption. Moreover,
our scheme tolerates active and adaptive adversaries.
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Introduction

Most of the work on secret sharing dates from the eighties and the nineties,
before the invention of Paillier’s cryptosystem [10] and the ﬁrst positive use of
pairings in cryptography [8]. As a consequence, little attention has been paid to
the potential use of recently invented cryptographic tools in the design of secret
sharing schemes. However, pairings have been successfully used in the design of
some distributed cryptographic protocols like threshold encryption and threshold
signatures, in the last years.
Background. In a secret sharing (SS) scheme, a dealer D wants to share a
secret among a set of participants in such a way that only special (qualiﬁed)
subsets are able to recover the secret. Here we are interested in (t, n)-threshold
secret sharing schemes, in which the qualiﬁed subsets are those with at least t
participants. Since the publication of the seminal paper by Shamir [15], secret
sharing has found innumerable applications and is nowadays considered as a
fundamental tool for the design of distributed cryptographic protocols.
The ﬁrst constructions of secret sharing schemes achieved a high level of security (secrecy): The Shamir scheme provides secrecy even in the presence of a
passive adversary (i.e., an eavesdropper who controls the secret information of
at most t − 1 participants) with unlimited computational power. However, these
schemes do not provide enough protection against dishonest participants or a
dishonest dealer.
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Veriﬁable secret sharing (VSS) schemes have been introduced in [2] to solve
the problem of dishonest dealers and dishonest participants who try to deceive
other participants. Feldman’s VSS scheme [3] is a very practical scheme in which
secrecy is based on a computational assumption related to the Discrete Logarithm problem. However, since a deterministic function of the secret is published,
only a weak notion of secrecy (one-wayness) is guaranteed. Pedersen [11], proposed a VSS scheme in which secrecy is guaranteed for an unbounded passive
adversary, but veriﬁability relies on a computational assumption.
In [16], Stadler proposed a publicly veriﬁable secret sharing (PVSS) scheme.
In this scheme, the validity of the shares can be veriﬁed by anyone only from
the public information. Typically, in a PVSS scheme, the dealer only broadcasts
some information to the participants, and no private channels are needed for
the distribution of the shares. Shoenmakers’ PVSS scheme [14] works in a group
in which the Discrete Logarithm problem is intractable. His scheme is quite
simple, but to make it publicly veriﬁable some non-interactive zero-knowledge
proofs have been used.
In most publicly veriﬁable secret sharing schemes [5,14], the veriﬁcation
procedure involves interactive proofs of knowledge. These proofs are made noninteractive by means of the Fiat-Shamir technique [4]. This implies that veriﬁability relies on the properties of some hash function. Actually, known security
proofs for veriﬁability work only in the Random Oracle Model (ROM), and
there is a known negative result about the universal validity of Fiat-Shamir
heuristics [6].
There are other known ways to obtain non-interactive zero knowledge proofs
without using Fiat-Shamir. For instance, a recent work by Groth et al. [7] shows
a generic non-interactive zero knowledge proof for any language in NP in the
common reference string model (CRS), that takes advantage of pairings. However, these zero knowledge proofs are still quite ineﬃcient.
Based on a PVSS scheme by Fujisaki and Okamoto [5], Ruiz and Villar in [12]
overcame some of the above problems: a new PVSS scheme is proposed which
makes use of the additive homomorphic property of Paillier’s encryption. The
dealer commits to the coeﬃcients of the polynomial of the underlying Shamir
SS scheme by broadcasting their encryptions. The resulting PVSS scheme is unconditionally veriﬁable (in the Standard Model) and the veriﬁcation protocol is
intrinsically non-interactive (i.e., does not make use of Fiat-Shamir heuristics).
The main drawback of this scheme is that it requires an additional step of interaction in the sharing phase: the dealer holds a secret/public key pair and
every participant sends an encrypted random value to him in order to establish
a secure channel through which the corresponding share is sent.
Moreover, compared to Feldman’s scheme, the Ruiz-Villar scheme provides a
higher level of secrecy called indistinguishability (IND) based on the Decisional
Composite Residuosity (DCR) assumption. Due to the unconditional veriﬁability, this secrecy is guaranteed even in the presence of an active and adaptive
adversary.
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Another consequence of not using Fiat-Shamir non-interactive zero-knowledge
proofs is that the Ruiz-Villar scheme is an additively homomorphic PVSS scheme
(i.e., anyone can compute the public information of a sharing of s1 + s2 from the
individual sharing of s1 and s2 , including the veriﬁcation information, in such a
way that nobody can distinguish this sharing of s1 + s2 from a direct sharing of
the same value).
Boldyreva [1] proposed a threshold signature scheme based on gap DiﬃeHellman groups (that can be naturally instantiated with pairings). The signing
key is distributed by using Feldman’s VSS and the signature veriﬁcation procedure takes advantage of the DDH oracle. The techniques used in Boldyreva’s
paper are somewhat similar to ours but in the diﬀerent context of threshold
signatures.
Contributions. On the one hand, we give two formal deﬁnitions of secrecy in
publicly veriﬁable secret sharing, which capture the notion of indistinguishability
of shared secrets. We also discuss their relationship.
On the other hand, we propose a new PVSS scheme that overcomes the use
of Fiat-Shamir zero-knowledge proofs in a diﬀerent way than in [12], and which
does not require any additional interaction in the sharing phase: we basically
replace zero-knowledge proofs in Shoenmakers’ scheme by equalities involving
bilinear map computations. The resulting scheme has the following features:
– Public Veriﬁability: a misbehaving dealer or participant is unconditionally
detected.
– Secrecy: indistinguishability of secrets is based on the Decisional Bilinear
Square Assumption, which is a variant of the Decisional Bilinear DiﬃeHellman Assumption.
– Active adversaries are tolerated (even adaptive ones), whenever there is a
majority of honest participants.
– Multiplicatively homomorphic property (compatible with public veriﬁability).
– Eﬃciency comparable to Shoenmakers’ scheme, with a more eﬃcient dealer
but a less eﬃcient veriﬁer.
Reducing the computational cost of the dealer can be desirable in applications in
which there exist many potential dealers but a limited amount of participants,
as in electronic voting. A variant of the basic scheme is also presented, which
allows secret reconstruction via open channels in an eﬃcient way. We also show
how the scheme generalizes to linear access structures other than threshold ones.
Organization. The paper is organized as follows: In Section 2 we recall the
characteristics of PVSS schemes. Computational secrecy for PVSS schemes is
revisited in Section 3. The proposed PVSS scheme is presented in Section 4
and its security is analyzed in Section 5. In Section 6 a variant of the scheme
which allows the reconstruction of the secret on public channels is presented.
Finally, the multiplicatively homomorphic property of the scheme is discussed
in Section 7.
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Notation. As usual in cryptography papers, we use the convenient notation
$
x ← X to denote that x is a uniformly distributed random element of a set X.

2

Publicly Verifiable Secret Sharing Schemes

Let P = {P1 , . . . , Pn } be a set of n participants. We only refer to a (t, n)threshold access structure, although the schemes proposed in this paper can
easily be generalized to any vector space access structure. The dealer D wants
to share a secret s between the participants of P in such a way that every set of at
least t participants can recover the secret, and no set of at most t−1 participants
can get any information about the secret. V is any (external) veriﬁer who wants
to check any phase of the scheme.
In a basic secret sharing scheme, three subprotocols are needed: setup, distribution of the shares and reconstruction of the secret. In a PVSS scheme, the
dealer is supposed to communicate with participants via open channels. In spite
of simplicity, we assume the existence of an authenticated broadcast channel.
Furthermore, we can assume the existence of private channels between participants during the secret reconstruction. However, some basic PVSS schemes can
be modiﬁed in order to remove this last assumption. An additional public verification subprotocol is also considered.
Setup. All the parameters of the scheme are generated and published by the
dealer D. Also every participant publishes his public key and withholds the
corresponding secret key.1
Distribution. For a secret s the dealer creates s1 , s2 , . . . , sn as the shares of
P1 , P2 , . . . , Pn respectively. The dealer computes and publishes the encrypted
shares Ei (si ) for each participant Pi ∈ P. He also must publish P ROOFD to
ensure the veriﬁer that the published values are encryptions of correct
shares.
Verification. From all the public information generated during setup and distribution phases, V veriﬁes non-interactively that the published information is
consistent and that every authorized subset of (honest) participants will recover
the same secret. If veriﬁcation fails, the whole protocol is aborted (i.e., honest
participants exit the protocol).
Reconstruction. Using his secret key, every participant Pi in a qualiﬁed subset A ⊂ P decrypts his encrypted share and gets si . Then, all participants in A
exchange their shares si together with a proof P ROOFPi via private channels.
Every participant in A locally reconstructs the secret from a subset of t correct
1

This public key could be the encryption with the public key of the dealer of a random
value chosen by the participant as a one-time key. However, diﬀerent instances of
the protocol need independent one-time keys, and this adds a new interaction step
in the distribution subprotocol, as in [12].
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shares (i.e., those with a valid proof). If no private channels are available to
participants, they then can send encryptions of the shares instead of the shares
themselves.
As usual, adversaries can be classiﬁed into passive and active, depending on
the behavior of corrupted participants: a passive adversary cannot change the
behavior of a corrupted participant, while an active adversary can change it
in any possible way, but in any case the adversary learns all the participant’s
secret information. Also adversaries can be static or adaptive. A static adversary
decides the participants whom will be corrupted at the very beginning of the
protocol, while an adaptive one can decide to corrupt a new participant at any
time, as a function of his knowledge. We always consider a rushing adversary,
who makes corrupted participants wait for honest participants’ messages before
sending theirs in each communication round.
The three properties required for a PVSS scheme: correctness, verifiability
and secrecy are deﬁned below.
Correctness. If the dealer and the participants act honestly, every qualiﬁed
subset of participants reconstructs the secret s in the reconstruction phase. This
obviously implies that the dealer passes the veriﬁcation subprotocol.
Verifiability. If a dishonest dealer passes the veriﬁcation subprotocol, then there
exists a unique value s such that the honest participants in any qualiﬁed subset
with at least t honest participants recover s as the secret. We can consider weaker
notions of veriﬁability by tolerating a negligible error probability (statistical veriﬁability) or by considering a computationally bounded adversary (computational
veriﬁability).
Secrecy. For an honest dealer, the adversary cannot learn any information about
the secret, even after the execution of the reconstruction subprotocol by all
honest participants. We can also consider weaker notions of secrecy, depending
on the type of adversary and the tolerated amount of information he can learn
about the secret.
Unconditional secrecy is not possible in PVSS schemes, since the encrypted
shares are sent by public channels, so an unbounded adversary can decrypt
them and then compute the secret. In the following section we review some notions of computational secrecy (i.e., secrecy against a computationally bounded
adversary).

3

Computational Secrecy

PVSS schemes can be related to threshold decryption schemes, in which only
qualiﬁed subsets can decrypt ciphertext encrypted with a certain public key. In
this analogy, the shared secret is the encrypted message and the information
published by the dealer is the ciphertext.
Hence, one-way secrecy in PVSS means that the adversary wants to know the
whole secret. However, achieving only this secrecy level (as in Feldman’s scheme)
does not appear to be enough in the real world.
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A formalization of the intuitive notion of semantic security for a PVSS scheme
was ﬁrst introduced in [12]. We reﬁne that secrecy notion for the worst case active
and adaptive adversary and give two secrecy levels that we call IND1 and IND2.
The weaker notion (IND1) informally means that the adversary cannot tell apart
the shared secret from a random value. This is a natural deﬁnition if the PVSS
scheme is seen as a Key Encapsulation Mechanism (KEM).
Definition 1 (Indistinguishability of secrets (IND1)). We say that a (t, n)threshold PVSS scheme is IND1-secret if any probabilistic polynomial time A
has a negligible advantage in the following game played against a challenger C.
During the game, A can corrupt a new participant at any time, but up to t − 1
participants in total. When A corrupts a participant, he receives his secret key
(only after step 1 in the game). A list of corrupted participants is maintained
during the game.
1. C runs the setup subprotocol and sends the public parameters to A along with
the public keys of still uncorrupted participants. C stores the secret keys of
those participants.
2. A sends the public keys of already corrupted participants.
3. C picks two random secrets x0 , x1 and a random bit b ∈ {0, 1}. Then he
runs the distribution subprotocol for secret x0 and sends all the resulting
information to A, along with xb .
4. C runs the reconstruction subprotocol for the set of all uncorrupted participants and sends all the messages exchanged via public channels (if any) to
A. No new corruptions are allowed from this point.
5. A outputs a guess bit b .


The advantage of A in that game is defined as Prob[b = b] − 12 .
The stronger notion (IND2) is similar to (IND1) but now x0 , x1 are chosen by
the adversary.
Definition 2 (Indistinguishability of secrets (IND2)). We define IND2secrecy of a (t, n)-threshold PVSS scheme exactly as in the definition of IND1secrecy but replacing item 3 by
3’ A selects to secrets x0 , x1 and sends them to C. Then C picks a random bit
b ∈ {0, 1} and runs the distribution subprotocol for the secret xb . Finally, C
sends all the resulting information to A.
Clearly, IND2-secrecy implies IND1-secrecy but the converse is not true. However,
one can upgrade an IND1-secret PVSS scheme to achieve IND2-secrecy by using
the original PVSS scheme to share a random session key K, and then the dealer
publishes K ⊕ s, where s is the secret and ⊕ is a suitable group operation. We
refer to this PVSS scheme as a hybrid PVSS scheme. See Appendix B for a
detailed proof of this fact.
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The Proposed PVSS Scheme

Assume that G is a group of order q, q a prime number, and g and h are two
independent generators of this group. Let e be a non-degenerated bilinear map
e : G × G → G1 . This means that the map e : G × G → G1 fulﬁls the following
properties:
1. e(g α , g β ) = e(g, g)αβ for all α, β ∈ Fq .
2. e(g, g) = 1.
3. e(x, y) is eﬃciently computable given x and y in G.
We wish to use Shoenmakers’ protocol together with the bilinear map to build
a (t, n)-threshold PVSS scheme to share a secret in G1 among the participants
P1 , . . . , Pn , where n ≥ 2t − 1, in such a way that the public veriﬁability does not
require the use of Fiat-Shamir non-interactive zero-knowledge proofs. To do this,
the dealer chooses z0 ∈ F∗q randomly and distributes the secret S = e(h, h)z0 in
the following way:
Setup. Every participant Pi chooses a random secret value di ∈ F∗q and publishes
hi = hdi as his public key.

j
Distribution. The dealer chooses a random polynomial P (x) = t−1
j=0 αj x of
degree at most t − 1 with coeﬃcients in Fq and α0 = z0 . The dealer publishes
the commitments Cj = g αj , for 0 ≤ j < t. He also publishes the encryptions of
the shares Yi = hi P (i) for 1 ≤ i ≤ n.
t−1 j
Verification. Every (external) veriﬁer can compute the value Xi = j=0 Cji
for every participant Pi by himself and check the correctness of the shares by
checking the equation e(Xi , hi ) = e(g, Yi ). If the veriﬁcation fails, all participants
exit the protocol (i.e., they refuse to take part in the reconstruction subprotocol).
Reconstruction. Let A be a qualiﬁed subset of participants. Each participant
in A gets the encrypted share Si = hP (i) by using its private key and computing
Si = Yi 1/di . Then all participants in A pool their shares. All shares can be
veriﬁed easily by other participants of A by checking the equation e(Si , hi ) =
e(Yi , h). After the veriﬁcation, if there are at least t correct shares, then for
an arbitrary set B ⊆ A of t participants which have pooled correct
shares,

every participant in A can get hz0 by Lagrange interpolation: Pi ∈B Si λi =



j
P (i) λi
Pi ∈B λi P (i)
(h
)
=
h
= hP (0) = hz0 , where λi = Pj ∈B\{Pi } j−i
is a
Pi ∈B
z0
Lagrange coeﬃcient. The secret S will be recovered by computing e(h , h). The
protocol is summarized in Figure 1.

5
5.1

Analysis of the Scheme
Correctness

Correctness of the scheme means that: (i) an honest D always passes the veriﬁcation procedure, and (ii) any subset of at least 2t − 1 participants (which
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Setup:
$
 Each participant Pi computes (pk, sk) = (hi , di ) = (hdi , di ), where di ← F∗q ,
and broadcasts pk.
Distribution:
$
Let z0 ← F∗q and S = e(h, h)z0 be the secret to be shared.

$
j
 D picks a random polynomial P (x) = t−1
j=0 αj x where α0 = z0 and αj ← Fq .
αj
P (i)
.
 D publishes Cj = g and the encrypted shares Yi = hi
Verification:

ij
 V computes Xi = t−1
j=0 Cj and checks if e(Xi , hi ) = e(g, Yi ).
Reconstruction:
Let A be a subset of participants running the reconstruction subprotocol.
 Every Pi ∈ A, sends Si = Yi 1/di to the other participants in A.
 Every Pi ∈ A, checks if e(Sj , hj ) = e(Yj , h) for all Pj ∈ A \ {Pi } and deﬁnes
that pass the test.
Bi as a subset of t participants


k
and
 Every Pi ∈ A, computes Pj ∈Bi Sj λj = hz0 where λj = Pk ∈Bi \{Pj } k−j
z0
gets S = e(h , h).
Fig. 1. PVSS scheme with reconstruction via private channels

ensures us that there are at least t honest participants) is always able to recover
the secret shared by an honest D. Checking these requirements for the above
protocol is straightforward.
5.2

Verifiability

Now we show that if D passes the veriﬁcation, then all participants in the protocol must behave honestly or will be detected. More precisely, on the one hand,
the dealer must be honest in the distribution subprotocol and, on the other hand,
participants must be honest in the reconstruction subprotocol.
Verifiability of the Distribution. In the following, we prove that a dishonest D cannot cheat the participants without being detected in the veriﬁcation.
More precisely, if D passes the veriﬁcation, then all qualiﬁed subsets of honest
participants will reconstruct the same secret.
Lemma 1. If V accepts, then there exists a unique polynomial P (x) such that
the encrypted share of participant Pi is Yi = hi P (i) for 1 ≤ i ≤ n.
Proof. Assume that the share of participant Pi is equal to Yi = hi s . Let us
write Cj = g αj for suitable αj and consider the polynomial P (x) = α0 + α1 x +
. . . + αt−1 xt−1 . If V accepts, then for every 1 ≤ i ≤ n the dealer passes the
t−1 j
equation e(Xi , hi ) = e(g, Yi ), where Xi = j=0 Cji . By the deﬁnition of P (x),
we have e(g, hi )P (i) = e(g, hi )s , which leads to s = P (i). The uniqueness of P (x)
implies that all sets of t correct shares get the same secret in the reconstruction
subprotocol.
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In the actual protocol, all participants act as veriﬁers after the secret distribution
stage. Then, if D broadcasts corrupt information, then all honest participants
drop out of the protocol. Hence, nobody can successfully run the reconstruction
subprotocol. It is worth noticing that veriﬁability of D is unconditional (i.e.,
does not depend on any computational assumption).
Verifiability of the Shares in the Reconstruction Subprotocol. Consider
now that D behaves honestly. Let Pi and Pj be two participants taking part in
the reconstruction subprotocol. Suppose Pi opens his secret value Si = Yi s to
Pj , and Pj behaves honestly.
Lemma 2. If Pj accepts Pi ’s value, then Si = Yi 1/di , where di is the secret key
of Pi , that is hi = hdi .
Proof. Since Pj accepts Pi ’s value, then e(Si , hi ) = e(Yi , h), and so e(Yi s , hdi ) =
e(Yi , h). By using the properties of the bilinear map we get e(Yi , h)sdi = e(Yi , h),
which results in sdi = 1. So if Pj accepts the secret share of Pi , then Si = Yi 1/di .
Thus, by the two previous lemmas, all honest participants involved in the reconstruction subprotocol accept only correct shares Si = Yi 1/di = hP (i) (whether
the shares come from honest or dishonest participants). If there are at least t
honest participants in the subset A running the reconstruction subprotocol, then
every honest participant in A accepts at least t correct shares, which lead to the
secret S = hP (0) by Lagrange interpolation in the exponent. Notice that this
property does not depend on any computational assumption.
The results in this section are summarized in the following theorem.
Theorem 1. The proposed PVSS scheme is publicly verifiable even in the presence of an unbounded adversary.
5.3

Secrecy

Our goal now is to show that an active and adaptive probabilistic polynomial
time adversary corrupting at most t − 1 participants cannot obtain any information about the shared secret S, assuming an honest D. To show this, we ﬁrst
deﬁne the following assumption:
Assumption 1 (Decisional Bilinear Square (DBS)). Let G and G1 be two
groups of prime order q, g be a random generator of G and e : G × G → G1 be a
non-degenerated bilinear map. For random values μ, ν and s chosen uniformly
and independently from F∗q and given h = g μ , u = g ν , the following probability
distributions are polynomially indistinguishable: D0 = (g, h, u, T0 = e(h, h)ν )
and D1 = (g, h, u, T1 = e(h, h)s ).
This assumption is equivalent to the Decisional Bilinear Quotient (DBQ) Assumption, recently introduced in [9], and it is a natural variant of the standard Decisional Bilinear Diﬃe-Hellman Assumption, in which informally, an
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adversary aims to tell apart e(g, g)xyz from a random value, given (g, g x , g y , g z ).
DBS Assumption corresponds to the case x = y. See Appendix C for more details
about the relations of these assumptions.
Theorem 2. If the DBS Assumption holds, then the proposed scheme is
IND1- secret.
Proof. Assume that there is an active and adaptive probabilistic polynomial time
adversary, A, playing the game in Deﬁnition 1 with a non-negligible advantage
εA . Then we describe a simulator F that using A as a subroutine can break the
DBS Assumption with a non-negligible advantage εF .
1. Once F receives the description of a random instance of the DBS Problem
(q, G, G1 , e, g, h = g μ , u = g ν , Tb ), as described in Assumption 1, he simulates the (t, n)-threshold PVSS scheme as a challenger for A. So F sends
(n, t, P, q, G, G1 , e, g, h) to A as the public parameters of the scheme. A
chooses a subset B0 ⊂ P of initially corrupted players and gives it to F .
Now F guesses the set of all players corrupted by A at the end of the game
by choosing at random B such that B0 ⊂ B ⊂ P and |B| = t − 1. Then F
computes the public keys of the players as follows: ∀Pi ∈ B \ B0 ; hi = hdi ,
$
$
di ← F∗q and ∀Pi ∈ P \B; hi = g ri , ri ← F∗q , and sends them to the adversary.
2. A sends the public keys of the corrupted players which have been arbitrary
chosen by himself.
$
3. F chooses si ← Fq and sets Yi = hi si for all players Pi ∈ B. There exists a
unique interpolating polynomial P (x) = α0 + α1 x + ... + αt−1 xt−1 ∈ Fq [x],
such that ∀Pi ∈ B; P (i) = si and g P (0) = u. Thus all the coeﬃcients
can be uniquely determined for some
 eﬃciently computable constants μij
(that only
depend
on
B)
as
α
=
j
Pi ∈B μij sj + μ0j ν. Now F computes


Cj = g Pi ∈B μij si uμ0j , 1 ≤ j ≤ t − 1 and sets C0 = u. Then ∀Pi ∈ P \ B, F
t−1 j
sets Yi = hi P (i) = g P (i)ri = [u j=1 Cji ]ri , and sends all Yi , all Cj and Tb
to A.
4. A chooses B1 ∈ P \ B0 such that |B0 ∪ B1 | ≤ t − 1, and corrupts the
participants in B1 . If B1  B \ B0 , then F exits the game giving a random
bit b as output. Otherwise F sends the secret key di of every participant
Pi ∈ B1 to A.
5. Eventually A ends by outputting a bit b which is forwarded by F .
Let Fail denote the event that F exits the game at step 4. Notice that, if Fail
occurs then the probability of success of F (i.e., b = b) is exactly 1/2. Otherwise,
F perfectly simulates the challenger for A. On the other hand, the choice of B
is independent of all the variables of the secret sharing scheme, and then Fail is
independent of the success of A. Thus, the probability of success of F is SuccF =
1
(conditional) prob2 Prob[Fail] + SuccA Prob[¬Fail] and εF = εA Prob[¬Fail]. The
t−1−|B0 | n−|B0 |
/ |B1 | , for
ability of ¬Fail can be easily computed as Prob[¬Fail] =
|B1 |
any possible choice of B1 , which ranges from 1 if B1 = ∅ (that is, in the case of
 n −1
if B0 = ∅ and |B1 | = t − 1
an active but static adversary εF = εA ) to t−1
(that is, the worst case adversary).
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As seen in Section 3, we can modify the basic PVSS scheme to achieve IND2secrecy by letting the dealer share a random value K = e(h, h)z0 ∈ G1 , and then
publish the product T = KS, where S ∈ G1 is the actual secret he wants to
share.

6

Secret Reconstruction on Public Channels

In the basic scheme the secret reconstruction supposes the existence of private
channels between participants. In this section we remove this requirement without losing any good property of the scheme.
Assume that participant Pi wants to sends his encrypted share, Si = Yi 1/di ,
to Pj . To do that publicly, he chooses a random value ρ and sends (r, z, w) =
(hi ρ , Yi ρ , hj 1/(di ρ) ), where hi , hj are the public keys of Pi , Pj respectively. Now
everybody can verify the correctness by checking the equations e(r, Yi ) = e(z, hi )
and e(r, w) = e(hj , h), since Yi is publicly available from the sharing information
broadcast by the dealer. Notice that this veriﬁcation is unconditional.
Then Pj computes the share of Pi as e(h, h)P (i) = e(z, w)1/dj . From t correct
shares, Pi can locally compute the secret S = e(h, h)P (0) as usual, by means of
Lagrange interpolation in the exponent. The secrecy of the modiﬁed protocol is
also based on the DBS Assumption.
Theorem 3. The protocol is IND1-secret under the DBS Assumption.
Proof. We only have to modify step 5 of the simulation in the proof of Theorem 2
to provide A with all the messages exchanged by the uncorrupted participants
during the secret reconstruction.
5’ For every ordered pair (Pi , Pj ) of diﬀerent uncorrupted participants, F
$
chooses ρ ← F∗q and sends (r = hi ρ , z = Yi ρ , w = hrj /(ri ρ) ) to A. Eventually A ends by outputting a bit b which is forwarded by F .
Notice that the simulation of the secret reconstruction subprotocol is perfect.
Therefore, the advantage of F fulﬁls exactly the same equation as in Theorem 2.

7

Homomorphic Properties

It is well known that some basic secret sharing schemes have nice homomorphic properties. For instance, in Shamir’s scheme, if every participant Pi locally
computes a linear combination of his shares si and ti for the secrets s and t,
respectively, then he obtains a new share corresponding to the same linear combination of the secrets. This interesting property has found a lot of applications
in electronic voting or multiparty computation, for example.
However, if the same idea is applied to a publicly veriﬁable secret sharing
scheme, then new diﬃculties arise: one wants to compute the sharing information
(including veriﬁcation information) of the operation of two secrets from the
information of the individual sharing processes. This seems very hard to achieve

Public Veriﬁability from Pairings in Secret Sharing Schemes

305

if the public veriﬁability depends on non-interactive zero-knowledge proofs, but
it is straightforward in our scheme (as it was in [12]). Our basic scheme has the
following multiplicatively homomorphic property. We assume that public keys
of the participants are reused for multiple secret sharing.
Proposition 1. Let (C0 , . . . , Ct−1 , Y1 , . . . , Yn ) and (C̃0 , . . . , C̃t−1 , Ỹ1 , . . . , Ỹn ) be
the sharing information broadcast by the dealer for secrets S and S̃, respectively.
β
α
C̃t−1
Then, for any α, β ∈ F∗q the tuple (C0α C̃0β , . . . , Ct−1
, Y1α Ỹ1β , . . . , Ynα Ỹnβ ) has
the same probability distribution as a direct sharing of the secret S α S̃ β .
The same property applies to the IND2-secret improved scheme. Indeed, it sufﬁces to do the same operation T α T̃ β with the additional public elements T
and T̃ .

8

Final Remarks

As in Shoenmakers’ scheme, the PVSS scheme proposed in this paper can be
easily extended to linear access structures other than the (t, n)-threshold ones by
following a standard procedure. Firstly, assign to every participant Pi a vector
vi = (vi,0 , . . . , vi,t−1 ) ∈ Ftq for a suitable dimension t, and let v0 = (1, 0, . . . , 0)
be the vector associated to the dealer. Then replace the sharing polynomial
P (x) by a (dual) vector α = (α0 , . . . , αt−1 ), and P (i) by the dot product vi · α.
t−1 v
Hence, Xi is computed as Xi = j=0 Cj i,j . All the remaining equations are
maintained except for Lagrange interpolation coeﬃcients, which are replaced by
the coeﬃcients of the expression of v0 as a linear combination of the vectors
associated to a qualiﬁed subset of participants.
On the other hand, the proposed PVSS scheme has a performance comparable
to Shoenmakers’ scheme. Indeed, the dealer’s computational eﬀort of computing
the non-interactive zero-knowledge proofs (2n exponentiations) and the veriﬁcation of them by the veriﬁer (2n multi exponentiations) have been replaced by
the computation of 2n pairings by the veriﬁer. Hence, the dealer’s computation
complexity is reduced in about a 50%. If we tolerate a positive error probability
in the veriﬁcation procedure, then the veriﬁer can check a random combination of the n equations, reducing the number of pairing computations to only
n + 1. Moreover, every participant taking part of our scheme’s reconstruction
subprotocol must compute some extra pairings (typically 2t−1), but he does not
have to compute and check the non-interactive zero-knowledge proofs (saving 2
exponentiations and 2t − 2 multi exponentiations).
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A

A Short Description of the Ruiz-Villar PVSS Scheme

Ruiz-Villar PVSS uses the additively homomorphic Paillier cryptosystem to add
public veriﬁability to Shamir’s secret sharing scheme over the ring ZN , where
N = pq is an RSA modulus. Let g be an element with multiplicative order N
in Z∗N 2 (e.g., g = 1 + N ) and suppose that only the dealer knows p and q. The
distribution subprotocol for a secret s ∈ ZN works as follows:
$

1. Pi picks (mi , ri ) ← ZN × Z∗N and broadcasts ci = g mi ri N mod N 2 .

$
j
2. D picks a random polynomial P (x) = t−1
j=0 αj x where α0 = s and αj ←
ZN . Then D sets si = P (i) mod N .
3. D decrypts all ciphertexts ci , thus obtaining the pairs (mi , ri ), and broadcasts di = si + mi mod N .
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$

4. D picks Rj ← Z∗N and broadcasts Aj = g αj RjN mod N 2 , for 0 ≤ j < t.
it−1
5. D also broadcasts ti = R0 R1i · · · Rt−1
ri mod N , for every i = 1, . . . , n.
t−1

di

2
For each 1 ≤ i ≤ n, a veriﬁer can check A0 Ai1 · · · Ait−1 = gci tN
i mod N . Finally,
the secret reconstruction subprotocol (on private channels) for a subset A with
at least t honest participants, works as follows:

1. Every Pi ∈ A sends the secret pair (mi , ri ) to the other participants in A,
who check that ci is the corresponding Pallier’s ciphertext.
2. Pi computes the valid shares sj = dj − mj mod N for the other participants
in A who passed the veriﬁcation in the previous step.
3. Pi computes s by Lagrange interpolation in ZN from a set of t valid shares,
as in Shamir’s secret sharing scheme.
The above PVSS scheme is unconditionally veriﬁable and it is IND2-secret under the Decisional Composite Residuosity (DCR) Assumption, and it is also
additively homomorphic. The scheme does not make use of Fiat-Shamir noninteractive zero-knowledge proofs: instead it uses the homomorphic property of
Paillier’s encryption at the cost of an additional communication round in the
distribution subprotocol.

B

Generic Transformation from IND1 to IND2-Secrecy

Let us consider an IND1-secret PVSS scheme. Let sharing(S) be the information
published by the dealer during the distribution subprotocol for a secret S. Let
us assume that the set of possible secrets is a group G, and let ⊕ denote the
group operation.
A new hybrid PVSS scheme can be deﬁned from the original one by letting the
dealer choose and share a random secret K ∈ G and then publish T = K⊕S along
with sharing(K). Obviously, this modiﬁcation has no eﬀect on the correctness and
the public veriﬁability properties of the scheme. The reconstruction subprotocol
is slightly modiﬁed by just adding a last step in which every participant computes
S = K −1 ⊕ T after the computation of K. Let us show that if the basic scheme
is IND1-secret, then the hybrid scheme is IND1-secret. Let A2 be an adversary
playing the IND2 game in Deﬁnition 2 for the hybrid PVSS scheme, with a nonnegligible advantage ε2 . We show an adversary A1 playing the IND1 game in
Deﬁnition 1 for the basic scheme, also with a non-negligible advantage ε1 . Let
C be the challenger for A1 in that game. A1 will act as a challenger for A2 . In
particular, A1 will forward all the corruption queries and responses of A2 to and
from C during the game. The only nontrivial part of A1 is in step 3.
1. A1 forwards the distribution information from C to A2 .
2. A1 forwards the corrupted participants’ public keys from A2 to C.
$
$
3. A1 receives (sharing(K0 ), Kb ) from C, where K0 , K1 ← G and b ← {0, 1} are
$
chosen by C. A1 also receives S0 , S1 ∈ G from A2 . Then, A1 picks β ← {0, 1}
and sends sharing(K0 ) and Tb,β = Kb ⊕ Sβ to A2 .
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4. A1 forwards the reconstruction information from C to A2 .
5. If A2 ’s output β  equals β, then A1 outputs b = 0. Otherwise A1 outputs
b = 1.
Notice that if b = 0, then A1 perfectly simulates a challenger for A2 since T0,β =
K0 ⊕ Sβ and then A1 sent a correct sharing of Sβ for a random β. Otherwise
b = 1, and then the view of A2 is independent of β. Indeed T1,β = K1 ⊕ Sβ ,
which is independent of sharing(K0 ) and Sβ . Hence, the probability that β  = β
is exactly 12 . So ε1 = ε2 /2. On the other hand, A1 runs within the same time as
A2 plus a small number of group operations.
This hybrid construction can be generalized to an arbitrary symmetric encryption scheme, T = EK (S), such that for any possible value of S, EK (S) is
pseudorandom. Obviously, the above reduction should be modiﬁed to take into
account the maximum advantage of an attacker against the pseudorandomness
of the encryption scheme.

C

Decisional Bilinear Square and Related Assumptions

We show here that the DBS Assumption is equivalent to the DBQ Assumption,
which is deﬁned below.
Assumption 2 (Decisional Bilinear Quotient (DBQ)). Let G and G1 be
two groups of prime order q, g be a random generator of G and e : G × G → G1
$
be a non-degenerated bilinear map. For μ, ν, s ← F∗q , the probability distributions D0 = (g, g ν , g μ , T0 = e(g, g)ν/μ ) and D1 = (g, g ν , g μ , T1 = e(g, g)s ) are
polynomially indistinguishable.
Lemma 3. DBQ Assumption implies the DBS Assumption.
Proof. We can solve the DBQ problem by using a solver for the DBS problem as
follows. On input of a DBQ tuple (g, u = g ν , v = g μ , Tb ) we construct a correct
DBS tuple (v, g, u = v ν/μ , Tb ). Indeed, T0 = e(g, g)ν/μ and T1 is a random value
independent of the rest of the tuple.
Lemma 4. DBS Assumption implies the DBQ Assumption.
Proof. Similarly, on input of a DBS tuple (g, u = g ν , v = g μ , Tb ) we construct
a correct DBQ tuple (u, v = uμ/ν , g = u1/ν , Tb ). Indeed, T0 = e(u, u)μ =
−1
e(u, u)(μ/ν)(1/ν) and T1 is random and independent of the rest of the tuple.
Lemma 5. DBS Assumption implies the DBDH Assumption.
Proof. On input of a DBS tuple (g, u = g ν , v = g μ , Tb ) we construct a cor$
rect DBDH tuple (g, u, uγ , v, Tbγ ) where γ ← F∗q . Indeed, T0γ = e(u, u)μγ =
e(g, g)ν(νγ)μ and T1γ is random and independent of (g, u, uγ , v).
These relations are very similar to the relations between the Decisional Diﬃe
Hellman (DDH), the Decisional Square Exponent (DSE) and the Decisional Inverse Exponent (DIE) Assumptions (see [13]).

