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Abstract. At Crypto’2000, Johansson and Jönsson proposed a fast
correlation attack on stream ciphers based on the Goldreich-RubinfeldSudan algorithm. In this paper we show that a combination of their
approach with techniques for substituting keystream and evaluating
parity-checks gives us the most eﬃcient fast correlation attack known
so far. An application of the new algorithm results in the ﬁrst-known
near-practical key recovery attack on the shrinking generator with the
parameters suggested by Krawczyk in 1994, which was veriﬁed in the 40bit data LFSR case for which the only previously known eﬃcient attacks
were distinguishing attacks.
Keywords: Stream ciphers, Correlation attacks, Linear feedback shift
register (LFSR), Shrinking generator.

1

Introduction

Fast correlation attacks are one of the most important attacks against LFSRbased stream ciphers [18]. The aim is to recover the initial state of the involved
LFSR with complexity as low as possible. The earliest work dates back to [22,17],
followed by a large number of algorithms [1,2,3,9,10,12,14,15,16,19,20,25]. The
basic idea of a fast correlation attack is to regard the truncated keystream as
the noisy version of the underlying LFSR sequence, transmitted through a binary symmetric channel (BSC) with some crossover probability, as shown in
Figure 1. Thus, restoring the initial state of the LFSR is equivalent to decoding
the keystream segment by some method.
Such an attack usually has two phases: in the preprocessing phase, the
attacker constructs a large number of parity-checks according to the linear recurring structure of the LFSR; in the realtime phase, the attacker uses these precomputed parity-checks to decode a given keystream segment of certain length.
The preprocessing phase can be done once for all, and usually takes a relatively
longer time than that of the realtime processing phase. The eﬃciency of a fast
correlation attack highly depends on the cost of the pre-computation for ﬁnding
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Fig. 1. Model for a fast correlation attack

desirable parity-checks. It is commonly believed that the unrealistically large
preprocessing complexity is a signiﬁcant barrier for decoding in the highly noisy
cases. A challenging problem in this ﬁeld is how to eﬃciently decode in these
highly noisy cases with the processing complexities as low as possible, while not
substantially increasing the preprocessing complexity?
In this paper, we propose a new fast correlation attack that allows us to solve
this problem for noise up to 0.499 and for a LFSR of arbitrary form used in the
BSC model. Our algorithm is a combination of Johansson and Jönsson’s algorithm proposed at Crypto’2000 [15] with techniques for substituting keystream
and evaluating parity-checks. To our knowledge, such a combination has not been
studied before. We give a thorough theoretical analysis of the new algorithm,
which is supported by a number of simulation results. Our algorithm can reliably decode in the highly noisy cases with considerably lower data/time/memory
complexities than previously known to be possible. Besides, in all the noise
and LFSR length cases considered herein, our algorithm can successfully decode
without substantially increasing the preprocessing complexities. Therefore, the
new algorithm is more eﬃcient than any previously known relevant attacks and
largely extends the practical application scope of fast correlation attacks.
To illustrate its power, we use the new algorithm to evaluate the security of the
shrinking generator (SG) [4], which is considered as one of the strongest stream
ciphers currently available. A shrinking generator consists of two LFSR’s, say
the data LFSR B and the control LFSR S. LFSR B is irregularly decimated by
the regularly clocked LFSR S according to the following rule: the output bit of the
data LFSR B is taken if and only if the current output bit of the control LFSR S
is 1. For a shrinking generator with the parameters suggested by Krawczyk in [11]
(LFSR B of length 61 and LFSR S of similar length), which has shown remarkable
resistance against various attacks, the best known cryptanalytic results are those
presented in [13] and [24]. More precisely, to restore the initial state of the data
LFSR B in such a shrinking generator, the attack in [13] requires 242 operations
and 242 keystream bits, while the attack in [24] needs 140000 keystream bits and
257 operations after a pre-computation of 243 operations. Both of the attacks still
draw the interest of academics to this day. In contrast, given 10146 keystream
bits and at most 233.23 -byte memory, our new attack against the same shrinking
generator works in 235.86 operations after a pre-computation of 239.9 operations.
This is the ﬁrst-known near-practical key recovery attack against the shrinking
generator with the suggested parameters in [11]. We veriﬁed our attack on the
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shrinking generator with a 40-bit data LFSR B on a Pentium 4 PC, in which
case the only previously known eﬃcient attacks were distinguishing attacks [5].
This paper is organized as follows. We ﬁrst give a high level review of Johansson and Jönsson’s algorithm [15] in Section 2. Then a description of our
new algorithm is presented in Section 3 with detailed theoretical analysis. The
simulation results, theoretical estimates of our algorithm and comparisons with
the best previously known fast correlation attacks are provided in Section 4.
The application of our algorithm to the shrinking generator with the parameters
recommended by Krawczyk is described in Section 5 together with comparisons
with other known attacks. Finally, some conclusions are given in Section 6.

2

Review of Johansson and Jönsson’s Algorithm

Let us ﬁrst specify the notations used in this paper.
–
–
–
–
–
–
–
–
–
–
–
–
–
–
–

ai is the ith output bit of the LFSR.
zi is the ith keystream bit.
P (zi = ai ) = p = 0.5 + ε (ε > 0) is the correlation probability.
L is the length of the LFSR.
k (k < L) is the number of initial state bits to be determined.
t is the weight of the parity-checks.
q = 12 + 2t−1 εt is the folded noise in a parity-check of weight t.
N is the length of the available keystream.
(·)T is the transpose of a vector or a matrix.
bf ∈ Ff2 is a binary column vector bf = (bi1 , bi2 , . . . , bif )T .
Ω(vL−k ) is the expected number of parity-checks speciﬁed by vL−k .
n is the number of vL−k s appearing in all the parity-checks.
⊕ is the bit-wise exclusive or.
· is the inner product of two binary vectors.
x is the smallest integer greater than or equal to x.

At Crypto’2000, Johansson and Jönsson proposed a fast correlation attack on
stream ciphers [15] based on the Goldreich-Rubinfeld-Sudan algorithm [6]. Although they model the decoding problem as the problem of learning a binary
linear multivariate polynomial, it can be easily shown that their algorithm can
also be interpreted in the BSC model in Figure 1. Hence, we use the BSC model
as a uniﬁed framework hereafter.
In the preprocessing phase of Johansson and Jönsson’s algorithm, the attacker
constructs parity-checks of the following form:
T
· aL−k ,
1Tt · at = xTk · ak ⊕ vL−k

(1)

where 1t denotes the t-dimensional all-one vector, at = (ai1 , ai2 , . . . , ait ) (here
ij for 1 ≤ j ≤ t are arbitrary indices among the output bits), ak = (a0 , a1 , . . . ,
ak−1 ) and aL−k = (ak , . . . , aL−1 ). In contrast with other fast correlation attacks that use parity-checks with vL−k = 0, in (1), vL−k can take non-zero
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values. Thus, we can use several groups of parity-checks corresponding to diﬀerent vL−k s here. We need not know the true value of aL−k when determining ak
by evaluating the parity-checks with a fixed vL−k , as done in (2):
T
1Tt · zt ⊕ xTk · a k = xTk · (ak ⊕ a k ) ⊕ 1Tt · et ⊕ vL−k
· aL−k .

(2)

In (2), a k is the guessed value of ak , zt = (zi1 , zi2 , . . . , zit ), et = (ei1 , ei2 , . . . , eit )
is the random noise vector satisfying zt = at ⊕ et and P (eij = 0) = P (aij =
T
zij ) = 0.5 + ε for 1 ≤ j ≤ t. Note that vL−k
· aL−k is independent of ak and
takes either 0 or 1 in (2).
Thus, in the realtime processing phase, the attacker can evaluate the left
sides of Ω(vL−k ) parity-checks like (2) and record the number of times that
1Tt · zt ⊕ xTk · a k = 0. There will exist a deviation (more or less) from 12 · Ω(vL−k )
in the recorded number when a k is correctly guessed, and such a deviation
should not be observed otherwise. To restore ak , the attacker sums up all the
squared values of such deviations and accepts the guess resulting in the highest
record as the correct one. Please see the following description of Johansson and
Jönsson’s algorithm.
Parameters: t, k, n
Pre-computation
pre-compute n groups of parity-checks like (1)
with n diﬀerent vL−k values
Input: keystream zN = (z0 , z1 , . . . , zN−1 )
Processing
for all the 2k possible values ak of ak do
let Ba k = 0
for each group of parity-checks with a ﬁxed vL−k do
evaluate the left side of each parity-check like (2),
and store the total number of times that
1Tt · zt ⊕ xTk · a k = 0 as A
update Ba k = Ba k + (2A − Ω(vL−k ))2
end for
store Ba k in an array U
end for
search for the highest value B ∗ in U and accept the
corresponding guess a∗ k
Output: ak = (a0 , a1 , · · · , ak−1 ) or a small list of candidates

After restoring ak , other bits of the initial state aL = (a0 , . . . , aL−1 ) can be
determined with a much lower complexity, e.g. using the method in [25]. The
most time-consuming step in the above algorithm is to substitute the keystream
bits into the parity-checks and then to evaluate them. Since the number of the
k
employed parity-checks is often very large and
there are 2 possible values for
k
ak , this step would take a lot of time, i.e., 2 k vL−k Ω(vL−k ) operations, when
it is done in the straightforward way as in [15]. This is the main bottleneck of
Johansson and Jönsson’s algorithm.
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In the following, we will improve this algorithm by eﬃciently fulﬁlling the
substitution and evaluation step. To our knowledge, such an improvement has
not been studied before.

3
3.1

Our Improved Version
The Main Diﬀerence

First note that in (2), we can randomly select a value for aL−k , this does not
inﬂuence the work of the parity-checks, but makes them easier to follow. Thus
we have
T
1Tt · zt ⊕ xTk · a k ⊕ vL−k
· a L−k = xTk · (ak ⊕ a k ) ⊕ 1Tt · et ⊕ ζ ,

(3)

where a k is the guessed value of ak , a L−k is the value assigned to aL−k and
ζ = 0 or 1 depending on a L−k . Other notations are the same as those in (2).
In the preprocessing phase, we constructed n groups of such parity-checks, each
of which is speciﬁed by a ﬁxed vL−k and has an expected cardinality Ω(vL−k ).
In the processing phase, the attacker evaluates the left sides of (3) and records
T
· a L−k = 0. To avoid the
the number of times that 1Tt · zt ⊕ xTk · a k ⊕ vL−k
high time complexity in the substitution and evaluation step of Johansson and
Jönsson’s algorithm, we proceed as follows.
For a ﬁxed set of parity-checks speciﬁed by vL−k , group the parity-checks
according to the value of xk and deﬁne an integer-valued function

T
T

(−1)1t ·zt ⊕vL−k ·a L−k
(4)
hvL−k (xk ) =
xk

for all the coeﬃcient vectors xk appearing in this group of parity-checks. If a
value of xk does not appear in these parity-checks, we let hvL−k (xk ) = 0 in (4).
Now consider the walsh transform of hvL−k (xk ), i.e.,
HvL−k (ω) =

T
hvL−k (xk )(−1)ω ·xk =
xk ∈Fk
2



(5)
T

T
1T
t ·zt ⊕vL−k ·a L−k ⊕ω ·xk

(−1)

.

Ω(vL−k )

In (5), note that when ω = a k , we have HvL−k (ω) = Ω(vL−k )0 − Ω(vL−k )1 ,
where Ω(vL−k )i is the number of i for i = 0 or 1. Thus given the guess a k ,
T
the number of times that 1Tt · zt ⊕ xTk · a k ⊕ vL−k
· a L−k = 0 is u(vL−k ) =

Ω(vL−k )+HvL−k (ω)
for this group of parity-checks. For simplicity, we
2
Ω(vL−k )+|HvL−k (ω)|
=
, i.e., u(vL−k ) is always greater than or equal
2

Ω(vL−k )0 =

let u(vL−k )
Ω(vL−k )
.
to
2
We can use the fast Walsh transform (FWT) to simultaneously compute the
2k values of hvL−k (xk )’s Walsh transform function. Therefore, the total time
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complexity of the above substitution and evaluation step is vL−k (2k k+Ω(vL−k )
(t + k)) operations, among which Ω(vL−k )(t + k) operations are required by the
2k k operations are required by the FWT. The
preparation of hvL−k (xk ) and
k
memory cost is around c · 2 + vL−k ( tlog2 N  + L)Ω(vL−k )-bit, among which
in the FWT computation (c is a small
c · 2k bits are the memory consumption

constant and is usually ≤ 32) and vL−k ( tlog2 N  + L)Ω(vL−k ) bits are used
for the storage of parity-checks. (see Theorem 1 in Section 3.2 for an explanation). Compared to the straightforward method in [15], the gain in eﬃciency is
obvious. To take the best of the above method and Johansson and Jönsson’s idea
for constructing parity-checks, we propose the following improved algorithm.

Parameters: t, k, n
Pre-computation
pre-compute n groups of parity-checks like (1)
with n diﬀerent vL−k values
Input: keystream zN = (z0 , z1 , . . . , zN−1 )
Processing
let Bω = 0 for the 2k possible values of ω
for each group of parity-checks speciﬁed by vL−k do
let aL−k take a randomly assigned value
deﬁne a function hvL−k (xk ) as in (4)
apply FWT to compute HvL−k (ω) for the 2k
possible values of ω
update Bω = Bω + (HvL−k (ω))2 /4 for the 2k
possible values of ω
end for
search for Bω ≥ T and accept the corresponding
ω as a candidate for ak
Output: ak = (a0 , a1 , · · · , ak−1 ) or a small list of candidates

Here T is the threshold determined by the success rate of the whole attack and
Bω = Bω + (HvL−k (ω))2 /4 accumulates the squared biases for each guess of ak .
The above description illustrates the structure of our improved algorithm. In
practical programming, there may be some diﬀerences made for optimization.
3.2

Theoretical Analysis

Now we give a theoretical justiﬁcation of our improved algorithm. First note that
the expected number Ω(vL−k ) of the parity-checks with a ﬁxed pattern vL−k
(Nt )
is 2L−k
. Thus from (3), if a k is correctly guessed, there will exist a deviation
Ω(vL−k )2t−1 εt from 12 · Ω(vL−k ) in the number of times that 1Tt · zt ⊕ xTk · a k ⊕
T
· a L−k = 0. Otherwise, such a bias should not be observed. This is the
vL−k
basis of our algorithm.

220

B. Zhang and D. Feng



In our improved algorithm, the accumulated squared bias is vL−k u(vL−k )
 |HvL−k (ω)|+Ω(vL−k ) Ω(vL−k ) 2 

(HvL−k (ω))2
Ω(vL−k ) 2
= vL−k
−
= vL−k
.
−
2
2
2
4
This is just Bω calculated in the above algorithm. Hence, we can rewrite the
judgement condition Bω ≥ T in our algorithm as
Bω ≥ T ⇔

 
Ω(vL−k ) 2
u(vL−k ) −
≥ T.
2
v

(6)

L−k

Obviously, when a k is correctly guessed, u(vL−k ) follows the binomial distribution (Ω(vL−k ), q), otherwise it follows the binomial distribution (Ω(vL−k ), 12 ).
If we use the normal distribution to approximate the binomial distribution, then


Ω(vL−k ) 2
≥ T is equivalent to
vL−k u(vL−k ) −
2
 (u(vL−k ) − Ω(vL−k ) )2
T
Ω(vL−k )n
2
≥
≥
4q(1 − q)
Ω(vL−k )q(1 − q)
Ω(vL−k )q(1 − q)
v

(7)

L−k

when a k is correctly guessed and to
Ω(vL−k )n ≥

 (u(vL−k ) − Ω(vL−k ) )2
4T
2

≥
1
2
Ω(vL−k )
( 2 Ω(vL−k ))
vL−k

(8)

when a k is wrongly guessed. (7) can be rewritten as
  u(vL−k ) − Ω(vL−k )q + Ω(vL−k ) · 2t−1 εt 2
Ω(vL−k )n

≥
=
4q(1 − q)
Ω(vL−k )q(1 − q)
v

(9)

L−k

  u(vL−k ) − Ω(vL−k )q
Ω(vL−k )2t−1 εt 2
T

+
.
≥
Ω(v
)q(1 − q)
Ω(v
)q(1
−
q)
Ω(v
)q(1
−
q)
L−k
L−k
L−k
vL−k
Note that when a k is correctly guessed,

u(vL−k )−Ω(vL−k )q

√

Ω(vL−k )q(1−q)

follows the stan-

dard normal distribution N (0, 1). When a k is wrongly guessed, the variable
u(vL−k )−

√
1
2

that

Ω(vL−k )
2

Ω(vL−k )



vL−k


also follows the standard normal distribution N (0, 1). (8) means
√

Ω(vL−k ) 2
)
2
Ω(vL−k ))2

(u(vL−k )−
( 12

follows the centrally chi-squared distribution

when a k is wrongly guessed, while (9) implies that when a k is correctly guessed,
Ω(vL−k ) 2

(u(vL−k )−
)
2
follows the non-central chi-square distribution. This
vL−k
Ω(vL−k )q(1−q)
is the criterion used to ﬁlter out the wrong guesses.
+∞
More precisely, let Γ (y) = 0 e−x xy−1 dx denote the gamma function.
Since there are n diﬀerent vL−k s, the probability density function of a cenn−2

trally chi-squared distribution is φ1 (x) =

x

x 2 e− 2
n
2 2 Γ(n
2)

for x > 0 and the probability
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density function of a non-centrally chi-squared distribution is φ2 (x) =
√
(x+δ2 )

∞ xj−1+ n2 δ2j
Ω(vL−k )2t−1 εt 2
e− 2
2
√
for
x
>
0,
where
δ
=
(
) . Thus
n
n
2j j!
v
j=0
Γ
(j+
)2
L−k
2
2

2

the probability that the right ak could result in Bak ≥ T is

Pright =

Ω(vL−k )n
+0.5
4q(1−q)
T
Ω(vL−k )q(1−q)

q(1−q)

φ2 (x)dx ,

(10)

while a wrong guess a k would pass the test with the probability

Pwrong =

Ω(vL−k )n+0.5
4T
Ω(vL−k )

φ1 (x)dx .

(11)

In our algorithm, we can control these two probabilities by carefully choosing
T . A typical case is that Pwrong < 2−k with some Pright , i.e., none of the wrong
guesses could pass the test, while the right guess could pass with some constant
probability.
As a summary of the results in Section 3.1 and 3.2, we have
Theorem 1. If the success rate of our improved
algorithm is set to be Pright and

Pwrong < 2−k , then its time complexity is vL−k (2k k + Ω(vL−k )(t + k)) opera
tions, its memory complexity is at most c · 2k + vL−k (tlog2 N  + L)Ω(vL−k )bit and its data complexity is N -bit keystream determined by (10), (11) and
Ω(vL−k ).
Proof. For the time complexity, note that there are n groups of parity-checks
constructed, and for each group used in the processing phase, Ω(vL−k )(t+k) operations are required by the function hvL−k (xk ) and 2k k operations are required
by the FWT. For the memory complexity, note that we use the following straightT
· a L−k ,
forward way to store a parity-check of the form 1Tt · zt ⊕ xTk · a k ⊕ vL−k
1. t · log2 N  bits to represent the t integers i1 , i2 , . . . , it .
2. k bits to represent the coeﬃcient vector xk .
3. if vL−k = 0, then L − k bits to represent it.
Thus, tlog2 N  + L bits are needed by one parity-check. There are totally
Ω(vL−k ) parity-checks in each group, so (tlog2 N  + L)Ω(vL−k ) bits are required by each group. In addition, c · 2k bits are required for the computation
of the FWT, where c is a small constant determined by k and by the size of
a ﬂoat precision ﬂoating-point number. In our analysis, c ≤ 32 is enough for
the current usage. The data complexity is determined by the success rate of the
(Nt )
whole attack and we can use (10), (11) and Ω(vL−k ) = 2L−k
to determine it. 
We use the traditional time/memory trade-oﬀ to pre-compute the parity-checks
with a ﬁxed pattern vL−k . That is, ﬁrst compute and sort in a table the formal
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expression of the sum of 2t ai s in the L initial state bits. Then sort the table
and compute the formal sum of the other  2t  ai s. An exclusive-or collision value
equal to vL−k in the table provides us a parity-check. For the keystream of N bit length, the time/memory complexities in the preprocessing phase are about
t
t
N  2  log2 N operations (even N  2  operations by some hashing techniques) and
t
N 2 (tlog2 N  + L)-bit, respectively.

4

Simulations, Theoretical Estimates and Comparisons

In general, the simulation results of our algorithm match the theory very well.
First we give some experimental results of our algorithm in the same scenarios
as those considered in [15]. We only list some typical cases in Table 11 , other
cases are omitted due to limited space.
Table 1. Simulations and comparisons with the basic algorithm in [15]
attack

[15]

ours

[15]

ours

[15]

ours

[15]

ours

[15]

ours

L
40
40
40
40
60
60
60
60
60
60
p
0.64 0.64 0.55 0.55
0.57
0.57
0.68
0.68
0.6
0.6
t
2
3
2
3
2
3
3
5
2
5
N
4 · 105 5 · 103 4 · 105 104 4 · 107 2 · 105 1.5 · 105 8 · 103 4 · 107 9 · 103
time ≈ 3 min 5 sec 3 min 25 sec 106 min 6 min 4.6 min 20 sec 13 min 1 min

We implemented our attack in C on a Pentium 4 PC running under windows
XP. To make an accurate comparison, we also implemented one instance (L = 40,
p = 0.64, N = 4 ·105) of the basic algorithm in [15], the time cost is about 4 minutes (instead of 3 minutes). Although the time results of Johansson and Jönsson’s
algorithm listed in Table 1 are from [15] and are obtained on a diﬀerent platform
(Sun Ultra-80 running under Solaris), the above instance we implemented shows
that the time comparisons are still meaningful. Our algorithm can successfully
decode with largely reduced data complexities. For example, in the case that
L = 40 and p = 0.55, our algorithm needs only 104 bits, while the attack in [15]
needs 4 · 105 bits to decode. The longest pre-computation time of our algorithm
in Table 1 are tens of minutes occurring in the two cases that L = 60 with t = 5.
In other cases, the pre-computation costs are all negligible.
Next, we compare our algorithm to the two algorithms in [3,25], which are
the best previously known fast correlation attacks. Table 2 and 3 show that our
algorithm compares favorably to these two attacks.
1

The feedback polynomial of the 40-bit LFSR used in Table 1 and 2 is 1 + x + x3 +
x5 + x9 + x11 + x12 + x17 + x19 + x21 + x25 + x27 + x29 + x32 + x33 + x38 + x40 .
The feedback polynomial of the 60-bit LFSR in Table 1 is not released in [15], we
simply choose the polynomial x60 + x + 1 in our experiments. Since both the attack
in [15] and our algorithm are applicable to arbitrary form LFSR, this choice does
not inﬂuence the experimental results.
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Table 2. Experimental results, theoretical predictions of our algorithm and comparisons with the best previously known attacks with success rate close to 1
p

attack L

0.51

N

t k time memory pre − computation

40 80000 3 1 231
40 222 2 20 224
40 40000 3 12 220
89 228 3 1 244
89 232 3 26 232
89 228 3 22 229.8

234.1
232.8
225
235.81
241.12
227.3

237
227
230.6
261
264
256

[3] 40 80000 3 1 240
[25] 40 224 2 22 229
ours 40 50000 3 16 224.13

240.54
235.13
226.7

237
229
231.3

[3]
[25]
0.531 ours
[3]
[25]
ours

Table 3. Theoretical estimates of our algorithm and comparisons with the algorithm
in [25] with success rate close to 1 (the result in [25] for the case L = 61 and p = 0.501
is not correct, here we list the correct result obtained according to the formulas in [25])
p

attack L

N t k time memory pre − computation

[25] 61 236
0.501 ours 61 231
[25] 103 236
0.531 ours 103 232

2
2
3
3

22
21
29
24

243
228.8
234
231.6

249.71
231.3
238.51
229.2

242
239.3
272
264

In Table 2 and 3, we let n ≤ 12 in our algorithm, other parameters are
explicitly listed in the tables. Here we only give the parameters that result in
uniform complexities, i.e., the trade-oﬀ between data/time/memory and precomputation complexities is as balanced as possible. Other choices of parameters
are also allowed, but they do not have the uniform property.
As in [3,25], we have implemented the case that L = 40 and p = 0.531 in
Table 2 in C on the platform mentioned above. It takes less than 4 seconds
to restore the initial state of the involved LFSR after a pre-computation with
negligible time. Compared to the attack in [3] which takes a few days for precomputation and that in [25] whose pre-computation lasts for a few hours, the
gain on eﬃciency in the preprocessing phase is obvious. This mainly comes from
the fact that our algorithm can decode with much lower data complexities. In
fact, the keystream requirement in our attack is 2 times smaller than that in
[3] and is 26 times smaller than that in [25] in this implemented case. Other
complexities listed in Table 2 and 3 are theoretical predictions derived according
to (7) − (11) and Theorem 1.
From the above simulation results and theoretical estimates, we can see that
our algorithm makes real-life fast correlation attacks much more reachable for the
noise cases that only theoretical estimates are known by previous methods. This
will have an impact on the choice of the secure parameters for the corresponding
stream ciphers, as shown in Section 5.
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Application to the Shrinking Generator

The shrinking generator (SG) was proposed in [4] at Crypto’93. So far, various
key recovery and distinguishing attacks on the shrinking generator have been
proposed [4,5,8,13,18,23,24], but none of them can practically threaten the security of the shrinking generator with the suggested parameters in [11]. In the
following, we will demonstrate a key recovery attack against the same shrinking generator that is near-practical when measured in time/data/memory and
preprocessing complexities.
More precisely, let the output sequence of data LFSR B used in a shrinking generator be b = b0 , b1 , · · · . The cryptanalysis of the shrinking generator is
usually composed of two phases. First, a new sequence b̂ = b̂0 , b̂1 , · · · associated
with b by the relation P (b̂i = bi ) = 12 + εi (εi > 0) is constructed either by the
method in [7] or by the method in [24]. Second, a decoding algorithm is applied
to recover the initial state of LFSR B from b̂. Here we do not focus on how the
sequence b̂ is constructed, but on how to eﬃciently exploit the existing correlations between b and b̂. According to [24], the average biases between b̂ and b for
diﬀerent keystream lengths N are shown in Table 4.
Table 4. The average biases for diﬀerent keystream lengths N using the method in
[24], which are obtained by a pre-computation of about 4 hours by Mathematica on a
Pentium 4 processor
N 240 3000 8000 10000
140000
ε 0.0542 0.021 0.020 0.0195281 0.00982376

For the shrinking generator with the data LFSR B of length 61 and the
control LFSR S of similar length, as suggested in [11], we show how to decode b̂
using our algorithm in 235.86 operations. From Table 4, the correlation between
b̂ and b is 0.5195281 if N = 10000. Note that 10146 keystream bits are needed
to get a sequence b̂ of 10000 bits. We choose the following parameters in our
algorithm: k = 27, n = 12, t = 5, T = 8.6 × 108 , then Ω(vL−k ) = 48457895,
Pright = 97.42% and Pwrong = 2−32.16 . Thus the total time complexity is 12 ·
(227 · 27 + 48457895 · (27 + 5)) = 235.86 operations, the memory complexity is
at most 32 · 227 + 48457895 · 12 · (61 + 5 · log2 10000) = 236.23 -bit after a precomputation of 100003 = 239.9 operations. We can see that the data and time
complexities of our attack are all practical, while the memory and preprocessing
complexities are near-practical. The comparisons of our attack with other known
attacks on the same target shrinking generator are given in Table 5, which shows
that our attack is the best known attack against the shrinking generator with
the suggested parameters.
At Eurocrypt’2003, a distinguishing attack on the shrinking generator is proposed in [5]. The best result given in [5] is to distinguish a shrinking generator with the data LFSR B having a weight 4 polynomial of degree 10000 using
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Table 5. Comparisons of diﬀerent attacks on the shrinking generator with the suggested parameters in [11]
[18] [8] [13] [24]
ours
N f ew 210.23 242 140000 10146
time 280 277 242 257 235.86

232 output bits. Note that an arbitrary weight feedback polynomial of degree r is
known to have a weight 4 multiple of degree around 2r/3 and 10000 = 213.2877 =
2r/3 , the distinguishing attack in [5] is only applicable to arbitrary data LFSR’s
of length around 40. Please see the following example.
Example 1. Consider the polynomial x40 + x38 + x35 + x32 + x28 + x26 + x22 +
x20 + x17 + x16 + x14 + x13 + x11 + x10 + x9 + x8 + x6 + x5 + x4 + x3 + 1, it can
be easily checked that its weight 4 multiple is x24275 + x6116 + x1752 + 1. Note
that the degree 24275 is higher than the degree 10000 given in [5].

To further show the advantages of our decoding algorithm, consider a shrinking
generator with the data LFSR B of length 40. We launch a key recovery attack
on such a shrinking generator with the following attack parameters: N = 8119,
t = 3, k = 20, n = 9, p = 0.52 and T = 106 . Thus, given 226.5 -bit memory, the
time complexity is 227.62 operations after a pre-computation of 226 operations.
We implemented our attack in C on the same platform as that in Section 4.
The realtime decoding lasts for about 10 seconds to output the correct initial
state of LFSR B after a pre-computation of negligible time. Since an eﬃcient key
recovery attack is usually believed to be stronger than an eﬃcient distinguishing
attack on the same cipher, we conclude that our attack is stronger than that
in [5].
Remarks on the security of the shrinking generator. For a shrinking generator with the data LFSR having a known connection, our results show that
we should use a LFSR of longer length than that recommended by Krawczyk in
[11]. If a security level of 280 is needed, the length of the data LFSR should be
at least 128-bit and the control LFSR should be of similar length. This comes
from the following attack scenario: L = 128, N = 140000, p = 0.50982376,
k = 71, t = 6 and n = 16. The corresponding time, memory and preprocessing
complexities are 281.15 operations, 276 -bit and 259.4 operations. An alternative
way for strengthening the security of a shrinking generator is to use an unknown
connection for the data LFSR at the expense of more hardware complexity. This
is originally suggested by the designers in [4], but all the known cryptanalysis
results on the shrinking generator so far are achieved under the known connection assumption. Our result on the shrinking generator could be seen as an end
of such a research routine if a shrinking generator with the suggested parameters
in [11] is employed.

226

6

B. Zhang and D. Feng

Conclusions

In this paper, we proposed an improved fast correlation attack based on the combination of Johansson and Jönsson’s algorithm with techniques for substituting
keystream and evaluating parity-checks. Both the simulations and theoretical
estimates show that the new algorithm is more eﬃcient than all the previously
known fast correlation attacks in general. The importance of such an algorithm
is that the secure parameters formerly proposed for the corresponding stream
ciphers have to be re-evaluated by our decoding method, which is veriﬁed by
our cryptanalytic result on the shrinking generator with the parameters recommended by Krawczyk in 1994. We believe that our method will be useful in
the cryptanalysis of those LFSR-based stream ciphers that other attacks, e.g.
algebraic attacks, cannot deal with eﬃciently.
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