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Abstract. Improved interpolation attack and new integral attack are
proposed in this paper, and they can be applied to block ciphers using
round functions with low algebraic degree. In the new attacks, we can
determine not only the degree of the polynomial, but also coeﬃcients of
some special terms. Thus instead of guessing the round keys one by one,
we can get the round keys by solving some algebraic equations over ﬁnite
ﬁeld. The new methods are applied to PURE block cipher successfully.
The improved interpolation attacks can recover the ﬁrst round key of
8-round PURE in less than a second; r-round PURE with r ≤ 21 is
breakable with about 3r−2 chosen plaintexts and the time complexity is
3r−2 encryptions; 22-round PURE is breakable with both data and time
complexities being about 3 × 320 . The new integral attacks can break
PURE with rounds up to 21 with 232 encryptions and 22-round with
3 × 232 encryptions. This means that PURE with up to 22 rounds is
breakable on a personal computer.
Keywords: block cipher, Feistel cipher, interpolation attack, integral
attack.
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Introduction

For some ciphers, the round function can be described either by a low degree
polynomial or by a quotient of two low degree polynomials over ﬁnite ﬁeld with
characteristic 2. These ciphers are breakable by using the interpolation attack,
which was ﬁrst introduced by Jakobsen and Knudsen at FSE’97[2]. This attack
was generalized by K. Aoki at SAC’99[3], which is called the linear sum attack, and a method was presented that can eﬃciently evaluate the security of
byte-oriented ciphers against interpolation attack. In [4], the authors pointed
some mistakes in [2], and introduced a new method, root ﬁnding interpolation
attack, to eﬃciently ﬁnd all the equivalent keys of the cipher, and this attack
can decrease the complexity of interpolation attack dramatically. To apply the
interpolation attack, a ﬁnite ﬁeld should be constructed ﬁrst, in [5], the eﬀect
of the choice of the irreducible polynomial used to construct the ﬁnite ﬁeld was
studied and an explicit relation between the Lagrange interpolation formula and
the Galois Field Fourier Transform was presented.
O. Dunkelman (Ed.): FSE 2009, LNCS 5665, pp. 180–192, 2009.
c International Association for Cryptologic Research 2009
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Interpolation attack can be applied to some ciphers which have provable securities against diﬀerential and linear cryptanalysis[15,16]. For example, in [2], a
provable secure block cipher PURE was introduced, however, it can be broken by
using interpolation attack. Later, interpolation attack was successfully applied to
some simpliﬁed version of SNAKE[17,18]. However, the complexity of interpolation attack on 6-round PURE is 236 , and it will increase when the round of the
cipher becomes 7,8 and so on. In another word, it is not a real-world attack.
Integral cryptanalysis[7,8] considers the propagation of sums of (many) values. Thus it can be seen as a dual to diﬀerential cryptanalysis which considers
the propagation of sums of only two values. It was ﬁrst proposed in [6] but under
a diﬀerent name, that is square attack. A number of these ideas have been exploited, such as square attack[19,20], saturation attack[9], multiset attack[12,10],
and higher order diﬀerential attack[11,13]. Integrals have a number of interesting features. They are especially well-suited to analysis of ciphers with primarily bijective components. Moreover, they exploit the simultaneous relationship
between many encryptions, in contrast to diﬀerential cryptanalysis where one
considers only pairs of encryptions. Consequently, integrals apply to a number
of ciphers not vulnerable to diﬀerential and linear cryptanalysis. These features
have made integrals an increasingly popular tool in recent cryptanalysis work.
Integral attacks are well-known to be eﬀective against byte-oriented block
ciphers. In [14], the authors outlined how to launch integral attacks against bitbased block ciphers. The new type of integral attack traces the propagation of
the plaintext structure at bit-level by incorporating bit-pattern based notations.
The new integral attack is applied to Noekeon, Serpent and Present reduced up
to 5, 6 and 7 rounds, respectively.
In this paper, by using an algebraic method, an improved interpolation attack
and a new integral attack are proposed. The complexity of interpolation attack
can be decreased dramatically which leads to a real-world attack against PURE
with up to 22 rounds. There are two improvements in this paper. The ﬁrst one
is an improvement of the original interpolation attack. Instead of guessing the
last round key one by one, we ﬁnd some algebraic equations that can eﬃciently
ﬁnd the round key. Another one is an extended integral cryptanalysis
 and it
is somewhat like the square attack. In
a
square
attack,
value
of
x f (x) is

computed. And in our attack, value of x xi f (x) for some integer i is computed
and this value can be either a constant or strongly related with only a few roundkeys. Thus instead of guessing the last round key one by one, we can get the
round keys by solving some algebraic equation fC (K) = 0 over ﬁnite ﬁeld, where
C is an arbitrarily chosen constant.
The paper is organized as follows: Feistel Structure and basic attacks are
presented in section 2. In section 3, we introduce the basic mathematical foundations that can eﬃciently improve the attacks. And the improved interpolation
attack is presented in section 4. Then, in section 5, new integral cryptanalysis
is presented. Results of attack against PURE are given in section 6. Section 7
makes the conclusion of this paper.
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Feistel Structure and Basic Attacks
Feistel Structure

A Feistel network consists of r rounds, each of which is deﬁned as follows. Denote
by (L, R) the 2n-bit input, set α0 = L and β0 = R, let (αi−1 , βi−1 ) be the input
to the ith round, (αi , βi ) and ki be the output and the round key of the ith
round, respectively. Then (αi , βi ) = Round(αi−1 , βi−1 ) is deﬁned as:

αi = βi−1 ,
βi = f (βi−1 , ki ) ⊕ αi−1 ,
where f is the round function and in this paper, we always assume that f (βi−1 ,
ki ) = f (βi−1 ⊕ ki ). See Fig.1. After iterating Round r times, the ciphertext
(CL , CR ) is deﬁned as (βr , αr ).
D i 1

E i 1
ki

f

Di

Ei

Fig. 1. Feistel Structure

2.2

Interpolation Attack on Block Ciphers

Let F be a ﬁeld. Given 2t elements x1 , . . . , xt , y1 , . . . , yt ∈ F , where the xi s are
distinct. According to Lagrange interpolation formula,
f (x) =

t

i=1

yi


1≤j≤t,j=i

x − xj
xi − xj

is the only polynomial over F with degree at most t − 1 such that f (xi ) = yi for
i = 1, . . . , t.
In an interpolation attack to an r-round Feistel cipher, we construct polynomials by using pairs of plaintexts and ciphertexts. The attacker ﬁrst computes
the degree of the output of (r − 1)-th round, say N . Then he chooses N + 2
plaintexts Pi and encrypts them, denote by Ci the corresponding ciphertexts.
By guessing the last round key k ∗ , the attacker partially decrypts Ci one round
back and gets Di . Now, he uses (Pi , Di ) for 1 ≤ i ≤ N + 1 and applies the
Lagrange interpolation formula to get the only polynomial h(x) with degree at
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most N such that h(Pi ) = Di (1 ≤ i ≤ N + 1). If h(PN +2 ) = DN +2 , then put k ∗
as a candidate of the right key, otherwise, k ∗ is rejected. This process is repeated
until the k ∗ is uniquely determined.
Assume k ∗ is an n-bit word, then the complexity of the interpolation attack
is at least (N + 2) × 2n , since to get the ciphertexts, it needs N + 2 encryptions
and 2n partially decryptions for each ciphertext.
2.3

Integral Cryptanalysis

Let (G, +) be a ﬁnite group and S be a subgroup of G. An integral over S is
deﬁned as the sum of all elements in S. That is,


S=
v,
v∈S

where the summation is deﬁned in terms of the group operation for G.
In an integral attack, one tries to predict the values in the integral after a
certain number of rounds. To be more exact,
 assume the input is x, and part
or all of the output is c(x), by computing x∈S c(x), where S always denotes
the ﬁnite ﬁeld F2t for some integer t, one can distinguish the 
cipher from a
random permutation. For example, in square attack, one
adopts x∈S c(x) = 0
to eﬃciently ﬁnd the round keys of a given cipher. But, if x∈S c(x)
 = 0, and let
h(x) be a nonlinear transformation, can we predict the value of x∈S h(c(x))?
It seems that this is a diﬃcult question if we cannot analyze h carefully.
Besides, most of the known integrals have the following form


c(x),
(S, c) =
x∈S

where x denotes the plaintext and c is the map from plaintext to ciphertext.
However, in this paper, a new integral


xi c(x)
(S, c, i) =
x∈S

for some integer i is proposed. This deﬁnition will facilitate our discussions in
cryptanalysis.

3
3.1

Mathematical Foundation
Notations

The following notations will be used in this paper:
m : degree of the round function
r : rounds of the cipher
2n : size of the plaintext/ciphertext
r0 : logm (2n − 1) + 1, the largest integer ≤ logm (2n − 1) + 1
deg(f ): degree of a polynomial f
To simplify the discussion, let the leading coeﬃcient of f (x) be 1:
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f (x) = xm ⊕

m−1


ai xi ∈ F2n [x].

i=0

If m = 1 or m = 2, f (x) is an aﬃne function, thus we always assume m ≥ 3.
3.2

Algebraic Analysis of Outputs of Feistel Cipher

By interpolation, an encryption algorithm can be seen as a polynomial function
with the plaintext/ciphertext as its input/output. Thus, properties of this polynomial can be studied in order to get the information of the keys. If the round
function has a low algebraic degree, then, the degree and some coeﬃcients of
special terms of the polynomial function between plaintexts and ciphertexts can
be computed exactly.
Proposition 1. Let P = (C, x) be the input to an r-round Feistel cipher, where
C ∈ F2n is a constant, (αt , βt ) = (αt (x), βt (x)) be the output of the t-th round,
if 1 ≤ t ≤ r − 1 and mt−1 ≤ 2n − 1, then

deg αt = mt−1 ,
deg βt = mt ,
where m is the degree of the round function. Furthermore, the leading coeﬃcients
of both αt (x) and βt (x) are 1.
Proof. We can prove this proposition by induction.
If the input to the cipher is of the form (α0 , β0 ) = (C, x) where C is a constant,
then after the ﬁrst round, (α1 , β1 ) = (x, C ⊕ f (x ⊕ k1 )). Therefore deg α1 = 1,
deg β1 = deg f = m.
Assume deg αt = mt−1 , deg βt = mt , then
(αt+1 , βt+1 ) = (βt , αt ⊕ f (βt ⊕ kt )),
thus deg αt+1 = deg βt = mt , deg βt+1 = deg βt × deg f = mt+1 .
According to Proposition 1, (αt , βt ) can be written in the following form:
 t−1

t
(αt , βt ) = xm ⊕ gt−1 (x), xm ⊕ gt (x) ,



(1)

where gi (x) is a polynomial with degree < mi .
Proposition 1 determines the degree and leading coeﬃcients of αt (x) and
t
βt (x). Now let’s compute the coeﬃcient of the term xm −1 in βt , or equivalently,
the leading coeﬃcient of gt (x). This coeﬃcient plays a very important role in the
improvement of our new attacks. By induction, the following Proposition holds:
 t −1
i
Proposition 2. Assume gt (x) = m
i=0 vi x ∈ F2n [x] is a polynomial deﬁned
as in (1), m ≡ 1 mod 2 and t ≤ r0 − 2, then
vmt −1 = k1 ⊕ am−1 .
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Fig. 2. Degrees of the output of each round
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Proof. By computation, when t = 1:
xm ⊕ g1 (x) = C ⊕ f (x ⊕ k1 )
= (x ⊕ k1 )m ⊕ am−1 (x ⊕ k1 )m−1 · · ·
= xm ⊕ (k1 ⊕ am−1 )xm−1 ⊕ · · ·
Thus it is true for t = 1.
Assume vmt −1 = k1 ⊕ am−1 , then
xm

t+1

⊕ gt+1 (x) = αt (x) ⊕ f (βt ⊕ kt )
= xm

t−1

t

⊕ gt−1 (x) ⊕ f (xm ⊕ gt (x) ⊕ kt )

t

t

= (xm ⊕ gt (x) ⊕ kt )m ⊕ am−1 (xm ⊕ gt ⊕ kt )m−1 ⊕ · · ·
t

= (xm ⊕ vmt−1 xm
= xm

t+1

t

−1

⊕ · · · )m ⊕ · · ·

⊕ (m × vmt−1 )xm

t+1

−1

⊕ ···

Thus vmt+1 −1 = m × vmt −1 = k1 ⊕ am−1 , which ends our proof.

4
4.1



Improved Interpolation Attack on Feistel Ciphers
Basic Properties of the Output of A Feistel Cipher

According to Proposition 1 and 2, we can determine not only the degree of the
polynomial, but also coeﬃcients of some special terms.
Theorem 1. For an r-round 2n-bit Feistel cipher, let the algebraic degree of
the round function be an odd integer m, r0 = logm (2n − 1) + 1 and r ≤ r0 . If
the input to the cipher is of the form P = (C, x) where C ∈ F2n is a constant,
r−1
then the right half of the ciphertext is of the form CR (x) = xm
⊕ (k1 ⊕
r−1
am−1 )xm −1 ⊕q(x) where q(x) ∈ F2n [x] is a polynomial with degree < mr−1 −1.
Similar with Theorem 1, we can get the explicit expression of the output of an
(r0 + 1)-round Feistel cipher:
Theorem 2. Let r0 = logm (2n − 1) + 1 and r = r0 + 1, then for an rround 2n-bit Feistel cipher with the algebraic degree of round function being
an odd integer m, if the input to the cipher is of the form P = (x, C) where
C ∈ F2n is a constant, then the right half of the ciphertext is of the form CR (x) =
r−2
r−2
xm ⊕(f (k1 ⊕C)⊕k2 ⊕am−1 )xm −1 ⊕p(x) where p(x) ∈ F2n [x] is a polynomial
r−2
with degree < m
− 1.
The above two Theorems have already been used in the original interpolation
attack on PURE, however, we use them in a diﬀerent manner.
To improve the interpolation attack on Feistel ciphers with low algebraic degree, we always assume that the degree of the round function is an odd integer,
that is m ≡ 1 mod 2.
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Improved Attack

In an interpolation attack, the attacker needs to guess the last round key, thus
the complexity of the attack is at least (N +2)×2n. In our improved interpolation
attack, we can compute the ﬁrst round key k1 by only using the plaintexts and
corresponding ciphertexts.
Feistel cipher with r round can be broken by the following attack:
Algorithm 1: Attack on Block Ciphers with r ≤ r0 (I)
Step 1: Encrypt P = (C, x) for mr−1 + 1 diﬀerent x ∈ F2n where C ∈ F2n is
a constant. The corresponding ciphertexts are (CL (x), CR (x));
r−1
r−1
Step 2: Compute g(x) = axm
⊕ sxm −1 ⊕ · · · ∈ F2n [x] by interpolation
such that g(x) = CR (x). According to Theorem 1, k1 = s ⊕ am−1 .
Algorithm 1 needs mr−1 + 1 encryptions, and to compute the interpolation polynomial, it needs 2 × (mr−1 + 1) word-memories to store (Pi , Ci ). It is infeasible
to mount a real-world attack when mr−1 is too large that a computer cannot
store so many plaintexts/ciphertexts.
Algorithm 2 ﬁnds the ﬁrst and second round keys by solving some algebraic
equations over ﬁnite ﬁeld instead of guessing the keys one by one.
Algorithm 2: Attack on Block Ciphers with r ≤ r0 + 1(I)
Step 1: Encrypt P (1) = (x, C1 ) for mr−2 + 1 diﬀerent x ∈ F2n where C1 ∈ F2n
(1)
(1)
is a constant. The corresponding ciphertexts are (CL (x), CR (x));
r−2
r−2
⊕ s1 xm −1 ⊕ · · · ∈ F2n [x] by interpolation
Step 2: Compute g(x) = axm
(1)
such that g(x) = CR (x); thus s1 = f (k1 ⊕ C1 ) ⊕ k2 ⊕ am−1 ;
Step 3: Choose another two constants C2 and C3 , repeat Step 1 and Step 2,
then we get s2 = f (k1 ⊕ C2 ) ⊕ k2 ⊕ am−1 , s3 = f (k1 ⊕ C3 ) ⊕ k2 ⊕ am−1 ;
Step 4: By ﬁnding the common roots of the following equations, we get k1
and k2 .
⎧
⎪
⎨s1 = f (k1 ⊕ C1 ) ⊕ k2 ⊕ am−1
(2)
s2 = f (k1 ⊕ C2 ) ⊕ k2 ⊕ am−1
⎪
⎩
s3 = f (k1 ⊕ C3 ) ⊕ k2 ⊕ am−1
To ﬁnd the solution of (2), set hij (k1 ) = f (k1 ⊕ Ci ) ⊕ f (k1 ⊕ Cj ) ⊕ si ⊕ sj for 1 ≤
i < j ≤ 3. Compute d(k1 ) = gcd(h12 (k1 ), h13 (k1 ), h23 (k1 )), the greatest common
divisor of h12 (k1 ), h13 (k1 ) and h23 (k1 ), with great probability, d(k1 ) = k1 ⊕ K ∗
where K ∗ is a constant in F2n . Thus k1 = K ∗ , therefore, k2 = s1 ⊕ f (k1 ⊕ C1 ) ⊕
am−1 .
Comparing with the original interpolation attack, Algorithms 1 and 2 do
not need to guess the key candidates. Thus the complexity of these attacks are
mr−1 + 1 for Algorithm 1 and 3 × mr−2 + 3 for Algorithm 2, number of plaintexts
to be encrypted.

188

5

B. Sun, L. Qu, and C. Li

New Integral Cryptanalysis of Block Ciphers

For 2n pairs (xi , yi ) ∈ F22n where xi s are distinct, to ﬁnd the polynomial f (x)
of degree ≤ 2n − 1 such that yi = f (xi ), we can use the Lagrange interpolation
formula. However, there is another way to compute f (x).
2n −1
Theorem 3. [1] Let f (x) = i=0 ai xi ∈ F2n [x] be a polynomial with degree
at most 2n − 1, then
⎧
2n −1−i
⎪
f (x)
if i = 0 mod 2n − 1,
⎨ x∈F2n x
ai =
f (0)
if i = 0,
⎪

⎩
if i = 2n − 1.
x∈F2n f (x)
If mr−1 or mr−2 is too large that the computer can not store mr−1 + 1 or
mr−2 + 1 pairs of plaintext and ciphertext, we can use the following methods.
The two new methods below need almost no memories to compute the round
keys of a Feistel cipher. However, they need more plaintexts/ciphertexts.
Algorithm 3: Attack on Block Ciphers with r ≤ r0 (II)
Step 1: Encrypt P (1) = (C, x) for all x ∈ F2n where C ∈ F2n is a constant.
The corresponding ciphertexts are (CL (x), CR (x));

n
r−1
Step 2: Compute s = x∈F2n x2 −m CR (x), thus k1 = s ⊕ am−1 .
Algorithm 4: Attack on Block Ciphers with r ≤ r0 + 1(II)
Step 1: Encrypt P (1) = (x, C1 ) for all x ∈ F2n where C1 ∈ F2n is a constant.
(1)
(1)
The corresponding ciphertexts are (CL (x), CR (x));

n
r−2
(1)
Step 2: Compute s1 = x∈F2n x2 −m CR (x);
Step 3: Choose another two constants C2 , C3 ∈ F2n , repeat step 1 and step 2,


n
r−2
n
r−2
(2)
(3)
and compute s2 = x∈F2n x2 −m CR (x), s3 = x∈F2n x2 −m CR (x);
Step 4: Find the solution of
⎧
⎪
⎨s1 = f (k1 ⊕ C1 ) ⊕ k2 ⊕ am−1 ,
s2 = f (k1 ⊕ C2 ) ⊕ k2 ⊕ am−1 ,
⎪
⎩
s3 = f (k1 ⊕ C3 ) ⊕ k2 ⊕ am−1 .
Comparing Algorithms 3 and 4 with the original interpolation attack, there are
some merits of the improved attacks:
(1) There is no need to store plaintexts and corresponding ciphertexts while
these data should be stored in the original interpolation attack[2] as well as
Algorithms 1 and 2;
(2) There is no need to guess the key candidates. Thus the complexity of these
attacks are 2n and 3 × 2n respectively, number of plaintexts to be encrypted.

When applying square attack, one adopts 
x y(x) = 0. However, in the above
attack, we analysis the cipher by computing x xi y(x) for some integer i. Thus
square attack can be seen as a special case of the new integral attack introduced
above.
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NOTE 1: In Algorithm 1, for (xi , yi ) = (xi , CR (xi )), 1 ≤ i ≤ mr−1 + 1, by
using the Lagrange interpolation formula and computing the coeﬃcient s of the
second highest term, we get:

yi
xj

1≤j≤mr−1 +1,j=i
s=
.
(3)
(xi − xj )
r−1
1≤i≤m

+1

1≤j≤mr−1 +1,j=i

Instead of interpolation, k1 can be computed by (3), and this can be seen as
another extension of integrals.

Results of Attack on PURE

6

PURE is a Feistel cipher with 2n = 64 and f (x) = x3 ∈ F232 [x]. Though it has
a provable security against diﬀerential and linear cryptanalysis, it is breakable
by interpolation attack with up to 32 rounds in [2]. However, it is very diﬃcult
to mount a real-world attack by the method presented in [2].
6.1

Improved Attacks on PURE

If r ≤ 21, there are two cases in consideration:
1) If 3r−1 is too large, it is impossible to store so many data, thus by
Theorem 1, the following equation holds:

32
r−1
x2 −3 CR (x) = k1 .
(4)
x∈F2n

So, k1 can be recovered with both data and time complexities being 232 respectively by using Algorithm 3. We implemented 15-round attack by using
Algorithm 3, and the round key was recovered in less than 31 hours.
2) If 3r−1 is not too large, then the data an interpolation needs is not too large.
For this case, we use Algorithm 1 by interpolation, it only needs 3r−1 + 1 plaintexts to recover k1 , with some more memories to store plaintexts/ciphertexts.
We implemented 10-round attack by using Algorithm 1, and the round key was
recovered in less than 5 minutes.
If r = 22, PURE is breakable with 3 × 232 encryptions by using Theorem 2, and
3 × 3r−2 + 3 by using Theorem 1:
Step 1. Encrypt P = (P L , P1R ) where P L ∈ F232 takes all values of F232
and P1R ∈ F232 is a constant;
Step 2. For the corresponding ciphertexts C = (CL , CR ), compute

32
r−2
s1 = P L (P L )2 −3 CR ;
Step 3. For P2R and P3R , do step 1 and step 2, then compute the
corresponding s2 and s3 .
Step 4. Solve the following equations to get k1 and k2 :
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⎧
R
3
⎪
⎨s1 = (P1 ⊕ k1 ) ⊕ k2
R
s2 = (P2 ⊕ k1 )3 ⊕ k2
⎪
⎩
s3 = (P3R ⊕ k1 )3 ⊕ k2

(5)

and the solution is
⎧
 R

 R

 R

R
R
R
⎪
⎨k = s1 P2  ⊕ P3 ⊕ s2 P3 ⊕ P1  ⊕ s3 P1 ⊕ P2 ⊕ (P R ⊕ P R ⊕ P R )
1
1
2
3
P1R ⊕ P2R P2R ⊕ P3R P3R ⊕ P1R
⎪
⎩k = s ⊕ (P R ⊕ k )3
2
1
1
1
6.2

Experimental Results

Table 1 shows the results of the attack on reduced-round PURE, these results
are computed by using the algebraic software Magma.
Table 1. Experimental Results of Attack on Reduced-round PURE
Round Algorithm
8
8
10
10
15
22

7

1
2
1
2
3
4

Data

Memory

Time

CPU

37 + 1
36 + 1
38 + 1
39 + 1
232
3 × 232

37 + 1
36 + 1
38 + 1
39 + 1
neglectable
neglectable

3.5 seconds
1 second
4.5 minutes
1.5 minutes
31 hours
148 hours

Pentium(R)4,3.06GHz
Pentium(R)4,3.06GHz
Pentium(R)4,3.06GHz
Pentium(R)4,3.06GHz
Pentium(R)4,3.06GHz
Pentium(R)4,3.06GHz

Conclusion

Both interpolation and integral attacks are improved in this paper. If the cipher
can be described as a low degree polynomial, the new attacks can decrease the
complexity of the original interpolation attack dramatically, which sometimes
leads to a real-world attack. For example, 20-round PURE is not breakable on
a personal computer if one uses the original method introduced in [2], while our
method can do so. There are some interesting problems, for
example, the square
attack
can
be
seen
as
a
special
case
of
this
attack,
since
x y is a special case

of x xi y. So can we use similar method to analyze AES? Another question
is, how to extend this attack to the case of rational polynomials, that is, if the
cipher can be described as g1 (x)/g2 (x), how to apply this attack?
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