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Abstract. This paper presents a process to conceive strategies to prevent the 
human error when operating industrial systems. The process adopts a broader 
view to error prevention, going beyond the error analysis to consider the user 
profile, the task and context description. The error classification is done accord-
ing to a task execution cognitive model. The conceived strategies focus on the 
human interface component of those systems since it is this work’s premise that 
the human interface design has a strong impact on the human error rate.  
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1   Introduction 

With the technology development and the consequent rise in system robustness it 
becomes more common the occurrence of incidents and accidents related to human 
errors. In parallel, automated systems concentrate information and decision making 
on the hands of fewer operators who under time pressure are subjected to high cogni-
tive loads. In the electricity industry, as it will be discussed later in the case study, 
20% of system failures are related to human errors. This work is part of a broader 
study that aims to build more ergonomic human interfaces for automated industrial 
systems. Those systems operate efficiently during routine but are highly dependant on 
the human operator during exception and critical situations, when tasks are more 
complex and deadlines more strict. 

This paper presents a process to conceive strategies to prevent the human error 
when operating industrial systems. The process is based on the error classification 
according to a task execution cognitive model. The strategies are conceived for the 
human interface component of the automated systems since it is this work’s premise 
that the human interface design has a strong impact on the human error rate. 

The process is based on a broad context analysis that includes: work context, op-
erator profile, task analysis and the history of incidents and accidents that are related 
to the human error in the industrial installation. The operator profile brings informa-
tion on the human abilities and limitations, thus being essential to understand the 
causes of errors and how to prevent these. The task analysis, beyond describing task 
characteristics, must also give insight into task frequency, the impact of the error and 
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the interaction rules for the system operating devices. The context analysis is based  
on ergonomic principles and consists on detailing the work environment from the 
physical and organizational points of view. It must highlight issues related to work 
ergonomics and their potential relation with system failures due to human error. To 
complete this phase, there is the analysis of the history of system failures related to 
human error, according to reports on accidents and incidents. The errors are then 
classified according to the categories proposed in the work of Rouse and Rouse, apud 
Cellier [2]. 

The purpose of this broad analysis is to identify the relationship between the hu-
man errors and the quality of the human interface; in order to propose effective strate-
gies to prevent errors. Each proposed strategy must then be validated based on criteria 
such as extra time taken to execute the task and the error rate with and without the 
strategies incorporated to the human interface component. 

As a result of this work the authors intend to incorporate the process for strategy 
conception into a method for user interface conception – the MCIE [15] that will 
allow the designers to account for the human error when conceiving the user interface 
for automated industrial systems. 

In the first session, this paper will present a review on human error classification. 
Then, in session two, it will give a brief description of the case study context, i.e. the 
operation of electrical systems. Section three presents the proposed process whereas 
session 4 gives an example on how to conceive strategies using the process. The paper 
concludes presenting the preliminary results of a validating experiment using a simu-
lated environment and presents the future steps for this research. 

2   The Human Error and Its Classification 

A system is considered adequate when it behaves according to its design specifica-
tion. A human action that modifies this behavior can be considered an error. Accord-
ing to Van Elslande and Alberton [13], every error can be considered human since it 
would have originated either from the human design or during human operation. 
Rasmussen [9], on the other hand argues that an error must not be considered an  
isolated result of a human action but rather the result of the interaction between the 
human operator and the system. Avizienis et al. [1] distinguish the result of an inter-
action and the interaction itself, which take the system into an invalid state, by catego-
rizing them as an error and a fault respectively. To Laprie [7], the error can originate 
in the system (fault) or in the human operator (error); and a system fault can lead into 
a human error.  

According to Holnagell [5] errors can cause incidents and accidents. An accident is 
defined as a short and sudden event that results in an unwanted situation directly or 
indirectly linked to a human action; whereas an incident is an unwanted event that 
ends a normal activity. Along this text the two concepts will be employed indistinctly. 

Regardless of their differences most authors agree that the error originates during 
the interaction between the human agent and the system, and thus cannot be analyzed 
in an isolated manner neither from the system nor from the human points of view. 
Therefore, this is the viewpoint adopted in this work. It is also considered that the 
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human error consists in an action that takes the system into an invalid state according 
to a predefined standard.  

2.1   A Brief Review on the Human Error Classification 

The human error has been classified according to different aspects. According to 
Reason’s classification [10] it is based upon the user level of experience. His classifi-
cation consists of: lapses that are made by experienced users who know the task and 
the work; whereas errors of intention happen when inexperienced users, due to lack of 
training, mistake the actions.  

Swain’s [12] classification is based on the task level execution mode. According to 
him there are: errors of omission, when parts of the task are omitted; errors of execu-
tion, when the task is executed in an incorrect manner; derivation errors, when an 
extra part is added to the task; errors of sequence, when the task sequence is altered 
and errors of timing, when the task execution time is altered.  

Norman’s [8] error classification is essentially based on the task action` level. He 
identified and classified errors according to the following patterns: (a) different tasks 
with initial actions in common and an unusual follow-up sequence; (b) a correct ac-
tion performed on the wrong object; (c) sensory data interfere and unconsciously 
modify the course of action; (d) an internal association between thoughts and ideas; 
(e) loss of objective before concluding an action; (f) different devices have operation 
modes in common but with different meanings.   

To conclude this brief review on error classification, Rouse & Rouse, apud Cellier 
[2], present an error classification based on Rasmussen’s [9] cognitive model of task 
execution. This classification is effective to point out potential faults along the prob-
lem solving phases. Since this work intends to propose strategies for error prevention 
according to those phases. There is a particular interest in the execution phase that is 
characterized by Rouse & Rouse as follows: (a) omitting parts (actions) of a task; (b) 
executing a task repeatedly; (c) introducing a non prescribed action in the task; (d) 
executing actions out of a prescribed sequence; (e) inappropriate action timing; (f) 
incorrectly placed action; (g) task completed, but incorrectly and (h) task finished, but 
without completion (task goal was not achieved).  

Analyzing the given classifications it becomes evident that many of the cited au-
thors center their error analysis in the task execution phase and do not consider the 
preceding phases when cognitive factors lead the user into the error. To comprehend 
the error mechanisms it is necessary to extend the error analysis in order to clarify the 
mental processes behind the error and then propose effective strategies to prevent it. 
Therefore this paper proposes to extend the conventional error analysis which is based 
upon the history of errors in order to account for the characteristics of: the operator, 
the task and the work context.  

3   Context Analysis  

To better understand the error mechanisms it is necessary to understand the context in 
which it happens. According to Dekker [3], when analyzing an error incident, better 
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than understanding the causes of the error is to understand why the information at the 
time of the error made sense to the system operator and why the specific reaction to it.  

In automated systems the operator is a key figure during exceptional situations 
when the complexity of the required tasks requires human intervention. In spite of the 
importance of the human intervention, automation system designers tend to prioritize 
the system functionalities in detriment of the physical and cognitive abilities of their 
users.  

This work is based on a study of human errors in the operation of electrical sys-
tems [4]. The authors had access to a corpus of study consisting of ten years of reports 
on human error that triggered accidents and incidents in the operation context of  
substations. The operation consists of performing maneuvers in order to put the  
substation in predefined configurations. These operations can be fully or partially 
automated, or manually executed by the human operators. Currently in the electricity 
industry, various levels of interaction with the plant are simultaneously available to 
the operator. It is possible to interact directly with the equipment panel; or  through 
panels located in control rooms in the plant, as illustrated in Figure 1, and through 
supervisory system which represent the entire system allowing for the interaction 
through computer screens. During the interaction with supervisory systems, the in-
formation volume and content, presented to the operator is typically very high, allow-
ing the access to a variety of devices and equipment statuses. Part of this information 
is available just for monitoring purposes whereas other demands acting within strict 
or hard deadlines. From the task point of view, the supervisory systems offer a com-
pletely new form of interacting with the plant. Figure 2 illustrates the screen of a 
supervisory system installed in the same electrical substation representing the plant 
information. 

  

Fig. 1. Control pannel Fig. 2. Supervisory screen 

4   Error Prevention Strategies - A Conception Process 

To be effective, a strategy must anticipate potential errors looking into previously 
reported errors. To complement this approach one must also consider context factors 
that might lead into new error situations. Therefore it is proposed to analyze existing 
error reports using Rasmussen’s [9] cognitive model of task resolution, adapted to the 
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error classification proposed by Cellier [2]. It is also proposed to analyze other factors 
which might lead into novel error situations in the work context.  

The process here proposed is based on the history of human triggered incidents and 
accidents in specific contexts. It considers the user profile, the work context and the 
task description. The process steps are illustrated in Figure 3.  

 

Fig. 3. Process to conceive strategies for error prevention 

Knowing the user profile: characteristics and limitations; is essential to propose ef-
fective error prevention strategies. The proposed process is based on information 
collected in the context for which the strategies are proposed. The process does not 
propose an order for the information gathering, the order presented on this paper is 
just a suggestion, as represented in Figure 3. 

One step in the process consists of raising the user profile. This is done by means 
of questionnaires answered by the system’s operators. The questions cover profes-
sional aspects such as the level of expertise as well as personal characteristics such as 
age group, gender, etc. 

Another relevant aspect is the task description, which includes information on: how 
often the task must be executed, how critical are the tasks results, how complex are 
the rules employed in the task execution procedure. This information can be gathered 
from interviews, observation of the work routine and documentation analysis.  

The context data analysis is based on the norm ISO 9241 - part 11[6] and consists 
of the following steps.  
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• Data gathering: analyzes the physical, technical and organizational as-
pects of the work environment through documents. Build a questionnaire 
and a checklist, to gather more detailed information about specific ergo-
nomic aspects, which were not clarified in the previous step. Apply the 
questionnaire to operators and use the checklist during visits to the work 
environment, as a guide to interviews and further observation. 

• Data analysis: highlights the work context aspects that need to be con-
trolled in order to prevent the human error.  

Before proposing strategies it is important to review and critically analyze the ef-
fectiveness of the strategies adopted in the company. As part of the data gathering, 
one must collect information on previous strategies and their efficacy. This can be a 
source of invaluable information.  

The strategies must be formulated in a clear manner, stating the kind of error to be 
prevented, how to be implemented and validated in the real environment. Before 
putting these in practice they must be validated. The validation can go through vari-
ous levels that can consist of interviews, technical visits, and document analysis; but 
must be concluded with a pilot test in the real work context. A negative outcome must 
take the strategist back to step one of context analysis, i.e. data gathering. The pro-
posed validation criteria should include the strategy influence on: the task duration, 
error incidence, and impact on the work routine, implementation viability and the 
impact on the operator’s learning curve. 

5   Applying the Process to a Substation Operation: A Case Study 

The process was applied, as a case study, to the operation of an industrial an electric 
substation. This choice of context was made on the basis that this electric system is a 
critical one, where the human error can cause material losses as well as endanger the 
lives of the ones directly and indirectly involved with the system. This kind of task 
poses a high stress load on the operators. 

The chosen substation is a real installation that belongs to one of the most impor-
tant suppliers of the Brazilian electricity grid. The substation itself is an important 
node of the grid. There, the operators must be able to interact in any of the three levels 
described previously. The company, CHESF (Companhia Hidro Elétrica do São Fran-
cisco), has made available in a previous study a set of reports on human errors trig-
gered accidents and incidents in a ten years period [4]. This set of reports constituted 
the main corpus of study for the process. It follows the description of each step in the 
strategy proposal process, applied to this case study.  

5.1   The Operator Profile 

To collect the data relative to the substation operator’s profile (age, gender, back-
ground, levels of training and experience) it was applied the questionnaire Webquest 
[15]. The gathered profile describes an operator predominantly male, aged between 35 
and 65, with the technical training acquired in the company; familiar with the use of 
computers and who worked mainly for the same company and in the same substation. 
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Therefore we are talking about an expert. The operators work environment is the 
substation control room and the patio where the equipment is placed. 

5.2   Task Analysis 

From technical visits to the installation, from observations, interviews and the analy-
sis of the error reports, one arrived to the following task description. The task in the 
substation consists essentially in supervising and controlling the equipment to main-
tain or put the installation in previously defined configurations. To perform this task 
the operators interact with the supervisory system, the control panels in the control 
room and directly with the equipment panels in the patio. During routine or emer-
gency situations, the task execution is formally bound by documents that prescribe the 
system final configuration and the procedure to reach it. Although, with time some  
of the procedures can be learned, the operators must strictly follow the documents. 
With time the procedures can change due to equipment replacement and installation 
upgrading. 

From the error reports it was extracted the information that routine tasks, particu-
larly the more frequent ones, are strongly related to errors. On the other hand,  
the error incidence during rare programmed tasks is higher than during urgency  
and emergency procedures. Simple tasks and emergency tasks had the highest error 
incidence. 

5.3    The Work Context 

The information on the work context was gathered through guided interviews, and 
observations based on checklists built according to the standard ISO 9241, part 11. 
The intention was to investigate and highlight ergonomic aspects of the operator’s 
task. From the analysis it was found that the operators work in pairs and in shifts. It 
was also registered complaints of work fatigue and cognitive overload. The error 
reports registered situations when steps of the prescribed procedure were bypassed 
during routine situations. From the equipment point of view, it was found that equip-
ments with similar functions but from different manufactures were not compatible in 
terms of interaction rules, leading into errors. From the organizational point of view 
the operators were generally unsatisfied with the management of faulty behavior. 
From the physical point of view there was dissatisfaction with the acoustics and light-
ing in the control room. 

5.4   Error Analysis 

The error report analysis step was based on the Rasmussen’s [9] cognitive model of 
task resolution, adapted to the error classification proposed by Cellier [2]. The corpus 
analyzed consisted of 35 human error reports related to incidents and accidents in the 
company spread over a period of 10 years. It follows the findings according to each 
phase of the task resolution Rasmussen’s model. 

System observation: in 32 out of the 35 cases, the error happened during this phase.  
No observation and incorrect observation responded for 62% of the reported causes 
of error. Hypothesis proposal: in 11 reports out of the 35 cases no hypothesis was 
formulated. From the analysis it was found that not formulating a hypothesis and 
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formulating either an insufficient or inconsistent one responded for 56% of the prob-
lems during this phase. Hypothesis evaluation: during this phase, 86% of the errors 
were associated to accepting the hypothesis or not evaluating one. Goal setting: From 
the study it was found that in 72% of the cases the goal set was correct, in the remain-
ing 28% cases were either incorrect or incomplete. Choice of procedure: 17 out of the 
35 reports mentioned the correct choice of procedure whereas 12 reports mentioned 
incorrect choice and 6 mentioned the choice of an incomplete procedure. Task execu-
tion; this phase evidenced a high incidence of cases where the procedures were not 
completed (6 out of 35) and where the intermediate actions were either performed on 
the wrong device (15 out of 35) or were omitted (3). The remaining cases accounted 
for actions out of a sequence or inappropriate timing. An example of performing the 
correct action over the wrong device in this context is when the operator follows the 
prescribed procedure and closes a wrong switch break. 

5.5   Previous Strategies 

During the technical visits to the substation installation it became evident the efforts 
made by the technical personnel to prevent errors during the operation. It follows the 
description of some of these initiatives.  

Placing a physical barrier over the interaction devices (switches, buttons, etc.) lo-
cated on control panels, in order to delay the action and give the operator a chance to 
reflect over it. Another strategy consists in demanding the operator to confirm with 
his colleague each step (action) in the procedure and to acknowledge the system feed-
back to this action. It has also been placed a safety warning in the form of a yellow 
strip painted around the equipment to avoid unintended actions on the panels (acci-
dently pressing a button) due to close proximity. Restriction notes, in the format of 
warning cards, are also placed by the side of an interaction device on the equipment 
panels, to warn the operators of a restriction related either to safety or to temporary 
unavailability of equipment due to maintenance.  

5.6   Strategy Proposal 

The following strategies were proposed on the basis of: relevance (the error report 
studies highlight the cognitive phases of task execution when the operator is more 
likely to err); operator profile (skills and limitations); task description (relevance and 
impact of not being completed successfully); knowledge of the context (work condi-
tions) and the effectiveness of the error prevention strategies already in use. The pro-
posed strategies are the following. To increase the visual distance between similar 
interaction devices found on the panels (buttons, switches, etc.). To review the use of 
terms in the panels user interface to ensure a standard. Visually highlight the objects 
involved in the programmed procedures. Provide a mechanism to indicate the se-
quence of actions to be performed during the execution of a procedure, highlighting 
the action currently being executed in relation to the sequence to be followed  
(evolution along the sequence).  Generate an alert when an action being performed is 
missing or unduly introduced in the sequence. Call the operator’s attention to time 
restriction during the procedure execution. Block an action which is out of a sequence 
or overdue, informing the operator of such prohibition. 
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5.7   Validating the Strategies 

Given the practical impossibility of validating the proposed strategies directly in the 
real work environment these have been tested in a simulated work environment. This 
environment consists of a virtual reality representation of the control room offering 
the two abstraction levels of interaction:  control panels and the supervisory system 
work station. The simulator [11] represents the plant behavior using Petri net models. 
The two levels are interconnected and the effect of any action performed in one level 
will cause an update in the other.  

The strategies were initially tested using the simulated environment, nonetheless 
these are still to be validated in the real work environment, in a pilot situation, adopt-
ing the criteria mentioned before. The validation protocol is currently under discus-
sion with the company. The preliminary results of the pilot testing in the virtual work 
environment already indicate a positive influence on the error rate. 

6   Concluding Remarks 

Given the extent of the consequences of the human error during the operation of in-
dustrial systems, a process for error prevention strategies can be of great help to plan-
ners and designers. Usually, error prevention strategies are conceived on the basis of 
specific events and rarely consider the human interface component. The knowledge of 
the task, the operator profile, and the error episodes issued by the process has resulted 
in effective strategies to prevent the error; since it can anticipate potential errors and 
not just prepare for already known situations. The following steps in this research will 
consist in validating the strategies in the real work context as well as applying the 
process to a different work context. The objective is to investigate how effective the 
strategies can be in reducing the operator’s cognitive load, the human error rate, thus 
improving operation safety. 
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